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Foreword
 by the President
 of the French Republic


France’s defence and security policy is once more at a crossroads.

Fourteen years since the publication of the previous White Paper on Defence, globalisation has profoundly changed the economy, everyday life and international relations. New powers have emerged and new vulnerabilities have been exposed. The traditional distinction between domestic security and foreign security has blurred.

At the same time, France has taken on the challenge of creating an all-professional army. France has made a considerable effort to build up the armed forces the country needs, but it has also encountered undeniable obstacles. The guiding force behind this transformation, the model army for 2015, is today both ill-suited and out of reach. As Commander in Chief of the French armed forces, I have a duty to protect the vital and strategic interests of our nation. It is my responsibility to choose the strategy and assets France needs at the dawn of the XXIst Century, to take on the security challenges facing us, with confidence and clear understanding. My two goals are to ensure that France remains a major military and diplomatic power, ready to take on the challenges congruent with our international obligations, and that the State has the capacity to guarantee the independence of France and the protection of all French citizens.

To fulfill this ambition, we must all work together in making the necessary efforts.

It was for this reason that I requested a wide-ranging review, not circumscribing defence-related questions to the armed forces alone or security issues to the domestic security forces alone.

It was for that reason also that I entrusted responsibility for this review to a commission drawn from all professional and political backgrounds, including from the armed forces and the defence and security administrations. Leading figures from all areas of expertise and all origins were invited to give their views, including repre-sentatives of the political parties, researchers, trade unionists, philo-sophers and, of course, members of the defence and security community.

For the same reason too, the French Parliament was involved in the process in unprecedented ways. For the first time, members of both houses sat on the White Paper Commission. For the first time, the parliamentary committees were consulted before strategic choices were made. And, for the first time, the White Paper will be presented to Parliament and our defence and security policy will be debated there.

From this process a new concept has emerged: that of a national security strategy that treats defence policy, domestic policy, foreign policy and economic policy as part of a whole, while not losing sight of their distinctive characteristics. This strategy serves as the framework for the European and international ambition that is the bedrock of France’s global calling. I truly believe that this new doctrine and the corresponding assets will guarantee the security of the French people and our capacity to shoulder our international responsibilities.

But to bring this strategy to life, far-reaching reforms are now necessary. These will break down institutional barriers, speed decision-making and our response to crises, and create new room for manoeuvre. All this will release funds to be reinvested in our defence structure, enabling us to modernise our equipment and reinforce the operational capabilities of our armed forces.

The goal I have set for the entire defence and national security community, military and civilian, indeed the goal I have set for the entire nation, is to successfully adapt our defence structure to address the challenges of the XXIst century. This represents a major step forward for the French people, as they continue to devote substantial resources to defence and security. It will place heavy demands on all of the personnel concerned, and I am confident they will commit unstintingly to the reforms presented here. This reform is vital to enable France to live up to its ambitions. It will provide the State with the means to guarantee our national independence, and enable our armed forces, as well as our domestic security and civil security forces, to guarantee France’s freedom of action and its independent capacity to decide for itself.

The post cold-war world is rapidly giving way to a more shifting, more uncertain, less predictable world, exposed to new forms of vulnerability. In tomorrow’s world, France’s national security will be assured, and France will play its role to the full in the defence of peace and its values.



[image: images]




Introduction


In 1994, following the demise of the enforced division of Europe by the “Iron Curtain”, France embarked on a major overhaul of its strategy and defence organisation. It opted in 1996 for a wholly professional army; it also decided to dismantle its surface to surface ballistic nuclear missiles and to create a power projection capacity geared to the new strategic situation. Nearly fifteen years later, in 2008, the world has changed radically. Now that the post-Cold War era is over, and globalisation shapes international relations, a new strategy is needed.


An ever more unstable environment

Globalisation is transforming the very foundations of the international system, and the distribution of global power is gradually shifting towards Asia. New and powerful non-State actors are competing with States and their strategies. The typology of threats and risks is forcing us to redefine the conditions of national and international security. The role and place of military instruments has been modified. 

Complexity and uncertainty are unquestionably major features of this new environment. No single analytical framework can suffice to grasp in all their dimensions the economic, strategic political and cultural dynamics shaping globalisation, or flowing from it.

Examples of this complexity abound. The spectacular enrichment of a hitherto impoverished portion of the planet is taking place side by side with the impoverishment of whole countries or regions. The number of conflicts between States is in decline, but the degree of violence can be extreme and new health or ecological risks are producing consequences for collective security. Major strategic upsets may occur at any time, as witnessed by terrorism’s change of scale and its consequences. Economic interdependence is creating ties of solidarity contributing to the stability of the planet, yet at the same time the balance of power between States remains as important as ever in international relations. While there is a need to codify new rules of global governance, they are difficult to formulate and hard to enforce.

This list by no means embraces all of the uncertainties of the world we have now entered, a world not necessarily more dangerous, but certainly less predictable, less stable and more contradictory than the one that emerged in 1994, at the time of drafting of the previous White Paper. In this volatile environment, the French territory and population are vulnerable in new ways that must now be treated as key factors in adapting our defence and security. They are the result of both global phenomena, such as damage to the biosphere or the risks of pandemics, and of the direct threats to France from terrorist networks, the long-term consequences of ballistic proliferation around the continent of Europe, and attacks on information and communication systems.

It is the ambition of France to be in a position where it does not have to submit to the effects of uncertainty; its ambition, rather, is to have the capacity to anticipate, respond to and influence international developments. This ambition has resulted in the formulation of a new national security strategy. Our task is to leverage the revolutions in knowledge and information, to prevent or deter the risk of war, to guarantee the security of our citizens as effectively as possible, both on French soil and beyond, wherever the security of France, the defence of Europe and world peace may come under threat.




A change in procedures

When setting up the Commission responsible for drafting the White Paper on Defence and National Security on August 23, 2007, the President of the French Republic asked that the Commission conduct its proceedings without taboos, taking a broad, transparent approach to the choices confronting France. The Commission has made full use of this freedom. Its composition was deliberately broad, being made up of representatives of the Civil Service and the armed forces, as well as members of both chambers of Parliament drawn from both the governing majority and the opposition, qualified personalities from the academic community and strategic research institutes, representatives of industry, and independent experts.

The Commission took several unprecedented initiatives for an exercise of this kind. It held 40 public hearings, broadcast on the Parliamentary TV channels. It interviewed 52 French and international personalities representing 14 nations from five continents, including political leaders, generals and other officers, actors in the field, experts, and representatives of civil society. Numerous consultations were held with representatives of the French and foreign government departments concerned, civil and military experts, members of the representative committees of defence and security personnel, business leaders, trade union representatives, representatives of associations, academics and journalists. These took place within a more restricted framework, given the necessary confidentiality of certain discussions. 

The dialogue with French parliamentarians comprised regular discussions with the parliamentary committees, followed by a series of hearings behind closed doors with Government ministers on the draft White Paper even before the President of the French Republic gave his seal of approval to the text. This was a radically new approach from previous White Papers’ proceedings.

A website set up for the occasion attracted more than 250,000 hits since its opening, indicating keen public interest in the shaping of French security and defence policy. To encourage dialogue, the Commission also opened a series of forums on its website to discuss most of the issues raised in the White Paper, including the place of France in the world, nuclear deterrence, the European defence capability, the concept of national security, the links between the armed forces and the nation, relations with NATO, the status of reservists, interventions abroad, etc.

The Commission members naturally also went out to meet professionals working in the service of the defence and security of the nation. Around forty visits were made to the forces or to theatres of operation, to gauge hopes, aspirations and difficulties, notably with regard to the quality and availability of equipment. These visits systematically included roundtable discussions between members of the Commission and all categories of personnel. At the European level, discussions were held with our main partners and with eminent European Union and Atlantic Alliance personalities providing an opportunity to present the Commission’s work and learn the views of our partners.




Reinventing our strategy

The resulting White Paper introduces a major innovation in the definition of French strategy, in that it spells out a strategy not only for defence, but also for national security.

Its aim is to ward off the risks and threats detrimental to the life of the nation. The threats may come from States or transnational non-State groups. The risks may arise from natural or health disasters calling for a global response. The life of the country may be affected either as a result of hostile intentions or of accidental breakdowns. Whatever the case, the possibility of a threat to national security demands foresight, prevention, and a swift response, harnessing all of the means at the government’s disposal and the activation of European and international co-operation. This strategy therefore embraces both external and domestic security, military means as well as civil ones, defence policy in the strict sense of the term and domestic security policy and civil security, together with foreign policy and economic policy.

The definition of an overarching security strategy is a response to a new necessity, namely the need to adapt to the upheavals resulting from globalisation. This is incumbent not only on France but also on all of its allies and partners.










I

From globalisation to the national
 security strategy





Chapter 1

The impact of uncertainty


Globalisation is a new situation in which the spread of information and knowledge, the transformation of trade and changing inter-national power relationships have an immediate global impact. It is creating a general, uncontrolled interaction and interdependence between all States. It is enabling a multitude of new non-State actors and individuals to reap maximum benefit from the possibilities of faster international movements of people as well as data and goods, both material and immaterial.

Globalisation therefore is shaping international security. It is one of the most far-reaching changes to have occurred since the end of the Cold War, the event that served as the backdrop to the 1994 Defence White Paper. We have entered a new era, driven by very different and contradictory forces that no longer comply with the institutional, social, cultural and military logic that fashioned our post-Cold War outlook.


Positive developments since 1994

The number of democracies has increased over the past 20 years. They represented 63% of States in 2007 from 40% in 19871. Admittedly, this trend is neither global nor irreversible and is confined mainly to Europe. Authoritarian regimes continue to dominate more than half of the world’s population, and certain States are democratic only in name. But the demise of the logic of confrontation between two antagonistic political and economic systems, the universal spread of the free-market economy model embodied in the democracies, and the relative reduction of poverty in the fast-growing regions, notwithstanding wide disparities between States or within countries themselves, have helped ease the tensions characteristic of the previous period.

In absolute terms, an unprecedented reduction in poverty since the middle of the 1990s has allowed nearly 400 million people, in China essentially, to rise above the extreme poverty threshold symbolised by an income of less than one dollar per day.

The growing interdependence of the world’s markets and economies is abating the risks of acute confrontation between States. When major climate or health accidents occur, as on the occasion of the tsunami on December 26, 2004, the SARS epidemic in 2002/03, or again this year in Myanmar and China, we are witnessing a growing capacity for international mobilisation and co-operation. There is a growing awareness of the common responsibility for dealing with world risks, even if it remains difficult to implement global solutions.

The Internet boom has revolutionised modes of communication, training, and access to knowledge. Around 16 million people were using it in 1996, but by 2006 the number had grown to 1.1 billion, and it continues to grow exponentially. This revolution is creating a more transparent, border-free world (although the Internet is under close surveillance in certain countries) based on the concept of exchange. Time is being compressed in a way never seen before. The cost of telecommunications is falling spectacularly, and this deep transformation holds out unprecedented potential for the economic powerhouses and developing countries alike, for both groups and individuals.

In this benign context, there has been a decline in the number of armed conflicts. Numbers have fallen steadily between 1990 and 2006. This applies to Europe, with the end of the armed conflicts that caused so much bloodshed in the Balkans in the 1990s, as also in Africa, in Angola, Liberia and Rwanda. Other examples illustrate this trend in Asia, with the solution to the armed conflicts afflicting Indonesia, in Aceh, in the wake of the tsunami disaster and the intervention of European mediation, and in East Timor.

International society’s capacity for mobilisation is making progress, thanks to the aspiration of a growing number of States to play a regional or global role, and to shoulder greater responsibilities in their bid for international status. The desire to prevent, limit or halt wars can be put down to the new instruments of prevention spawned by globalisation. International co-operation in the management or prevention of crises is reaching spectacular proportions: in 2008, nearly 90,000 men and women were deployed in UN peacekeeping operations. Each operation aimed at stabilising or supporting peace now involves several dozen States or organisations.


Number of internet users – 1991-2008 (in millions)


[image: images]Source: Ministry of Defence (open sources).



At the same time, important States, like the ones that emerged from the break-up of the Soviet Union, South Africa or Libya, have renounced their nuclear status, weapons or ambitions, depending on the case.

Europe is in the process of completing its unity. The historic enlargement of the European Union is already a considerable source of strength. It is now the world’s leading economic and trading power and the largest contributor to development assistance. It possesses diplomatic, financial, economic and military resources essential to the stabilisation of the international system. For its Member States, many security questions now find their solution at the European level: this applies to health and environmental safety, to the reconstruction of post-conflict crisis zones, and the fight against major organised crime networks.
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From a security point of view, the enlargement of the Atlantic Alliance has bolstered that of the European Union. NATO evolved from a military structure organised to cope with a Warsaw Pact that threatened it directly, to a security organisation offering the United Nations multinational military capabilities based on a close relationship and co-ordination between American and European means.




Worrying trends


Globalisation’s downside

Although globalisation has greatly expanded exchanges in all areas, it also has a downside. Faster means of transport are leading not only to increased risks of the spread of pandemics, and the Internet allows the propagation of more than just computer viruses. Means of communication are bringing forth an increasingly transparent world, but the resulting immediacy is contributing to the rapid spread of all kinds of crises—political, economic and financial.

Internet users are expected to account for around 22% of the world population in 2011. The instantaneous nature of communication can be measured also in terms of the volume of messages exchanged electronically each day—estimated at between 100 and 200 billion. The staggering acceleration of the speed of circulation of information, and with it the speed of action everywhere, is making management of these crises infinitely more complex. This is in turn undermining States’ capacity to regulate, and is proportionally increasing the capacity for action by businesses, organisations and networks on the global scene.

In view of the foregoing, defence and security strategies need to address new problems: not only the defence or control of defined areas, but also the explosion of unchecked movements of people, goods and ideas. The responses themselves can only be global, combining all of the means at the disposal of the authorities and civil society; it implies mobilisation at every level, national, European and international.

Communication on a global scale is also making the dissemination of economic, political and cultural models more perceptible, which is seen as an attempt to diminish the world’s diversity. The rejection of uniformity is breeding a proliferation of identity-centred responses, sometimes violent, bringing with them the risk of new fractures on a planetary scale.


The growing role of non-State actors


The opening up of borders, the immediacy of news flows, the fluidity of exchanges, and the extraordinary growth in financial flows worldwide, is curbing the role and influence of States in the management of international relations. They now have very little capacity to control international financial flows, to regulate business transactions, or to ensure that the flow of information disseminated across the Internet contains no criminal or illegal content.

Non-governmental organisations (NGOs) have become front rank actors, and their capacity to mobilise public opinion gives them considerable clout, and in some cases they are able to exert pressure on the policies of States and international organisations.

The major news media, television in particular, play an essential role in public perceptions and opinions as to whether or not military interventions are legitimate. The “CNN effect” and the “Al Jazeera effect” in the shaping of international opinion reflect the media’s status as an alternative centre of power.

Private companies now perform certain sovereign prerogatives, and private military firms are growing up alongside regular forces.

Criminal organisations are being structured on a global scale and their resources match or outclass certain States. Terrorist networks have modified their ways of functioning and are able to resist the most effective State security apparatuses. Networks involved in drug trafficking, in Afghanistan notably or in Latin America, and the collusion between them, are a growing threat.





Consequently, and paradoxically, globalisation goes hand-in-hand with rising nationalism, religious fanaticism and authoritarian backlashes. Some people are exploiting the opportunities to disseminate their ideas via the Internet and other means of information and communication. Others seek to establish ways to compartmentalise the virtual world, means of control and prohibition, or even ways to manipulate communication.

Globalisation is also fuelling flagrant economic and social inequalities. Whole regions are failing to share in the benefits of world growth, and instead of narrowing, the gap between richest and poorest is wide-ning. At a time when the spread of information and news is raising the visibility of these inequalities, this situation is fraught with dangers for international stability. It could breed revolt and extremism. The positive effects of globalisation have passed by much of Africa, Asia, and even Latin America.

The economic growth of the new powers goes hand-in-hand with rising energy consumption, as well as a growing demand for natural resources and strategic raw materials. This is contributing to two types of disorder.

The first concerns damage to the biosphere, including global warming, which between now and 2025 is forecast to produce effects that are still difficult to measure on the equilibrium of the polar zones, the level of the oceans, the geography of human migrations, food security, and the expansion of the areas affected by certain diseases. The spread of microbial agents seems set to accelerate. These new risks can only be tackled and dealt with on a global scale, by new organisations and forms of action. Their impact on security needs to be measured long in advance.

The second of these is the growing pressure on strategic supplies. Global energy consumption could double between now and 2030. The European Union countries are currently more than 75% dependent for their oil consumption on production zones located in the Middle East, Africa and Russia. The figures for gas are comparable. The fast-growing economies such as India, and above all China, are scouring the planet in search of new sources of supply. Excessive and unregulated pressures in this regard could breed competition, and possibly even conflict.

Over-exploitation of natural resources could stoke up tensions on a planetary scale, and on a scale hitherto unseen in the race to satisfy demand for energy, water, food and raw materials. These issues demand regulatory strategies also on a global scale.

By accelerating exchanges of every kind, globalisation is facilitating programmes for the proliferation of weapons that are either banned or regulated by international treaties. These developments are no longer solely the result of State policies but also the result of initiatives taken by private and clandestine networks. Nuclear arms proliferation is taking on a new dimension, with nuclear tests by India and Pakistan in 1998, North Korea in 2006, and grave suspicions surrounding Iran’s nuclear programme. This trend is a major threat, one that could drastically affect international security in the coming years.

Simultaneously, technologies for the fabrication of ballistic missiles, cruise missiles and drones have become widespread. Several countries, Iran and Pakistan notably, have crossed the 1,000-km threshold for ballistic missiles since 1994, or now have access to distinctly greater ranges (as in the case of India and North Korea).

In the field of chemical warfare, the implementation of the 1993 Chemical Weapons Convention (CWC) is unsatisfactory, no unannounced inspection of chemical sites (“challenge” inspections as provided for in the international convention) having been carried out. In the biological sphere—one of the hardest to monitor and benefiting from spectacular progress in the life sciences—no instrument exists to control the application of the 1972 Biological and Toxin Weapons Convention (BTWC).
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Changing forms of violence

Terrorism crossed an historical threshold and underwent a change of scale on September 11, 2001. It caused trauma in the United States, and prompted a military operation leading to the intervention in Afghanistan to overthrow of the Taliban regime in 2001, undermined Pakistan and, indirectly, led to the war in Iraq. The 2001 attacks and those that followed, in Europe notably (Madrid 2004, London 2005), marked a turning point in the scale, spread, modes of operation and effectiveness of terrorist networks. Terrorism is now capable of striking at the heart of any country, with unprecedented violence, with a degree of international preparation and intensity of action never before achieved by terrorist groups.


Jihadism, Islamism, Terrorism


In Europe, Jihad is often translated as “holy war”. Etymologically, though, Jihad signifies “an effort towards a specific goal”, i.e., on the one hand, the effort to defend or spread Islam, and on the other, an effort on the part of the believer to conform to the rules of the Koran. This reference appears in various verses of the Koran in different forms: spreading Islam by persuasion, fighting to repulse an attack on Islam, etc.

Just as one distinguishes Islam from its political exploitation (“Islamism”), one needs to distinguish the religious notion of Jihad from “Jihadism”, which is a deformation of it through terrorist action.





This radicalisation of violence on a global scale makes it one of the major threats for the coming years, requiring a radical overhaul of defence and security strategies.

The wars in Afghanistan and subsequently Iraq, and those that have caused bloodshed in Africa, have dominated the international scene. The first two, after phases of high-intensity military action, employing the full spectrum of the most advanced technologies, are being prolonged in the form of guerrilla warfare and are spreading among the civilian populations. In Iraq, a new focal point of international terrorist violence aimed at civil populations has taken root. In Africa, war remains a reality or a potential threat in too many regions. In certain African countries, the share of military expenditures in national budgets is still far too high and is hampering development. In others, control of the territory is and will be an acute problem.

[image: images]

The privatisation of armed violence is spreading. Alongside the widespread phenomenon of militias, private military firms are springing up on the fringes of or alongside regular forces. These companies provide security for firms working in unstable regions such as Africa. But they play an increasingly prominent direct role in the stabilisation phases following international military interventions. This trend runs counter to the principle of the legitimacy of the State monopoly of armed force. The soldier in uniform is no longer immediately identifiable with a combatant acting within a multinational framework. In addition to the confusion resulting from the proliferation of militias there is now, with such a trend, the added blurring of the identity of forces with an international mandate.




The rise in global military spending

After declining significantly in the 1990s, global military spending has risen continuously since then. Global defence spending, which in 1998 amounted to US$ 867 billion (in constant 2007 dollars) had risen to US$ 1,204 billion in 2006, reverting to its level at the beginning of the 1990s.

The main cause of this increase is North American spending. The United States sharply increased its spending in 2002, and this has outpaced GDP growth ever since. This is the main factor in the global upward trend. US spending, and in Europe that of the United Kingdom, have also risen significantly as a result of the war effort in Afghanistan and Iraq.

Yet even outside these countries, worldwide spending has risen significantly since 1998 (see box). South Asia and East Asia, with an additional US$ 40 billion since that date, have seen a pronounced increase. China is continuing to modernise its equipment, with substantial purchases from Russia (combat aircraft and submarines) and has expanded its nuclear and ballistic capabilities. India’s spending has grown at the same fast pace as its GDP growth. This has resulted in a substantial increase in the military resources of both countries, and especially China.

Europe and South America have increased their military spending the least since 1998, proportionally.

Official comparisons should be treated with caution, due to the limited transparency of certain major countries’ expenditures, such as China.

[image: images]

[image: images]




Major unresolved crises

The case of the Balkans deserves to be treated separately, though the situation there remains fragile. But the war that marked the countries of the former Yugoslavia throughout the 1990s is over.

On the other hand, contrary to the hopes aroused during those 1990s, a major geography of conflict is emerging, stretching from the Eastern Mediterranean to India.

In the Near and Middle East, peace is under constant threat from at least four sources of conflict. The deadlock in the peace process between Israel and the Palestinians initiated in 1993 is fuelling radicalisation, in which social, religious and security factors are inextricably linked. Lebanon is prone to repeated crises, largely manipulated by outside actors, from Syria and Iran notably. The continuing hostilities in Iraq give reason to fear a general escalation in the antagonism between Shiite and Sunni Muslims, and are nurturing a hotspot of violence pervading the region as a whole. In addition to its nuclear and ballistic programme, as well as its external activities, Iran is openly threatening the very existence of Israel. Although originally governed by distinct logics, these crises are increasingly interlinked directly and indirectly. They now carry a risk of a chain reaction fuelled by the inability of the international institutions and the great powers to set in motion a peaceful settlement, and that of the countries in the region themselves to overcome their divisions. 

At the same time, the stabilisation operations in Afghanistan are becoming protracted, creating the impression that Western power is exposed and vulnerable. The situation in Pakistan appears to be more and more fragile: the border areas with Afghanistan are destabilised, uncontrolled and serve as sanctuaries for Al Qaeda and affiliated groups. The latter could affect the security of Pakistan, that of the international forces in Afghanistan, and could also be preparing terrorist actions in the West. The Kashmir question remains unresolved despite renewed dialogue with India. This situation as a whole is unfolding within the context of a strengthening of Pakistan’s ballistic and nuclear capabilities.

The distress of the populations in these regions is creating new generations whose sole horizon is armed violence.

Resistance to the presence of foreign troops, even under inter-national mandate, is hardening, even as recourse to military force alone appears inappropriate.

Other crises to which there is no solution at present are affecting international security. In Africa many conflicts and guerrilla situations persist. These are becoming increasingly complex due to the proliferation of actors and the extension of these conflicts to the regional level. This is the situation in the Horn of Africa, in the Great Lakes region, and in the region of the Sahel.

In Asia, the risks of unresolved conflicts rooted in history could threaten international security on a large scale if they are not headed off: these include the Korean question, the Taiwanese question, and the question of Kashmir. With at least three declared nuclear powers (China, India and Pakistan) and the presence of two other major powers in the Far East (Russia and the United States), these risks are a cause for concern.






The new strategic situation and instability

Globalisation is creating a world that is neither better nor more dangerous than two decades ago. It does, on the other hand, foreshadow the outlines of a distinctly more unstable international system, more out of control and hence more disquieting, calling for both more global and highly specific responses.


The progressive shift in the centre of strategic gravity towards Asia

Looking to 2025, Asia will be one of the major centres of inter-national life, alongside Europe and America. New powers will have emerged, China and India foremost among them.

More than half of the world’s population will be of Asian origin at that date, representing around 4.7 billion people. China is expected to become the world’s number one importer and exporter. Barring a major internal or international upset, China’s gross domestic product (GDP) and that of India could triple over the next two decades, and Asia could by then account for half of global oil consumption.

This growing power, coupled with that of other emerging countries, foreshadows the outlines of a reshaped global economic and geopolitical system. The relative importance of the new powers, the scale of the interests at stake, and the competition for access to markets and resources, are modifying the global strategic equation.

Asia’s rise is not without its fragilities, as is witnessed by the risks of economic overheating, the persistent underdevelopment of whole swathes of the population, and its exposure to major natural risks or ecological disasters. Nor is it irreversible, should one of the causes of potential conflict lead to war, which given the region’s conditions, could prove devastating. Consequently, Asia is one of the main regions where rivalries or conflicts could destabilise the international security system.

 

However, the rise of these new powers is unquestionably one of the outstanding features of the future strategic landscape.


Strategic issues in Asia


Asia is now one of the most dynamic regions of the world, where growth is fastest, the population most numerous, and the transformations most impressive. It is also home to a large number of unresolved conflicts (Kashmir, the Korean peninsula, and the Taiwanese question), and interstate tensions (India-Pakistan, India-China, China-Japan), and where three of the world’s most important countries have strategic interests and a military presence (Russia, China, and the United States). It is the only region where three nuclear powers have common frontiers that are not internationally recognised (India-Pakistan-China). Meanwhile North Korea, which carried out a nuclear test in October 2006, and which is continuing to develop its ballistic technologies, is giving concern to its neighbours, Japan in particular. Its role in global proliferation is a destabilising factor.

Against this background, military spending is rising steeply. In China especially, the military budget has been growing at publicly-announced 10% average annual growth rate between 1989 and 2007, and 17% for the two years 2007 and 2008. This is all the more disquieting inasmuch as these spending figures lack transparency where China is concerned, as the region possesses no system of collective security, and as little is being done to build confidence.








The relative decline of the Western powers

The Western world (i.e., essentially Europe and America) no longer has a monopoly of economic and strategic initiative in the sense that it still did have in 1994.

Economically speaking, in 20 years time the countries of Europe and North America will produce only around 40% of global wealth and Asia will have been caught up with them.

In population terms, projections highlight the decline in the West’s relative share. In 2025, the United States and Europe will represent no more than 9% of the world’s population.

While the models of governance and the values promoted by these States are sometimes envied, increasingly they are radically rejected, on ideological and religious grounds, sustained by the spread of jihadism via the Internet and the public media. Western power, its obsession with security since 2001 and its practical manifestations, are often perceived as aggressive. Economic globalisation has indeed prompted a process of opening up and unification of international society without precedent. But it has yet to generate universal acceptance of a common world view. On the contrary, opposition to declared Western ambitions is fuelling new tensions and violence.

America’s and Europe’s technological and military superiority will remain considerable, but it will have rivals. The development by the new powers of military capabilities will enable them to maintain a stronger and broader presence in their zones of interest. Many of them, particularly in Asia, are acceding to comparable levels of technology in certain key areas such as communications, information and space technologies.

However, these underlying trends should not be overestimated.

The Western countries themselves harbour diverse views of the world and cannot be reduced to a single “model”, nor would they allow themselves to be dragged into a binary vision of international relations. The technology gap remains in their favour, especially when they invest in leading-edge science and technologies.

The United States will continue to set the pace in that respect. Over the coming fifteen years, it will hold on to the advantages that have made it the leading economic, technological and military power in the world, namely vigorous population growth, a dynamic private sector, a decisive lead in the knowledge and communications economy, and technological and military pre-eminence. 80% of all of the world’s computer servers are American.

It is their determination to continue to be open societies, to organise together, to invest in knowledge and to uphold their values that will allow the other Western countries to play their role in inter-national security in a world where the balance of powers and world governance is set to evolve in any case.




The fragilities of the system of collective security

The collective security system appears to have been weakened. Most of the instruments and institutions of international society such as the UN, the WTO, the IMF, etc. and the multilateral arms-control instruments are in the throes of a dual crisis of legitimacy and efficacy.

The crisis of legitimacy flows in the first place from the absence of agreement over of the reform of the UN Security Council. This organ, which has prime responsibility for international peacekeeping and security, remains the capstone of international relations. But it is now insufficiently representative, and this is a cause of growing weakness in the gathering international rebalancing of power.


The United States – still a major power in 2025


The United States will long wield the chief attributes of power. Apart from those cited above, it can rely on its considerable capacity for innovation fuelled by heavy investment in military research and development (US$ 70 billion), its military dominance of the global common spaces (air, sea and space), and an unrivalled network of alliances, starting with its alliance with the countries of Europe, including France.

However, factors at work are making the United States more fragile, both economically (debt, economic and financial dependence on Asia, the risk of a currency crisis), as well as militarily (its difficulties in Iraq and Afghanistan, the pursuit of asymmetric strategies by its increasingly numerous adversaries), and diplomatically (the Middle East). In recent years, its policies have been increasingly challenged. Russia’s desire to reaffirm its place and the rise of China in all areas could weaken America’s relative position. One possible consequence of this situation is a crisis of confidence among America’s allies in the two most volatile regions, namely the Middle East and the Far East. A section of American society may be tempted to refocus on purely national concerns.

Yet there has been a constant tendency to underestimate the dynamism of America, and the fundamentals of American power are unlikely to come under serious threat between now and 2025.





Moreover, despite new developments, arms-control and non-proliferation instruments are coming under challenge either as a result of the failures of the fight against proliferation, or due to the non-participation of important States. Meanwhile some States are challenging or withdrawing from treaties that long organised arms-control, disarmament and non-proliferation (for example the American withdrawal from the ABM treaty, announced in December 2001, Russia’s distancing itself from the Treaty on Conventional Forces in Europe, or North Korea’s withdrawal from the Non-Proliferation Treaty in 2003).

Contrary to the hopes aroused at the end of the Cold War, the logic of power is not on the wane. The globalisation of the economy has not led to the emergence of a new more democratic and more peaceful world order. The States exposed to Al Qaeda-inspired terrorist violence are tempted to break free from the multilateral framework governing the use of force, or from the legal norms of international law. Power relationships between States and their divergences of interests are shaping international relations as much as the new forms of economic and financial interdependence.

Thus Russia, for example, is seeking to consolidate its return to the international scene and its status as a major power by taking an offensive line in dealing with certain European countries, notably those in its immediate vicinity (the so-called “near-abroad”). It gives the impression of having difficulty adjusting to the political changes that have taken place since the end of the Warsaw Pact, and in taking on board the full implications of the democratic process initiated in the 1990s. It is tempted to test the effects of putting pressure—economic at least—on its neighbours.




Fragile States and lawless areas

Contrary to the foregoing situation, a growing number of States lack all the attributes of sovereignty, or are progressively losing them. They are incapable of discharging their sovereign prerogatives in terms of ensuring the security of their territory and their population in terms of the distribution of resources or preparing for the future. But these fragile States, which are highly vulnerable to both domestic crises and external shocks, are often incapable of combating trafficking, rebellions or the activities of terrorist groups utilising their territory. Consequently, lawless areas are springing up in many regions of the world, particularly in Africa (as in the Sahara/Sahel zone) and in Asia (as in northern Pakistan, for example).

Preventing the outbreak of crises or wars in these States has become one of the major challenges facing the international security system.




Strategic surprises and upsets

Those that reject the influence of the West will seek to circumvent its technological advantage and military power, while fiercely competing with its economic might. The quest for the most effective strategies that avoid head-on confrontation with our capabilities and attempts to test our societies’ vulnerabilities will intensify.

Consequently, we must be prepared for strategic upsets resulting from the scale of violence of attempts to thwart the normal functioning of our societies, in places not normally expected by our military and security means. Interruptions to the flows of goods, people, assets, or again information that are the lifeblood of national and international life today can take unforeseen forms and trigger an unexpected regression in various parts of the world, Europe included.


Russia: the return of power politics


One of the most remarkable changes compared with 1994 is the evolution of relations between Russia and the Western world, the United States and Europe alike.

The policy of rapprochement embarked on at the end of the Cold War has given way to a series of initiatives that run counter to this objective, as in the use of energy as a weapon in international relations, attempts at controlling regions or countries in Russia’s “near abroad”, and calling into question the Treaty on Conventional Forces in Europe.

Emboldened by its economic muscle resulting from higher energy prices, Russia is reverting to power politics, helped by rising military spending. It has expanded the scope of its military exercises, which since 2007 have been taking place in the Baltic Sea, the North Atlantic, the Mediterranean and the Pacific. Its policies vis-à-vis its neighbours belonging to the European Union and NATO, or which have applied to join, are still more of a concern.

Russia’s weaknesses are no less obvious, and the Russian authorities themselves acknowledge them. These include the low investment, including in the energy sector, falling population, and public health problems.

The European countries should adopt a common approach in proposing an ambitious yet balanced cooperation with Russia. This approach would also encourage Russia to exercise its power responsibly, this being an indispensable basis for a partnership to tackle international challenges effectively. Russia’s stated desire to be involved in the European Union’s operations is an encouraging signal. We have major common security interests, including the stabilisation of Afghanistan, combating terrorism, and halting Iran’s nuclear programme.





The most serious currently identified scenario is the combination of a major terrorist attack on European soil, using non-conventional nuclear, chemical or biological-type means, together with a war situation in one of the strategically important zones for Europe. With that in mind, our strategy should allow for the possibility of an outbreak of major conflicts in the Middle East and Asia.

But upsets can take other forms.

A breaking of the nuclear taboo itself is no longer improbable. Circumstances have changed since the balance of deterrence reached in the 1960s. New nuclear powers have emerged whose doctrines, where they exist, are little understood. Nuclear weapons are present in several sensitive regions with persistent territorial disputes. In addition, certain terrorist groups are known to be seeking access to radiological or nuclear materials or devices.


The international context makes it essential to incorporate strategic uncertainty as one of the fundamentals of French defence and security thinking and policy.

This emphasis on uncertainty signals neither a lack of information nor an intellectual shortcoming. Precisely the opposite: it posits the ability to anticipate and protect the nation as the fundamental criterion of a new strategy founded on an autonomous decision-making capacity.

This strategy is rooted in a coherent ambition and international policy: promoting the European Union as a global security actor on the one hand, and the construction of a legitimate and effective system of global governance on the other, are the necessary fulcrums for the defence of the major security interests of France.




[image: images]









1- Source: Freedom House, 2007.









Chapter 2

Consequences for France and Europe


France and Europe belong to a group of democracies whose situation has grown more vulnerable than it was at the end of the Cold War.


Four critical regions


The arc of crisis, from the Atlantic to the Indian Ocean

This region is not a homogenous ensemble. Each country in it has its own identity and history, and its political, social, economic and human wellsprings. Each part of the region has its own logic: that of the Sahel area, from Mauritania to Somalia, is clearly different from the Mediterranean littoral, the Near East, the Arabian-Persian Gulf, or from Afghanistan and Pakistan.

But essential changes now taking place are modifying the security situation for France and Europe in this part of the world, which lies in Europe’s neighbourhood and is central to global security strategic interests. The upsurge in radical Islam, the antagonism between Sunni and Shiite Muslims, the Kurdish question, and the fragility of political regimes in the region, form an explosive mixture. The establishment and networking of terrorist groups are becoming a permanent fact of life. Iran’s nuclear and ballistic programmes by themselves threaten to upset the balance right across the Middle East and beyond. The region’s oil and gas reserves remain central to the energy supplies of the European continent.

A new risk now emerging is that of a linking up of the conflicts, from the Near and Middle East to the Pakistan-Afghanistan region. The existence of mainly clandestine nuclear, chemical and biological weapons programmes is aggravating this danger, at time when the countries of these regions are openly or covertly acquiring large-scale military capabilities with aircraft and missiles. The destabilisation of Iraq, notably the division between Shiite and Sunni Muslims, could spread to the rest of the Middle East.

The instability of this geographical arc could therefore affect our interests directly or indirectly. European countries have a military presence in varying capacities in Chad, Palestine, Lebanon, Iraq and Afghanistan. Given these conditions, there is every likelihood Europe and France will be called upon to become still more involved in the region as a whole, to help prevent crises and to resolve them.


Rising tensions from the Atlantic to the Indian Ocean


The area stretching between Mauritania and Pakistan is crucial for Europe looking to 2025. The population is forecast to double between now and 2030, while economic prospects are limited, unemployment is high, educational systems are ill-adapted and political regimes challenged. The region’s natural resources essentially consist of oil and gas (representing two thirds of the world’s reserves). Its water situation is very unfavourable and the region is expected to experience severe problems of access to drinking water, aggravated by climate change and migratory flows.

Against this background, the radicalisation of societies, the opposition between Shiites and Sunnis, and the attempts by Al Qaeda and jihadism to wrest control of national struggles compound the risks of destabilisation. Moreover, the deadlock in the peace process, the persistence of conflicts (in Lebanon, Iraq and Afghanistan) or threats of destabilisation (Pakistan) hold out little prospect of solutions in the coming years. 

The interconnection between networks of influence across the entire region is another factor of instability. Iran’s regional ambitions, underpinned by its ballistic and nuclear programmes, are causing such concern among its neighbours that one cannot rule out entirely a revision of their NPT commitments within the next fifteen years. The already fragile regional balance would be durably undermined, and any conflict would pose a nuclear risk. Finally, the military co-operation between North Korea and several countries in the region in the ballistic, and even nuclear, spheres represents another important risk factor, given the missiles’ growing range. The presence of China and Russia in the Gulf States and Africa is growing hand in hand with sizeable arms sales.








Security in sub-Saharan Africa

France and Europe cannot turn their backs on the continent closest to them. Africa possesses numerous strengths and has a considerable human and economic potential. In the long term, these capacities could enable it to play a leading role in global economic growth and security. Nevertheless, continuing population growth, the weakness of its state structures and poor governance are liable to hinder development and the fair redistribution of its gains for a long time to come.

Security in Africa will suffer in the first place from poor living conditions due to urban growth, the lack of adequate health structures and increasingly scarce local food resources. Climate warming is aggravating the situation. France and Europe must contribute to the fight against worsening conditions in order to curb migratory trends driven by economic and social distress. These conditions are also encouraging the transit of illicit goods via this continent towards Europe, and their eradication is a prime objective. This is especially vital in view of the spectacular growth in the flow of drugs originating from Latin America.

Sub-Saharan Africa continues to suffer from endemic wars, both internal and international. Because of their regional dimension, some conflicts (Somalia, the Democratic Republic of Congo, or Darfur) could affect the security of the continent. Africa aspires to develop its own capacity to settle disputes, prevent crises and keep the peace. France and Europe have a major interest in contributing to the establishment of these means. To that end, they should continue to support the efforts of the African Union (AU), regional organisations and the countries of Africa themselves.

The continent’s abundant strategic raw materials and energy resources should be exploited, in the first place for the benefit of the African populations themselves. These constitute an essential resource for Africa. Moreover, they can also contribute to the promotion of European technologies. A European strategy built around a balanced partnership with the countries concerned, for equitable access to these resources, should therefore be implemented.


Africa, still poor, but increasingly coveted


Sub-Saharan Africa is one of the only regions in the world where poverty has increased in spite of sustained economic growth since the beginning of the 2000s. Looking to 2030, the World Bank estimates this region’s real GDP growth rate at 3.3% a year. Given the population’s annual growth rate of 2.5%, the population will amount to 1.04 billion inhabitants in 2025. The risk of relatively slow per capita GDP growth will remain very high.

Some of the consequences of this situation have already been identified, such as the rising number and size of megacities; food scarcity aggravated by damage to the biosphere, climate warming and rising demand; the risks of epidemics and the absence of adequate health care structures (notably as regards HIV-AIDS and malaria); population growth, more than half of which will be aged under 25 in 2025, with high rates of unemployment; and substantial migratory movements, including in the direction of Europe.

The frequent shortcomings of state structures and the expansion of no-go zones, rent-based economies profiting a tiny minority, and the existence of criminal networks with substantial military means at their disposal, are all factors giving cause for concern. Africa’s problems have a direct impact on our interests in the shape of illegal immigration, religious radicalisation in Muslim areas, and the emergence of fundamentalist sects in Christian areas, terrorist groups claiming allegiance to Al Qaeda putting down roots, the emergence of new drug routes, illegal arms trafficking, proliferation networks, money laundering, and health risks. The Sahel strip, from the Atlantic to Somalia, may be considered to be the geometrical focal point of these interlocking threats and, in that sense, calls for specific vigilance and investment over a long period.

And yet, contrary to what this list might foreshadow, the African picture is far from entirely negative, and Africa possesses many advantages, which it is increasingly developing: the sub-Saharan region contains resources vital to the global economy; its youthfulness is an opportunity; new generations are acceding to economic and political responsibilities and deserve to be encouraged. It is true that, in the absence of significant progress on the governance front, the continent’s resources will continue to be a factor of corruption, intra-and inter-state conflict, and growing inequalities, rather than development.

Finally, the growing expansion and influence in Africa of Middle Eastern and Asian countries, attracted by Africa’s resources and potential, rank among the outstanding features of the past 10 years. These are happening to the detriment of the approach of the IMF and the World Bank, which are attempting to tie aid to governance. In March 2008, China opened the largest ever credit line for an African country, totalling 50 billion dollars for Nigeria, while the Democratic Republic of Congo recently signed agreements with Beijing concerning 12 billion dollars in investments.








The European continent

Developments in Russia and trends in its policy vis-à-vis its immediate neighbours, the former members of the Soviet Union, or vis-à-vis adjacent countries, along with its partnership with the Europeans and the Atlantic Alliance, will continue to be important factors for the security of the continent and peace in the world. Russia has not yet completed the changes begun in the 1990s. Its attitude towards some of its neighbours is cause for concern. Forging a balanced relationship will therefore remain a major objective in the coming years.

Moreover, rather than distancing ourselves from the Balkans now that the situation there is in the process of stabilisation, we should be redoubling our attention. We need to support a process of reconciliation and integration into the European and Transatlantic polity. The region’s persistent fragilities, arising from history and nationalistic urges, called for vigilance. All of Europe’s countries have a direct interest in maintaining a substantial commitment in this region.


North Africa:
 co-operation, risks and hopes


North Africa is of special importance to France (for historic reasons, the presence of North African communities, language, energy, and economic co-operation), as well as for the whole of southern Europe. It presents a contrasting picture, with potentially positive factors that deserve to be encouraged, and more worrying factors whose development needs to be curtailed. In addition, new State actors (notably the United States and China) and non-State actors (Al Qaeda) must now be taken into account.

The most positive factors notably concern the following points:

— The demographic transition;

— The region’s economic potential;

— Co-operation between the two sides of the Mediterranean;

— The abandonment of non-conventional weapons programmes in Libya.

The most worrying factors are:

— Social inequalities, with some of the highest unemployment rates in the world, very uneven development;

— Deficient educational systems;

— Environmental damage and unchecked urban development. This factor will be aggravated by climate trends, with increasingly scarce water resources in a region already close to a situation of shortage (five to six times less than in France);

— Rising clandestine immigration;

— The exposure of the North African states to the transit, or even immigration of migrants from sub-Saharan Africa in ever rising numbers (several million in the area stretching from Morocco to Libya);

— Political stalemate fuelling extremism;

— The establishment of the followers of Al Qaeda in North Africa.

Scenarios based on the continuation of today’s negative trends would result in situations of tension and instability by 2025 that are a matter of concern for Europe and France. What is needed is a comprehensive political approach on the part of the Europeans. Europe needs to act vigorously and in a targeted manner in the areas of education and opening up economies in order to ensure the region’s development, encourage regional integration and draw the North African economies closer to Europe, and finally co-operation on immigration and security issues.

This calls for a vision, resources, and a long-term political commitment on the part of France and Europe.

The risks of high intensity inter-State conflict appear to be limited, but they demand international attention. On the other hand, there is a real risk of destabilisation arising from internal factors (political succession, social unrest, unemployment, terrorism, etc.). Over the next fifteen years and beyond, economic, political and social development alone can help protect the region against these risks.








The effect of major conflicts in Asia

Major conflicts in Asia would directly affect the interests of France and Europe. The sources of still unresolved conflicts inherited from the second half of the XXth century create an especially serious risk inasmuch as three major nuclear States have common frontiers that are not recognised internationally (the line of control between India and Pakistan, and the line of actual control between India and China), and inasmuch as Asia still does not have multilateral institutions for the prevention or settlement of conflicts. The constitution in June 2001 of the Shanghai Cooperation Organisation, bringing together the Heads of State of its six member countries (China, Russia, and the Central Asian States) and observer states (India, Iran, Mongolia and Pakistan), or again the development of ASEAN, are evidence of a growing awareness among the region’s countries of the need for collective consultation on security problems. But as Asian leaders themselves admit, these efforts fall short of what is needed.

The prevention of major conflicts in Asia is therefore a central objective for all actors on the international scene. Europeans should take the following key factors into account: the impact of war on strategic maritime routes; the potential economic and financial fallout of a major conflict on a continent that plays a growing role in the world economy; the impact of any war in regions where the Asian powers obtain energy supplies or strategic raw materials; our links with the United States, guaranteeing the security of several States in the region. Europe and France increasingly perceive the importance of what is at stake in Asia. As a result, the countries of Europe should build their approach on an effort to explain these issues and to familiarise public opinion, government and their leading citizens with them.






New vulnerabilities for Europe’s territory and its citizens

Europe’s population and territory are now more vulnerable than in the 1990s, in the sense of being more exposed to direct threats.


Terrorism

France and Europe are direct targets of jihadism and those claiming allegiance to it. This source of terrorism will remain one of the main physical threats directed against Europe and its citizens around the world for many years to come. In response to the terrorist threat, in June 2006 France adopted the Government White Paper on Domestic Security against Terrorism. This Paper argues that terrorist groups will modify their modus operandi depending on their perception of Europe’s weaknesses and vulnerabilities. At present terrorism mainly uses conventional means and explosives. These attacks have taken an extreme form with suicide bombings.

But several groups are seeking to use non-conventional weapons, albeit rudimentary ones. If this proves successful, it will represent a dramatic step in the destabilisation of the national and European community.

Given the scale of possible attacks, urgent action is needed to put an end to the current inadequacy of detection, analysis and response capabilities, as well as of the means of protection available to our domestic security forces, civil security and armed forces in contexts where radiological, biological or chemical weapons are being used.

Other potential targets include infrastructures critical to the working of the economy, society or institutions, both on national territory and abroad, along with the oil and gas production and transport system, other modes of energy production, the food supply chain, together with information systems, which are now essential to all human activities.

State-supported terrorist acts cannot be ruled out any more than attacks by jihadist groups in the coming years. France has already had experience of this in the past. Our territory and our population could again come under this type of threat in the future.

Consequently, terrorism will be the subject of constant attention and monitoring. By raising our defence thresholds, the reinforcement of our intelligence and preventive capabilities will seek to forestall any occurrence and limit its impact.
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