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PRAISE FOR TREASURY’S WAR



“An entertaining insider’s account of America’s ‘new breed of financial power’ . . . full of interesting accounts of the way smart sanctions were applied . . . a valuable history of a hidden but essential part of America’s response to 9/11.”—Geoff Dyer, Financial Times


“Mr. Zarate brings verve and the joy of combat to this and other tales. . . . In Mr. Zarate’s hands, what could have been a dry series of think-tank papers becomes a lively narrative filled with heroes, villains and fools.”—Stewart Baker, Wall Street Journal


“[A] thorough, thoughtful insider’s account. . . . The true value of Zarate’s book lies in explaining the difference between traditional sanctions and this new form of financial warfare.”—Jordan Chandler, Washington Post


“This book is an eye-opener. Under Mr. Zarate, and his successors, Treasury quietly built new capabilities that owe less to junk bonds than to James Bond. . . . Treasury’s War does a fine job of shedding light on a new and significant aspect of international relations that many of us may not be aware of, and that is likely to gain in importance in the years to come.”—Bryan Burrough, New York Times


“Well qualified to provide readers with an insider’s view, [Zarate] describes innovative and integrated financial warfare techniques that have proved effective in neutralizing and weakening such adversaries as Al Qaeda, North Korea, Iran, Iraq, and Syria.”—CHOICE


“Zarate’s book admirably underscores the dire national-security threat posed by the almost-unfathomable level of our national debt. . . . There is much in Zarate’s book that enlightens us, and he gets many things right and proposes some innovative ideas.”—National Interest


“One of the world’s most challenging assignments—explained in vivid, dramatic detail by Juan C. Zarate, a former super sleuth in the U.S. government’s long campaign to find and disrupt al-Qaida’s terrorist funding in the Worldwide Web. . . . Zarate’s Treasury’s War is a gripping electronic whodunit in a constantly changing environment where inequalities are widening and where technology is destroying more jobs than it creates. . . . This is the first book that lifts the veil of secrecy on the financial power [Zarate’s team] marshaled against America’s enemies.”—Arnaud de Borchgrave, United Press International


“A must-read for anyone who wants to know where we are, where we’ve been, and what challenges lie ahead. . . . Treasury’s War is detailed, interesting, and sincere.”—ABA Banking Journal


“An insightful account of the evolution, development, implementation, and fine tuning of the [Treasury’s] tools of financial warfare in the post 9/11 world, as well as a reinvention of its role in exercising these tools. This interesting account combines Zarate’s eye for meticulous detail, zeal, focus, and his powers of cogent argument as a skillful prosecutor with the incomparable expertise and research insights of a scholar, and the vision and foresight of a thinker. . . . Thanks to the rich factual information contained and the great insights offered into the role of a number of national security and foreign policy officials involved in designing and flexing this financial warfare toolkit, this book is a compelling read for policy makers, academics, students, and practitioners interested in the phenomenon of financial warfare and its use and relevance in today’s world of asymmetric threats, stateless actors, and rogue states that imperil U.S. security.”—Amit Kumar, National Security Law Journal


“Juan Zarate’s book is a richly deserved celebration of [the Treasury’s] unsung success—and an essential guide to how their financial power can be most effectively used.”—Mark Dubowitz and Annie Fixler, Journal of International Security Affairs


“A bracing account by a knowledgeable authority.”—Kirkus


“On October 8, 2012, Iranian president Ahmadinejad stated that a hidden war is under way . . . a kind of war through which the enemy assumes it can defeat Iran. He was right, but this warfare is no longer secret, and it’s been used in the past decade for national security interests against al-Qaeda, North Korea, Iraq, and Syria. Zarate’s lessons about financial power include carefully monitoring our techniques to ensure we retain that power, and his follow-the-money and financial-network analysis highlights emerging threats and enemy weaknesses that produce valuable insight into national security issues. This thought-provoking book will contribute to the ongoing discussion about leveraging twenty-first-century financial power.”—Booklist


“[A] former U.S. Treasury and White House counterterrorism official recounts how his team worked to uncover hidden or layered assets in Iraq and helped fight the Bush administration’s War on Terror . . . those intrigued by international money laundering and the U.S. government’s efforts to prevent rogue states from financing terrorism will appreciate Zarate’s account.”—Publisher’s Weekly


“Juan Zarate has written an exceptional book about a vital area of our national security very few people understand. I observed first-hand the evolution and targeting of illegal financing led by Zarate and other pioneers who remain on the frontier of fighting international corruption. Juan’s insights will educate every reader.”—Admiral Mike Mullen, 17th Chairman, Joint Chiefs of Staff


“Juan Zarate’s groundbreaking Treasury’s War illuminates an underappreciated and under commented revolution in international affairs. Beset by nontraditional enemies and threats, the United States in the Bush administration leveraged America’s place in the global financial system to create some important ‘asymmetrical power’ of its own. As advocate and architect of this new approach, Zarate is well placed to tell the tale of America’s most unique precision guided weapon and he does so with detail, candor, and perspective.”—General Michael Hayden, former Director of CIA and NSA


“Juan Zarate is known as one of the world’s leading experts on terrorism. His new book is the riveting account of how the United States has gone to war financially with terrorist groups such as al-Qaeda and rogue states such as Iran. Treasury’s War is deeply researched and well written and is the definitive narrative of this hitherto largely unknown war.”—Peter Bergen, author of Manhunt: The Ten-Year Search for bin Laden, from 9/11 to Abbottabad


“For those wanting to know how financial power and influence are wielded in the world, this is the book. Juan Zarate not only tells a gripping story, but lays out the policy implications and future for the use of this power. This is a must-read about the evolution of financial warfare over the past decade and how it will continue to play a central role in the nation’s security.”—Former U.S. Senator Sam Nunn
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To my father and mother, who came to this country believing in the American dream and who showed us with unconditional love how to live it. And to my wife, whose support and love made this story possible.





PROLOGUE: “THE HIDDEN WAR”



On October 8, 2012, Iranian President Mahmoud Ahmadinejad publicly bemoaned that the Iranian economy was under direct economic assault, with oil sales cut, bank transfers banned, and the value of the Iranian rial and foreign currency reserves plummeting. He admitted plainly, “The enemy has mobilized all its forces to enforce its decision, and so a hidden war is underway, on a very far-reaching global scale. . . . [W]e should realize that this is a kind of war through which the enemy assumes it can defeat the Iranian nation.”1


He was right.


Over the past decade, the United States has waged a new brand of financial warfare, unprecedented in its reach and effectiveness. This “hidden war” has often been underestimated or misunderstood, but it is no longer secret and has since become central to America’s national security doctrine. In a series of financial pressure campaigns, the United States has financially squeezed and isolated America’s principal enemies of this period—Al Qaeda, North Korea, Iran, Iraq, and Syria. Far from relying solely on the classic sanctions or trade embargoes of old, these campaigns have consisted of a novel set of financial strategies that harness the international financial and commercial systems to ostracize rogue actors and constrict their funding flows, inflicting real pain. America’s enemies have realized they have been hit with a new breed of financial power. And they have felt the painful effects.


Al Qaeda has found it harder, costlier, and riskier to raise and move money around the world and has had to adapt to find new ways to raise capital for its movement. The documents found in Osama bin Laden’s compound in Abbottabad, Pakistan, reflect a terrorist leader and movement in search of new sources of money. This was not a new development—from 9/11 on, the movement struggled to maintain its core financing. In statement after statement—intended for donors and sometimes only for internal consumption—Al Qaeda has admitted that it has been choked financially. In a July 9, 2005, letter to Abu Mus’ab al-Zarqawi, leader of Al Qaeda in Iraq, Ayman al-Zawahiri, then Al Qaeda’s number two, asked for money, noting that “many of the lines [of financial assistance] have been cut off.”2


The campaign against North Korea had direct and immediate impact. In the wake of financial pressure unlike any the regime had seen while under international sanctions, North Korea found its bank accounts and illicit financial activity in jeopardy. A North Korean deputy negotiator at the time quietly admitted to a senior White House official, “You finally found a way to hurt us.”


The Iranians, too, have suffered the economic effects of a targeted financial assault. On September 14, 2010, former Iranian president Akbar Hashemi Rafsanjani urged the Iranian Assembly of Experts to take seriously the painful sanctions and financial pressure being imposed by the United States and the international community. “Throughout the revolution,” he said, “we never had so many sanctions [imposed on Iran] and I am calling on you and all officials to take the sanctions seriously and not as jokes. . . . Over the past 30 years we had a war and military threats, but never have we seen such arrogance to plan a calculated assault against us.” The journalist Moisés Naím has opined that the financial pressures on Iran “are biting, the sanctions are very, very powerful. They are the most sophisticated economic and financial sanctions imposed on a country ever.”3


All of these assaults against America’s enemies derive from a blueprint for financial warfare developed years ago by the United States. This is warfare defined by the use of financial tools, pressure, and market forces to leverage the banking sector, private-sector interests, and foreign partners in order to isolate rogue actors from the international financial and commercial systems and eliminate their funding sources.


This book tells the story of this new era of financial warfare. It began after 9/11, as the US government developed these techniques for use against terrorists, rogue regimes, and other illicit financial actors. These capabilities—which fall between diplomacy and kinetic warfare—would increasingly become the national security tools of choice for the hard international security issues facing the United States. Now, the United States can call upon these techniques to confront its most critical national security threats, from terrorist groups and international criminals to North Korea and Iran.


This is also the story of the small group of officials from the Treasury Department and other government agencies who engineered this new brand of financial power. These strategies were designed under the radar, with the clear mission to revamp the way financial tools were used. They served also to resurrect a Treasury Department that was struggling to remain relevant to national security issues. From the bowels of an emasculated Treasury Department, bureaucratic insurgents—guerrillas in gray suits—envisioned a new national security landscape in which the private sector could be prompted to isolate rogue actors in line with US interests. With the help of bankers and financial institutions, the Treasury Department led a campaign to protect rogues from the financial system. We envisioned a day when the Treasury Department would become central to core national security debates, and that’s exactly what happened.


I was privileged to be a part of that Treasury team and to play a role in shaping and executing these strategies. Later, from my privileged perch as deputy national security adviser, I helped my Treasury colleagues deploy these powers, and together we witnessed the growth in Treasury’s role as its expertise and influence became increasingly important to national security.


Finding the soft financial underbelly of our country’s enemies became our mission. These financial strategies became indispensable to targeting and isolating the North Korean, Syrian, and Iranian regimes and other rogue actors who threatened US national security and engaged in international criminal behavior. This approach remains central to our national security to this day. We redefined the way the US government engages in financial warfare and in the process fundamentally reshaped the role of the US Treasury itself.


We successfully formulated and used these strategies during the administration of President George W. Bush, but since the changing of administrations, President Barack Obama and his team have continued to rely heavily on this brand of financial warfare. The world still faces challenges from rogue states, networks, and actors, but there now exists a well-developed international system to use financial information, power, and suasion to isolate rogues from the legitimate financial system. Though this type of warfare alone cannot solve issues of deepest national security concern, this private-sector-based paradigm gives the United States and its allies the tools and leverage they need to affect rogue actors and their interests in ways that historically would have been considered out of reach.


The story of Treasury’s campaigns of financial warfare is not well known, even within the upper reaches of the US government. The role of Treasury, the scope of its powers, and the effectiveness of its strategies were often unseen amid the more visible signs of the global war on terror. When I left the Treasury Department in 2005 to join the National Security Council, I had a conversation with a senior Pentagon official who noted that Treasury should be engaged in the global fight—meeting with its foreign counterparts and urging concerted financial action against America’s enemies. I was surprised at the comments, knowing what Treasury had been doing. Treasury was already at war.


But this was a new kind of war—not “shock and awe,” but more like a creeping financial insurgency. It was a “hidden war” intended to constrict our enemies’ financial lifeblood. And we were succeeding, under the radar.


This book explains how and why this power has worked and what must be done to maintain it in the future. It also raises a wary eye to competitor states like China, or transnational networks, that might use the lessons of the past ten years to wage financial battles against the United States.


The new era of financial warfare that began after 9/11 will continue to evolve into the foreseeable future. It came about because we were able to view the landscape differently than our predecessors. The era of globalization and the centrality of American financial power and influence allowed for a new approach. And, in this sense, Iranian President Ahmadinejad was not mistaken: there was indeed a hidden war striking at the heart of America’s enemies—a war that has been expanded and continues to this day on multiple fronts around the world. This is Treasury’s war.





INTRODUCTION: THE MODERN MEGARIAN DECREE



Money binds the world—now more than ever. It has always been a source of power for nations, companies, and people. It continues to be the lifeblood for terrorist organizations, criminal syndicates, and rogue regimes. Whether it’s North Korea producing the world’s best $100 counterfeit bills, Al Qaeda paying pensions to the families of its deceased operatives, or Mexican drug cartels in Ciudad Juárez dispensing bribes to gain access to lucrative plazas, or smuggling routes, into the United States, money is what fuels the operations of the world’s rogues. It pays salaries, buys influence and allegiance, and makes possible the fanciful imaginings of leaders. Budgets and cash flow give them access, capabilities, and global reach to build their organizations, expand their influence, and give life to their personal, political, and ideological ambitions.


Money also creates vulnerabilities. The need for money to survive and operate in the twenty-first century—whether in local economies or globally—creates financial trails that do not lie and dependencies that are hard to hide. In a globalized economy, money flows across borders at a lightning pace and in staggering volumes. With the ease of a phone call or the touch of an app, billions of dollars move every day in myriad ways—via antiseptic wire transfers, the traditional practice of hawala, and satchels full of cash. Money is a common denominator that connects disparate groups and interests—often generating new networks of convenience aligned against the United States.


Money is their enabler, but it’s also their Achilles’ heel.


If you can cut off funding flows to rogue groups or states, you can restrict their ability to operate and force them to make choices—not only budget decisions, but also strategic choices. Al Qaeda’s budget, in addition to the payments to families of deceased operatives, covers training expenses for new recruits. Iran’s national budget includes a specific line item for its support of terrorist groups such as Hezbollah and Hamas. North Korea enriches its leadership with luxury goods and uses money to maintain both internal order and military and political allegiances. Organized crime groups around the world use their profits to buy influence and access at border crossings and in the halls of governments and to expand their business empires.


Financial strategies are powerful tools that can constrict our enemies’ current activities and their strategic reach. Yes, one suicide bombing may cost a terrorist organization less than $1,000, but if that organization cannot pay for all the sophisticated training it would like, cannot adequately maintain its international alliances, and cannot develop all the programs and operations it imagines, then its ultimate impact will be limited. In maximalist terms, we can alter the enemy’s behavior by affecting its bottom line.


A small group of us within the US Treasury Department and other areas of the US government recognized this strategic vulnerability of America’s enemies after 9/11. We viewed the global battlefield through the lens of dollars, euros, and rials, seeing money as our greatest asset and our enemies’ greatest vulnerability. Pursuing this idea, we began to devise means of using money as a weapon against terrorists, rogue regimes, and illicit financial actors. As a result, we are now living in a new era of financial warfare. The ability to undercut and disrupt the financial flows and networks of our enemies gave the United States a different kind of strategic leverage.


This new warfare is defined by the use of financial tools, pressure, and market forces to isolate rogue actors from the international financial and commercial systems and gain leverage over our enemies. As this book will explore, the US government has innovated the use of financial power in the twenty-first century. That is not the end of the story—America’s enemies have adapted to the pressure, and our competitors have learned from our example. Financial warfare will continue to develop rapidly—now outside of the control of the United States—and has started to form a central part of international security strategies. This is why it is so important to understand how this type of financial power evolved and to ensure that we preserve the ability to wage financial warfare smartly.


Our techniques, innovative as they are, build on a longer history. Financial power and economic influence have served as weapons since the dawn of warfare. The Greek city-states, the Roman Empire, and even the barbarians used sieges and economic deprivation to weaken their enemies. Eighteenth and nineteenth-century nations relied on blockades and trade warfare. By the late 1990s, broad, country-based trade embargoes and targeted sanctions were used to attempt to affect the behavior of international pariahs.


Perhaps the oldest and best-known example of financial warfare dates back to the Peloponnesian War. In 432 B.C., Athens and Sparta were the two strongest city-states in Ancient Greece, each leading its own competing coalition of allied city-states. Athens was an economic power, influential thanks to its trading system and its advanced navy. Sparta maintained a large and well-trained army.


Conflict erupted between the two over the city of Megara, which at that time was aligned with Sparta. The Athenian politician Pericles proposed that Athens sanction Megara economically. This policy—which became known as the “Megarian Decree”—excluded Megarian merchants from the ports and markets of the Athenian-allied Delian League. The Athenians wanted to avoid a direct military confrontation with Megara, but the Spartans saw the decree differently. Sparta sent word that the decree must be withdrawn, and when the Athenians refused, Sparta declared war—a war that would conclude with Sparta’s subjugation of Athens and the end of the Athenian Golden Age.


Trade sanctions and blockades of city-states and key ports persisted for centuries. In the 1500s, the English and other naval and trading powers innovated the use of privateers—privately owned ships—to act as agents of the state under issued “letters of marque.” These letters authorized the vessels to attack specific nations’ ships in specific geographic zones. As privateering became an increasingly pernicious problem, England installed a standing navy in 1708 to defend its trade routes. This brand of outsourced financial warfare on the high seas was not legally abolished until 1856.


During the American Civil War, economic warfare in the form of naval blockades, privateering, and counterfeiting became an endemic part of the landscape. Counterfeiting grew to be particularly problematic—with estimates suggesting that approximately a third of all currency circulating in the United States at the time was counterfeit.1 To police the money supply, President Abraham Lincoln ordered the creation of the US Secret Service within the Treasury Department. It was charged with infiltrating counterfeiting rings and shutting down their printing presses—and this remains a core mission of the Secret Service to this day.2


As the nature of conflict and international relations changed, the use of sanctions and financial pressure continued to evolve. After World War I, the major powers created the League of Nations to regulate international affairs. The Covenant of the League of Nations specifically formalized the use of economic sanctions as a tool for avoiding conflict, signaling the international community’s approval of these methods to change state behavior. Unfortunately, economic sanctions were not only insufficient to prevent war in Europe, but may have actually increased the likelihood of war. The victors of World War I required large amounts of reparations from the losers, bankrupting some and contributing to widespread frustration in Germany that may have led to the rise of extreme nationalist political parties.


During the years prior to World War II, the United States used sanctions against Japan much as Athens had used sanctions against Megara. Concerned about the expansion of Japanese influence throughout East Asia, the United States placed sanctions on the export of aviation fuel, iron, and steel to Japan in 1940. In July 1941, the United States went further, freezing Japanese assets and imposing a licensing restriction on trade with Japan. Just one week before the Japanese attack on Pearl Harbor, the Japanese ambassador to the United States noted, to an American counterpart, “The Japanese people believe that economic measures are a more effective weapon of war than military measures. . . . They are being placed under severe pressure by the United States to yield to the American position; and [they believe] that it is preferable to fight rather than to yield to pressure.”3


After World War II, economic sanctions would become a tool not merely for use against enemies, but for persuading allies as well.4 In 1956, Israel, Britain, and France conspired to gain control over Egypt’s Suez Canal, striking against Gamal Abdel Nasser’s revolutionary Egyptian government.5 Seeking to rein in the three US allies, the Eisenhower administration threatened to withhold US financial assistance and oil supplies, warning Britain that a run on the pound was possible. The proposed sanctions forced them to capitulate, and Britain and France, and eventually Israel, withdrew their troops.


In 1960, the United States imposed a blockade against Cuba. This blockade became almost total in February 1962 in response to nationalization of American properties by Cuban authorities.6 Sanctions on Cuban economic and commercial activity continued in full for three decades, and in the 1990s President Bill Clinton expanded the trade embargo by targeting private assistance to potential future Cuban governments as well as by sanctioning foreign subsidiaries trading with Cuba (although he authorized the provision of humanitarian goods in 2000).


By the end of the twentieth century, broad sanctions against some countries, such as apartheid-era South Africa, Saddam Hussein’s Iraq, and Muammar el-Qaddafi’s Libya, were applied as a way of expressing international opprobrium and attempting to change a country’s behavior. They served to constrain the ability of those countries to obtain goods and services, leveraging commercial isolation to change their policies. These strategies, though involving a larger number of countries, followed the classic pattern of states applying sanctions against one another. They updated the idea of blockades and trade-route disruption for a modern age—introducing new versions of the sanction to account for international trade and financing that had the effect of isolating a country’s economy.


Yet, by the mid-1990s, there was a growing sense that broad sanctions had become counterproductive. Aloof and repressive regimes seemed perfectly willing to allow their already vulnerable populations to suffer—and often used the sanctions as propaganda to condemn the international community for assaulting and impoverishing their nation. Such sanctions also threatened to become a way for entrenched regimes and their cronies to more easily enrich themselves. Their control of permissible trade and of loopholes in the sanctions allowed them to benefit at the expense of their populations. This was seen plainly in the Iraqi sanctions program through 2003, where humanitarian exemptions, such as those provided for in the Oil for Food Program, gave the ruling regime an opening to profit. As a result, the international community began to lose faith in the idea that sanctions as traditionally applied could be used effectively.


One solution appeared to be to move away from broad sanctions to those that targeted individuals. The Clinton administration used economic sanctions to pressure Serbia from 1993 through 1995, specifically targeting Serbia’s leader, Slobodan Milosevic. By seizing the US-based assets of Milosevic and his regime, the United States was able to ratchet up financial pressure on the support network of his government.


In 1995, after pressuring Serbia, the Clinton administration also greatly expanded the use of targeted sanctions against individuals and companies associated with narcotics in Colombia and elsewhere in Latin America. The Treasury’s Office of Foreign Assets Control (OFAC), responsible for implementing all US sanctions programs, began targeting hundreds of individuals, companies, and associated properties that were subject to asset freezes and shut them out of the US financial system. Banks not just in the United States but throughout Latin America stopped doing business altogether with individuals labeled by the OFAC as “Specially Designated Nationals” (SDNs), including drug kingpins. Those who appeared on what became known as “la lista Clinton” suffered a virtual financial death penalty. Banks clearly recognized that it was better to continue doing business in the United States than to risk doing business with designated parties. The Clinton administration also twice used executive orders to name terrorist organizations, such as Palestinian terrorist groups, Hezbollah, and Al Qaeda, and their leaders, freezing assets and forbidding US citizens and companies from doing business with them.


The newly minted sanctions of the 1990s offered novel opportunities to focus financial pressure on specific targets. Even so, and in spite of their failings, broad sanctions continued to be the predominant tool. Though the Serbian, Colombian, and anti-drug related policies had proven that targeted sanctions could work, there remained doubts and concerns about the overall effectiveness and sustainability of sanctions as an international tool of statecraft. That would soon change.


After September 11, 2001, the United States unleashed a counter-terrorist financing campaign that reshaped the very nature of financial warfare. The Treasury Department waged an all-out offensive, using every tool in its toolbox to disrupt, dismantle, and deter the flows of illicit financing around the world. The “smart” sanctions of the late 1990s that had targeted rogue leaders and the entities they controlled were now put on steroids to target the Al Qaeda and Taliban network and anyone providing financial support to any part of that network.


There were three primary themes defining this campaign that shaped the environment and evolution of financial power after September 11: the expansion of the international anti-money-laundering regime; the development of financial tools and intelligence geared specifically to dealing with issues of broad national security; and the growth of strategies based on a new understanding of the centrality of both the international financial system and the private sector to transnational threats and issues pertaining to national security. This environment reshaped the ways in which key actors—namely, the banks—operated in the post-9/11 world.


Reliance on the anti-money-laundering regime permitted an all-out campaign to ensure that funds intended for terrorist groups, such as Al Qaeda, were not coursing through the veins of the international financial system. This focus reshaped the international financial landscape forever, presenting a new paradigm that governments could use to attack terrorists, criminals, and rogue states. It was a paradigm rooted in denying rogue financial actors access to the international financial system by leveraging the private sector’s aversion to doing business with terrorists.


In this context, governments implemented and expanded global anti-money-laundering regulations and practices based on principles of financial transparency, information sharing, and due diligence. They applied new reporting and information-sharing principles to new sectors of the domestic and international financial community, such as insurance companies, brokers and dealers in precious metals and stones, money-service businesses, and hawaladars (hawala is a trust-based money transfer mechanism).


This approach worked by focusing squarely on the behavior of financial institutions rather than on the classic sanctions framework of the past. In this new approach, the policy decisions of governments are not nearly as persuasive as the risk-based compliance calculus of financial institutions. For banks, wire services, and insurance companies, there are no benefits to facilitating illicit transactions that could bring high regulatory and reputational costs if uncovered. The risk is simply too high.


Because of these new strategies, rogue actors who try to use the financial system to launder money, finance terrorism, underwrite proliferation networks, and evade sanctions can be exposed. They can be denied access by the financial community itself. And the sanctions are based on the conduct of the rogues themselves, rather than on the political decisions of governments. It is the illicit or suspicious behavior of the actors themselves as they try to access the international financial system that triggers their isolation. Such an approach was possible because of the unique international environment after September 11. The environment after the terrorist attacks allowed for amplified and accelerated use of financial tools, suasion, and warfare to attack asymmetric and transnational threats.


The twenty-first-century economy is defined by globalization and the deep interconnectedness of the financial system—as seen in the contagion of financial crises like the Great Recession of 2008. The United States has remained the world’s primary financial hub, with inherent value embedded in access to and the imprimatur from the American financial system. The dollar serves as the global reserve currency and the currency of choice for international trade, and New York has remained a core financial capital and hub for dollar-clearing transactions. With this concentration of financial and commercial power comes the ability to wield access to American markets, American banks, and American dollars as financial weapons.


The tools the United States applied to tracking and disrupting illicit financial flows—in particular, terrorist financing—were given greater muscle and reach after 9/11. The more aggressive and directed use of these tools amplified their impact and served to condition the environment, making it riskier and riskier for financial actors to do business with suspect customers. The campaign focused on ferreting out illicit financial flows and using that information to our enemies’ disadvantage. The military and intelligence communities focused their attention and their collection efforts on enemy sources of funding and support networks. The Treasury Department used targeted sanctions, regulatory pressure, and financial suasion globally to isolate rogue financial actors. Law enforcement and regulators hammered banks and institutions for failing to identify or capture illicit financial activity or failing to institute effective anti-money-laundering systems. The United States leveraged the entire toolkit, and the aversion of the international banking system and commercial environment to illicit capital, to craft a new way of waging financial warfare.


This approach puts a premium on targeting rogues based on their illicit conduct. Interestingly, under the right conditions, this model created a virtuous cycle of self-isolation by suspect financial actors. The more isolated the rogue actors became, the more likely they were to engage in even more evasive and suspicious financial activities to avoid scrutiny, and the more they found themselves excluded from financial networks.


But perhaps the most important insight powering Treasury’s campaign was its focus on the financial sector’s omnipresence in the international economic system. Financial activity—bank accounts, wire transfers, letters of credit—facilitates international commerce and relationships. The banks are the ligaments of the international system. In Treasury, we realized that private-sector actors—most importantly, the banks—could drive the isolation of rogue entities more effectively than governments—based principally on their own interests and desires to avoid unnecessary business and reputational risk.


Indeed, the international banking community has grown acutely sensitive to the business risks attached to illicit financial activity and has taken significant steps to bar it from their institutions. As the primary gatekeepers to all international commerce and capital, banks, even without express governmental mandates or requirements, have motivated private-sector actors to steer clear of problematic or suspect business relationships. The actions of legitimate international financial community participants are based on their own business interests, and when governments appear to be isolating rogue financial actors, the banks will fall into line. Reputation and perceived institutional integrity became prized commodities in the private sector’s calculus after 9/11. Our campaigns leveraged the power of this kind of reputational risk.


In such an environment, the Treasury Department, finance ministries and central banks, and financial regulators around the world used their unconventional tools and influence for broader national security purposes. The old orthodoxy of unilateral versus multilateral sanctions became irrelevant—the strategic question was instead about how to amplify or synchronize the effects of financial pressure with other international actors, including states, international institutions, banks, and other commercial actors.


Transnational nonstate actors and rogue regimes are tied to the global financial order regardless of location or reclusiveness. Dirty money eventually flows across borders. Moreover, in this environment, the banks, as the central arteries of the international financial system, have their own ecosystems, with established regulatory expectations and penalties and a routinized gatekeeping function. With this role come vulnerabilities for America’s enemies.


This new brand of financial power was spawned by both design and necessity. We recognized the possibilities this new environment presented for reshaping the way the United States used its financial influence to promote its national security. The strategies that resulted focused squarely on protecting the broader international financial system and using financial tools to put pressure on legitimate financial institutions to reject dealings with rogue and illicit financial actors.


These tools and this approach are no longer new. Economic sanctions and financial influence are now the national security tools of choice when neither diplomacy nor military force proves effective or possible. This tool of statecraft has become extremely important in coercing and constraining the behavior of nonstate networks and recalcitrant, rogue regimes, which often appear beyond the reach of classic government power or influence.


But these rogue actors are already adapting to this kind of financial pressure. It is only a matter of time until US competitors use the lessons of the past decade to wage financial battles of their own—especially against the United States.


More worrisome, our ability to use these powers could diminish as the economic landscape changes. Treasury’s power ultimately stems from the ability of the United States to use its financial powers with global effect. This ability, in turn, derives from the centrality and stability of New York as a global financial center, the importance of the dollar as a reserve currency, and the demonstration effects of any steps, regulatory or otherwise, taken by the United States in the broader international system. If the US economy loses its predominance, or the dollar sufficiently weakens, our ability to wage financial warfare could wane. It is vital that policymakers and ordinary Americans understand what is at stake and how this new brand of financial warfare evolved.


This is the story of how a small team at the Treasury Department, in concert with other parts of the US government and the private sector, unleashed this new era of financial warfare—how it took shape, why it became so important to US national security, and how it will continue to be shaped by the changing international economic and security landscape. This group of officials and operatives recognized that the world was entering a new financial and political environment and took advantage of the possibilities it presented. We fashioned strategies that used financial suasion and financial tools to attack our enemies’ greatest vulnerabilities, deploying hidden financial campaigns against a range of America’s most dangerous and difficult enemies, including Al Qaeda, North Korea, and Iran. In so doing, we undermined the financial infrastructures of those enemies.


What we unleashed was a modern Megarian Decree, with all the financial tools and financial firepower America could muster. In so doing, we redefined the very nature of financial warfare as well as the role of the US Treasury Department in national security. And we did it all without ever firing a shot.





Part I



FOUNDATION





1



A NEW KIND OF WAR


As our US Air Force C-17 approached Kabul, we were jostled in our jump seats as the pilot corkscrewed down toward the airport to avoid surface-to-air missiles. I looked down the line at our group of Treasury Department officials. We were strapped into the sides of the plane with cargo nets enveloping us. We were clean-shaven, decked out in suits and ties, our briefing books stored away and our briefcases now at the ready. It was November 2002, and our delegation was beginning what would become our “century-hopping” tour of Afghanistan, Pakistan, and India.


In Afghanistan, we were trying to build the government’s capacity to counter Al Qaeda and Taliban financing, which originated largely from the poppy trade and was transmitted via the nascent banking sector, cash couriers, and the traditional hawala network of traditional moneylenders. In Pakistan, we were trying to partner with the government to dismantle the financial networks coursing through the country via charities, bank accounts, and trusted couriers, funding routes that Al Qaeda and the Taliban had relied upon for two decades. And in India, we would be meeting with the G20 Finance Ministers to push for global controls on movements of illicit financing to terrorist groups, with an emphasis on trying to regulate the hawala networks that bound Central and South Asia to the Middle East, Africa, and the rest of the world. My job was to advise Secretary of the Treasury Paul O’Neill on terrorist financing and money laundering and to help shepherd our policies along with others.


As we landed in Kabul, the members of the Secret Service’s elite Counter Assault Team (CAT) who were traveling with us to protect Secretary O’Neill stood up in the plane. They began to don body armor and load their automatic weapons. The CAT members would be the last line of defense for the secretary against a direct attack. Unlike the men of the classic Secret Service plainclothes protection division, they did not want to blend into the environment. These were big, bulky, ominous-looking security professionals. They spent their training days lifting weights, running, and perfecting their marksmanship. As one of them said to us as they prepared their M5 assault rifles and bulked up with their body armor, “We want people to know we are here.”


Suddenly, I, too, felt dangerously conspicuous. My suit and tie seemed wholly inappropriate and out of place, if not outright dangerous. It was almost laughable. I looked at Tim Adams and Rob Nichols, two senior Treasury officials, down the row and wondered what we were doing in Afghanistan. Our thick briefing books full of memos and background papers would be our only protection. Though the fighting in Kabul had ended with the fall of the Taliban regime, we were walking out of the plane into a war zone.


As we exited onto the tarmac—briefcases in hand—the light of dawn had just broken the darkness. The snowcapped Hindu Kush Mountains stood at 15,000 feet like waking giants in the distance. On the side of the airport runway, I saw the tattered remnants of planes—the tails and fuselages of Soviet-era jets with the vivid hammer-and-sickle insignias still visible. I felt as if I had flown back into history.


We joined with Secretary O’Neill on the tarmac and immediately boarded transport helicopters. Flanked by two armed Black Hawks as our escort, we flew over the dusty and destroyed city. Looking down, I imagined the decades of fighting and civil war the people must have witnessed from their mud homes. A little more than a year before this, Al Qaeda and the Taliban had roamed freely in the training camps and towns of this destitute country. We flew through the mountains surrounding Kabul, well beyond the city, and when we landed, the Black Hawks remained in the air, circling overhead for security. Within seconds after stepping off the helicopter, I felt the effects of the altitude and the dryness of the air. There wasn’t much visible on the horizon other than dusty mountains. Very quickly, villagers began descending out of nowhere from the surrounding area—a boy with a donkey, small children, and a few men, all curious to see the visitors who had just landed in their midst. We were like aliens landing in a seventeenth-century village.


As I looked around, the reality of the new war we were waging hit me. We were doing battle with many of the same financial networks and support mechanisms that had been developed long ago to support the fight against the Soviet Union in the villages and mountains of Afghanistan. These were financial structures used now by Al Qaeda to drive its global agenda and war against the United States.


Our power and reach had to have an impact well beyond the conventional tactics and strategies—beyond the military and the diplomats to the Treasury Department’s power and role. Our financial influence and tools needed to be used to help our friends and allies, and had to be tailored to pressure and impact our enemies’ financial networks. And this needed to happen not just in the comfortable, modern banking centers of the world, but in the most remote and underdeveloped corners of the globe. This was a war that required new thinking about the use of financial pressure and influence to undercut the enemy’s influence and reach, and we were at the center of it. We had already come a long way since 9/11.


In September 2001, from my desk on the fourth floor of the Treasury building, I could see Reagan National Airport, the Potomac River, and the Pentagon. I had just started my new job at the Treasury Department only weeks before, on August 24. In my previous job as a federal prosecutor in the Department of Justice’s Terrorism and Violent Crimes Section, I had been blessed early on with opportunities to work with and learn from the nation’s best terrorism prosecutors—Patrick Fitzgerald, George Toscas, and John Lancaster—and had been asked to help with our investigations of the 1998 embassy bombings case, and later, the October 12, 2000, attack on the USS Cole in Aden, Yemen. I had been brought over to Treasury to serve as senior adviser for all things international to the new undersecretary for enforcement in the department, Jimmy Gurulé.


The undersecretary for enforcement had enormous statutory responsibilities, overseeing all of Treasury’s law-enforcement agencies, including the US Customs Service; the Secret Service; the Bureau of Alcohol, Tobacco, and Firearms; the Federal Law Enforcement Training Center (FLETC); and the Treasury Executive Office for Asset Forfeiture (TEOAF), as well as Treasury’s coordination with the IRS’s Criminal Investigative Division. Treasury agents made up about 40 percent of federal law-enforcement personnel, and they investigated all manner of financial crimes—from money laundering and counterfeiting to financial fraud and tax evasion.


A well-respected former prosecutor and law professor, called an “inspired choice” for the job by Senator Orrin Hatch, Gurulé also had oversight of the agencies responsible for managing all of the US government’s sanctions, through the Office of Foreign Assets Control, and overseeing application of the Bank Secrecy Act (the requirements for banks to file currency transaction and suspicious activity reports). Since assuming the office, Gurulé had been intent on increasing Treasury’s focus on money laundering at home and globally—a focus that would prove relevant to the campaign to come.


On 9/11, Gurulé and his Treasury spokesperson, Tasia Scolinos, sat with a reporter from the Wall Street Journal, previewing the launch of the Bush administration’s first National Money Laundering Strategy, to be signed by the secretary of the treasury, the attorney general, and the secretary of state and published publicly the next day. This strategy was intended to be the focus of Gurulé’s tenure and would shape the work of the entire office, including the enforcement agencies of the Treasury.


News of the first and second planes hitting the World Trade Center as well as the attack on the Pentagon traveled throughout the Treasury building very quickly. As I watched the thick black smoke from from across the Potomac, it was clear to me that the world had changed and that we were at war. Soon thereafter, the evacuation sirens blared, and everyone in the historic Treasury building poured out into the streets. A handful of us would retreat to Secret Service headquarters to watch the skies and radar for more planes, wondering what was next.


On September 12, the White House asked the Treasury what the department could contribute to the response. President Bush had directed that all elements of national power be leveraged to respond to the attacks on New York and Washington—and to prevent another attack from hitting our shores. He called for an unconventional response, and he wanted to go after all elements of the network—including Al Qaeda’s support networks and lifelines. In this task, Treasury’s role became clear when, on September 24, 2001, President Bush announced, “We will direct every resource at our command to win the war against terrorists: every means of diplomacy, every tool of intelligence, every instrument of law enforcement, every financial influence. We will starve the terrorists of funding, turn them against each other, rout them out of their safe hiding places, and bring them to justice.”1


This meant going after Al Qaeda’s money.


The 9/11 attacks themselves demonstrated the nimble and global nature of the Al Qaeda financial infrastructure. For years, it had used the funding coming from charitable donations, deep-pocket donors, and supportive allied groups to build up its capabilities. It paid for and trained thousands of recruits in its camps devoted to Arab foreign fighters; it managed a hub of financial activity in Peshawar, Pakistan, to receive and disburse funds; and it paid for operations and pensions as needed. It had a budget for all its operations, and moneymen with the ability to raise and move money around the world.


In the 9/11 attacks, Al Qaeda relied on its tried and true financing networks, with Mustafa Ahmad al-Hawsawi serving as the money manager for that operation. The hijackers were wired money from accounts in Dubai. In Germany, they used Dresdner Bank,2 and once in the United States, they used bank accounts in their true names at Sun Trust Bank in Florida and Bank of America as well as multiple regional banks. In San Diego, Nawaf al-Hazmi and Khalid al-Mihdhar used an administrator’s bank account at the Islamic Center of San Diego to receive wire transfers from Ali Abdul Aziz Ali, Khalid Sheikh Mohammed’s nephew in Dubai.3 All nineteen of the hijackers used legitimate bank accounts in their own names, frequently making cash deposits and withdrawals as well as sending and receiving wire transfers from Dubai. None of the hijackers triggered Suspicious Activity Reports in any of their banking transactions, owing to the small amounts and the regular nature of their activity.


In total, the amounts used specifically for the attacks reached only half a million dollars—a modest investment for the mass destruction that was to follow. Al Qaeda had devoted millions since the mid-1990s to building the capabilities to launch 9/11, as well as the other operations known and unknown around the world that targeted the United States. Al Qaeda’s investments would result in the most devastating terrorist attack on US soil in history. The resulting destruction, economic aftermath, and response would cost the United States billions of dollars.


The next attacks needed to be crippled and stopped. Following and disrupting the money flows within the Al Qaeda system became an imperative. The Al Qaeda financial support networks—charities, deep-pocket donors, and front companies—and the means by which Al Qaeda moved money around the world—banks, couriers, wire transfers, hawaladars—would become our targets.


In a subsequent meeting at the White House, Deputy National Security Adviser Gary Edson asked Treasury representatives to come up with steps it could take to squeeze Al Qaeda’s finances. Edson was an economist responsible for international economic policy matters, and he was known for not suffering fools lightly. He and many others around the table were new to this world—the nexus between financial power and national security—but there were financial tools, already developed over the years, that were ready to be deployed, and a small group of actors within the government who knew about them. The challenge would be to shape the classic financial weaponry of anti-money-laundering strategies and sanctions into a robust set of tools that could disrupt Al Qaeda’s operations and to then dismantle its networks. Though we didn’t know it at the time, these first tasks would set the stage for a far broader campaign of financial warfare—with Treasury at the helm. But it all began with the campaign to combat terrorist financing.


Terrorist financing—the raising and movement of funds intended for terrorist causes—presents a unique problem for governments. In simple terms, the financing of terrorism has often been described as “reverse money laundering.” Generally, money laundering consists of a financial scheme or transaction used to make illegitimate funds appear legitimate.4 This allows criminal groups to cleanse the proceeds of crime so that the funds can be used more freely in the banking and commercial systems and appear legitimate.


Terrorist-related funds, however, are often derived from legitimate sources that are then diverted or used to support terrorist causes. Terrorist funds—often transferred in very small amounts and destined for operatives or sympathetic groups—are often commingled with money raised for legitimate causes. The transactions are veiled behind the uncertainties of determining the motivations and intent of those involved. The task of determining motivations is further complicated by the fact that although the funds may be used for nefarious purposes (e.g., paying a terrorist sleeper cell), they may also be used for legitimate purposes (e.g., feeding orphans).5


Tracking such money is also difficult, since those who handle it resort to a variety of different methods of hiding the origin, transfer, and ultimate destination of these funds. They use false identities to open bank accounts and to make wire transfers; layer their transactions with the use of pass-through and joint accounts, front companies, or charities; and use alternative remittance systems that may not be subject to the same oversight as the formal financial system.6


The commingling of legitimate and illegitimate funds is only one characteristic of terrorist financing. A terrorist financier’s motivation or intent is a unique and defining component of the financing of terrorism. As a US government report explained, terrorist groups, unlike criminal organizations, are not necessarily motivated by greed in the first instance, but by “non-financial goals such as seeking publicity, political legitimacy, political influence, and dissemination of an ideology.” As the report noted, “terrorist fundraising is a means to these ends.”7 Thus, when one is attempting to identify terrorist financing, for whatever purposes, the intent of those involved becomes a critical part of the calculus.


Since the political, social, or religious causes espoused by terrorist groups may coincide with the goals and beliefs of certain nation-states and individuals, terrorist groups also receive financial and other forms of support from countries and willing donors.8 These sources of funding provide a font of resources to terrorist groups, and it is this type of support that differentiates these groups from traditional international criminal conglomerates.


Terrorist financing has historically taken several different forms, depending, in part, on the terrorist group involved and the region in which the group or its members operate. Terrorist groups are opportunists and do not shy away from the use of classic criminal activity to raise funds for their criminal goals. Like international criminal organizations, terrorist groups around the world have been known to use all forms of criminal activity to raise money, including drug trafficking, extortion, kidnapping, human trafficking, all forms of fraudulent schemes, and counterfeiting.9 The Revolutionary Armed Forces of Colombia (Fuerzas Armadas Revolucionarias de Colombia, or FARC) developed from being a terrorist insurgency into a sophisticated cocaine-trafficking cartel. The Taliban has used the poppy and heroin trades to increase its influence and fuel its operations against North Atlantic Treaty Organization (NATO) and Afghan forces. Groups such as the Basque terrorists in Spain and France and the Tamil Tigers in Sri Lanka have used extortion against local populations and diaspora communities to raise funds for arms and political initiatives. Other groups, such as Aum Shinrikyo in Japan, have relied on financial criminal activity or the payroll of its membership to fuel their deranged agendas. Such financial schemes—taking advantage of whatever financial opportunities may be available—are seen throughout the world today as a means of sustaining terrorist operations and cells as well as a means of terrorizing those with whom the terrorist group comes in contact. We now needed to launch a campaign against terrorist financing.


Rick Newcomb, the director of the Office of Foreign Assets Control (OFAC), a veteran Treasury official and well known to a select few in the national security community, knew immediately what needed to be done with Treasury’s powers to go after Osama bin Laden and his assets. Newcomb, a man with thinning hair and large circular glasses, was a savvy lawyer who had quietly built OFAC into one of the government’s most powerful yet least understood offices. OFAC, which was small in government terms, with just over one hundred employees after 9/11, was responsible for the administration of all US sanctions programs and had the delegated ability to target and sanction violators with asset freezes and fines.


In World War II, the US government tried to control the assets of German, Italian, and Japanese companies and agents. It managed this with a little office at the Treasury Department known at the time as “The Control.” The Control became the US government’s primary tool for going after the assets of enemy regimes. In the 1950s, with the Korean War raging, The Control was renamed the Office of Foreign Assets Control, and it was used to target Chinese assets.10


After the Cuban missile crisis of 1962, OFAC became the hub for administering sanctions on Cuba. Restrictions were placed on what and who could enter Cuba in an attempt to strangle the Castro regime economically. A turning point for OFAC came during the Iran hostage crisis of 1979, after which Iranian assets—liquid assets as well as real property such as the embassy and consulates—became the subject of freeze orders. On November 14, 1979, President Jimmy Carter signed Executive Order 12170, which blocked all property of the government of Iran under US jurisdiction, totaling $12 billion.11 The work of freezing and managing Iranian assets amid the hostage crisis—and subsequently, in resolution with the Iranian government via the Algiers Accords—made it clear that OFAC needed to become more than just a licensing office. It had to be expanded to manage this case and those to come.


In many ways, OFAC thrived on being seen as a technical office. A distinct mystery surrounded the office and its operations. OFAC, housed in the Treasury Annex next to leafy Lafayette Park, across Pennsylvania Avenue from the main Treasury building, was perhaps the most powerful yet unknown agency in the US government.


What made OFAC so powerful was not so much its ability to freeze assets or transactions as its power to bar designated parties and those associated with them from the US financial system. In the mid-1980s, Newcomb and one of his key deputies, Bob McBrien, decided to change the way they notified banks of OFAC’s decisions. McBrien, a wiry, blue-eyed technocrat, had been part of the inner core of the US counterterrorism officials assembled by the White House after the 1972 Munich Olympics massacre to devise a strategy to address the new forms of terrorism then emerging. He was a rare breed at the time for Treasury and would spend most of his career working with Newcomb. In 1986, OFAC issued its first public list of Specially Designated Nationals, sending letters of explanation to the Federal Reserve banks. Of the thirteen banks in the Federal Reserve system, only the New York Fed paid much attention to the letters, in part because most of the transactions and assets subject to OFAC attention flowed through New York banks. But it was a start to isolating those designated from the banking system.


Those labeled as Specially Designated Nationals by the US government and subject to OFAC’s jurisdiction and US sanctions laws would find it difficult to do business in the United States, because American citizens, businesses, and other entities were prohibited from interacting commercially or financially with them.


Though the government’s authority was domestic in these cases and technically relevant only to those institutions and individuals subject to US jurisdiction, the nature of the list and the desire of citizens and businesses to maintain their access to the US financial system made this power a multilateral tool by effect. Banks around the world, especially those wanting to maintain a presence in the United States, had to monitor, if not honor, the lists. For years, banks in Latin America had implemented the OFAC list tied to the drug-trafficking cartels, often referred to in Spanish as “la lista Clinton” because of its use during the Clinton administration. The OFAC power was an inherently international power because of the importance of the American banking system and capital markets.


This power extended beyond US shores thanks to the United States’ status as the principal capital and banking market worldwide. If you want to be a serious international institution with the ability to work globally, you have to access New York and the American banking system.


The reach of this kind of US financial power derives as well from the predominance of the US dollar as the principal reserve and trading currency around the world. Companies and traders use the dollar as a benchmark for international trade. Countries, companies, and individuals keep dollars or accounts in dollars as security against the uncertainties of other currencies. Dollar-denominated transactions of any sort—from oil deals to settlement of commercial contracts—have to pass through dollar-clearing accounts. For most dollar-clearing transactions—including oil deals—the transactions pass through a bank account in New York. Defying OFAC is therefore not an option for most banks or businesses. Compliance offices and law practices have been built around compliance with OFAC regulations.


OFAC would take full advantage of these kinds of targeted, public sanctions to go after Al Qaeda’s finances. Newcomb knew how to freeze assets in the international financial system and stop any transactions suspected of being tied to Al Qaeda. All he needed was a new executive order expanding the Treasury’s powers to go after the Al Qaeda financial and support network. At the same time, the Treasury general counsel, David Aufhauser, and his deputy, George Wolfe, saw such an executive order as a way of offering the White House powerful new armaments in the unconventional war on terror.


Aufhauser was a quintessential Washington lawyer. A partner at the famed, cutthroat law firm of Williams & Connolly, he had helped the Bush campaign manage its Florida electoral legal strategy. Aufhauser was sharp and relished the ability to make convincing arguments with the flair of a master litigator. Wolfe, his deputy, was a South Carolina lawyer. His southern drawl was disarming and endearing, but his words belied a cutting and deep intellect. Wolfe would become a key figure for the Treasury’s legal work at home and in war zones. One of their chief lawyers, Bill Fox, a master problem solver and a big, jovial man who had been an attorney for the Bureau of Alcohol, Tobacco, and Firearms, would serve as Aufhauser’s chief adviser and would begin to take a central role in the post-9/11 work of the Treasury Department.


The lawyers saw the executive order as a means of driving the financial war in a new direction. It could punish the bankers of terror and dissuade others from crossing the line to support Al Qaeda or other terrorist groups.


The drafting began, with Aufhauser’s lawyers and the OFAC experts joining forces to lay out the contours of the executive order. In its scope and impact this order would be different from earlier ones. This was an emergency executive power to be wielded not just against Al Qaeda and its direct supporters but against terrorism support writ large. Prior attempts to use this power against terrorists had been limited to very specific terrorist targets and were not used to go after the financial infrastructure of the networks. This broader model had been used by OFAC against drug-trafficking organizations, but not against Al Qaeda.


The executive order itself laid out a new principle to attack terrorist financing: that financial supporters of terrorism, the companies or businesses owned or controlled by them, and those “associated” with them were potentially subject to designation. The bankers and passive investors in terror who may have played the game of willful blindness in the past were now on notice. The US government was making clear that straddling the fence, with one foot in the legitimate financial and commercial world and the other in the arena of support for violent extremism, was no longer acceptable. This approach opened up the spigot for potential targeting and sent a clear message to the private sector that banks tarred with the label of “terrorist support” risked having their assets frozen and reputations soiled. This would prove a powerful tool in the post-9/11 period.


Importantly, under the criteria of the executive order, the government did not have to demonstrate that designated individuals and entities actually intended to support terrorism or even knew that their money or activities were being used to support terrorism. This was not a criminal indictment or a civil forfeiture action. Instead, it was an emergency administrative power intended to arrest the assets of suspected support networks preventively. In this regard, this line of executive orders did not require prior notice or due process before someone was designated—nor did it provide for the usual rules attached to criminal processes, such as the right to confront witnesses. To do so would defeat the purpose of preventively freezing assets. If someone were notified that the government was considering freezing his or her assets, the funds would be transferred out of banks subject to US jurisdiction within minutes.


This was a powerful administrative weapon that had to be wielded carefully, because the impact on individuals and businesses designated under this power—especially the label of “terrorist supporter”—could be devastating. There needed to be evidence and an administrative record attached to listing someone under these powers—the secretary of the treasury had to have a reasonable basis upon which to believe that the designee fit the criteria of the executive order. Whole tribes of lawyers from the Treasury, State, and Justice departments would review any designation proposal for sufficiency of evidence.


On September 24, 2001, less than two weeks after the attacks in New York and Washington, President Bush announced the executive order—soon to be known by its number, “EO 13224.” He said, “At 12:01 this morning a major thrust of our war on terrorism began with the stroke of a pen. Today, we have launched a strike on the financial foundation of the global terror network. . . . We will starve the terrorists of funding, turn them against each other, root them out of their safe hiding places and bring them to justice.”12 The president continued, “We’re putting banks and financial institutions around the world on notice—we will work with their governments, ask them to freeze or block terrorists’ ability to access funds in foreign accounts. . . . If you do business with terrorists, if you support or sponsor them, you will not do business with the United States of America.”13


President Bush had signed the order freezing financial assets and prohibiting transactions with twenty-seven entities suspected of ties to terrorism. This act also ushered in a new operational role for the Treasury Department in fighting terrorism. In the same speech, Bush announced, “We have established a foreign terrorist asset tracking center at the Department of the Treasury to identify and investigate the financial infrastructure of the international terrorist networks. . . . We will lead by example. We will work with the world against terrorism. Money is the life-blood of terrorist operations. Today, we’re asking the world to stop payment.”


There had been scrambling right after 9/11 to determine what steps could be taken to attack terrorist financing, but now a strategy had emerged. The tools, legal structures, and ideas that had animated past efforts to undermine drug cartels and organized crime would be used in new, more aggressive ways. We would wage an all-out offensive to meld financial power with national security. This was a new form of financial warfare.


Ferreting out terrorist support networks that are veiled as or commingled with apparently legitimate activities is a complicated thing to do, and it is not a panacea to the problem of terrorism. But stemming terrorist financing by all available means plays an important role in stemming terrorism itself for three fundamental reasons: it makes it harder, costlier, and riskier for terrorists to raise and move money; it forces terrorist leaders to make tough budget decisions; and it constricts the global reach of their organizations. Their most threatening ambitions, such as funding a program involving weapons of mass destruction (WMD), must be put on hold if there is no money to pursue them. When a counter-terror-finance effort is successful, it ostracizes known financiers from the formal financial and commercial worlds and deters fundraisers, donors, and sympathizers from giving support and money to terrorist groups. Finally, tracking terrorist financing can uncover the financial footprints and relationships of the terrorist network—trails that can lead to sleeper cells, support elements, and terrorist leaders.14 If done well, a campaign to disrupt terrorist financing not only stops attacks, but can change the strategic reach and trajectory of the enemy’s network.


The targeted sanctions and designations would be used to “name and shame” and freeze the assets and transactions of terrorists and their supporters. Those supporting terrorism would be isolated from the formal financial system. Intelligence and law enforcement would track money trails and identify and break up support networks. Regulators would put pressure on financial institutions to apply anti-money-laundering and financial regulatory mechanisms to ensure that their institutions were not being used by terrorists to hide or move money. There would be an effort internationally to leverage all the tools of the international financial system—including among the central banks and finance ministries—to amplify attempts to purge the financial system of tainted terrorist capital. There would also be alliance and capacity building with our partners around the world. And all of this would be expanded with new laws, regulations, and tools.


On Capitol Hill, Congress formulated the USA PATRIOT Act, with Title III of that law focused on addressing money laundering and terrorist financing concerns. The act provided the legislative mandate that Treasury needed to extend anti-money-laundering requirements to a range of commercial and financial actors; to expand financial information sharing between the government and the private sector, as well as between financial institutions; and to develop more powerful tools to enforce the expanded policies and regulations.


When President Bush signed the USA PATRIOT Act into law, it ushered in the most sweeping expansion of the US anti-money-laundering regime since the inception of the 1970 Bank Secrecy Act. Core anti-money-laundering requirements now encompassed not just banks but also nonbank financial and commercial industries, including money-service businesses such as Western Union, insurance companies, and brokers and dealers in precious metals and stones. Title III provided law-enforcement agencies and financial regulators with significant new tools to detect, investigate, and prosecute money laundering. With the adoption of the act, Treasury issued scores of implementing regulations to enhance the transparency and accountability of the US financial system, largely through improved customer identification, reporting, recordkeeping, and information-sharing requirements for an expanded range of US government and financial institutions.


Internationally, we leveraged relevant multilateral forums to address the issue of terrorist financing and to reiterate or define international obligations. Just days after 9/11 at the Treasury, Jimmy Gurulé took the international components of the National Money Laundering Strategy and directed his team to leverage key international organizations to focus the world’s attention on terrorist financing. He asked Danny Glaser, a young staffer who had just been given the job of leading the US delegation to the Financial Action Task Force (FATF), to steer this international anti-money-laundering body to focus on combating terrorist financing. The FATF had been established by the G7 at a Paris summit in 1989 because of growing concerns over the threat of money laundering to the international banking and financial system. By 2012 it would have thirty-six members.


In October 2001, the FATF assembled for a Special Plenary at the Omni Shoreham Hotel in Washington, DC. Hong Kong held the chair from 2001 to 2002, and the special session was chaired by Clarie Lo, then Hong Kong’s commissioner for narcotics. On hand were leading anti-money-laundering and law-enforcement experts from around the world. Secretary of the Treasury O’Neill spoke, along with Attorney General John Ashcroft and Interpol Secretary General Ron Noble, who had been Treasury’s assistant secretary for enforcement in the mid-1990s. The main ballroom was packed with the attendees, who understood the historic importance of the gathering. At the end of the plenary, the FATF agreed on “Eight Special Recommendations” for countering terrorist financing (a ninth was added in 2005). The recommendations would require countries to put new laws and regulations into place to monitor the movement of terrorist funds. They focused on elements of the international financial system that were specific to terrorist financing and had previously been ignored or underaddressed in the anti-money-laundering system. Small amounts of suspicious transactions now had to be reported by banks to financial intelligence units, wire transfers had to contain more data, jurisdictions had to be able to freeze assets preventively and criminalize terrorist financing, and informal money-service businesses (often seen in the form of traditional hawaladar brokers) had to be regulated like other financial industries.


The effect of this decision was a greater focus on financial transparency, accounting, and regulatory oversight around the world. New laws, regulations, and processes would follow, with new sectors, such as money-exchange houses everywhere from Dubai to Detroit, now falling under anti-money-laundering scrutiny. These standards were later adopted by the World Bank, the International Monetary Fund (IMF), and the United Nations, creating a web of obligations around the world.


Within the Treasury Department, the Office of International Affairs, led by famed Stanford economist John Taylor, began an effort to leverage G7, IMF, and World Bank processes to focus attention on the need to combat terrorist financing. Taylor was well suited to usher the world of central banks and finance ministries into a world of security to which they were not accustomed. He was well respected among international economists and was famous for the “Taylor rule,” a guiding principle for monetary policies stipulating that a central bank should raise its interest rate more than one percentage point for every percentage point of increase in inflation or output. Not only did most international finance officials know the Taylor rule, but many had been taught by Taylor or had read his work. In capital after capital, officials would reminisce about their first encounter with John Taylor.


Taylor assigned a seasoned veteran of the Treasury Department, Bill Murden, a mustached and masterful civil servant, to establish a war room to track what different countries were doing to cooperate in the war on terror—from commitments to G7 action plans to the tabulation of frozen assets. Murden knew how to get things done—both within the US government and in the international financial institutions that the United States had long dominated.


At the State Department, Assistant Secretary for Economic Affairs Tony Wayne took over the process of coordinating the State Department work with the Treasury. Wayne was an effective State Department operator who would later serve as US ambassador to Argentina and Mexico and as special ambassador in Afghanistan. His job was to ensure that Treasury’s drive to designate matched—or at least did not conflict with—America’s other diplomatic goals.


US ambassador to the United Nations John Negroponte led an effort to expand the use of United Nations Security Council Resolution (UNSCR) 1267, which had been adopted in 1999 and established sanctions against Al Qaeda, the Taliban, and Osama bin Laden. UNSCR 1267 was an important international tool because it allowed the United States to internationalize the listing process—requiring the freezing of assets—of those designated as Al Qaeda or Taliban supporters. Negroponte, a tall, imposing man, was a well-respected career diplomat who would later become deputy secretary of state, ambassador to Iraq, and the first director of national intelligence. On September 28, 2001, the UN Security Council adopted Resolution 1373, which made it mandatory for all states to prevent and suppress the financing of terrorism and the provision of safe haven to terrorists, to criminalize the direct or indirect provision of funds for terrorist acts, and to freeze, “without delay,” the assets of entities involved in terrorist networks.15 This resolution was significant because it was not limited to Al Qaeda or the Taliban. Its scope was intentionally broad to ensure that the international community was putting broad measures into place to go after terrorist financing.


All of this work would help to shape the financial regulatory and diplomatic environment. Banks and jurisdictions knew that the world was watching and that there was a steep reputational price to pay for falling outside the lines of legitimacy as they were being redrawn. In Treasury and in these other entities we were reshaping and deepening the rules of the game to emphasize legitimate financial activity and standards, while excluding or punishing those who dared to flirt with tainted capital.


The tools were now in place—it was time to use them.


The whole US government—in particular, the FBI and the CIA, which had been responsible for tracking and stopping Al Qaeda—felt under the gun to uncover the networks tied to 9/11 and those who might be poised to strike again. The FBI established the Financial Review Group (FRG), led by a veteran financial investigator, Dennis Lormel, to direct terrorist financing investigations stemming from the 9/11 attacks. The FRG, which attempted to bring together the best financial investigators in the US government to trace the credit cards and bank accounts of the 9/11 hijackers, would later be converted into the Terrorist Financing Operations Section (TFOS). Lormel would lead the effort within the FBI to integrate financial analysis and investigation into counterterror investigations, something that was not embedded in Bureau culture.


For Jimmy Gurulé, the former federal prosecutor and new Treasury Department undersecretary for enforcement, this meant leveraging Treasury’s historical law-enforcement agencies to discover and disrupt suspect money trails. These Treasury agencies had deep expertise in a variety of financial, criminal, tax, and money-laundering investigations and worked closely with the FBI in the field. The Secret Service’s early work right after 9/11 uncovered the hijackers’ credit-card transactions, leading to the initial confirmation of some of the hijackers’ identities. Customs had some of the best anti-money-laundering investigators, with its history of going after corrupt bankers and banks globally. The history of the Treasury agent, with Eliot Ness, who took down Al Capone with tax evasion charges, as a model, was to use financial criminal investigations to take down big targets.


Gurulé and his onetime boss as US attorney in Los Angeles, Rob Bonner, the commissioner of customs and former administrator of the Drug Enforcement Administration (DEA), saw the need to set a new direction for Treasury law enforcement in the post-9/11 era. On October 25, 2001, Treasury announced, along with Assistant US Attorney General Michael Chertoff, the establishment of Operation Green Quest, a Customs-led Treasury investigative effort that would focus on illicit and suspect money flows. Green Quest was led by a tough-as-nails Customs veteran, Marcy Forman, and began to pursue wide-ranging financial criminal cases with possible terrorism connections. Gurulé wanted a notable terrorist financier brought to justice, and he wanted Treasury to get that done. Green Quest sought to “augment existing counter-terrorist efforts by bringing the full scope of the government’s financial expertise to bear against systems, individuals, and organizations that serve as sources of terrorist funding.”16 The two task forces, one established under the FBI and the other under Treasury’s authority, along with their leaders, would clash repeatedly as law enforcement focused on terrorist financing investigations.


Early on in the process, Secretary O’Neill made clear how aggressive he wanted the Treasury to be in using its new authorities. Treasury had been granted emergency powers to be used to help thwart the next attack and to dry up Al Qaeda’s funding. These tools were intended to arrest assets, not people, and to paralyze entire networks that were being used to funnel money into terrorist coffers. It was a preventive tool—not a prosecution—and we were targeting networks, not just criminals. In one meeting shortly after Executive Order 13224 was signed, O’Neill looked at the small group of us who were assembled and said, “We’re applying the 80/20 rule.”


In decisionmaking and business circles, the 80/20 rule popularizes the law of diminishing returns by encouraging workers to make decisions with 80 percent of the information rather than spending increasing time and energy to get the additional 20 percent (which may or may not be helpful). This meant that we needed to have 80 percent surety that our targets were legitimate. O’Neill was willing to live with some uncertainty and imperfection in the early days after 9/11 to ensure the effective and aggressive use of the powers the president had delegated to him. He did not want to engender a “paralysis by analysis” process. There was nothing legally problematic with this standard, as the secretary was authorized to take action when he had a reasonable basis upon which to believe that the evidence fulfilled the criteria contained in the executive order.


With focused intelligence and law-enforcement collection and analysis, there quickly emerged a set of targets and networks tied to Al Qaeda. Some of this work had been done prior to 9/11, but there had been little focus and no clear strategy for taking action against these Al Qaeda supporters. This analysis led to a picture of an Al Qaeda that relied on a steady flow of cash to generate the money needed for recruitment, training, sustainment and pensions; alliance formation and support with other groups; and influence operations and propaganda. Bin Laden leveraged the old Sunni extremist mujahideen support network and sympathetic donors for his recruitment and training efforts, promising fulfillment for pledges to support Al Qaeda’s jihad against the United States, Israel, and the apostate regimes. Al Qaeda took full advantage of deep-pocket donors from the Arabian Gulf and the Islamic charitable sector to raise and move money. Its leaders sold their cause as holy, just, and obligatory under Islamic law.


They also relied on front companies—much like the Mafia—to generate and move funding. Speculation ran rampant that Al Qaeda had invested money in blood diamonds from West Africa prior to 9/11 in anticipation of a global crackdown on bank accounts.17 This allegation turned out to be unprovable, as did speculation that Al Qaeda had shorted investments in US airline stocks in anticipation of the economic effects of 9/11. Even so, the terrorists did use every possible means to move money—and these means often involved banks and money-service businesses, cash couriers, or traditional hawaladar brokers and traders.


The aggressive use of designations as a preventive tool could expose these means and methods of funding, but could also cause tension with our international partners. The challenge inherent in this financial tool was that we were applying an emergency administrative power against terrorist financing like a net. This net was being placed over targets to stop flows of funds, but proving that every node or member of these targeted groups was criminally culpable would be impossible. As Secretary O’Neill had dictated, we were operating under the 80/20 rule. Our European partners and conventional law-enforcement agencies relied on a standard of proof beyond a reasonable doubt, whereas we were relying on a “reasonable basis to believe” standard. To freeze assets, we had to have a reasonable basis upon which to believe the funding could be headed into terrorists’ hands or for their support.


The tension between these two standards of proof emerged vividly in our shutdown of the Al Barakaat network. Al Barakaat was an international remittance system founded in Somalia in 1986 to allow Somali expatriates to send remittances to their homeland, a nation with no formal banking system and a nonexistent governance structure. Al Barakaat eventually grew into a large international network of remitters, money-service businesses, and traditional hawaladars in more than forty countries, including the United States and several European countries.


Millions of dollars were coursing through Al Barakaat’s network every year—mostly from innocent Somali expatriates remitting money to their relatives in Somalia. Intelligence analysis uncovered that the network was being controlled in Somalia by a savvy extremist businessman named Ahmed Jumale. Jumale and those close to him not only profited from the system but sent some of the proceeds to Osama bin Laden and Al Qaeda. Most of those remitting money had no idea this was happening, and elements of the money remittance operation around the world were certainly innocent of connections to Al Qaeda and would not be subjects of criminal prosecutions. But this did not mitigate the need to shut down the network.


In Treasury we made the decision to take the whole system down. On November 7, 2001, the Office of Foreign Asset Control designated the entire network, along with Jumale, and seized $1.1 million in the United States. The Treasury Department argued that Jumale had siphoned millions of dollars from Al Barakaat, with some 10 percent of global revenues going to Osama bin Laden and Al Qaeda.18


In January 2002, three Somali Swedes who were involved in the Swedish branch of Al Barakaat petitioned their government and the UN Security Council to be removed from the list. This triggered a Swedish government action to the UN Security Council to create a standard of evidence for future terrorist financial designations. Anna Lindt, the popular Swedish prime minister who was later killed by an assailant while shopping, paid the Treasury Department a personal visit in early 2002 to discuss this issue directly with Secretary O’Neill. The Swedish—and other Europeans—were very uncomfortable with a noncriminal standard when people’s reputations and livelihoods were on the line. This was a legitimate concern, but we did not want to hamper our ability to freeze assets quickly. The administrative power to use targeted sanctions would have been significantly weakened by requiring a criminal process for each designation.


However, we also knew that there would have to be a credible delisting process attached to the UN’s Resolution 1267 designation process for Al Qaeda and Taliban sanctions if we were to maintain the ability to use these sanctions for the long term. Under US law, individuals have the right of administrative appeal as well as the right to challenge the designations in federal court. Indeed, the onus was on the individual to challenge the government’s assertions and actions, and there was a recognized set of procedures for doing precisely this.


Eight individuals tied to the Barakaat network availed themselves of that right, successfully demonstrating that they were not tied to the terrorist financing that concerned US officials, and they agreed to dissociate themselves from the money remittance network. In August 2002, the United States removed US-based remitters in Minneapolis and Columbus, Ohio, as well as two of the three Somali Swedes. Many saw the delistings as an admission by the government that we had made a mistake in casting the Al Barakaat designation net too broadly. This was not the case. It was a misreading of what happened built on the expectation of criminal legal standards. There had never been a claim that these individuals were criminally culpable or even knowledgeable of the terrorist financing and support to Al Qaeda that had taken place through the money-transfer services. The designation and delisting process had worked and achieved its purpose.


Secretary O’Neill’s 80/20 rule had been our guiding principle. O’Neill had wanted us to push hard in using the designations publicly to attack the networks and individuals supporting Al Qaeda and other terrorist groups. This was a standard he would repeat to me, to his lawyers, and to others involved in the designation process. And for a time we followed that rule. Nevertheless, it would become an impossible standard to keep, given the concerns over litigation and diplomatic blowback, and within a year the 80/20 rule was no longer in effect. The need for 100 percent surety soon became apparent.


Shortly after 9/11, the White House established a National Security Council policy coordination committee (PCC) specific to terrorist financing to ensure coordination among the various actors in the US government. PCCs—now called “Interagency Policy Committees”—are policy groups of senior representatives from around the government charged with helping to shape and guide US policy. They feed their decisions and key questions to the deputies and principals of the US government who deal with the specific area of policy under the PCC’s consideration. Aufhauser ran the PCC with a recognition that the designations by Treasury were drivers of the anti-terrorist-financing campaign—in part because they were public actions by the US government and drivers of UN action—but also that other actions could be taken to stop or deter terrorist financing. Over time, the number of designations and amount of assets frozen became markers for the success of the war on terror. They were concrete figures that spoke for themselves. Unlike other aspects of the war on terror—which were often kept secret—Treasury actions could be discussed publicly.19


In early 2002, Cofer Black, director of the CIA’s Counterterrorist Center (CTC), paid Treasury a visit. It was the first time Black had set foot in the building, and he had expected to see “green-eye-shaded accountants walking the halls” when he entered the main gates. He was coming there to meet with Gurulé, Newcomb, and me to discuss a set of proposed designations that would encompass targets of interest to the CIA. He was there on a mission—to protect intelligence sources and operations that could be revealed with a planned Treasury designation.


We met in Gurulé’s office on the fourth floor of the Treasury building on a corner facing south and west. There was a wonderful view of the White House and the South Lawn, especially in the winter when the leaves had fallen off the elms and oaks. In front of us was a large analyst’s map that laid out the network we planned to designate. There were dozens of individuals, companies, and institutions that formed the web of the Al Taqwa network, based in the Bahamas, Switzerland, and Liechtenstein. Al Taqwa had ties to Yousef Nada and Ahmed Idris Nasreddin, alleged terrorist financiers, and other suspect individuals. The designation plan was ambitious, but it reached too far into the CIA’s operational equities.


Black started simply and respectfully. He appreciated the work that Treasury was doing, but explained that there were operations underway in Europe to uncover Al Qaeda cells and support. Some of these operations were in Milan and had ties to some of the designation targets on the map. Black motioned to a large swath of targets and pointed to a number of entities that were under CIA watch and the subject of CIA action. Black was asking us to stay away from naming those targets. There was no reason to challenge Black. His presence and his explanation in Gurulé’s office gave great weight to the CIA’s objections. We talked about the possible timing of the CIA’s actions and the possibility of future designations, but the conclusion was clear. The meeting ended cordially with the decision to scrap the designations that would complicate the CIA’s operations in Europe.


Indeed, the growing complexity of US counterterrorism efforts worldwide made such meetings inevitable. A small group of CIA, FBI, State, Defense, Treasury, and White House actors began to meet separately in late 2002 in the back of the old White House Situation Room to coordinate operational activities. The Treasury actions—which were outing known terrorist supporters and networks—needed to be coordinated with the clandestine and covert operations underway around the world.


Treasury’s strategy for designations aimed at targeting networks of key financial actors and nodes in the terrorist support system. The point was not necessarily to freeze assets in US banks—though this was a benefit—but instead to use the designations by the United States and the United Nations to make it harder for individuals who were financing terrorists to access the formal financial system. Our analyses therefore focused on the networks of actors and institutions providing the financial backbone to terrorist enterprises. Interestingly, we found that there were all-purpose financiers who would give to multiple causes—”polyterror” supporters.


These meetings also provided a way for the CIA and the FBI—along with the Department of Defense—to be more open about their operations. It was a space where the wisdom of public designations could be debated without reservation and the tradeoffs for delayed exposure could be discussed. Often, the operators asked me to back off from pushing designations; in return, we pushed for deadlines and assurances that disruptions and operations would actually occur.


Even with these tensions, the CIA and the Treasury Department often made common cause. Soon after we began our outreach to banks and countries, we were hoping to find evidence of Osama bin Laden’s riches in bank accounts or shell companies he controlled. But bin Laden was less connected to the international financial system than most people assumed. Once he declared war on the Saudi monarchy, he was cut off from his family’s wealth, and after he left Sudan, his businesses and operations were expropriated by the Sudanese government. He would encounter difficulty running businesses from the hinterlands of Afghanistan.


We did find one bin Laden account in a Pakistani bank. Bin Laden’s name was on the account, and there was a modest amount of money in it. The Pakistani government froze the account and passed information about it to us. We tried for months to get a financial forensics team into Pakistan to look at the account in depth—we wanted to see the history of transactions, the contact information, and anything else that might prove helpful. It became an issue of great sensitivity, including with our embassy in Islamabad. Ultimately, we did not send in a team, but tried to acquire the information through other sources.


We also started to learn more about Al Qaeda’s money man, Sheikh Said, the nom de guerre of the Egyptian accountant who was responsible for the organization’s books. He was Al Qaeda’s chief financial officer. Sheikh Said was a trusted confidant of both bin Laden and Ayman al-Zawahiri, and he managed the organization’s finances like a hawk. He was stingy with Al Qaeda’s budget—requiring expense reports and receipts from key lieutenants—and would often be angered by sloppy recordkeeping and cost discipline. He set out rules for the operational budget, with requirements for approval from him and Al Qaeda headquarters before major expenditures could be made.


Sheikh Said was the man Al Qaeda relied upon to help make hard budget decisions. The organization was now under pressure, with diminishing resources and dwindling flexibility to move money around the world. Said would make sure that the family members of Al Qaeda fighters would be paid—with insurance-like benefits for senior members killed in the fight against the United States and its apostate allies. The price of this line item was rising quickly, and the sources of funding were beginning to dry up.


We saw him as our arch-nemesis—the chief enemy moneyman to be countered. He was an important pivot point around which we could build pressure on the network. His job had to be getting harder and harder month by month. The intelligence community also saw him as a prime target.


The intelligence community found and confirmed his true name by 2004—Mustafa al-Yazid—and then began the debate about what to do with it. I argued vigorously for making it public in order to further highlight his role and to isolate those willing to do business with or support him. The intelligence community wanted to keep his name quiet—in part to protect the methods by which we had acquired the name. This was a method that was worthy of protection, because it revealed other things about Sheikh Said and what he was doing to invest and diversify Al Qaeda’s assets. The financial trackers soon learned that he was investing in gold and beginning to hold euros instead of dollars.


Said would grow in importance, especially as other senior Al Qaeda leaders were killed. He would serve as a gatekeeper as well as an operational manager—all the while using the trust put in him by Zawahiri and bin Laden in managing the organization’s financial operations to pull the levers of the global organization. We continued to track him and to watch the directions he took and the measures he put into place with the organization. Ultimately, Treasury designated him in August 2010.20
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