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This book is dedicated to Paula Loyd, 
one of the most adaptable human beings I have ever known.






FOREWORD


BIG IDEAS RARELY come from predictable sources. This is particularly true in the realm of national security.

When the U.S. national security state was created in 1947, our government made a large standing military permanent, created an international clandestine intelligence capability that continues to grow, and established a priesthood of national security “experts.” Like all priesthoods throughout human history, the national security priesthood was open only to those who possessed vital secrets.

Secrecy has two functions: it establishes a fraternity of those on the inside, and it locks out those on the outside. Thus, if you are not a member of the fraternity or the priesthood, you are not welcomed into national security deliberations. Over time, closed systems produce fewer and fewer innovations, because closed systems, by definition, are based on certain increasingly unchallengeable fundamental principles.

The national security priesthood participates in established organizations and communicates through established publications such as Foreign Affairs. Some time ago a prominent academic  reviewing stale foreign policy books in the New York Times lamented the absence of creative thinking in foreign policy circles. Predictably, she had defined those circles as Boston, New York, and Washington, in part perhaps because she taught at a leading Ivy League university.

There is not one chance in a thousand that anyone within that narrow (in every sense of the word) priesthood would have thought to apply elemental principles of biology to a fresh understanding of conflict in the new age of the twenty-first century as Rafe Sagarin has done in this innovative book. He is, praise be, not a member of the established national security priesthood, at least for the time being. But do not be surprised if, in coming months and years, you see ideas contained in Learning from the Octopus sprouting up—with or without attribution—that are premised on principles of adaptability and organic thinking.

Combining genius and common sense, Sagarin sees in the tide pools of Monterey, California, living organisms with much to teach us about twenty-first-century conflict. His timing is impeccable. For we are departing from a three-and-a-half-century period following the Peace of Westphalia in 1647 when the nation-state defined and conducted warfare. That warfare involved great uniformed national armies meeting in the field, exchanging men and materiel, until a white flag was raised by one side and victory was declared by the other. For, during this period, the nation-state possessed a monopoly on violence granted by the bargain between the state (government) and the nation (the people) that the state would guarantee the security of the nation if the people would declare their loyalty to the state.

Beginning in Vietnam, then into Afghanistan (first for the Soviets, and now for us), and into bitter days in Iraq, things began to change. Combatants didn’t wear uniforms. They carried neither banner nor flag. They attacked civilian targets, in violation of the  scripted “rules of war” contained in the various Geneva Conventions. And they behaved more like eleventh-century assassins than honorable regiments so familiar to the twentieth century.

The Westphalian era of conflict ended when the most powerful nation in human history could no longer guarantee the security of its citizens. That was on September 11, 2001.

Because U.S. forces invaded Afghanistan and Iraq expecting to meet more traditional enemies, they were caught off guard. And even as senior officers persisted in trying to conduct traditional military operations in an unconventional, irregular conflict, our troops found themselves forced to improvise. They had been trained and equipped for one kind of conflict and quickly found themselves in another. Massive multi-ton combat vehicles could not negotiate treacherous mountain passes and were overnight sitting ducks for IEDs (improvised explosive devices). The key word here is “improvised.”

There has been, in fact, what had been called, in theory, “a revolution in military affairs.” But contrary to those in the national security priesthood who invented this phrase, the revolution was not in highly sophisticated, highly technical, computer-directed super-systems. The revolution was in a return to a gritty house-by-house, virtually hand-to-hand combat in very close quarters. The revolution was also in winning the hearts and minds of tribal members, not in the rather graphic way Lyndon Johnson described, but often with a wad of cash.

The two exceptions to this transformation are in drones and robots. The drones, magically, are controlled halfway around the world. But they still need special forces and on-the-ground intelligence collection to know what primitive dwelling to target. The robots are beginning to prove their worth also at an elementary level in bomb detection. Thus, the vaunted technology revolution in warfare is operating much more at the grassroots combat level  than at the geopolitical top-down level so preferred by the national security priesthood.

As Sagarin colorfully points out, there are precedents for this kind of adaptability in the natural world, and we—particularly our military officials and policy makers—should learn and take note. Leaving the stale “debate” over evolution to backward-looking political figures, Sagarin shows that biological science demonstrates how fauna and some flora adapt to changing conditions not necessarily in a process of seeking perfection. Nature is pragmatic. It has that in common with the best militaries of the past. Creatures change not necessarily to make themselves more beautiful or more exquisite. They do so because it helps them survive in a constantly changing environment.

For those of us who have studied military history and theory for long periods, the application of biological principles to human security is fresh, challenging, and exciting. It is a big idea in a realm where they are especially scarce.

Let us leave it to the father of all strategic thought, Sun Tzu, to make the point: “A military force has no constant formation, water has no constant shape: the ability to gain victory by changing and adapting according to the opponent is called genius.”

The frustration of the American people with the two long wars in Afghanistan and Iraq is in large part because we now know that our opponents are not going to raise a white flag and sue for peace while we celebrate a great victory and sail triumphantly home. Our massive military superiority, even against the feared Soviet Union, has not brought indigenous rebels to their knees in either country. Something is wrong here.

The lesson is clear: genius, imagination, and adaptation must now replace raw power. The U.S. armed forces in the twenty-first century must adapt to the new/old low-intensity, irregular,  unconventional conflict of today and tomorrow. Big army divisions, nuclear carrier task groups, and long-range bomber wings now control the battlefield and dictate the outcome of conflict very much less than in the twentieth century. So long as we borrow a trillion dollars from the Chinese and purchase their products, there is virtually no chance of an all-out nation-state war with them. Both of us are smarter than that and have much more to lose than to gain.

But conflict is a constant. And the lessons of the long wars already teach us that we will need to adapt. We will need smaller combat units, more special forces, much more sophisticated on-the-ground intelligence, drones and robots, bundles of cash for tribal chieftains, and, most of all, the ability to adapt to constantly changing circumstances.

Sagarin has precedent for his principle of natural security in none other than Niccolo Machiavelli, the sage of Florence, who thought a prince had to adopt certain attributes from nature’s creatures, most particularly the lion and the fox. “It is necessary to be a fox to discover the snares and a lion to terrify the wolves.” But Machiavelli was more perceptive than most in his understanding that a reformer, including a biologically oriented one, faces enormous institutional resistance, resistance to adaptation and against structures erected by national security establishments and priesthoods decades ago:
There is nothing more difficult to take in hand, more perilous to conduct, or more uncertain of its success, than to take the lead in the introduction of a new order of things. Because the innovator has for enemies all those who have done well under the old conditions, and lukewarm defenders in those who may do well under the new. This coolness arises partly from  fear of the opponents . . . and partly from the incredulity of men, who do not readily believe in new things until they have had a long experience of them.





Ironically, it is often the case that the “lukewarm defenders” transform themselves into red-hot advocates sometime after the principle of biological adaptation as applied to military affairs has become a well-established organizing principle. Such is human nature. Nature’s creatures, as Sagarin shows, simply get on with the business of adaptation without fear or favor.

It is well worth contemplating the implications of an “organic” military, one that senses in its very being, especially at the combat level; how the threat shifts and changes; what new, often crude adjustments the opponent makes; how a new weapon becomes quickly neutralized by a simpler counter-measure; how the combat “fish” navigate the waters of their society; and then a military that acts quickly enough to cut across the opponent’s cycle of change to take the initiative. This loop, invented by the former combat pilot John Boyd, became the centerpiece of military reform in the late twentieth century.

It will be interesting to observe the reception Dr Sagarin’s big idea receives in established national security circles. Experience suggests that the real Establishment will ignore it or dismiss it. Younger, newer thinkers will discuss and debate it. But, most importantly, it will be amazing if young military officers and Afghan and Iraq combat veterans do not read, circulate, and vigorously discuss this thesis. And that is the circle that must be reached if there is to be hope for real national security reform anytime soon.

As a veteran military reformer, I was often reminded that no major military establishment in history had reformed itself absent a major military defeat. Military structures are understandably conservative, and warfare is too hazardous to shake things up.  That is, unless you are forced to. Sagarin has provided plenty of evidence from our current conflicts to show that the troops, the veterans of the kind of conflict that prevailed before Westphalia, understand the need for adaptation. Whether they have to be trained biologists to understand the natural principles for this is beside the point.

All those who care about the security of our nation, and of our children’s generation, whether in uniform or not, should study and discuss Sagarin’s argument. It offers a refreshing new way of thinking about security in a precarious and different new era and century. It shatters old modes of thinking in a constructive and challenging new way. It has profound implications for how we defend ourselves and preempt attack and aggression. And it perceptively realizes that security is no longer a purely military undertaking.


Learning from the Octopus is the way Nature would behave if she were in charge of the Pentagon and our national security.


Gary Hart

Kittredge, Colorado

U.S. Senator (Ret.); former member, Senate Armed Services committee; chair, American Security Project; co-chair, U.S. Commission on National Security/21st Century








PROLOGUE:

UNNATURAL DISASTERS


ON THE MORNING OF DECEMBER 26, 2004, animals across Asia and Africa were acting strangely. Elephants elicited horrific bellows, herds of oxen bolted for higher ground, and domestic dogs refused to go on their morning walks along the beach. In some cases, bewildered humans followed the lead of their charges to higher ground, but many did not. Less than an hour later, the ocean was sucked back far from shore and a huge tsunami thundered all across India, Africa, and southern Asia, killing 225,000 people—one of the worst catastrophes in modern history.1


After the floodwaters retreated, international aid poured in, with particular attention paid to installing state-of-the-art tsunami warning systems across the region. Yet in comparison to the animal-based warning systems, these high-tech solutions are still fairly primitive. Just a few years after the tsunami, villagers in the Aceh province of Indonesia, one of the hardest hit areas, angrily stoned their tsunami alarm until it was destroyed. The villagers felt the annoyance of the system’s false alarms outweighed its purported benefits in early warning.2


Destroying alarm systems that are supposed to protect us isn’t uncommon. In the United States, residents of over 21 million households have tampered with, destroyed, or disabled their own smoke detectors because of the nuisance of false alarms.3 In fairness to the makers of smoke and tsunami alarms, such technologies have only been around for a few decades—a fleeting fraction of Earth’s long and violent experience with tsunamis, floods, and fire. By contrast, the surprisingly accurate security systems demonstrated by the animals before the tsunami have been developed and fine-tuned over billions of years, and this illustrates a major point: there is no technological solution that can prepare us for the risks of a highly variable and unpredictable world as well as the ancient natural process of adaptation.

Indeed, just a few weeks before the 2004 tsunami, the most technically sophisticated military force in the world inadvertently and quite publicly demonstrated how poorly adapted it was to its latest challenge. It happened during a pretty standard piece of military propaganda set up for the evening news. The U.S. secretary of defense was to helicopter in to the edge of a war zone to bolster the troops’ morale, listen sincerely to their concerns, and assure them that all of America was fighting right there alongside them. But it didn’t turn out that way for Secretary of Defense Donald Rumsfeld in Kuwait on December 8, 2004. To the cheers of several thousand soldiers assembled, Specialist Thomas Wilson, a 31-year-old Tennessee National Guardsman, pointedly asked the secretary why he and his fellow soldiers were being forced to rummage through garbage dumps to find armor to strap on to their vehicles, which provided inadequate protection in the combat zone. Rumsfeld was initially taken aback, then tartly retorted, “You go to war with the Army you have.”4


It was a pivotal moment in how George W. Bush’s war in Iraq was going to be interpreted. The left seized on it as yet another  example of the “chicken hawks” in the Bush administration cruelly sacrificing their pawns in an elective game of geopolitical chess. The right amplified reports that Wilson was “fed” his question by a Chattanooga Free Press reporter5—more evidence that the liberal media was out to sabotage an essential front in the “War on Terror.” Even fairly level-headed commentators couldn’t help but contrast the scrappy U.S. soldiers rummaging around junk piles for “hillbilly armor” to weld to their vehicles against the disinterested, out-of-touch button-down government bureaucrat. But the most important contrast the exchange belied hasn’t been well noted—it was the difference in adaptability demonstrated between soldiers like Specialist Wilson and a large security organization like the Department of Defense (DoD). This is, in fact, the same difference in adaptability between animals sensing and responding to a tsunami and tsunami alarms sensing and responding to something that may or may not be a tsunami.

For armies fighting a war, for health practitioners trying to ward off a flu pandemic, for first responders containing the damage from a natural disaster, for IT managers trying to protect a computer network, for resource managers trying to plan for a world dramatically altered by climate change, for CEOs worried about the next stock market crash, and for any citizen worried about the effects of any of these potential threats, adaptability is essential. If we want to interact with the world at all (and in a world of 7 billion people, we don’t have much choice), having the ability to change how we interact with it is the only way we can survive.

For the troops on the ground, the process of adapting began soon after the invasion of Bagdad. They “went to war with the Army they had” (to paraphrase Rumsfeld), and it worked brilliantly for a while. With massive firepower, better training, and air superiority, even the most feared of Saddam Hussein’s forces  virtually collapsed in front of the advancing coalition. But as the old regime collapsed, the ground became rich for any number of new threats to sprout up. The threat environment radically changed.

Suddenly, thousands of soldiers, independently as individuals and linked through the units they fought with, were observing that hidden improvised explosive devices (IEDs) were becoming their biggest threat to security. Whereas the DoD had planned for a war against AK-47s, Scud missiles, and weapons of mass destruction, soldiers on the ground began to see their enemies as random trash piles, sudden fender benders in downtown traffic, and cell phones; hiding, distracting from, and detonating IEDs. By the time Wilson was so incensed as to dare breach military protocol to give a superior officer a dressing down, 266 of his colleagues had been killed due to IEDs.6


The soldiers adapted the best that they could—welding metal plates to their vehicles, blocking up culverts to eliminate the most obvious niches for bombers to use, and learning to identify the signs of hidden bombs in otherwise unremarkable debris. But their ability to adapt was limited by forces beyond their control—by the equipment they were given, by the available scrap metal, by the rules of engagement that they were ethically and legally bound by—and the casualties mounted.

By contrast, the Department of Defense had virtually unlimited resources, especially after the terrorist attacks of September 11, 2001, when no politically minded senator or representative would ever turn down a military appropriation request. What the DoD lacked was adaptability. Even as Specialist Wilson and his comrades were frantically tracking the rapidly changing tactics of insurgents, the DoD was slowly churning away on weapons systems and fighting procedures that had been dreamed up long ago in places far, far away from the streets of Baghdad and Fallujah. Rumsfeld’s retort to Wilson belied a centralized view whereby  small numbers of intellectuals design a battle plan and the accompanying technology years in advance, and that’s what you go to war with. Moreover, even to bring the idealized technological solutions to deal with the threats theorized by DoD experts, the department was bound by a ponderous top-down procurement system in which a small number of large contractors submitted bids for development of weapons systems that inevitably ran over-budget and beyond the estimated timeline.

As a result, until Specialist Wilson’s outburst, the upper reaches of the DoD were neither sensing changes in the threat environment nor responding quickly when new threats were correctly identified. And even after congressional outrage from the exchange between Wilson and Rumsfeld fueled calls to speed up production and deployment of mine-resistant ambush-protected vehicles (MRAPs), they did not arrive in Iraq in until November 2007, nearly three years later. By that time, an additional 1,589 of Wilson’s colleagues had been killed due to IED attacks. The DoD solution certainly arrived too late to save their lives, but also too late to even deal with the original threat. A rapid downward trend in IED attacks and deaths was already well on its way by the time the MRAPs arrived in Iraq (see Figure 1, page xxii).

Nonetheless, DoD was able to claim that the MRAPs were ready just in time for a renewed offensive in the long-simmering war in Afghanistan. But the environment of Afghanistan was very different, much more rugged, than that of Iraq. Most of it was downright impassable to 14–24-ton vehicles like the MRAPs, which meant that the Taliban’s cheap, beat up old Toyota pickup trucks (probably the most adaptable vehicle ever built) could operate at will without interference from the lumbering U.S. forces. The few roads in Afghanistan that were MRAP accessible quickly became targets for IED attacks (which had been only a minimal threat up until this point), so that simple travel to a meeting with  local leaders became a cumbersome and dangerous affair, sometimes taking all day to move 12 kilometers or so.7


The military recognizes now how poorly adapted the first MRAPs are. In fact, after two years of deployment, nearly half of the 16,000 MRAPs produced are being put on “inactive status” 8 (kind of like your neighbor’s old Camaro on blocks, only the MRAPs being put on blocks are only two years old and cost half a million dollars each). Even as soldiers were stuffing themselves into the brand-new MRAPs, contracts went out for the next generation of MRAPs—known as the MRAP-All-Terrain Vehicle (M-ATV) and weighing only 7–10 tons (a typical four-wheel-drive Toyota pickup weighs just over 1 ton).

It wasn’t due to a lack of effort or resources that the NGOs responding to the tsunami and the Department of Defense failed so miserably to adapt relative to the lowly animals on the shore or the lowly grunt soldiers in their Humvees. In reaction to the disasters in Asia and in Iraq, trillions of dollars in aid and military budget have been spent trying to plan for, predict, and perfect our responses. But organisms in nature and soldiers on the ground don’t have the luxury of limitless resources and hours of meetings and PowerPoint presentations to map out their future. In short, natural adaptive systems don’t plan, they don’t predict, and they don’t perfect.

 






Figure 1: Number of deaths per month of U.S. forces due to IEDs in Iraq (black) and Afghanistan (gray)
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There is no scientific evidence to support the notion that evolved biological systems are “intelligently designed” or planned in advance. There are numerous natural examples to illustrate this point, but one look at the Mola mola—a huge slow-swimming fish so bizarre you would swear that you were looking at a fish that had its back half bitten off by a shark and then was rolled over with an underwater steamroller—will convince you that it followed no plan in its development as a fish. Yet in its own way of surviving for millions of years, it has been as wildly successful as a tuna or a trout. An unlikely creature such as the Mola mola emerged because the process of evolution doesn’t tend toward any endpoint. It doesn’t try to make an eye or an immune system or a beautiful fish. Evolution proceeds by solving survival problems as they arise. Many systems in society, by contrast, are littered with meticulously planned designs—the Maginot Line comes to mind—that were entirely unable to solve emerging threats from the environment.

These unplanned, evolved, adaptable organisms themselves don’t make predictions. Why not? Simply because the complex world of continually changing and interacting biological organisms acting within a dynamic and networked matrix of biogeochemical stocks and flows that they live in is not predictable. At best, organisms anticipate events that come in well-defined cycles—thus,  many organisms have strong “circadian rhythms” that allow them to respond to light/dark cycles, and many coastal marine organisms move in anticipation of tidal rhythms. They may also use their keen sensory abilities and stored sensory observations to act in anticipation of unusual events, as evidenced by the animals responding to the December 2004 tsunami. This is not predicting an unknown future event but rather using sharply honed observational skills to respond to a challenge. Making and responding to predictions that are very unlikely to be correct is a waste of resources that are better spent finding food, avoiding predators, and mating. In the spring of 2011 alone, the devastating Japan tsunami with its commensurate effects on the country’s nuclear power infrastructure, the so-called Arab Spring, and the outbreak of antibiotic-resistant E. coli in Europe were all threats to security that were possible to anticipate (along with an almost infinite number of other security threats that did not come to pass during that year) but impossible to predict.

Finally, a common misconception about evolution is that it is about seeking perfection, as encapsulated in the term survival of the fittest. This misinterpretation arises from misguided applications of Darwinian thought, such as eugenics, and it is reflected in more legitimate societal applications such as business performance analyses where “optimization” is seen as a laudable goal. In fact, evolution is neither about survival of the “fittest” nor about optimizing systems. How would you even begin to determine what is a perfectly adapted organism? While the Discovery Channel may spin the notion during “Shark Week” that the Great White Shark is the “perfect predator,” wouldn’t it be “more perfect” if it had deadly laser beam eyes? Indeed, trying to make a predictive science of optimality in organisms has proved itself to be almost comically wrong in case after case. For example, the first time depth sensors were attached to a live penguin, the animal dove to depths greatly  exceeding its optimal performance as determined by mathematical theory and laboratory physiological experiments.9 The successful results of evolution are organisms that are not perfect, but “good enough” to survive and reproduce themselves.

Eliminating the ability to plan, to try to predict, or to try to perfect would put a lot of military planners and business consultants out of business (it might also greatly reduce the number of PowerPoint presentations to which people are subjected). But organisms in nature have survived and thrived without these tools for billions of years because they have one powerful trait at their disposal—they are all adaptable. Adaptability is fundamentally different from merely reacting to a crisis (which happens too late) or attempting to predict the next crisis (which is almost certain to fail when complex ecological systems and human behaviors are involved). Adaptability controls the sweet spot between reaction and prediction, providing an inherent ability to respond efficiently to a wide range of potential challenges, not just to those that are known or anticipated.

This book is about learning how natural systems have used adaptability to survive in a risk-filled planet for billions of years and how we can harness this power ourselves right now. Using nature as a guide, we can observe how far our responses to security threats—whether they come from terrorists, viruses, economic catastrophes, or natural disasters—have missed the sweet spot of adaptability and how exactly we can get back there. Taken together, the suggestions in this book, developed from the perspectives of many different life scientists, soldiers, first responders, and activists, make up a system of “natural security” applicable to any situation where risk is present and unpredictable.






chapter one

 THE ORIGINS OF NATURAL SECURITY


MY TRANSITION FROM a tide-pool biologist practicing natural history to a security analyst practicing natural security is itself a story of adaptation. If you think about the first proto amphibians flopping out of a predator-filled sea to forge a new terrestrial life, it reminds us that adaptation requires leaving or being forced from your comfort zone and into a place where you observe and experience new threats to your security. In 2002, I left my comfort zone of marine biology research in the tide pools of the Pacific to work as a science advisor in Washington, D.C., for then Congresswoman Hilda Solis. There, less than a year after the 9/11 attacks, I had a window into the unfolding of a massive new security infrastructure. Although I was far from the tide pools where I had conducted my research, my inclinations as a natural historian led me to sketch the security environment of the nation’s capital. At that time, it was impossible to be in D.C. without observing the sense of fear and desire for security that pervaded the Capitol Hill ecosystem. What I observed (to borrow Mike Davis’s term for the  environmental catastrophes of Los Angeles1) was an “ecology of fear.” Jersey barriers continually emerged overnight like fungus in rings around monuments, museums, and government buildings. Mail arrived, uselessly, months after it was sent, brittle from the radiation treatments it had undergone in some Midwestern processing facility. Seasoned Capitol Hill staffers and young interns jumped tensely at any loud noise (which often turned out to be construction from the enormous bunker-like visitors’ center that was being carved out under the Capitol building), and everyone kept portable chemical masks under their desks.

But something deeper troubled me about what I was seeing. While there was clearly more security in Washington, it was never varied security. It was as if all the new security measures in D.C. were installed as part of an animatronic diorama in the Smithsonian Museum of Natural History. Occasionally, new features were added—another fierce security guard here, another imposing concrete barrier there—and once in a while there was a change—security guards began systematically checking trunks of cars entering the Capitol parking lot after 9/11—but there was no variation in the elements of the diorama or their behaviors. The tide pools I studied in Monterey have inspired artists and authors and scientists not for their static perfection but for their continual movement and change, a variation that doesn’t just provide beauty but is the driving force compelling the ecosystem and the creatures within it to continually adapt to keep secure.

As I walked through the routine Capitol security checkpoint each day, dutifully covering the keys in my pocket because everyone knew that’s how you avoid setting off the metal detector, I kept asking myself, “How long would it take for a determined predator to get through these defenses?” Thinking about the practice of security (of which I knew almost nothing) in the context of biology led me to other questions almost every day in Washington. As I  watched the debate over authorizing the Iraq war unfold on the House floor I asked, “Do animals declare war on other animals?” When the Total Information Awareness program was unveiled, with its spooky logo depicting the one-eyed pyramid from the dollar bill beaming its vision on the whole planet, I struggled to answer, “Which organisms in nature have total awareness of the threats in their environment?” As various versions of the Patriot Act were passed I wondered, “How does our own immune system profile invading organisms to determine who is benign and who is malicious?” As our defense and security budget grew ever larger, threatening to topple any semblance of a balanced budget, I asked, “How does a peacock survive when new predators colonize its home area?” And with each thwarted or successful terrorist attack I wondered, “Why does it make sense from an evolutionary standpoint to kill yourself in a suicide attack?”

As I asked these questions, trying to leap back and forth between biology and current events, I began to realize that not only did I know very little about security, I also knew very little about biology. In fact, what always appealed to me about a career in biology was the overwhelming diversity of things to study—I knew I’d never get bored—even as I knew any expertise I did gain would at best cover a tiny sliver of the whole picture. So I started asking my questions out loud, both to the security experts I met at Hill briefings and in committee rooms, and to my biologist friends around the world. Activating these two networks led to unexpected effects. Almost all of the security analysts and practitioners I talked to were thrilled about the idea of applying thinking and models from evolutionary science to security questions. They invariably confided in me that they were just running out of ideas much beyond dividing history into “pre- and post-9/11.” By contrast, many of the biologists I talked to were initially skeptical that they had anything to contribute to a debate on security. Being an overwhelmingly  liberal group, a few even flat-out refused to do anything that might legitimize what they saw as the Bush administration’s exploitation of terrorism to justify its conservative agenda. But eventually, even some of the most skeptical came around, and almost everyone knew someone who probably had something to say on the matter, such that soon I had an informal group of ecologists, psychologists, anthropologists, paleobiologists, and virologists, not to mention security analysts, bio-warfare experts, and former (and, for all I know, present) spies, all energized to further explore the nexus between biological and societal survival.

I convened this group over the course of a year at the National Center for Ecological Analysis and Synthesis (NCEAS), a National Science Foundation–supported think tank in Santa Barbara, California, that typically supported meetings of scientists and economists to discuss big environmental science questions such as, “Why do certain species live in some places and not others?” “What is the global impact of commercial fishing on the world’s oceans?” and “How much habitat must be protected to preserve species?” Fortunately, NCEAS stepped out of its comfort zone to support our working group, which I sowed with only a basic challenge: “What can we learn about security in society from security in nature?” Because of the enthusiasm of the participants and their commitment to step out of their own comfort zones, this initial question blossomed into an incredibly stimulating and creative discussion that continues to seed new lines of inquiry. As the ideas generated in several gatherings at NCEAS coalesced into key lessons, my colleagues and I have now begun to spread their conclusions to a wide range of audiences, from scientific societies and security think tanks to innovative companies such as Google and IBM, to elected officials and high-level security policy planners and boots-on-the-ground soldiers and first responders. Many of these audience members have become active  participants in generating further refinements and applications of our initial explorations.

The ideas in this book thus come from many different sources of expertise and especially from the product of cross-breeding these lines of expertise. Yet the personalities of our working group members and the individuals we debated our ideas with were so strong and their ideas so compelling that it’s impossible to let them fade into the interdisciplinary synthesis that resulted from our work. Accordingly, I will highlight several of their individual contributions in the chapters to follow. It is also intriguing to me that few of their ideas could really be separated in a coolly scientific way from their personal histories. Geerat Vermeij understands adaptive arms races in nature both because of his painstakingly detailed approach to natural history and because of the special adaptations his own brain and body have undertaken as a result of his early blindness. Luis Villarreal understands the deep evolutionary roots of self-identity systems (the mechanism by which all organisms know who is like themselves and who is different from themselves) both because of his expertise as a virologist and from his perspective as a mentor to young Latino science students. And Terry Taylor understands the value of symbiosis, not just because it’s a good idea, but because his personal transformation from a soldier to a facilitator of peaceful solutions to conflict came through developing unexpected symbiotic partnerships.

But the primary driver of this book is what we can observe from nature itself. Observing nature is an endless task—one that can be tremendously enjoyable but also frustrating and confusing; just ask any birder. As with a field guide used by birders or other naturalists, it helps to have a few key things to look out for—identifying characteristics that help make sense of the vast diversity of nature. There are indeed a few simple themes that emerge in a study of natural evolution that are helpful to have in the back of  your mind when considering different ways of applying lessons from nature to society.




FIELD CHARACTERS OF NATURAL SECURITY SYSTEMS

First (let’s just get it out of the way), under the lens of natural history, humans are special, but not that special. There are a number of adaptations we have—such as advanced cognition and language—that both set us apart from most other species and create a lot of the complex security threats we face, but we are in the end just another species that evolved through time to deal with security challenges in our environment. With over a billion people facing chronic nutrition shortages2 and a host of old and emerging diseases that threaten to turn into human pandemics, we are certainly still under pressures of natural selection. Moreover, the way we have evolved has changed our environment enough to force us to adapt further. This cuts several ways for us—we are extremely adaptable, but we also may have changed our world and way of living faster than some parts of us can evolve. Some of our adaptations, which first arose in a world completely unlike the societies we live in today, can get us into trouble now.

Second, just as humans are fundamentally similar to all other species, patterns in nature appear similar across different levels of biological organization. By levels of biological organization I mean the progression from molecules to DNA to cells to bodies of individual organisms to populations of those individuals to communities of those individuals interacting with individuals of other species to ecosystems that include the species, habitats, and chemical and energetic interactions between them all in a given area. What is remarkable is that similar patterns—for example, using noncentralized organization to sense and respond to the environment (discussed in Chapter 4)—appear at each level of this  organization. Like Russian nesting dolls, biology has a nested quality. But biology is more than simply nested—each of the wooden dolls, after all, is just an independent entity, only connected to the others by having a similar shape and design. Biology is different because it is also a recursive process, meaning that the rules and patterns occurring at one level are not just similar to those at the next level but essential in defining what happens at the next level. In this sense, biology is like a spiral, and it shouldn’t be surprising that spirals appear all over in nature—in the seeds of a sunflower, in the shell of a snail, and along the helical axis of DNA. All of this is a good sign for applying biologically inspired ideas to security in society because it suggests that solutions we devise that work at one level (say, within a single police precinct) will be applicable at a completely different level (e.g., throughout the Department of Homeland Security). It also invalidates the excuse that we can’t change security policy unless our highest levels of government change. I will argue that we can start at any level of society in instituting more adaptable systems, and if we align our incentives correctly, these ideas can easily (in fact, will almost inevitably) spread up and down different levels of organization in society.

Third, complex natural patterns and processes arise from very simple building blocks. The four basic molecules of DNA code for a vast diversity of organisms that live in completely different ways and deal effectively with vastly different challenges. Natural selection, which has molded millions and millions of species into their forms today, is an incredibly simple process requiring just three simple elements—variation between individuals, environmental conditions that favor (or select) certain variants over others, and a means to reproduce those variants that are better suited to the environment. At higher levels of biological organization the simple process of individual organisms trying to survive and reproduce ends up producing networked ecosystems that are unpredictable,  complex, resilient, and beautiful. Accordingly, natural security isn’t about rising to the complexity of the security threats we face by designing a hugely complex system with flow charts and acronyms and multivariate statistical outputs. It’s about finding simple processes that impart our security systems with the adaptability necessary to deal with a wide range of threats.

Fourth, good ideas in evolution are often identified because they appear nearly exactly the same across many different organisms. Although the DNA codes for millions of different organisms, the basic structure of the molecule and the process by which it replicates itself is the same across much of the living world. Heat shock proteins, which go around the body repairing damaged proteins, are another example, being both present and nearly identical in almost all organisms on Earth. I was amazed when I did some laboratory work studying heat shock proteins in marine snails that I could use commercially available heat shock protein antibodies purified from goats and rabbits to link onto and identify my snails’ heat shock proteins. Many of the biologically inspired ideas I’ll illustrate in this book are not just stab-in-the-dark guesses that happened to work out well, but time-tested billion-year-old solutions that have worked out in the coldest, highest, darkest, hottest, most predator-full and water-starved places on Earth.

Fifth, good ideas in evolution are also often things that evolve independently multiple times. Eyes, for example, are a good solution for finding your way around in a complex world, but there isn’t one common type of eye that evolved billions of years ago and that we all share. Unlike DNA, this solution came later in Earth’s life history, and it arose independently several times in different types of organisms. Octopuses have incredible eyes that serve the same kinds of functions as our eyes, but they are unique to octopuses. This phenomenon, called convergent evolution, is evidence that evolution is not about taking one design and plopping  it down all over, but about solving problems particular to a given organism in a given environment. Throughout this book, I will propose ideas for security that mimic natural solutions, but they may have also been explored by other individuals or organizations which didn’t make any reference to nature at all. I consider these to be examples of convergent evolution—different people trying to solve the problem of how to ensure security in society and coming up with similar solutions. Accordingly, the promise of a biologically inspired approach to security is not that any one finding from nature’s security systems will be a revelation, unheard of among security experts, but rather that biology provides a holistic framework for simultaneously addressing many different types of security problems.

Finally, and most important, change and variation rule everything in nature. As Charles Darwin mused during his long journey on the Beagle: “Where on the face of the earth can we find a spot, on which close investigation will not discover signs of that endless cycle of change, to which this earth has been, is, and will be subjected?” 3 Darwin was referring to geology, the task he was primarily assigned during his fateful journey, but variation and change were very much at the heart of his subsequent biological studies. He felt it was essential to understand even the most minute variations—such as the microscopic differences between anatomies of the many species of barnacles that he cataloged in an enormous two-volume treatment4—to understand that “mystery of mysteries” of where life comes from. Later biologists would also come to the irreducible conclusion that variation and change were elemental features of nature. Edward Ricketts, the mid-twentieth-century marine biologist and philosopher whose ideas are scattered throughout this book, felt that the variation among organisms was the most important and ineluctable force in the natural world, noting, “Those residua, those most minute differentials, the 0.001  percentages which suffice to maintain the races of sea animals, are seen finally to be the most important things in the world, not because of their sizes, but because they are everywhere. The differential is the true universal, the true catalyst, the cosmic solvent.”5


Thus, variation catalyzes change, change creates uncertainty, and uncertainty creates insecurity. In a world like ours, no effective security solution can be deployed and not modified or changed with time, because everything around it will be changing. Adaptation to these changes isn’t easy. But the alternative—stasis—isn’t acceptable in a world full of risk, variability, and uncertainty.

This book takes its guidance from the living world—the only set of examples that has consistently shown an ability to adapt, even to the harshest conditions. The millions of biological organisms on Earth have been adapting to environmental change and catastrophe for 3.5 billion years, a knowledge base unmatched by any human civilization. But before I sound too much like a used species salesman, let me reiterate that it’s not the perfection of this biological history that I admire, but how these species have achieved so much as fundamentally imperfect beings. Biological organisms are like the hillbilly armored vehicles that Specialist Wilson drove in Iraq—cobbled-together collections of adaptations that get replicated when they get the job done, and eliminated when they fail. Accordingly, this book is not about how to develop a perfect solution to a given security problem, but rather about how to develop a flexible system for solving problems, however and wherever they arise.

This system of natural security won’t be reliant on some new technological advance, although it will utilize technology when needed. It won’t be designed by top government officials, but people at every level of society, including heads of major security agencies, can play a role in making it succeed. And perhaps to the consternation of the Central Intelligence Agency, natural security  plans by their nature cannot be classified in any way. Rather, they are laid out in the structure of fossil and living organisms, in fragments of DNA, and in the observable behaviors of the organisms themselves.

This book uses the building blocks of life to address questions we should be asking about any situation where risk is inevitable and unpredictable in our environment. The book asks: What if we took a whole new approach to risk? One that didn’t try to solve security threats piecemeal or only after they turned catastrophic. One that didn’t waste resources on fixed responses that are useless against changing, intensifying, or intelligent threats. One that didn’t over-prioritize one problem and leave the others unattended. One that rejects the notion that only a few elite “experts” on a certain issue are qualified to analyze it and decide how the rest of us should respond.

One place to start with this approach is to not be intimidated by the complex tangle our security problems have become, but to look for their simple common roots. Indeed, most security problems, large and small, stem from the same basic problem: the world is full of risk that arises from, and is exacerbated by, variation and uncertainty. The threats to our security today—whether economic, environmental, or existential—are often global risks that take on a huge variety of forms. There is huge uncertainty as to exactly how and when they can harm us or what we can do about them. Acts of terrorism have targeted individuals and large groups; used sniper rifles, bombs, chemicals, and airplanes as weapons; have had political, religious, and personal motivations; and have been committed by men, women, and children from our own and foreign countries. Cyberattacks can occur at any moment and can arise from a single computer or via an autonomous network of computers. And emerging infectious diseases thrive on the inherently variable process of genome  replication, which allows suddenly deadly mutations to arise with little warning.

Even our limited successes against specific examples of these threats only serve to reinforce how difficult it is to control risk, variation, and uncertainty in the world. The eradication of smallpox, which was well worth the investment of about $1 billion in today’s dollars,6 did not eliminate the risk from infectious disease generally. Painstaking intelligence leading to the identification of members of a terrorist cell and their tactics, although critical to reducing the threat of terrorism, doesn’t necessarily tell us much about another cell which may be metastasizing in another, very different part of the world. And the successful evacuation of shorelines after an earthquake, wisely undertaken because we understand something about the relationship between earthquakes and tsunamis, tells us very little about when and where the next earthquake or tsunami will strike.

Indeed, we might solve our current security problems if it weren’t for risk, variation, and uncertainty. If all terrorist cells or all infectious diseases had the same characteristics, the tactics we applied to one would be effective against all. If tropical storms weren’t intensifying due to climate change, levee walls built to withstand the “100-year flood” (estimated decades ago) would suffice to keep us dry. If risk wasn’t ubiquitous, a one-time, all-out effort to eliminate it when it arose would be an appropriate, even if expensive, use of resources.

A geologist friend of mine wears a T-shirt that reads, STOP PLATE TECTONICS, which is a tempting way to think about eliminating the ever-present risk of earthquakes. In reality the T-shirt makes a funny (albeit a bit nerdy) statement because the notion of trying to rally public support to stop a global natural phenomenon seems absurd. Yet often we frame our efforts at solving global security issues in terms of eliminating their risk. Cybersecurity has struggled for  over forty years to create perfect systems based on the model of “perimeter defense” that tries to keep all risk outside the system, and the result has been a cyberspace that is progressively less secure. 7 We have declared wars on terrorism and drugs—and, in my own field of ecology, a war on invasive species8—and continue to pour resources into them despite neither evidence that they are effective 9 nor a plausible argument for how victory over their underlying risks could even be declared. For example, on the one hand the idea of declaring victory over invasive species—including everything from microbes to algae and mollusks that clog up harbors and waterways to newly imported predators for which local species have no defense—is absurd in a world where anyone (and the microbes, spores, seeds, pests, and pets they intentionally or inadvertently take with them) has the potential to get to almost any other spot on the globe within thirty-six hours10
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