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INTRODUCTIONINTRODUCTION


Forensic DNA testing has been hailed as a savior. It has led to over three hundred exonerations, including for over twenty innocent men sentenced to death.1 DNA testing has also resulted in the apprehension and conviction of some of the nation’s most dangerous repeat offenders, including serial attackers identified through DNA testing long after the trail from their victims had gone cold. And finally, by offering the criminal justice system a way of proving identity with unprecedented degrees of certainty, DNA analysis has closed innumerable cases that otherwise might have gone unsolved.


Yes, to be sure, DNA testing is a savior. The trouble is, no one likes to admit that even a savior can have flaws. Popular understanding of forensic DNA testing, also called DNA typing, paints it as an all but infallible technique. In the crime shows that dominate prime-time airwaves, forensic investigators work with the steely precision typically associated with surgeons or navy pilots. Technicians study crime scene evidence, fortified by sleek instruments galvanized by strikingly plausible technologies. Of course, the ridge line of the nail indicates whether the victim was left-or right-handed. Just look at the creases along the edge: they reflect the particular brand and size of nail clipper. A quick search reveals that this clipper was only sold in six shops in this city in the mid-1990s—I think we can find our man!


There is something deeply reassuring about the sophistication and certainty depicted in these shows. Perhaps the comfort they offer traces to our longing to believe that we leave an impression on the world. It seems right that the microscopic traces of self left behind by criminals should be both so evident and so individualized. It affirms two of our own innate, but conflicting, desires. We can see ourselves as unique and complex—as complicated as the whorls on our fingertips or the flecks in our irises—and yet at the same time, intelligible. Despite our complexity, we are all still capable of being known and understood by others. I leave fingerprints, therefore I am.


Whatever the reason, it is clear that forensic science is a popular dish, most often served without garnishes. But cracks have been slowly accumulating in this facade of scientific perfection. First, in September 2005, the Federal Bureau of Investigation (FBI) announced that it would stop offering bullet lead analyses. This method purports to match bullets recovered from a crime scene to those in possession of a suspect. But after having conducted roughly 2,500 of such tests since the 1980s,2 the FBI desisted when a major study of its reliability exposed the dubious basis for claiming such matches.3


Then, in 2009, the New Yorker published an article about Cameron Todd Willingham. Willingham was sentenced to death in Texas for setting a deadly fire, and the conviction rested largely on the conclusions of the fire investigators. Most of those conclusions were grounded in disproven bits of folk wisdom that actual fire science has since disavowed.4 But by the time that science had earned wide acceptance, Willingham had already been executed. The field of hair analysis has likewise come under close scrutiny, causing the FBI to announce an unprecedented attempt to reexamine the hair evidence in over 2,500 cases in order to check for errors. Review of just the first 160 cases showed so many major problems that the process temporarily ground to a halt.5 By the time investigators finished 342 cases, they concluded that the FBI examiners offered inaccurate and unsupported testimony in 257 of 268 trials—95 percent of the cases, including in 32 death penalty cases.6


Lastly, the wave of exonerations across the nation—over half of which are attributed at least in part to faulty forensic evidence—brought to light systemic problems with familiar forms of expert testimony, such as bite mark evidence, fiber and hair analysis, and other pattern evidence.7 These issues were comprehensively addressed in a 2009 report by a blue-ribbon panel of the National Academy of Sciences. That report condemned nearly every traditional forensic discipline as insufficiently grounded in science, finding that “With the exception of nuclear DNA analysis, . . . no forensic method has been rigorously shown to have the capacity to consistently, and with a high degree of certainty, demonstrate a connection between evidence and a specific individual or source.”8


But even with increasing awareness of the problems that plague conventional forensic science, DNA typing has largely emerged unscathed. It has even been lionized in Science magazine in 2005 as the “gold standard” for forensic evidence.9 The casual contact that people have with DNA testing likely affirms this view. Expectant parents who rightly trust a DNA sample to tell them whether their fetus is a boy or girl, or has genetic abnormalities, are unlikely to think that the government’s tests are unreliable. The people who send a swab from their cheek to 23andMe.com or Ancestry.com—companies that perform genetic testing for recreational purposes—are unlikely to believe that much harm can come from sharing their DNA sample with strangers interested in historical or medical research.


Generally speaking, this enthusiasm for DNA typing is not misguided, and it is not wrong. DNA typing is a marked advance over more primitive forensic methods. It does rely on scientifically established principles and mathematically sound statistics. And studying DNA has in fact revolutionized how we judge all scientific evidence in the criminal justice system.


But revolutionary does not mean infallible, and better does not mean faultless. Forensic DNA analysis is technical and it is complex. Yet it feels familiar and trustworthy because we encounter it in pop culture and in the medical context on a regular basis. Most people have little understanding of the difference between medical and criminal justice DNA tests, or what the government currently does or may in the future do with DNA. But as Peter Gill, founding father of forensic DNA testing—currently a professor of forensic science at Oslo University and formerly a leading scientist with the United Kingdom’s Forensic Science Service—has acknowledged, “There is little doubt . . . that misinterpretation of DNA profiling evidence may cause miscarriages of justice.”10


This book aims to complicate the narrative surrounding forensic DNA analysis by telling the tales of mistake, abuse, and misuse. It intends to situate DNA testing in the forensic context, to show how even a reliable scientific discipline can be pushed beyond its limits, corrupted, or fall prey to ordinary error. The exoneration cases have set the tone for popular views of DNA analysis in the criminal justice system, which is to view it as an unmitigated good. But, in fact, two lessons might be drawn from them. The first, well received, is that DNA testing is a transformative technology breakthrough—a definitive way to separate the criminals from the wrongly accused. But the second lesson, too often overlooked, is that the same broken criminal justice system that created mass incarceration, and that has processed millions through its machinery without catching even egregious instances of wrongful conviction, now has a new and powerful weapon in its arsenal.


Forensic DNA methods are entering the same criminal justice system that we now know got away for decades with peddling faulty “science” as truth. We have learned that our criminal justice system has a propensity to push science beyond its justified limits, to neglect to adequately safeguard the integrity of evidence or the forensic testing process, to ignore systemic failures in the training and supervision of analysts, and to dismiss problems that arise as incidental or unrepresentative in the hope that they will simply go away. And while DNA science is better than traditional forensic techniques, the corrupting forces of the criminal justice system have little changed. Nearly all of the pathologies that led to the unfettered embrace of now-discredited bullet lead, arson, and hair methods are still in place in our criminal justice system today. Police, prosecutors, and public laboratory officials still shroud their methods and mistakes in secrecy, and defense lawyers still all too often lack the skill and resources needed to effectively challenge scientific evidence in court.


By exposing its dark side, this book inevitably tarnishes the halo that surrounds forensic DNA analysis. But its intention is not to call for an end to forensic DNA testing. That approach would be foolish, and would forfeit the innumerable benefits that DNA testing has to offer the criminal justice system. Instead, this is simply a call to proceed with caution. To trust less, and think more. To recognize that the value of a DNA match is not just the product of abstract science, but rather must be measured by the performance of a long chain of human actors—from crime scene collector, to lab analyst, to lawyer.


In calling for caution, this book undoubtedly puts a damper on the current unbridled enthusiasm for DNA testing. But there are no shortcuts in the criminal justice system. No free passes, and no cure-alls. DNA analysis may be many things, but it is not an antidote either to crime or all that ails the criminal justice system. What is more, DNA testing comes with a cost. If used unwisely, forensic DNA typing will exacerbate some of our system’s greatest dysfunctions, such as racial injustice, boundless government power, and a propensity for overly harsh prosecution and punishment. This book cannot fix the systemic problems in our criminal justice system, but it can help steer the reliance on DNA typing down a different, and better, path.
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When a Match Isn’t a Match: How DNA Testing Goes WrongWhen a Match Isn’t a Match: How DNA Testing Goes Wrong
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The Basics: DNA Typing for DummiesThe Basics: DNA Typing for Dummies


DNA TYPING HAS resulted in the exoneration of hundreds of wrongfully convicted people, and the conviction of innumerable guilty ones. It seems like every day, the media reports a verdict overturned after new evidence exculpates the accused, or recounts the spellbinding tale of the use of science to net an elusive killer. But the stories rarely say how exactly the DNA tests helped identify the guilty or free the innocent. It would be easy to believe that DNA analysis works like a home pregnancy test—simply swab a suspect’s cheek and then read the result: guilty or not guilty.


But DNA testing is not that simple. If it were, then sending the same DNA samples to different analysts would always yield identical results. Yet studies have shown that is not always the case. For instance, in one 2011 study of subjectivity in DNA interpretation,1 researchers sent the file from an actual case that occurred in Georgia to seventeen different DNA analysts, all experienced caseworkers at an accredited government lab in the United States. The sample derived from an alleged gang rape. Given the charge, it could be assumed that the DNA samples would include at least the victim’s DNA, but it was unclear how many additional contributors might be found.


The file included the typed DNA profile of the victim along with those of three identified suspects. The analysts were asked to draw one of three conclusions for each suspect: excluded as a possible contributor to the crime scene sample, “cannot be excluded” as a possible contributor (that is, a possible participant), or “inconclusive.” One suspect in particular was considered critical: he claimed innocence, but another suspect who had confessed to the crime implicated him in exchange for more lenient treatment in his own case.


Instead of a uniform response, there was marked variation among the analysts’ findings. One examiner found that the suspect could not be excluded, and therefore his genetic material could plausibly be part of the DNA evidence. Twelve reached the opposite conclusion and excluded the suspect from having contributed to the sample. Four found the evidence inconclusive. The Georgia analyst in the actual case agreed with the lone examiner in the study who found the suspect a possible contributor—and this evidence was used to convict the real-life suspect of the crime.


Although this study was the first of its kind to be published, it simply crystallized what had long been known: interpretation of DNA from crime scenes can be incredibly complex. As Peter Gill, one of the world’s leaders in forensic science, once said, “If you show 10 colleagues a mixture, you will probably end up with 10 different answers.”2 Why were the expert’s conclusions all over the map? How is it that DNA testing allows doctors to confidently predict fetal traits, yet when DNA is studied in connection with a criminal case, even experienced, trained analysts may disagree about something as basic as who contributed to a sample?


There are five key differences between DNA science practiced in the criminal justice system—forensic DNA testing—and DNA science practiced in the medical or research context:


       1.  Forensic DNA testing involves a kind of shortcut DNA test, not the sequencing tests more typically performed in the research context.


       2.  The quantity of DNA recovered from a crime scene limits forensic analysts to what is available, whereas clinicians or researchers can take optimal quantities of samples and redraw a sample or retest if anything goes wrong.


       3.  The quality of DNA samples taken from a crime scene is often much poorer than that taken in a clinical environment or from a known individual; crime scene DNA may have degraded due to environmental exposure or contain a mix of biological material from an unknown number of people.


       4.  Forensic analysts seek to answer a question that is usually of no import to medical or clinical researchers. Namely, who is the source of this crime scene sample and how confident can we be in that attribution?


       5.  Clinical and medical researchers perform their work openly, and their results are subjected to layers of critical review before they impact individual lives. In contrast, forensic DNA testing endures far less oversight, and the DNA databases used to match suspects to crime scenes remain wholly sheltered by the government from any external critical review.


In sum, forensic DNA typing departs radically from DNA testing in the medical, clinical, or academic context. It can be a far more complex and nuanced operation than might appear at first glance. And many of these nuances and complexities are unavoidable; they arise as a matter of course in an ordinary criminal case, not just as the product of lack of training or analyst error. To truly appreciate the nature of interpretative subjectivity, one must first possess a basic understanding of the fundamentals of forensic DNA typing.


DNA TYPING: THE BASICS


Although the exact number of cells in the human body is unknown, one estimate places the number at 37.2 trillion, composed of more than two hundred different cell types.3 There are blood cells, skin cells, sperm cells, and saliva cells, among others. People shed those cells constantly. Every two minutes, in fact, we shed almost enough skin cells to cover an entire football field.4 A typical human fingerprint, barely visible to the naked eye, contains roughly one hundred cells.5


Inside nearly every one of those cells lies a nucleus,6 and inside that are twenty-three sets of paired chromosomes that form the human genome. One chromosome in each pair is inherited from one’s biological mother, and the other from one’s biological father. The sex chromosomes that make up the final pair determine whether a person is genetically female (XX) or male (XY).


Unfurled, these DNA strands stretch roughly three feet long in the form of the characteristic double helix structure that won James Watson, Francis Crick, and Maurice Wilkins the Nobel Prize in 1962.7 You can imagine the DNA strand as a twisting ladder, in which each rung is a step joining two base pairs. There are only four possible bases—abbreviated A, T, C, and G—and they always pair off in the same way: A joining with T, and C joining with G. In the 1990s, the Human Genome Project started a global race to assemble the human genome: participating scientists tested one person’s DNA sample to figure out every single letter along each side of that ladder. There are 3.2 billion such rungs, so it is easy to see why the project to discover, or “sequence,” them all did not finish until 2003.8


At first, researchers assumed that the human genome would differ dramatically from that of other organisms. But as scientists sequenced more human and nonhuman genomes, it turned out that huge chunks of the human genome were identical to those of cows (85 percent), dogs (84 percent), and chickens (65 percent). Indeed, we share half of our genes with the common fruit fly, and a quarter of them with a grain of rice or a wine grape!9 Given how much we have in common with plants and animals, it is perhaps not surprising that the variation in the human genome is incredibly slight—roughly 0.1 percent.10 But although it is slight when expressed as a percentage, it still is significant in absolute numbers. That percentage encompasses roughly 3 million base pairs of difference.


It would be easy to assume that because so little of the genome varies from person to person, the parts that do differ must all be critical in determining any one person’s makeup. In other words, you might think that this 0.1 percent is packed wall to wall with genes. Genes, as most people know, are the identifiable stretches of the genome that we know have a clear function in the human body. Typically thousands of base pairs in length, genes determine characteristics as superficial as eye color or as profound as an increase in susceptibility to breast cancer.11


But the 0.1 percent is not full of genes. It is estimated that there are only about 25,000 genes. The purpose of the base pairs contained within the remaining areas of variation is currently unknown; indeed, huge stretches of the genome do not seem to play any role in the actual function or appearance of the body, even though they differ from person to person. In some ways, this finding nicely dovetails with another recent realization: that even parts of the genome that are identical may nonetheless have different manifestations when actually put to work.


Researchers interested in medicine and human biology typically study the working—or coding—parts of the genome, for obvious reasons. Academic and medical researchers are interested in finding clues that might prevent or treat disease or disabling conditions, or even just help understand why some people lose their hair while others do not. That means that, for the most part, these researchers also engage in sequencing of genes. They want to learn the specific letters that make up the ladder rungs of the double helix, along with their order, because the letters are like the instruction manual to the rest of the body. If scientists can uncover how to read the instructions, they will be able to rewrite them when they go awry.


Forensic DNA testing, in contrast, deliberately ignores the genes, analyzing only those regions of the genome that vary for no discernible reason. That is, forensic DNA methods focus on the noncoding regions of the genome—the parts that do not send any orders. That choice is made intentionally, most notably to protect privacy and ensure accuracy. Looking at the noncoding parts also gives forensic scientists greater confidence that each place they look is disconnected from the other places studied. Think about it in terms of coding genes: we know from experience that blue eyes, blond hair, and light skin tone tend to go together more than do blue eyes, brown hair, and dark skin tone. That means that there may be genetic connections between those traits—such that having blond hair makes it more likely that one will also have blue eyes. If they are connected, they are not independent of one another—and that diminishes their value in distinguishing one person from the next. To maximize the use of genetic information to identify people, we want as many disconnected data points as possible; otherwise the value of each point is compromised by its connection to another piece of information that predetermines its result.


The other important way in which forensic DNA typing differs from medical or academic research is that forensic DNA typing usually ignores sequence variation. That is, it does not differentiate among people by typing the base pair sequences. Instead, forensic DNA typing studies a different kind of variation—specifically, length variations.


FORENSIC DNA TESTS: A PRIMER


Since forensic DNA methods first emerged in the 1980s, several techniques have been used. Most common today is an approach that looks at short, tandem, repeat sections of the genome—known as STR typing. To understand STR typing, some basic vocabulary is essential. First, recall that the word gene denotes a section of the genome that has some purpose or function—each gene regulates the body in some way. A more general term for these sections is the Latin word for “place”—locus, or loci in the plural. The word locus is the preferred way of referring to identifiable chunks of the genome that have no purpose but are distinguishable for other reasons (most pertinently, because they vary from person to person). Forensic DNA typing typically uses thirteen loci as its core set of identifiers, although that number will soon be raised.12


Here is the tough part. At each of these loci, known sequences repeat in different combinations in different people. These known sequences are short—typically around four base pairs—and they are the same in every person. The only difference is that they repeat a different number of times in each individual in predictable increments.13


The more the sequence repeats, the longer that fragment of DNA. Thus, by measuring the length of the fragment, an analyst can identify the genetic “signature” of a person at that locus. This is done by analyzing two repeat lengths, one from each biological parent. Some loci have as few as eight commonly observed patterns of repeats (for example, the sequence repeats anywhere from ten to seventeen times), whereas others have as many as twenty-seven. By counting the number of repeats present at each pair of the thirteen loci, an analyst can thus obtain twenty-six discrete measurements, or variations, for an individual.14


These variations are called alleles. So, if a suspect has a “5, 8 allele pattern at the D3 locus,” this means that at the locus D3, the suspect has five repeats of a known sequence on one of the chromosomes, and eight repeats on its partner chromosome. When all the alleles of the selected loci are compiled, the result is the individual’s genetic profile—a composite of traits that identify that person. Because each of the thirteen loci has anywhere from eight to twenty-seven different allele possibilities, and each person has two alleles at each locus,15 the genetic “signature” becomes highly discriminating. Only identical twins share an entire genome, and so examining a sufficient number of snippets of the genetic strand typically distinguishes one person from another.


FORENSIC DNA TESTING


How is DNA obtained and tested forensically? It starts, of course, with a sample. For controlled samples, such as those from known persons, the most common approach today is what is known as a buccal swab. This is simply a painless scraping of the inside of a person’s cheek to collect skin cells, using a cotton swab–like sampling device. Uncontrolled samples, such as crime scene evidence, are usually collected in either of two forms: a swab or a cutting. Swabs are simply the rubbing of those sampling devices against a surface (say, of a light switch or bloodstain), whereas a cutting is a piece of an item likely to contain biological material (for instance, fabric or upholstery). Often referred to in shorthand as stains, these swabs or cuttings most commonly hold biological material such as blood, skin (epithelial cells), sperm, or saliva—but any human cell with a nucleus can yield a result (even sweat, tears, etc.). That means that a wide array of objects can yield DNA results: predictable things, such as guns, bloody clothing, or an intimate swab containing ejaculate; but also unexpected sources, such as a sweat-stained hat brim, a half-eaten burger, a used facial tissue, or a disposable razor.


In the early days of forensic DNA typing, an analyst needed a significant amount of biological material to conduct a test likely to yield a useable result. For instance, if you can picture a dime, the forensic sample would have needed to take up about half of the dime’s surface. Today, however, much less is needed; a sample the size of just one of the digits in the minuscule year printed on a dime can reliably produce a profile. Techniques for maximizing the recovery of genetic material from crime scene stains continue to evolve, and some newer methods even extract genetic material from as little as a dozen or fewer cells.


Once an analyst has a crime scene stain in hand, the next step is to figure out what kind of sample it is and whether it contains human DNA. In a process called extraction, the analyst separates the DNA from all the other cellular materials that make up the sample. The nucleus of the cell is broken up and all the extraneous bits washed away (there are several different methods for this, most involving chemical washes), exposing the DNA left behind. This reduces the stain to a DNA sample. Because extraction is highly sensitive, it has been described as “probably the moment where the DNA sample is more susceptible to contamination in the laboratory than at any other time in the forensic DNA process.”16 Due to this risk of contamination and the difficulty of uncovering it after the fact, it is crucial that labs take care not to unintentionally introduce foreign material to the sample. Good labs will use different stations for processing evidence samples (for example, the murder weapon) and reference samples (such as the suspected killer’s buccal swab), and sequence and separate the testing process so that the entire area may be thoroughly cleaned, and so that at worst any problems arise in a sample of known origin as opposed to a crime scene sample.


Special methods of extraction help produce results in difficult cases. One method was proposed in 1985, by Peter Gill.17 Known as differential extraction, this process solves a problem common in rape cases: intimate swabs from sexual assaults often contain a mixture of material. For instance, a vaginal swab may contain traces of the attacker’s ejaculate, but may be overwhelmed by cells from the victim. Differential extraction allows the analyst to segregate the sperm portion of the sample from the skin cell portion of the sample, so that the analyst can distinctly see the male portion of the mixed sample. If there is no sperm in the sample, another way of separately examining the male fraction is to look for markers specific to the Y chromosome.


The next step in the testing process is known as quantification. Different biological sources carry different amounts of DNA—liquid blood or semen has a large quantity (roughly 20,000 to 40,000 nanograms [ng]), whereas urine or bone contain much less (roughly 1 to 20 ng).18 Before testing, the analyst must ensure that the sample contains an appropriate quantity of DNA. The amount matters because DNA testing machines are sensitive: too much or too little DNA will compromise the results.


Next comes the core of forensic DNA testing—two processes known as amplification and capillary electrophoresis. Amplification accomplishes two things: first, it reduces the 3.2 billion base pair genome down to the particular fragments that the forensic analyst is interested in, and second, it copies just those segments so that they may be examined more closely. Some people liken this process to genetic Xeroxing, but it actually trims down the sample first, before building it up again in as section-specific replicates.


To illustrate, imagine you went to watch your friend run in a marathon. You want to make sure you see her when she passes by, so you can meet her at the end of the route. If your friend is going to be running on her own, it might be easy to miss her in the crowd. If you turn away for a minute, or if your attention is captivated by someone else along the route, she might jog by without your noticing. But if your friend plans to run with a large team dressed identically, she would be almost impossible to miss. Even if you did not see her specifically, you would know for certain when she passed because her group would be hard to overlook.


DNA testing works along a similar principle: the pertinent fragments of DNA are so tiny that measuring them correctly, if you looked at just one, might be difficult. Indeed, this problem would be particularly vexing in forensic cases, because not only are the fragments small, but the number of available fragments may be few. With amplification, however, a small amount of DNA can be trimmed down to the relevant bits, and then replicated to millions or even billions of copies that make studying those little fragments possible.


This genetic photocopying technique, known as polymerase chain reaction, or PCR for short, so revolutionized molecular biology that its inventor received the Nobel Prize.19 In forensic typing, commercial kits are available that contain primers, tiny chemical scissors that help cut the whole genomic strand into just those tiny fragments of interest to the analyst. The PCR process then applies alternating cycles of heating and cooling (typically 28 to 32 cycles20) that copy those fragments. During the amplification, the samples are also tagged with fluorescent labels in different dye colors to separately identify each part.


Amplification thus achieves several goals: it cuts the genomic strand down to just the parts the analyst is interested in measuring, copies those parts so that there are more of them, and tags the genetic material so that it can be measured. Scientists continue to improve upon amplification techniques, such as improving the ability to amplify multiple spots on the genome at one time. Known as multiplexing, these methods permit a scientist to use a small amount of genetic material to create a large amount of selectively copied regions all in one round of PCR. However, multiplex processes also introduce added sensitivities, as the ideal conditions for amplifying one region of the genome may not perfectly mirror the conditions needed for amplifying other regions.


Other problems can arise during PCR that result in the loss of genetic material. Just as the quality of an image declines as you make photocopies from photocopies rather than from the originals, so, too, can the quality of genetic copies lose their integrity. Pieces of the DNA strand may slip, leaving genetic replicates close in size to the original material but slightly shorter. Or a mutation in the parts of the genome adjacent to the portion of interest can cause the primers—those genetic scissors—not to work, leading to a failure to amplify that region. The primers may likewise fail if some non-DNA material manages to infect the sample and inhibit their proper functioning.


Contamination at this stage is also a real concern; the addition of even the tiniest amount of extrinsic DNA to the sample before amplification will result in the extra DNA being copied many times over, making it seem like part of the original sample. In fact, the risk of inadvertent contamination is so great that most labs maintain databases with the genetic profiles of staff members and even crime scene investigators, so that accidental contamination with their material will be immediately apparent.


Once the DNA sample has been cut up into the relevant pieces and those chunks have been reproduced, the next step is to measure the size of the resulting DNA fragments. This is typically done through a second process, capillary electrophoresis. Electrophoresis accomplishes two main tasks. First, it separates out clusters of like material from the soup of DNA fragments that was created in PCR. Separation is a delicate process because large multiplexing systems can process so many fragments at the same time. It is akin to throwing a large family’s laundry into one basket—it not only makes it easy to lose a sock here and there, but also may lead to mistakenly putting Big Sister’s leggings in Little Sister’s drawer. These dangers are particularly acute given that some alleles differ very minimally.21


The second major task of electrophoresis is to measure the fragments to determine the allele that is present. This measurement is accomplished by effectively entering the fragments in a race. Again visualize a marathon with hundreds of entrants. Some runners are small and sprightly and will finish quickly; others are larger and move more slowly. If you are not wearing a watch, but want to find out how long it takes for certain runners to cross the finish line, you might look for pace setters. Those runners, planted in the race to run at a specific speed, offer a point of comparison for determining the rate of the unknown entrants. Because you know that a certain pace setter will finish in three hours, you know that the unknown runner that finishes next to the pace setter also must have run the course in three hours.


Electrophoresis operates much the same way. To get the DNA fragments started, a negative electric current is applied to the sample. That current causes the DNA to move toward a positive current at the other end of the capillary, or tube. Along with the material that is being tested, the analyst runs a sample called an allelic ladder, which functions as the pace setter. As each of the strands get to the positive side, a detection window makes a note of the point at which the fragment crossed and the color of the fluorescent tag that was attached during the amplification stage. The fragments are then measured against the allelic ladder, which contains known size markers (the pace setters). To make sure the process runs smoothly, the analyst also runs several controls, including a “negative control” that ensures that there are no contaminants in the capillary, a “positive control” that contains DNA with a known profile to ensure that the test yields accurate results, and an “amplification blank” to ensure that no extraneous material compromised the amplification stage.


The next chapter and the Appendix both provide more detail about the capillary electrophoresis process, and the kinds of challenges an analyst may encounter when testing a sample. But this overview gives sufficient foundation in the basic testing technique. The machines most commonly in use today take about thirty minutes per run, but more rapid machines capable of returning results within 90 minutes, measured from swab-in to the profile output, are increasingly available.22


DATABASES


Once a DNA sample is typed, it may be put to any of several possible uses. The most low-tech version of forensic DNA typing is simply to compare the profiles from evidence collected at the crime scene with that given by a suspect in the offense. These “confirmation cases” simply link known suspects to evidence. A match does not conclusively prove that the person may have left the crime scene stain—more on that later—but it can be strong evidence of that kind. An exclusion proves that the known person was not the source.


But most DNA profiles are not just used in a single case. Instead, the government retains indefinitely the samples taken from known persons. The retention of the physical DNA sample is an area of controversy, as it gives the government access to the entire genetic code of all the persons it has tested, raising serious concerns about privacy. The government claims that it needs these samples in case it wants to confirm a crime scene match, or so that it can apply the latest kinds of genetic tests as the technology evolves. But, of course, matches can and ought to be confirmed by taking a new sample from the individual, and the state’s ability to subject the samples to new kinds of genetic tests without any prior permission is precisely why privacy advocates object to sample retention.


In a cruel twist of logic, most states lack policies regarding the retention of evidence taken from crime scenes even though they all retain known persons’ samples. In fact, most states routinely discard crime scene evidence after a finite period of time. Although crime scene evidence may be bulkier to store and thus more difficult to maintain, it is also possible to take cuttings or swabbings from such evidence that could be more readily kept. As a result of current practices, the federal and state governments have in their possession over 13 million biological samples from known persons, even though most of those persons could easily be located for retesting if necessary, whereas condemned prisoners have lost the ability to challenge their convictions using the latest DNA technology because the state threw out the crime scene evidence.


In addition to physical sample retention, the typed profile from known persons and crime scene samples are also uploaded to DNA databases. This allows law enforcement to search and share DNA data. The DNA databases grew from a pilot project initiated in 1990 by the FBI. The goal was to develop software that could store DNA profile data that would in turn be searchable. The result was CODIS, the Combined DNA Index System. “CODIS” is often used as shorthand for the DNA database, but in fact it refers to the software program used to search files held at three different levels: national, state, and local.


At the highest level is the national DNA index system (NDIS). Below that is the state DNA index system (SDIS), and below that are the local DNA index systems (LDIS). The LDIS feeds into the SDIS, which in turn feeds into the NDIS. The NDIS is overseen by the FBI, whereas state and localities control their own SDIS and LDIS. At the national level, submissions must follow specific rules. For instance, NDIS labs must be affiliated with a criminal justice agency, be accredited, comply with quality assurance requirements issued by the FBI, and undergo periodic auditing for compliance. State and local indexes, in contrast, need only comply with any state or local rules, and thus often contain profiles that would otherwise be ineligible for upload to the national database, including samples examined at nonaccredited labs.


DNA databases are organized by discrete subindices. At the national level, these include a forensic index, with DNA profiles developed from crime scene evidence; a convicted offender index, with profiles from persons convicted of crimes; an arrestee index, with DNA from persons sampled pursuant to state laws authorizing sampling at arrest; a missing persons index, an unidentified human remains index, and a biological relatives of missing persons index. There is also a legal index, which includes profiles from persons whose samples are lawfully collected, but who do not fit in another category (such as a voluntarily provided elimination sample), and a detainee index for those lawfully detained for immigration reasons.


When police or analysts talk about a “DNA profile,” they are referring to the profile that reflects the set of loci that are the standard identifiers used for criminal forensic purposes. Without a standard set, it would be difficult to set up a database. Every jurisdiction would be looking at its own preferred part of the 3.2 billion base pair genome. So, early in the history of DNA databasing, the FBI selected thirteen loci that became the reference set for criminal cases. Because there are two alleles at each locus, the typical forensic DNA profile contains twenty-six pieces of information.23 The thirteen loci are known as the CODIS loci, and the whole profile is known as the CODIS profile—each after the FBI software.


So, for instance, suppose a theft occurs in Baltimore, Maryland, and the suspected thief is arrested. Local law enforcement collects a sample from the crime scene, such as a bit of DNA from blood found on a glass shard from a broken window, as well as a swab of the suspect’s cheek. Each is sent to the county lab for testing. The results might be stored locally, in a city or county database, as well as in the statewide index. If eligible, they might also be uploaded to the national index—say, if the state allows arrestee sampling.


It is important to understand that the national DNA database is not a single computer server that contains files; instead, it operates like a pointer system. NDIS stores only the basic data necessary to make a match—such as the numeric digits in the profile, and a case file, lab, and analyst reference number. The full case information, including the name and identifying information of the sample donor, is retained at the state level.24 In other words, the database files are decoupled from identifying information and the physical sample, both of which are retained at the state or local level.


There are several reasons for this; the most prominent are expedience and privacy. The national database now contains over 10 million known individual profiles. If all were stored in one centralized place, it would be incredibly complicated to keep that information current and accurate, because in theory each of the nation’s nearly 20,000 law enforcement agencies would be entitled to enter and change information for a single entry. Moreover, a centralized system would be more vulnerable to hackers or other bad actors.


Instead, FBI officials wisely conceived of the national system as a kind of clearinghouse. Each entry in the NDIS database contains an identifying number linking it to the lab and technician that processed the sample, another number linking it to a particular person or piece of evidence, and a third number linking it to the actual DNA profile itself. When a connection is made between pieces of evidence or a person and evidence, the laboratories that processed those samples must get in touch with one another to obtain more information about the match, such as the name of the person who contributed the sample or details about the case that the sample came from. Once a match occurs, standard practice is to retest the individual whose sample was in the database, to ensure that the profile does in fact match the crime scene evidence.


The story of DNA databases has generally been one of steady expansion since their inception. The NDIS was authorized by Congress in the DNA Identification Act of 1994.25 Four years later, in 1998, CODIS went online. By 2004, all fifty states had actively joined. Today, roughly 190 public law enforcement labs across the United States participate in CODIS. In addition, more than seventy labs in forty nations use CODIS software to organize and search DNA profiles within their respective countries.26


Today, CODIS contains over 11 million convicted offender profiles, almost 2 million arrestee profiles, and over 600,000 crime scene profiles.27 Widespread DNA sampling of persons at the time of arrest, the most recent direction in which DNA testing has expanded, may generate dramatic increases. Sampling all arrestees could nearly double the size of the database—in just the year 2013, there were over 11 million arrests. Notably, fewer than 5 percent of those arrests were for violent crimes; the vast majority were for misdemeanors and other low-level offenses. Indeed, the three largest categories of arrest were for drug crimes (1.5 million), theft (1.2 million), and driving under the influence (1.2 million).28 Sadly, legislators and law enforcement advocates have not been as zealous about collecting DNA samples from crime scenes, and so all those known profiles get compared to only a tiny fraction of crimes.


In sum, the criminal justice system has built, and continues to build, an enormous repository of physical DNA samples and searchable DNA profiles. As a result, DNA serves an ever more important role in our criminal justice system. But what does that mean on the ground? Which set of headlines about DNA in the criminal justice system will we read most in the future: the ones that rejoice in the capture of a serial killer that had long eluded police, or the ones that reveal systematic fraud or malfeasance in a government forensic laboratory? The remainder of this book lets you decide for yourself.
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The Dirty Business of Crime: The Challenge of Forensic SamplesThe Dirty Business of Crime: The Challenge of Forensic Samples


A LAY PERSON who only watched television or read news reports might easily believe that DNA typing is as simple as swab in, profile out. Amazingly, the technology is creeping toward that reality when it comes to samples taken in controlled conditions from known persons. But obtaining results from forensic samples—the bits and pieces collected at crime scenes—is a far different matter. Human intervention is not just incidental to DNA testing in those circumstances; it plays an indispensable role.


Think about it: When a known person gives his or her DNA, the sample is taken and tested in clinical conditions. A clean, pristine swab is typically rubbed against the inside of the cheek, painlessly gathering some of the cells that line the mouth. That swab is then placed into a sterile container, where it remains sealed until it is opened in a sterilized testing laboratory. There, an analyst wearing protective gear, and following protocols to minimize the possibility of contamination, subjects it to numerous tests. Although the specific genetic markers of the person may not be known in advance, the contours of the expected outcome is. The resulting electropherogram should show a clean and well-balanced profile of that individual’s genetic markers. If that does not occur—if test results indicate that something went wrong—then the analyst can simply request another sample and repeat the test again. DNA testing in this environment is akin to going to a doctor’s office, where samples are taken in a controlled environment designed to safeguard their integrity. A doctor would never just say, “Bring in an old, bloody Band-Aid and we will run some tests!”


Crime scene testing, however, is like seeking results from that dirty Band-Aid—after it has been in the trash for two weeks. Crime scene samples may contain only faint traces of DNA, yet they cannot be recollected if anything goes wrong. Before the time of collection, the DNA may have been exposed to light, heat, moisture, or chemicals that can compromise the ability to get results. Indeed, some very common substances contain inhibitors—including feces, urine, certain plant materials, certain components of blood, and even the dye used in denim—that can prohibit DNA tests from working at all, or produce partial results that are unreliable.1


And, of course, crime scene samples are, by their very nature, unknown samples. Sometimes an evidence swab clearly relates to the perpetrator of the crime, such as a vaginal swab from a rape victim that shows traces of sperm that could only have been left by the assailant, or a cutting from the deployed air bag of a car crashed by a thief after hot pursuit.


But other crime scene stains are more like shots in the dark—they do not come certified as “deposited exclusively by the alleged offender,” but may contain the DNA of a mélange of contributors. For instance, a swab of the light switch flipped on by a burglar might seem logically to contain only the burglar’s DNA, but may be compromised by DNA left on the switch by other people who touched it. Maybe one person who touched the switch had nothing to do with the crime, or maybe ten people touched it, one of whom is the perpetrator. If interpreting the sample is straightforward, and the case contains a lot of other evidence that suggests that a person who matches the sample committed the offense, there may be little cause for worry. But if a DNA match is the only real evidence in the case, it can point to multiple individuals who may or may not be innocent.


For these reasons, in all but the most undisputed cases, the actual typing does not end the testing process, it begins it. DNA test results do not arrive in the form of a printout of numbers labeled according to each contributor’s particular profile. Instead, the output of a DNA test is a kind of graph with different peaks that represent the presence of genetic material in certain places and quantities, but without any further information about the who, when, and why of the contributors. The interpretation of that graph is the most important, and difficult, part of the DNA analyst’s job, and the area where that analyst’s judgment and training most comes to bear, against a backdrop of established rules and protocols. The Appendix provides a more detailed description of the mechanics of forensic DNA testing, but the remainder of this chapter gives an overview of the kinds of problems that may arise.


HIDDEN SUBJECTIVITY IN DNA TESTING


A political showdown in Washington, DC, illustrates just how controversial these judgment calls can be. In 2012, the city opened a state-of-the-art facility for its Department of Forensic Sciences (DFS). But in 2015, the chief prosecutor for the District of Columbia announced that its office planned to stop sending the DFS lab crime scene samples, and the director of the lab and two senior officials eventually resigned under pressure.2 The prosecutor alleged that the lab’s DNA methods led to erroneous conclusions about the probability of a DNA match, including, in at least one case, a finding that the defendant might have left a DNA sample on a gun magazine, despite an independent expert’s determination that the defendant’s DNA was absent from the magazine.3 In another case, the DFS told the prosecutor that the profile shared by the defendant and the crime scene evidence was as uncommon as 1 in 3,290 people; in fact, it could be seen in as few as 1 in 9. That defendant was convicted on the basis of other evidence, but it led prosecutors to question the accuracy of the lab’s results.


As a preventative measure, the prosecutor referred over one hundred cases to another lab for review, and stopped the pipeline for testing. In response, the head of DFS acknowledged that other experts might reach another conclusion, but contended that “different[ ] isn’t wrong.”4 John Butler, a leading figure in DNA testing and scientist at the National Institute of Standards and Technology, agreed that “You can have the same data, and scientists at different labs—or even within the same lab—can interpret that data differently.”


In an effort to resolve the conflict, the mayor of Washington, DC, ordered an independent audit of the crime lab. Eventually, the lab’s accrediting agency found that analysts “were not competent and were using inadequate procedures,” and ordered all testing suspended until additional training and validation could take place.5 Some hailed the decision as a rare exercise in accountability. But Bill Thompson, a leading DNA scholar and professor at the University of California at Irvine, wrote in an op-ed that the response was out of proportion to the complaint. He observed that the new DC lab was among a very few in the nation to have full independence from the prosecutor’s office, and worried that the political underpinnings to the incident constituted a “serious setback for efforts to protect the scientific independence of crime laboratories.”6


The story of the DC crime lab underscores the depth of complexity in forensic DNA testing, and the dangerous way in which that complexity interfaces with the politically charged task of testing crime scene evidence. To minimize the human subjectivity factor in interpreting DNA samples, labs develop and validate interpretive protocols, or standard operating procedures (SOPs), that set baseline rules to guide every analyst’s discretion. These protocols ought to be keyed to the laboratory’s specific equipment and methodologies, because different machines or typing kits can have peculiarities that the lab must take into account. The purpose of such protocols is twofold: to help ensure that different analysts reach the same conclusions when interpreting ambiguous results, and to prevent analysts’ deliberately or inadvertently tilting their readings in a particular direction as a result of external pressures—such as from a prosecutor or defense attorney in search of a particular result.


Recall that the results of a DNA test look like a graph with pointy peaks. (Figure 2.1 depicts one line of a typical DNA result; for a complete image, see the Appendix.) Across the very top are the names of the loci being tested. Thus, you can read across the top of the figure to see names of the five loci for which there appear results. This particular color channel is green; a full DNA profile shows different lines in different colors for each channel. Each channel in turn contains several different loci. The peaks tell the analyst which alleles were present in the sample. (The number in the little box below the peak is the actual allele—the number of repeats that were observed.) Some people assume that the height of the peak corresponds to the number of repeats—that fewer repeats would create a short peak, and more repeats, a tall one. But, in fact, the height of the peak indicates the quantity of genetic material present. That is what the numbers on the left of the graph indicate: the amount of genetic material detected, as measured in RFUs, or relative fluorescence units. If the instrument detected just a little bit of DNA, the peak is small; in contrast, a taller peak indicates that a greater quantity of material was observed in the testing.
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Figure 2.1. Single-source DNA electropherogram excerpt.


Source: Image courtesy of Dr. Simon Ford, Lexigen Science & Law, San Francisco.


Following these principles, it is easy to see why a single-source, clinical-quality DNA sample will typically produce a nice, clean graph with tall, even peaks, each of which represent a true report of the sample’s genetic material. At every locus in Figure 2.1, there is either one or two peaks—one very tall peak if the person had two copies of the same allele at that locus, or two peaks half that size if the person had two different alleles. And the peaks are roughly the same size across the loci, indicating that all the genetic material amplified and was detected evenly. There are not a lot of extra peaks that must be explained, or missing peaks that would otherwise be expected, or loci with greater or lesser genetic material. Because the original DNA sample was precisely the right quantity and good quality, testing produces predictable results.


Unfortunately, samples taken from crime scenes do not always produce the tidy results seen in Figure 2.1. Common conditions that compromise the ability of the test to produce easily interpreted results include the degradation of the sample due to the elements, the presence of more than one person’s DNA, or the presence of low amounts of DNA. And yet, in the words of one expert, “Due to the success of DNA testing . . . many laboratories are seeing an increasing number of poor quality/quantity samples being submitted.”7 Even a sample from a single source—say, the DNA retrieved from a cigarette butt smoked by one individual—can generate contestable results if only low levels of DNA could be recovered, or if the sample was subject to environmental insults, such as rain or heat, either of which degrade the sample or inhibit testing. Even a single-source, high-quality sample can behave unpredictably at times, such as when an unexpected genetic mutation prevents the testing process from working properly or if a portion of the DNA profile simply drops out.
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Figure 2.2. Single-source electropherogram excerpt illustrating low-quantity or -quality testing conditions.


Source: Image courtesy of Dr. Simon Ford, Lexigen Science & Law, San Francisco.


If the sample is of low quantity or quality, then the test results may look more like Figure 2.2 than like Figure 2.1. The hypothetical DNA sample tested in Figure 2.1 is identical to that in Figure 2.2, and yet now the results are not as easy to read. First, rather than reflect material measured in RFUs in the thousands, the detected material hovers in the low hundreds. That means that even small blips that would have been dwarfed in the results of Figure 2.1 now may register as meaningful.


Moreover, each of the loci illustrates a different kind of ambiguous result. Were this an unknown crime scene, however, we would not know what results to trust. Here, because we know the true profile, we can explain what happened. At the first locus, nicknamed D3, the 14 and 15 peaks are different sizes; but we know that they still both reflect the presence of true genetic material. At the second locus, THO1, we know that the 6 peak is not true genetic material; it is just material left over from slippage that is known to occasionally occur. At the third locus, D13, material “dropped in” that makes it appear that there is a 9 allele present, when in fact we know that the true profile is 12, 12. At the fourth locus, D16, one peak “dropped out” entirely—the 12 allele simply failed to amplify or show up in the testing. And at the last locus, D2, all the genetic material seems to have disappeared, a phenomenon known as locus dropout. When there are peaks that may vary dramatically in size, or extra missing peaks, or even missing loci altogether, the job of the analyst is to make sense of it all, determining which peaks to trust and which to disregard.


Ordinary challenges such as these present interpretive difficulties when a sample clearly contains only one person’s genetic material, but they become unbelievably problematic when a sample contains DNA from multiple contributors. Such samples are called mixtures, and they raise some of the most vexing issues in forensic DNA interpretation. For instance, the concerns that shuttered the Washington, DC, forensic laboratory stemmed largely from conflicts over the rules for mixture interpretation.
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Figure 2.3. Mixture electropherogram excerpt.


Source: Image courtesy of Dr. Simon Ford, Lexigen Science & Law, San Francisco.


Figure 2.3 is a good example of the results from testing a mixture, as compared to the single-source results in Figures 2.1 and 2.2. It is clear that the tested sample contained DNA from more than one person, because there are more than two peaks at each locus. Contrary to many people’s expectations, DNA testing cannot determine the number of persons who contributed to the sample, or even indicate the proportions that each person contributed. As Figure 2.3 shows, the peaks are not associated with a person and do not indicate the number of persons in the sample. Yet those two pieces of information provide the backbone of forensic interpretation.


Ascertaining the number of contributors to a mixture can prove difficult. In Figure 2.3, it appears that there are at maximum four peaks at any one locus, which might lead one to assume that only two people contributed to the mixture (each with their respective two alleles). But, in fact, even that determination might not be that simple. One study showed that roughly 3 percent of three-person mixtures are misidentified as two-person mixtures, and over 70 percent of four-person mixtures may be mislabeled two- or three-person mixtures.8


Even where the number of contributors is known, an extraordinarily broad range of conceivable single profiles may be derived from the results.9 Notice in Figure 2.3 that the peaks are very uneven—some are very small, suggesting only a little bit of DNA was present for that allele, but others are much taller. That suggests a wide variety in the amount of DNA that each person contributed to the sample, or that some other problem compromised the test results. It also raises the likelihood that one contributor’s DNA may mask the presence of DNA from another contributor, due to the individuals’ having overlapping genetic profiles. Disparate peak heights also adds to concern that it will be more difficult to detect missing material or identify as spurious peaks that may be there as a result of glitches in the testing process. There is no way to know for certain that this peak came from one person’s genetic material while that peak came from another, or that this peak is reliable but that one is not.


Finally, because the amount of DNA that is loaded for testing remains fairly constant regardless of the number of contributors in the sample, the ratio of each person’s contribution to the mixture may matter a great deal. If both parties contribute equally, then a sample may have half the amount of DNA that would otherwise ideally be present. If parties contribute in wildly disproportionate quantities, then some of the contributors may have their contribution dwarfed by others in the testing process. If contribution levels fall low enough, then some contributors’ share may qualify as officially “low quantity,” and produce erratic or unpredictable results.10 As one eminent group of forensic scientists has observed, “[i]n real life, crime-stains will show additional complexities across multiple loci. Mixtures will be common, with varying amounts of drop-out levels per contributor.”11 And of course, as in single-source testing, mixture samples exposed to environmental or other degradations may also suffer from interpretive problems attributable to those conditions.


There are no definitive estimates of the number of forensic samples that contain DNA from more than one person. In one of his authoritative texts on DNA typing methodologies, John Butler asserted:


At the turn of the 21st century mixtures did not represent a majority of cases in forensic DNA laboratories, especially if a good differential extraction was performed in a sexual assault case. . . . In more recent years, however . . . an increasing number of mixtures are being observed.


. . .


[In addition,] based on feedback the author has received from discussions with forensic laboratories around the world, the number of complex mixtures (those containing three or more contributors) appears to have risen significantly. . . . 12


This increase is attributed to several factors: advances in technology increase the probability of gleaning DNA results in a wide array of cases, and police and prosecutors put pressure on analysts as juries increasingly expect genetic evidence. But whatever the cause, it is undisputed that forensic samples from unknown persons are often fraught with not just one but several confounding conditions, all of which may compromise the analyst’s ability to discern the true profiles of the contributors.


Significantly, exculpatory testing often does not raise quite these same problems. It is far easier to tell that a suspect does not have a genetic profile than to assign meaning to the possible inclusion of a suspect in a DNA test. By analogy, you may have a hard time telling the difference between a “6” and a “G” on a license plate as it speeds by, but you can be certain it was not an “X.”


The primary way that analysts attempt to account for all the things that might complicate DNA testing is to use rules of thumb to help narrow and guide their subjective interpretations of DNA test results. These rules of thumb are like presumptions derived from testing and experience—such as guessing that the larger shoes belong to the taller of two people. But all of these principles provide only rough guidance. One of the most common practices is to draw inferences about DNA profiles from the size of the peaks in the test results and their relationship to other peaks.13 Other rules of thumb reflect anticipated idiosyncrasies that arise in the testing process. For instance, in its protocols every lab must specify rules like (1) how big a peak must be to be considered evidence of genetic material worthy of interpretation, (2) when a peak may be discounted as a predictable artifact of the testing process rather than deemed indicative of true genetic material, (3) and when the absence of expected genetic material can be explained as understandable versus treated as evidence that the DNA sample lacked that trait (thereby excluding, for instance, a person who is known to have that material).


The discrepancies among different labs in setting these rules of thumb explain some of the variation seen in the conclusions reached by forensic analysts. Each analyst assesses the profile by crediting some information and discrediting other information, and incautious analysts can often “see what they want to see” in DNA results. Even well-meaning analysts often find themselves operating in a wide berth of uncertainty, because interpretation is more an art than a mechanical application of predetermined principles. But the rules are nonetheless important. Without them, a lab and its analysts are unmoored from any guiding principles at all. They can simply choose to credit results that they favor, while discounting results that they disfavor, with no objective basis for those conclusions. And a lab that does not make its rules transparent deserves criticism for shielding itself both from scrutiny about the accuracy of its principles, as well as from attacks for departing from those principles without justification.


The difficulty in assigning meaning to forensic profiles, and particularly to mixtures, has led to increasing efforts to develop probabilistic software to aid the forensic analyst. A major advantage of these programs is that they may incorporate more subtle and fluid ways of interpreting complicated DNA samples, relying on predictions based on simulations and probabilistic models, and completing calculations that would be largely impossible to do by hand. But these programs are only as good as the science upon which they are based and the algorithms upon which they are run—both of which are far from perfect.


The inherent subjectivity of DNA testing of crime scene samples explains why the training of DNA analysts, and the supervision of their work and conclusions, plays such a crucial role in maintaining a fair and accurate justice system. It is also a reminder that forensic DNA science must know its own limits. Analysts should refuse to accept cases where testing is technically feasible but likely to produce unreliable results. As John Butler remarked, “It is important to keep in mind that increased complexity in sample results can lead to decreased confidence in the interpretation of the evidence. . . . Laboratories may want to consider increasing the stringency of their case/sample acceptance policy in order to avoid a ‘garbage in, garbage out’ situation.”14


The subjectivity involved in DNA testing is also why DNA profiling should never be considered infallible. In some cases, DNA evidence simply adds to existing evidence, reducing the dangers of erroneous results. In others, the purported DNA match bolsters otherwise borderline evidence, such as a thin motive or shaky eyewitnesses. Increasingly, a DNA match may be the only real evidence against the defendant at all, or may even contradict strong evidence of the defendant’s innocence.


Without awareness of the problems that can arise in DNA testing, jurors may place such stock in a DNA match that they fail to give due weight to contrary evidence. That is what happened to Timothy Durham.15 Durham spent three and a half years in prison, serving a 3,220-year sentence for raping a young girl. At trial, Durham offered eleven witnesses who placed him at a skeet-shooting contest in another state at the time of the rape, along with credit card receipts for purchases he made out of state on that day. But the jury believed the prosecutor, who produced DNA and hair evidence that purported to match him. Years later, retesting of the material showed that the analyst had misinterpreted the initial results. Redone, they exculpated Durham, and other evidence pointed to a convicted rapist who had moved to town. Durham, who had maintained his innocence throughout, endured physical brutality while in prison; as punishment for having raped a child, other inmates beat him bloody and broke his ribs. When he was finally released, he returned home to work in his family business, but the shadow cast by his conviction continued to hang over him. In the words of the founders of the Innocence Project, “How do you unring a bell?”16
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Phantom Suspects: The Prevalence of DNA TransferPhantom Suspects: The Prevalence of DNA Transfer


IN THE EARLY days of DNA testing, examining samples was not unlike determining a person’s blood type. An analyst usually tested large drops of blood or semen stains, all visible to the naked eye. But forensic DNA testing can now yield results from samples with just a few cells, and routinely handles samples of several hundred cells. When you consider that over 10,000 cells can fit on the head of a pin, it becomes clear that the days of testing only large, visible stains are long past.


The ability to discern a DNA profile from a tiny amount of material is an indisputable benefit. No one wants a rapist to go undetected simply because he wore a condom, or a burglar to evade detection by wearing gloves. But with the ability to test the scantest of evidence comes a responsibility to recognize the limits on what inferences can be drawn from that evidence. It is one thing to base an accusation on the smudges of blood on a windowpane broken by the robber; it is another to do so relying on cell residue on a doorknob that was turned to get inside.


The difference, of course, is that the blood on the glass shard almost certainly came from the perpetrator, whereas any number of persons might have touched a doorknob. That is because of a phenomenon about which little is known: DNA transfer.


Some people might consider DNA transfer a form of contamination. But that is not really a fair way to look at it. Contamination implies that a sample was somehow compromised along the way from collection to testing—that an uncontaminated sample would not have contained extraneous biological material. Contamination connotes lack of care on the part of a crime scene technician or laboratory analyst. With care and preventive actions, such as wearing protective gear or cleaning a work station, true contamination can be reduced or eliminated.


Transfer, on the other hand, is inevitable. It is not the product of accident or inadvertence, or sloppiness or malfeasance. It is simply life. Transfer is unavoidable unless we are all going to live in a bubble. It cannot be stopped through better training or education. And concern about transfer is the natural by-product of our ability to test samples so small as to be invisible to the human eye.


Researchers often distinguish between primary, or direct, transfer and secondary, or indirect, transfer. Primary transfer occurs when a person transfers his or her own DNA to another person or object by coming into contact with that person or object—for instance, when you kiss your spouse, your DNA is likely transferred via a small amount of skin or saliva cells. Similarly, when you pack your kid’s lunchbox, you leave your DNA all over it—from your handling of the items placed inside to the cells you deposit as you close the latch.


In the first decade or so of DNA testing, criminalists focused their attention on only the most obvious cases of primary transfer—on examining clear and unambiguous stains left directly by the perpetrator, such as the bloodied knife or semen-stained sheets—rather than looking for other, invisible cells left behind. It was not until 1997 that a study first suggested that DNA typing might be capable of recovering a profile from skin or other DNA-carrying cells on objects merely handled by the perpetrator.


Such trace, or touch, evidence, quickly garnered great attention. Since then, a series of studies has shown that DNA transfers quite readily based on even brief amounts of contact (see Table 3.1). Moreover, the amount deposited can range from just a few cells to a sizeable amount (recall that each cell contains about 6 pg of DNA, and most ordinary DNA typing methods today return reliable results with roughly 500 pg, or .5 ng, of template).1


If primary transfer is the engine that turns the wheels of justice, by identifying perpetrators based on the DNA they leave behind, then secondary transfer is the cog that causes that wheel to grind to a halt. Secondary transfer occurs when DNA from one person is transferred to a person or object, even though the person never came into contact with that other person or object. Instead, the transfer occurs via an intermediary person or object. The problem is that what looks like primary transfer, and leads investigators to believe that the suspect was there, might in fact be secondary transfer.


TABLE 3.1 Quantities of DNA recovered from bare hands or surfaces once touched with bare hands, as published in the scientific literature.
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Source: Reprinted from Georgina Meakin and Allan Jamieson, “DNA Transfer: Review and Implications for Casework,” Forensic Science International: Genetics 7, no. 4 (July 2013): 434–443, Table 1, with permission from Elsevier.


Returning to the earlier example, suppose you give your spouse a kiss on the cheek. Later that day, your spouse meets an old friend, who plants a kiss on the same cheek. Secondary transfer may occur: your DNA may now be on the face or lips of the friend, even if you have never seen or met that person. The same scenario can happen with an object. For instance, when you send your child off to school with the lunchbox you packed, your DNA goes to school, too, and may end up on the teacher who collects the lunchboxes to put them away, or on the shelf where they are stored, or on the table where your child eats—even though you do not come along personally or interact with any of those persons or surfaces.


The transference is called secondary because the original depositor of the DNA did not come into direct contact with the place where the DNA was found. Using ordinals can also help illustrate degrees of remove from the initial DNA donor. For instance, it constitutes tertiary transfer if your DNA starts on the lunchbox, goes from the lunchbox to your child’s teacher, and then is passed from the teacher to her aide. Tertiary helps signify that the DNA ended up in a place three steps removed from the initial owner. The ordinals used in the forensic context tend to start from the original source of the DNA sample, always defining its journey in reference to that originator.


But this language is also a bit confusing. DNA that transfers between persons or objects away from the originator is also, in a sense, directly transferring. Imagine that a source leaves a pool of blood on the floor. I step in it, which transfers that blood to the bottom of my shoe, which in turn rubs onto a rung of a chair where I prop up my feet, which then transfers to the pants leg of a person who later sits in that chair. Each of those contact moments was direct, albeit at increasing remove from the original DNA depositor. Or if I speak, and tiny bits of saliva deposit my DNA on the ground in front of me—or I do my laundry and the mingling of the clothes distributes the shed cells contained therein—in both cases the transfer is direct. But, in the saliva example, the transfer is primary because the DNA emanated directly from the source, whereas in the laundry example it is secondary because it is moving among objects with which I initially came into contact.


Another important concept to grasp when considering transfer is the notion of persistence. Once DNA is deposited on a surface, be that surface a person or an object, how long will it stay there? How easily might it be erased or overwritten by contact from a subsequent person? Is the last person to come into contact with a person or item always the one to leave the dominant DNA profile in a sample? Such questions can be further complicated by asking whether the quality and duration of contact by each person influences the amount of transference to or from each party in the chain.


To illustrate these concepts, consider a high-profile crime with a little-reported dimension. In 2009, a horrific murder occurred in a place rarely associated with violence: a Yale graduate scientific laboratory. On what was to be her wedding day, a graduate student’s body was found head down within a small mechanical chase behind a wall in the laboratory. As she fell, her underwear snagged and entangled on a vent pipe that spanned the length of the chase. Extensive DNA samples were taken from the victim, her clothing, and spaces around the chase. Testing revealed two profiles, one of which matched a co-worker later implicated in the crime through other evidence. But a second person’s DNA was also found, ominously recovered in significant quantities from samples that included the waistband of the victim’s underwear. When the profile was submitted to the DNA database, a match returned the name of a convicted offender living nearby.


Further investigation, however, turned up something mysterious. The database match suspect had died two years prior to the Yale attack. Stumped, investigators first ruled out an identical twin or other relative, as well as laboratory contamination errors. Ultimately, however, they learned that years earlier the offender had worked in construction. Specifically, he had spent one long, hot summer building the very mechanical chase in which the victim was found—and he had even made errors the first time around that required him to effectively rebuild it a second time. Even though the victim did not encounter that chase until years later, the fact that it was a space that was closed from ordinary traffic or regular cleaning, coupled with the building’s strict temperature and environmental regulation (as a result of its role as a scientific lab), helped preserve in pristine condition the large quantity of DNA the worker had left behind as he sweated in that space during the construction.


Amazingly, these cells rested undisturbed until the moment that they transferred to the victim as she fell through the cramped space. In other words, there was a primary DNA transfer—via skin and sweat cells, most likely—from the worker to the walls and pipes within the chase. And then, when the victim encountered those objects and that space years later, there was a secondary transfer from those objects to her skin and underwear.


Stories such as that vividly illustrate the importance of appreciating the prevalence, ease, and persistence of secondary transfer. Absent a good alibi—in this case, the irrefutable proof of his prior death—the worker might have ended up implicated in the crime. His familiarity with the space, along with his prior record, might have been used against him to prove that he had special knowledge of a good place to dispose of the body.


The Yale story illustrates how important it is, now that we have the capacity to link perpetrators to an offense by the presence of their DNA in criminal evidence, to understand completely how easy it is for such cells to appear somewhere that in fact the DNA donor has never come into contact. But unfortunately, we still know very little about DNA transfer, and one major entity that funds DNA studies—the National Institute of Justice—has not expressed much interest in learning more.


The small array of existing transfer studies paint conflicting pictures. Early observations of the different rates with which people seem to transfer their DNA led researchers to posit two categories of persons: “shedders” and “nonshedders.”2 These categories emerged after researchers engaged subjects in a series of exchanges of an object, and then tested the object. They found that the ensuing genetic profiles did not always reflect the time or intensity of the touch of those who had handled the object. They concluded that some people simply transfer DNA more readily than others: that shedders tend to leave significant amounts of DNA on whatever they touch, even when they have recently washed their hands, whereas nonshedders tend not to.


For instance, in one experiment, researchers asked two or three people to hold a plastic tube for roughly ten minutes each, passing it to one another. They found that not only did the profiles of previous holders show up in tests of swabbings taken of the tube, but “[t]he strongest profile obtained was not always that of the person who last held the object.” Interestingly, they also observed that profiles from a prior holder of the tube showed up in swabbings taken from the hands of those who had later held that same tube. Thus, a prior holder of an object could both dominate a DNA sample of that object, despite its later passing through other hands, and also leave enough DNA for the person who later handled the object to show traces of that prior holder on his or her own skin, despite never having come into contact with the prior holder. In other words, a DNA test might mistakenly leave the impression that two people had come into direct contact, when in fact they had only in common having touched the same item.


A 2002 study attempted to further understand this dynamic of shedding by testing another variation of the tube experiment. Researchers first classified subjects as “good” or “bad” shedders and then conducted a series of experiments.3 Using two sets of good shedder/bad shedder pairs, researchers asked the good shedder to hold hands with a bad shedder for one minute, then asked the latter to hold a plastic tube for ten seconds. To add some variation, they also repeated the experiment with added delays between the hand holding and tube holding: thirty minutes and then an hour. The goal was to determine whether the good shedder’s DNA would show up on the tube, even though the person had never held the tube at all, but had only shaken hands with the person who did hold it. Each test was repeated five times.


In the one-minute-delay test, in one pair the good shedder’s complete profile appeared four out of five times, including one occasion when it was the only profile to appear on the tube, even though the good shedder had never held it. The bad shedder had consistently transferred the good shedder’s DNA from his or her own hands to the tube, and even did so without leaving behind on the tube any trace of his or her own DNA. In the other pair, the good shedder profile showed up only two of five times, and never as the sole profile. Under the thirty- and sixty-minute-delay conditions, the object tended to produce DNA mixtures. The ultimate conclusion was that not only can good shedders routinely transfer their DNA to objects or people that they touch, but their DNA can then transfer to a third party or object with which they never come into direct contact. Moreover, a bad shedder who does actually come into contact with an object or person may leave very little DNA, or even none. In short, these studies showed that it is possible to test an item and recover a profile for a person who never touched it, while also yielding no evidence whatsoever that it was handled by someone else.


In another study, researchers asked three individuals to sit together at a table for twenty minutes, using a communal jug of juice to fill individual glasses from which they drank.4 New glasses were used for each test, but the jug was cleaned and reused between tests, as were the chair arms and all test surfaces. No restrictions on interaction were imposed, and the test was recorded and replicated four times with different persons. Samples were taken from parts of the table, the chair arms, jug handle, glasses, and hands of the participants.


The study revealed interesting results. A quarter of the glass samples returned a profile for a different participant than the person who had held the glass, and a third of the samples returned the profile of a person who was not one of the participants. In fact, a single phantom person turned up not just on the glass, but also on the hand of the person who had held the glass, the table area, and even a glass that had never been touched by that participant directly.


One of the jug handle samples returned the profile of an unknown person not involved in the experiment; the same person also appeared in samples from a chair both before and after cleaning. Most jug handle samples, however, matched to participants—although unexpectedly, the participant who last came into contact with the jug was not the one who left the majority of DNA. Researchers surmised that the last person with contact had likely “picked up” the DNA profiles left by others on the jug, which then was deposited along with his or her own sample, leading the overall contribution of another person to dominate the samples.


Nearly two thirds of hand samples returned profiles to persons other than the person swabbed or other participants; one third of hand samples showed the profile of another participant. Intriguingly, one unknown, nonparticipant profile that was detected in a hand sample showed up on an area of the table never touched by the hands, and thus was likely transferred through the touch of the jug.


DNA was also detected on the chair arms from individuals who were not involved in any of the testing, notwithstanding the earlier cleaning. Roughly a third of chair samples and a quarter of table samples returned a DNA profile for a person who never came into contact with those surfaces; and roughly half of chair and table samples came from persons other than the participants in the experiments. Perhaps most shockingly, in a quarter of the table mixtures that were detected, there were profiles that did not match any participant, but did match unknown profiles also detected on the hands of participants, glasses, and chair arms. In other words, unknown super-shedders had left traces of themselves so strong that their profile appeared on an array of surfaces with which they had never come into direct contact.


In sum, as the study reported, “in some instances the participants acted as vectors for foreign DNA transfer, possibly present on their hands, via multi step transfer.” And although “in the majority of situations the holder/sitter was the major contributor to the DNA detected and the transferred DNA profile was detected as [a] minor component, there were several samples where the transferred DNA was a major component.” Moreover, identifiable persons not part of the experiment repeatedly surfaced on items and surfaces, which might leave a mistaken impression that they had been present when in fact they were not.
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