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Preface

FOR DEMOCRACY, PRIVACY IS THE BALL GAME. WITHOUT the assurance of a zone of inviolate space, both physical and mental, that a citizen can inhabit without fear of observation by others, there is no guarantee of the essential sovereignty of the individual promised in the First and Fourth Amendments to the US Constitution. That should be clear, as it is to most people who have been oppressed by the tyranny of authoritarian regimes. Indeed, as Aldous Huxley and George Orwell brilliantly established in their classic writing on this subject, the totality of societal observation over the individual is the defining antithesis of freedom, even when that observation is gained through hidden and subtle persuasion.

That much used to be obvious, particularly after the starkly revealing experiences in the last century with overtly totalitarian regimes; Germany under both fascism and communism offers the most startling example. In both instances, the advanced educational level of the population provided no significant barrier to the population’s surrender of freedom and its accommodation of total surveillance of individual activity.

Unfortunately, with the sudden dominance of the Internet—which has come upon us worldwide and with more crushing, and yes, liberating consequences—we have been overwhelmed with the illusion that surveillance and freedom are compatible. That is because the culture of the Internet, driven by its core economic model, has succeeded in equating privacy with anonymity. In reality, that is not the case. Privacy is a matter of individual choice as to what to reveal about one’s behavior to others, whereas anonymity, in the modern commercialized celebrity-driven world, is assumed to represent a harsh societal dismissal of individual worth.

The profit model of targeted advertising has sustained the Internet since its original development as a Cold War–era military project of the Pentagon’s science and technology research wing DARPA (Defense Advanced Research Projects Agency) meant to ensure military communications in the event of an all-out nuclear war with the Soviet Union. That compelling business application of the Internet, the ability of advertisers to anticipate and manipulate consumer consumption, is what has financed the phenomenal growth of the wired world at a pace of change that dwarfs all such transformations in communications that came before. Broadcast television held that distinction previously, with its ability to deliver content to millions of viewers—but it was only a glimpse into our desires that, by the standards of the Internet, was quite limited.

Previous to the Internet, the number of prospective buyers delivered by any conventional mass medium were inefficiently undifferentiated. Experts, with their surveys and ratings, could only speculate as to the demographics of potential customers attracted by a billboard, radio, or TV commercial. These methods were even more imperfect in the all-important estimate of the end goal: how an advertisement resulted in an actual sale that would prove the ad’s efficacy. The advertising bonanza of the Internet that fuels this communications revolution is based on a far more precise entry point into the mind of the consumer.

Even now in the early phase of mapping our minds, this access to our thoughts already exceeds the powers of the most invasive Big Brother government that Orwell imagined. At the command of Internet-driven signals, people everywhere in the world have been willing to abandon the concerns and safeguards of privacy, developed painstakingly throughout human history, for the convenience of plucking that perfect item off a virtual shelf and paying for it without looking up from their devices. The public’s willingness to voluntarily—nay, enthusiastically—sacrifice privacy is fueled by a very modern fear of being ignored in a culture where the most observed are the most valued.

Just consider Yelp and Facebook, two exemplary manifestations of Internet culture and commerce. With the former, for the convenience of finding the best local diner, we surrender the most important piece of information a secret police force ever wanted to have on the population it was surveilling—one’s physical location. The temptation to answer the frequently asked question “Can we use your location?” has proved compelling. Yet from the start, along with other refined methods, tracking one’s journey—actual as well as virtual—is routinely realized, achieving what oppressive governments could never even have fantasized about attaining.

Combine that constant intrusion into your physical movement with the interior movement of your mind, as is revealed (again, routinely and with little controversy) by more than a billion Facebook users—photos of friends that can be biometrically scanned and compared with other data on them, chats and every other confession of thoughts, doubts, and fears documented for others, including, of course, your government to read and exploit. Then, further expand that database to include all of the apps and avenues of data collection, merged with the massively powerful data-mining capabilities of digital surveillance—which not only encompasses activity on desktops and phones but can also include our every movement in the home and in the outside world.

Welcome to the brave new world—a wired panopticon that even Huxley couldn’t have imagined.

But why should we care, you ask, if the government has all this information, as Edward Snowden so courageously revealed? One oft-used argument for keeping the private- and public-sector surveillance state intact was famously forwarded by Google CEO Eric Schmidt: “If you have something that you don’t want anyone to know, maybe you shouldn’t be doing it in the first place,” he said to a live audience in 2009.1

But consider the original import of that sentiment. It assumes a stance on the part of the citizen that on its face spells the end of any hope of a just and effective representative democracy. The peril to democracy highlighted by both Huxley and Orwell was one of self-censorship as the norm in a totalitarian culture, one that denies the possibility of the unobserved moment. In the eyes of the original American revolutionaries who gave us the constitutional restraints on the power of the state, the unobserved moment was essential to their bold new experiment. The concept of the Fourth Amendment was born in English common law, asserting that even the poorest peasant should enjoy the sovereignty of the home as a refuge from the power of the king, even a good king.

During the past decade, the power of corporations exploiting the data we wittingly or in ignorance provide to the data miners—even in those rare instances when it is fully transparent—has been acceptable to most because it was viewed inherently as a voluntary adjunct to consumerism. Privacy was traded for the convenience of shopping. The trade-off generally seemed harmless as long as it remained in the commercial sector. There was the presumption that the relationship with a particular search engine or social networking site could be ended whenever the intrusive reach bothered a consumer.

However, that all-too-convenient assumption was rudely shattered with the leaks from Snowden. They revealed the previously unknown government agency vacuuming up and analyzing data privately collected by corporations like Google, Facebook, and Yahoo. This was alarming not just to US consumers of those services but, more broadly, to the denizens of a World Wide Web, who are the basis for Internet growth and profit.

Suddenly, we learned of the significance of what in this book we refer to as the military-intelligence complex, which grew out of the military-industrial complex against which President Dwight D. Eisenhower warned the nation in his 1961 Farewell Address. Modern warfare and the profits associated with military preparedness now depend far less on the old industrial basis of weaponry focused on ships, airplanes, and ground forces than on the smart weapons of cyber war and unmanned drones. In this age of computer-directed warfare, government intelligence agencies such as the NSA and the CIA have thrust the private companies of Silicon Valley to the forefront of a war-making industry, which bears signs of having swiftly morphed into a war against the citizenry. These seemingly progressive corporations, at the behest of these intelligence agencies, have become intricately involved with the American war machine—far more so than the conventional bureaucrats of the Pentagon who have traditionally directed the show.

That alliance of Washington intelligence agencies and Silicon Valley techies was, as this book details, deliberately constructed as a project of DARPA and the CIA, when it was helmed by George Tenet from 1997 to 2004. It was a marriage of convenience between the spy agencies that needed the freewheeling brilliance of the Silicon Valley engineers and the tech companies that opportunistically wanted concessions by the government on regulation and taxes, as well as the hefty contracts it offered.

The attacks of 9/11 brought a massive increase in government spending on computer-assisted spy operations, leading to an alliance between private and public agencies that became as intimate as it was profitable. The assumption of the new surveillance state is that we the citizens are all potential enemies of the government. This reverses the US Constitution’s assumption that it is the leaders of our government who should be viewed with a deep suspicion—an assumption based on the notion that power corrupts and that absolute power corrupts absolutely. We the citizens are the ultimate guardians of our liberty, and our right to be informed, by the press and by whistleblowers when our governors deceive us, is sacred to the enterprise of a representative republic.

The main price paid by turning the war on terror into a war on the public’s right to know, a bipartisan crusade, is that it destroys the foundation of democracy—an informed public. The George W. Bush administration initiated this dangerous trend, and Barack Obama has expanded on that horrid legacy by cracking down on the press, and prosecuting whistleblowers under the Espionage Act more than all previous US presidents combined. The result is that our privacy and hence our freedom has been plundered with abandon. Our most private moments are now captured in exquisite detail by a newly emboldened surveillance state—resulting in a shutout of democracy.

But the game’s not over, yet.


one
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The TED Moment: His Head on a Robot

THE SUDDEN APPEARANCE OF THE DISEMBODIED HEAD of Edward Snowden thrilled the tech industry royalty gathered at the thirtieth-anniversary TED conference. A closely cropped image of his face was displayed on a small screen affixed atop a mobile “telepresence” robot, but it wasn’t the technological wizardry that wowed the sold-out crowd of 1,200; they didn’t know when they paid $7,500 each for casual seating in the tricked-out waterfront venue that they would hear from an alleged spy who had embarrassed the most powerful nation on Earth.

On this day, March 18, 2014, Snowden’s actual body remained safely ensconced in Moscow, because if he had actually shown up in Vancouver in corporeal form, he would more than likely have faced immediate extradition across the border to confront charges of espionage leveled by the Obama administration for his release of classified documents uncovering an array of secret global surveillance programs run by American and allied spy agencies in apparent collaboration with giant tech and telecom corporations. Yet the electricity his visage generated was palpable and clearly delighted his interviewer, TED conference curator and digital pioneer Chris Anderson.

The former journalist, whose nonprofit Sapling Foundation bought TED in 2001, had to feel relieved to see Snowden’s face after spending months working to pull off the virtual appearance of the world’s most famous (or infamous, depending on your perspective) whistleblower. Anderson had turned to a personal contact in the American Civil Liberties Union for help, and Snowden was trained in using the robot, which allowed him to see, hear, and project his image and voice—even activate a “party mode” that triggers more ambient microphones—while it was based at the ACLU’s New York City offices. The first time Snowden controlled it, Anderson told Mashable’s Amanda Wills, “he rolled it to the window and looked at the Statue of Liberty.”1

Now the Oxford-educated Anderson, sporting his signature casual attire—blue plaid long-sleeved shirt, black pants, and no tie—was announcing the topic of the moment. “The rights of citizens, the future of the Internet,” he intoned to an audience painfully aware that lurid tales of government surveillance of private data exposed by Snowden and others have threatened consumers’ trust in the culture of the Internet and, consequently, the fabulous profitability of the multinational corporations spawned by this suddenly wired world.

“So I would like to welcome to the TED stage the man behind those revelations,” Anderson continued, to loud applause. “Ed is in a remote location somewhere in Russia, controlling this bot from his laptop, so he can see what the bot can see. Ed, welcome to the TED stage. What can you see as a matter of fact?”

Snowden responded, his voice projected over the sound system: “Ha, I can see everyone. This is amazing.” The crowd—only half of whom raised hands when asked by Anderson earlier whether they considered Snowden “fundamentally heroic”—laughed. Afterward, as the Snowden-controlled robot moved about the hall, there were frequent stops for selfies with the “Snowbot.”

“You never know who you might bump into at TED,” tweeted Anderson, accompanying an image of Google co-founder Sergey Brin posing with his arm around the gadget.

Amid the hoopla, it was easy to forget that Snowden was in a very different position from that of his fellow techies. They were free to come and go as they pleased, regaling people with stories of their virtual encounter with perhaps the world’s most hunted individual. Snowden himself had no choice but to remain in hiding, his safety dependent on the whim of Russian leader Vladimir Putin who, at that time, was under great pressure to turn over the American while also dealing with Western powers’ outrage over his incursion into the Crimea.

Nor was Snowden, having defected from the National Security establishment, in line to benefit from lucrative contracts with the same governments he had exposed—contracts that instead would go to many in the seemingly supportive crowd. That was certainly true of Google’s Brin who, while appearing quite tickled to get up close and personal with the Snowbot, knew that his own ties to the NSA and other intelligence entities were being called into question. The top executives of Google, Microsoft, Apple, Yahoo, and Facebook, in interviews, social media posts, and joint statements, had expressed outrage about the NSA’s raiding their customer data, but they almost certainly knew the relationship was far cozier than their outrage would suggest.2

Two days later, Anderson was interviewing another TED guest, Richard Ledgett, deputy director of the NSA, via video feed. Anderson had invited the NSA to the conference before Snowden’s appearance was confirmed, but the agency had refused to participate—until Snowden and his bot appeared, apparently astonishing the NSA.

“We didn’t realize he was going to show up there. So kudos to you guys for arranging a nice surprise like that,” Ledgett dryly admitted to Anderson.

Despite the friendly banter, there was nothing nice about Ledgett’s portrayal of Snowden. “Characterizing him as a whistleblower actually hurts legitimate whistleblowing activities,” he argued. Yet he admitted, without providing details, that “[w]e need to be more transparent,” just not with “the bad guys.”3 He also acknowledged that the NSA had given American tech companies a black eye.

So what was this NSA honcho’s central defense of the epic privacy-busting collaboration Snowden had exposed? Essentially: “Everybody does it.”

“Companies are in as tough [a] position as are we. We compel companies to provide information, just like every nation in the world does,” Ledgett said. “Every industrialized nation has a lawful intercept program compelling companies to provide information, and companies comply with those programs as they do in Russia, the UK, China, India, or France, in any country you choose to name. The fact that these revelations have been broadly characterized as, ‘You can’t trust Company A because your privacy is suspect with them,’ is only accurate in that it’s accurate with every other company in the world dealing with those countries in the world.”

Basically, he said, US tech firms are being pilloried globally for helping the spies because those companies happen to be dominant in the marketplace. “It’s been marketed by countries, including some ally countries, that ‘You can’t trust the US but you can trust our [non–US-based] telecoms because we’re safe.’ They’re using that to counter the very large technology edge US companies have in the cloud.”

A day later, Google co-founder Larry Page was interviewed by Charlie Rose and tried to remove any blame from his and his colleagues’ shoulders.

“For me, it’s tremendously disappointing that the government sort of secretly did all these things and didn’t tell us,” said Page. “I don’t think we can have a democracy if we’re having to protect you and our users from the government for stuff that we never had a conversation about.”4

The government was not smart in the way it went about acquiring the data from Google and other companies, Page argued. “The government actually did itself a tremendous disservice by doing all that in secret,” he said. “I think we need to have a debate about it or we can’t have a functioning democracy. It’s not possible.”

But just how secret was the government action? Could Google and the other tech conglomerates really claim, with a straight face, to be surprised?

The question of who knew what and when exploded to the surface only six weeks later when the name of Brin, who had appeared so chummy with the Snowbot, would appear in media reports about an interesting letter sent from General Keith Alexander, the director of the NSA, to Google CEO Eric Schmidt.

The letter, declassified under a Freedom of Information Act request by Jason Leopold of Al Jazeera America, was dated June 28, 2012. It was an invitation to Schmidt to participate in a top-secret collaboration between the Defense Department, Homeland Security, and the NSA, along with eighteen CEOs of US companies.

The collaboration was described in the letter as “an effort called the Enduring Security Framework (ESF) to coordinate government/industry actions on important (generally classified) security issues.”5 The letter invited Schmidt to attend because Google founder “Sergei [sic] Brin has attended previous sessions but cannot make this meeting for scheduling purposes.” Schmidt regretted that he wouldn’t be in town for the briefing, either.

In an earlier email from the NSA’s Alexander to Brin dated December 23, 2011, the spy chief wrote to the Google founder: “Thank you for your team’s participation in the Enduring Security Framework (ESF). I see ESF’s work as critical to the nation’s progress against the threat in cyberspace and really appreciate Vint Cerf [chief Internet evangelist for Google, widely known as one of the “fathers of the Internet”], Eric Grosse [vice president of security and privacy engineering at Google] and Adrian Ludwig’s [lead engineer for Android security] contribution to these efforts during the past year.”

Clearly, the high-level participants and their counterparts from the other seventeen companies that took part in the “Enduring Security Framework” project, which General Alexander said had been ongoing since 2009, must have had at least a rudimentary inkling into the NSA and other intelligence agencies’ intrusion into the data networks of their companies.

Commenting on the importance of the declassified emails from Alexander to the Google execs, Nate Cardozo, a staff attorney for the digital civil liberties organization Electronic Frontier Foundation, noted the contradiction implicit in the NSA fox posing as a guard for the security of Google’s network henhouse.

“The NSA has no business helping Google secure its facilities from the Chinese and at the same time hacking in through the back doors and tapping the fiber connections between Google base centers,” said Cardozo. “The fact that it’s the same agency doing both of those things is in obvious contradiction and ridiculous.”6

Certainly Brin, who seems to have been the key NSA contact, must have had some indication that the connection with the government might be compromising Google’s obligation to protect the privacy of its customers worldwide. The declassified emails indicate that his connection with the NSA was quite extensive.

“You recently received an invitation to the ESF Executive Steering Group meeting, which will be held on January 19, 2012,” said one. “The meeting is an opportunity to recognize our 2011 accomplishments and set direction for the year to come. We will be discussing ESF’s goals and specific targets for 2012. We will also discuss some of the threats we see and what we are doing to mitigate those threats. I look forward to seeing you and to your participation in the discussions. Your insights, as a key member of the Defense Industrial Base, are valuable to ensure that ESF’s efforts have a measurable impact.”7

This was blunt: the NSA regarded Google and the others as tools to be used at the convenience of the US military. According to the Department of Homeland Security, “The Defense Industrial Base Sector is the worldwide industrial complex that enables research and development, as well as design, production, delivery, and maintenance of military weapons systems, subsystems, and components or parts, to meet U.S. military requirements. . . . Defense Industrial Base companies include domestic and foreign entities, with production assets located in many countries. The sector provides products and services that are essential to mobilize, deploy, and sustain military operations.”8

How revealing to learn that Brin, to whom NSA director Alexander is referring in his email, is labeled a “key member” of this base of the US “military-industrial” establishment about which President Dwight D. Eisenhower famously warned the nation in his farewell address on January 17, 1961:9

       Akin to, and largely responsible for the sweeping changes in our industrial-military posture, has been the technological revolution during recent decades. In this revolution, research has become central; it also becomes more formalized, complex, and costly. A steadily increasing share is conducted for, by, or at the direction of the federal government. Today, the solitary inventor, tinkering in his shop, has been overshadowed by task forces of scientists in laboratories and testing fields. In the same fashion, the free university, historically the fountainhead of free ideas and scientific discovery, has experienced a revolution in the conduct of research. Partly because of the huge costs involved, a government contract becomes virtually a substitute for intellectual curiosity. For every old blackboard there are now hundreds of new electronic computers. The prospect of domination of the nation’s scholars by federal employment, project allocations, and the power of money is ever present and is gravely to be regarded. Yet, in holding scientific research and discovery in respect, as we should, we must be alert to the equal and opposite danger that public policy could itself become the captive of a scientific technological elite.10

Yet one gets the sense from the various interviews and statements by Brin and other Google leaders that they are never quite sure just what their participation in the military-industrial complex entails. Are they the head, the tail, or a completely separate beast?

In fact, these companies had soared to the top of the stock market and public consciousness by brilliantly piggybacking on the military-funded programs that spawned the computer revolution. The Internet itself began as a military-funded program when Eisenhower was president and military tech contracts were flowing to Bay Area universities, creating the infrastructure of Silicon Valley. Were the new tech moguls, many of them quite young, so naive as to believe they were truly independent from the juggernaut Ike had so passionately described?
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THE CONCEIT OF THE SILICON VALLEY ELITES, AS EVEN A casual perusal of their pre-Snowden public pronouncements makes clear, was the assumption that governments, here and abroad, are largely creaky anachronisms, entities that are at best out of touch and at worst meddlesome. Hence the libertarian bent of the Web’s entrepreneurial elite. There is also no small dose of smugness in this stance common among the new rich claiming to be self-made; better to ignore the money that taxpayers poured into schools like Michigan and Stanford, where Brin was educated, to fund myriad research-and-development breakthroughs that enabled the wiring of the world.

During the decade of the tech boom, in fact, when newly minted start-ups made billions overnight, it was quite easy to believe that whatever the government had done to facilitate this enterprise, it now should be thought of charitably as a kindly but forgetful uncle best left nattering on the sidelines of serious business enterprise.

This was a posture quite easy to accept if you were Brin, glancing at the email from General Alexander and then moving on to more pressing and profitable business at hand. Much less easy a scant eighteen months later, however, when the bomb of Snowden’s disclosures exploded onto the scene and Google’s entire business model—based as it was on the trust of its customers—was dangerously threatened, as were those of so many other cooperating tech corporations.

Those disclosures raised the prospect that the industry had been hustled, that maybe all of that close cooperation on making the Internet more secure had in fact exposed Google and friends to a backdoor assault and in their naïveté they, the code sharpies, didn’t even know it.

Alternatively, they may have known the broad outline—that the NSA was not merely deflecting cyber attacks against companies like Google but initiating its own—while being blissfully ignorant of the awkward details, such as the tracking of personal phone calls of the prime ministers of friendly nations Germany and Brazil. Snowden’s 2013 leaks revealed how this was done through a cyber attack against Google’s own data fiber-optic cables. Publicly, the companies held that they were legally helpless, insisting they turned over a treasure trove of their customers’ personal data only when compelled by the proceedings of the ultra-secret Foreign Intelligence Surveillance Act (FISA) court supervising NSA’s various data-gathering activities.

In a move to mitigate the PR crisis precipitated by the revelations, Google, along with Yahoo and Facebook, in September 2013 filed an amended petition with the FISA court requesting permission to publicly detail the types of national security requests they receive under the act. “We filed the suit today because we are not authorized at present to break out the number of requests, if any, that we receive for user data under specific national security statutes,” wrote Yahoo legal counsel Ron Bell in a blog post. “The U.S. government prohibits companies from disclosing this information.”11 Four months later, the Justice Department eased the gag order that prevented technology and telecommunications companies, like Yahoo and Google, from making the number and nature of these requests public.

In February 2013, Google Law Enforcement and Information Security legal director Richard Salgado, in a blog post announcing the company’s first annual disclosure of FISA data requests, lamented the government’s ongoing chokehold on the supposedly transparency-oriented company. “We believe the public deserves to know the full extent to which governments request user information from Google,” he wrote. Publishing these numbers is a step in the right direction. . . . But we still believe more transparency is needed so everyone can better understand how surveillance laws work and decide whether or not they serve the public interest. . . . [W]e need Congress to go another step further and pass legislation that will enable us to say more.”12

The image of Google as an innocent victim of NSA overreach was convenient to a company intent on assuring its customers that their privacy was protected. However, the reality is that Google is a mind-boggling financial success precisely because it breaches privacy more effectively than any enterprise before it in history. The NSA is piggybacking on Google rather than the other way around.

No one knows this better than Brin, whose entire professional life has been bound up with what is politely called data mining, the practice of analyzing large stores of information to uncover patterns and relationships in data. Data mining has been this Russian immigrant’s focus ever since his days as a doctoral student at Stanford in 1995, when the Internet was in its infancy. Brin was searching for a PhD dissertation topic and his interest turned to the subject of data mining. He was mentored by a young professor he had befriended, Rajeev Motwani, and joined a research group Motwani had founded called MIDAS, the acronym of “Mining Data At Stanford.” Brin’s original project involved using algorithms that connected the viewing habits and other practices of people rating films they had found through Brin’s search engine. Such techniques would become the basis for Google’s dominance of the Web’s advertising market.

Data mining is, of course, also the main focus of the National Security Agency. Following Snowden’s revelations, key questions emerged: How was the agency obtaining individuals’ private communications and data? Should customers have a reasonable expectation that their searches, conversations, and download histories would not be turned over to the government? Was it not a fair assumption that, when you were searching for a nearby restaurant and your phone asked you for permission to use your location, this data would not be “mined” by the NSA to connect you with your dining companions?

At the TED conference on March 18, the tension between the marketing activities at the heart of Internet profit and the relentless probing of government spies was the proverbial elephant in the room. Contradicting the carefully and effectively constructed illusion of free debate in a civil setting was the reality that whistleblower Snowden had effectively been forced to live as a fugitive abroad; and yet his crime was only that of revealing a truth of enormous embarrassment to the government that now targeted him. It was also embarrassing to Google and other Internet executives in the TED audience whose cooperation with the NSA had been disclosed.

Imagine Galileo and his command appearance before the cardinals in Rome. Only in this version, the gathered church fathers of the digital age, despite enormous wealth and other accruements of their dizzying success and enormous political influence, still managed to think of themselves as heretics rebelling against a stifling traditional order.

After all, the information age these tech gurus had helped develop carried with it the potential to end all that came before; they represented unbounded knowledge free to revolutionize established spheres of thought. Wealthy and powerful as they may be, they still were the real revolutionaries—as Google chair Schmidt and Google Ideas director Jared Cohen indicated in their book The New Digital Age: Reshaping the Future of People, Nations and Business, published two months before the first Snowden revelations appeared in the news. They were the enablers of a new world order.

“We believe that modern technology platforms, such as Google, Facebook, Amazon and Apple, are even more powerful than most people realize, and our future world will be profoundly altered by their adoption and successfulness in societies everywhere. These platforms constitute a true paradigm shift,” opined Schmidt and Cohen.13

But Snowden’s revelations had exposed the dark side of the basic business model of the Internet, dependent as it is on the massive data collection of its customers’ habits.

TED released the Snowden interview under the heading “Here’s How We Take Back the Internet,” but for many in the room, including the Google hotshots, that must have struck a disturbing note, for the Internet was something they hadn’t known they had lost. Certainly in the book Schmidt wrote with Cohen, published before the Snowden revelations, while there was recognition that the Internet could be blocked or exploited by bad actors throughout the world, it was never suggested that our own government might be one of them, or that the tech companies would be—already were, in fact—key players in the scheme.

If the government had demanded such information regarding emails and phone conversations openly and directly, that act would likely have been viewed as a totalitarian intrusion and met with stiff opposition. But when the companies that collected that information turned it over to government agencies without informing their customers, they clearly had betrayed a trust that was the basis of their business model. It is one thing to have a private company mine your data for better leads on shopping or viewing but quite another for your government to be doing that snooping for reasons of “national security.”

In sum, the initial response of the tech corporations to the Snowden revelations was a mixture of claims of ignorance and, when that came to be seen as disingenuous, defensive announcements that they only grudgingly surrendered the material under the duress of secret court orders. That gloss would become a matter of public contention between the companies and the government, a topic we will deal with in subsequent chapters. But what many of the folks in the room at the TED conference knew is that the dispute over why the information was turned over would be less important to their business model than the fact that the information was in no way protected as a matter of privacy. Nor did it help them when the Obama administration went on the offensive to make the “Everyone is doing it” argument—and claimed that the private sector was being even more invasive of citizens’ privacy than the government.

[image: ]

THE MODERN SURVEILLANCE STATE BEGAN NOT WITH THE overreaching spy agencies of government such as the NSA but, rather, with companies led by Google that provide the aggregate data for government agencies to mine. The mining of our personal data, an art of exploitation the company has come to epitomize, is what the end of privacy is all about. But until the NSA was exposed by the treasure trove of documents leaked by Edward Snowden, few among us realized the extent to which the tech giants were providing the essential building blocks for the creation of the modern surveillance state.

Suddenly, it was revealed that nothing about the sanctity of individual space, that basic requirement of the open society, was inviolate. Instead, the very essence of the democratic experience—the notion of individual freedom, which assumes the full integrity of an individual citizen’s effort to privately define one’s interaction in the company of others—was now deeply threatened.

But this assault on individual privacy had been justified by the private sector’s insistence that it was extending consumer choice and by the government’s contention that it was providing citizens with security against terrorist attacks. The perfect image of the marriage of necessity that both the private and government sectors could claim was that of a bomb exploding in a shopping mall.

The power of the security state came to be fortified by the ultimate extension of consumer sovereignty, the one expression of human freedom most critical to the functioning of the modern economy. It was a prospect foretold by philosophers as varied as Karl Marx and John Stuart Mill, at work in the first centuries of modern capitalism, who warned that consumption of goods and services might become the dominant definition of the human experience. They argued that this extremely narrow but compellingly addictive component of modern life would crowd out other pursuits—enlightenment or compassion, for example—and that the notion of consumer sovereignty would, like the most dangerous weed in the garden of human expression, kill all competing manifestations of the human experience.

The dire consequence of this contagion was on clear display in a June 2013 brief that Google filed in federal court in San Jose for a class action lawsuit alleging the company “read and mined the content of email messages for target advertising and to build user profiles.” In its motion to dismiss, Google claimed that “[j]ust as a sender of a letter to a business colleague cannot be surprised that the recipient’s assistant opens the letter, people who use Web-based email today cannot be surprised if their emails are processed by the recipient [email] provider in the course of delivery.” Citing a 1979 court ruling (Smith v. Maryland) in a legal filing, the search giant contended that, “[i]ndeed, ‘a person has no legitimate expectation of privacy in information he voluntarily turns over to third parties.’”14

Coincidentally, this was the same month Snowden, a mid-level techie working with high-level security clearances for NSA defense contractor Booz Allen Hamilton, went public with the first wave of his leaked data, revealing to the world in dramatic fashion that our government had taken the same cavalier attitude toward its citizens as Google had in perusing its customers’ data. This would quickly come to haunt Google when the Obama administration, in an effort to deflect criticism of its spying programs, issued a report by White House counsel John Podesta pointing the finger at Google and other private companies that had made data mining the profit driver of their business.

“[T]he most significant findings in the [Podesta] report focus on the recognition that data can be used in subtle ways to create forms of discrimination—and to make judgments, sometimes in error, about who is likely to show up at work, pay their mortgage on time or require expensive treatment,” explained the New York Times. “The report states that the same technology that is often so useful in predicting places that would be struck by floods or diagnosing hard-to-find illnesses in infants also has ‘the potential to eclipse longstanding civil rights protections in how personal information is used in housing, credit, employment, health, education and the marketplace.’”15

The industry, represented in its response by Michael Beckerman of the Internet Association, whose membership includes Google, Facebook, Twitter, and Amazon, responded that the White House should “turn its attention to the most pressing privacy priorities facing American consumers” by amending prevailing law, the Electronic Communications Privacy Act, with the goal to “reform the government’s surveillance law and practices.”16

The Podesta report’s attack on the industry, blame-shifting and self-serving as it was, nonetheless hit the mark. Data mining had been a key component of Google’s nascent DNA, for example, three years before it was even registered as a company in 1998, in its primordial form as BackRub, a PhD collaboration of Brin with fellow Stanford graduate student Larry Page.17 In the beginning, according to most accounts, Brin and Page were driven less by mercenary business motives and more by academic curiosity, yet regardless of motive, the clear purpose of the project was to mine the data of increasing numbers of people interested in using the Internet to do searches.

In June 2000, Google struck a deal with Yahoo to handle all of that company’s search traffic, which gave it access to a much larger base of users and their data. That led to angel investors and the launch of Google AdWords, a pay-per-click advertising service, in October 2000. The billions began to roll in. Hence, the connection between spying on consumer habits and mining that information defined the company from its inception; by the time of the Snowden revelations, the ubiquitous intrusion of corporate data collection and mining on the most intimate of personal levels had become an unquestioned and defining aspect of American life.

If the government had been behind this enormous extension of the power of surveillance, many people would have found it threatening, but few did when the proprietors of this private-sector surveillance society intruded not in the clear pursuit of coercion but rather as an extension of consumer sovereignty—the assertion in economic theory that consumer preferences determine the production of goods and services. Because this intrusion was not identified with an assault on other notions of freedom, like the sovereignty of political, cultural, or religious activity, it was viewed as inherently nonthreatening.

In other words, as long as Google’s data mining (or Facebook, Yahoo, or AOL’s) could be viewed as a guide to shopping, it seemed largely harmless. Who cared that all that data about where you ate and with whom, what books and movies you perused, and email conversations with doctors, lovers, and lawyers was being vacuumed up by Google? Google was a relatively safe universe where dangers stemmed from the manipulations or invasions not of the company but of stalkers, hackers, or just nosy family members peering into our embarrassing search history.

Google searches in the pre-Snowden era might have seemed reckless at times, but in the main they were perceived by most as fueling a dizzying array of choice in a world dominated by 24/7 markets in an endless digital cloud, a convenience or even a thrill that overshadowed the risks. After all, wasn’t Google, with its friendly and progressive ever-changing search page logos and unofficial “Don’t be evil” mantra, a trustworthy steward of the World Wide Web, that stupendous invention that had promised to unify the global community and transcend our divisions?

When Snowden decided to risk his life to bring us a view of the inner workings of the beast, it blew a huge hole in this casual mass denial, revealing to even the least skeptical that privately mined data was quite accessible to those with a potentially far greater power to violate our rights and freedom.

Until the Snowden leaks, with few exceptions, the tech companies accommodated this ever-expanding government demand for access to customer data. But when that accommodation was made public by his actions, the intimate connection with the US government was viewed as a threat to the companies’ means of doing business. Suddenly, the protection of individual freedom had found a profit motive. Exposed was the basic contradiction inherent in being an American multinational corporation: free to operate throughout an increasingly global market and yet beholden to the dictates of individual nation-states, most clearly the one that hosts your main headquarters.

To understand how threatened these companies felt, how they feared they might lose market share, consider how quickly they overcame their historic suspicions of each other and, in December 2013, posted on a common website very strongly worded criticisms of the government’s recently exposed surveillance methods.

“The balance in many countries has tipped too far in favor of the state and away from the rights of the individual—rights that are enshrined in our Constitution,” read the statement released jointly by AOL, Apple, Facebook, Google, LinkedIn, Microsoft, Twitter, and Yahoo. “This undermines the freedoms we all cherish. It’s time for a change.”18

The digital heavyweights also promised to be better guardians of their customers’ privacy. “For our part, we are focused on keeping users’ data secure—deploying the latest encryption technology to prevent unauthorized surveillance on our networks and by pushing back on government requests to ensure that they are legal and reasonable in scope,” the statement continued. “We urge the U.S. to take the lead and make reforms that ensure that government surveillance efforts are clearly restricted by law, proportionate to the risks, transparent, and subject to independent oversight.”
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