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			Given the growing success of this book, first published in 2009 and then updated in 2014, this third edition has been fully revised and updated by the author, incorporating the latest expressions of social chaos, instrumentalized by the powers that be for the past eight years.

			How to become the masters of the world in the age of the Internet? The good-old method of the pyromaniac fireman still works. Renamed “shock strategy” or social engineering, it consists of plunging populations into crisis and anguish to better centralize order and power in the hands of an oligarchy usurping the identity of the savior. In the twentieth century, politics has moved from the art of persuasion to technical issues of hacking minds and optimizing group management. To that end, several disciplines and approaches are applied — cybernetics, marketing, management —to trap the masses into organized chaos, while they try to respond to the panic provoked by a transhumanist computer dictatorship based on biometrics, the all-digital, the vaccine pass, and eventually the suppression of cash and privacy.
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			Quote

			“When the government violates the rights of the people, insurrection is, for the people and for every portion of the people, the most sacred of rights and the most indispensable of duties.”

			 

			Declaration of the Rights of Man and the Citizen, 1793, article 35.

		

	
		
			Introduction Social engineering, or cunning in the service of utopia

			In recent years, the term social engineering has gained currency in describing phenomena of accelerated social change such as those that occurred during the coronavirus crisis. One possible definition of social engineering is the methodical and stealthy transformation of social subjects, individuals or groups. In their book on the Great Reset, published in 2020, Klaus Schwab, president of the World Economic Forum (Davos Forum), and Thierry Malleret, consultant, describe the concerted deployment on a planetary scale of a new transhumanist reality under the pretext of the Covid-19 epidemic.1 From the exploitation of a crisis to its orchestration, there is only one step, which some people in power may be tempted to take, as Naomi Klein has shown in her various publications on “disaster capitalism”. Social engineering can thus be embodied in the figure of the pyromaniac firefighter, who is not content to take advantage of moments of crisis, but who also knows how to provoke them in order to advance his agenda. Or how to provide solutions to problems that you have created yourself. This intuitive approach was refined in the 20th century in the two methodological sets that underpin the theory and practice of social engineering: on the one hand, group management and, on the other, information security - defense and attack, espionage and hacking. 

			The founding father of management is the American Frederik Taylor (1856-1915), who laid the foundations of the scientific organization of work (SOW). Social engineering, or the scientific organization of society, is a managerial approach to the social fact of “change management”. This method, theorized by John Kotter, professor of management at Harvard, consists of eight steps, the first of which consists of creating a sense of urgency in the target population in order to destabilize it and engage it in a process aimed at making it change. The objective reality of the urgency, as well as its real origin, are secondary issues here. The success of this first step makes it possible to gradually start moving the “Overton window”, i.e. the window of tolerance of new habits - and new habitus - that the target group can support, adopt and finally normalize. This process makes it possible to gradually and discreetly modify the state of society without asking for the informed consent of the individuals who compose it, or by manufacturing their consent, “Engineering of Consent”, according to Edward Bernays’ formula. Beyond mass manipulation, whose impact is punctual, social engineering has a definitive aim. The sciences of behavior and the influence of behavior are put at the service of a project of structural reorganization of society, which often involves its controlled demolition in order to rebuild it according to a new plan. Just like certain related disciplines such as building engineering, genetic engineering, computer engineering or financial engineering, social engineering is not content with a theoretical description of its object, in this case social subjects, it also proposes practical recipes for acting on them in order to definitively modify their nature, their identity, as well as the form of the social link. Here lies the great difference between the social sciences, which are purely descriptive, and social engineering, which is not only prescriptive, but also interventionist. In this sense, it has a lot to do with “politics”, this voluntarist vision of life in society, which does not stop at looking at what is happening, but which seeks to act materially and durably, and as close as possible to the facts. Politics, in the classical sense of the term, is however an art of persuasion, which addresses the conscious self, the free will, while social engineering aims rather at the unconscious and the subliminal, in a purely technical perspective of hacking minds and subverting behaviors. Within the limits of this introduction, we will present to our readers the history of social engineering by backing it up with two great concepts of political philosophy: utopia and cunning.

			The main thread of utopian thought is the notion of ideal in politics - thus of ideal society. The immanent reality, always imperfect, is compared to a transcendent ideal of perfection, that is to say, at a distance, and that one must reach, either by joining it in the afterlife after death, or by realizing it on Earth. This dialectic of utopia and reality is staged by Saint Augustine in his major work, The City of God, written between 416 and 423, in which he contrasts the ideal celestial city with the corrupted earthly city. By definition, the heavenly city, whose characteristics evoke paradise, is not of this world. Although it is a source of inspiration for men, the ideal society belongs in the Augustinian thought to the metaphysical register. On their side, the materialistic utopias, which aim at an earthly realization of the ideal, present various aspects more or less mixed, even contradictory. They can be nostalgic and conservative when the model of society belongs to a bygone past that should be re-established - hence the cultural myths of the good savage and of the Edenic golden age of the organic and classless society preceding the fall, the corruption, the commodity, etc. -, but they can also contain elements of nostalgia and conservatism. -but they can also contain revolutionary and progressive elements, when this past or never-existing ideal model is projected into a radiant future to be built. The quest for an ideal always maintains the hope of a “tabula rasa” on the existing, either that we wait for the end of times, and therefore the end of the world, so that another world comes to be, or that we decide to accelerate History to make “a clean sweep of the past” and realize the New World here below. This hope of a great beginning is called today by the transhumanists the Great Reset. In this eschatological perspective of a temporality oriented by a project to be realized, the metaphysical utopian narratives rely on faith in God’s plan, while the materialists turn to human reason and support the idea that it would be possible to scientifically organize society, according to a quasi-geometric plan designed to function more harmoniously. 

			In the West, the first great materialist utopian text is Plato’s Republic, written around -315. The second great text that immediately comes to mind is Thomas More’s Utopia, published in 1516 and which launched the common use of the term utopia, meaning “in no place”. The Renaissance is an important milestone in utopian thinking, but it is in the wake of socialism in the nineteenth century that the first concrete realizations appear, with the phalansteres of Charles Fourier and various projects of community life inspired by the positivism of Saint-Simon and Auguste Comte. The mathematician and sociologist Adolphe Quetelet (1796-1874) created the concept of “social physics” around 1830, and then it was the polytechnician and mining engineer Frédéric Le Play (1806-1882) who sought to found a school for social engineers. In this anthropology common to socialism and liberalism, the human being and the world are fundamentally rational, which contrasts with the mysteries of faith. But in all cases, perfection is accessible, either by reaching it in another world, or by achieving it on Earth, and the spirit is in search of the “fusional group”, it seeks to put an end once and for all to evil, problems and suffering. 

			This utopian tradition is opposed to the pragmatic and realist tradition in politics which, as its name indicates, is based primarily on concrete practice and measures the value of its action by its relative effectiveness, without relating it to an absolutist ideal, but by comparing situations that are always contextual. In Friedrich Nietzsche’s Great Superhuman Politics, there is no clean slate on Evil, one accepts its presence, there is only an eternal restart, an Eternal Return of Good as well as Evil. We owe it to the epistemologist Karl Popper to have theorized in his works of the 1950s, notably The Open Society and its Enemies, the difference between utopian social engineering and pragmatic social engineering, devoid of a systematic aim and proceeding in a fragmented manner. In the same years, the apartheid regime of South Africa decided to apply social engineering in a concrete way to organize racial segregation between whites and blacks throughout the country, with the declared intention of pacifying identity-based tensions, which ended up exactly the opposite of the desired goal. The transhumanist utopia being implemented at an accelerated pace since 2020 also has catastrophic consequences and also provokes reactions of rejection among many people. It is precisely to overcome the natural reticence coming from the instinct of conservation that social engineering has acquired an additional conceptual and methodological tool: the ruse.

			A name comes immediately to mind when one evokes cunning in politics: Nicolas Machiavelli, eminent representative of the realist movement and theorist of “extraordinary means”. In fact, cunning is as old as the world, it is already found in the animal kingdom, when the predator advances, hidden in the tall grass, to avoid being seen by its prey. A popular French expression speaks of acting with “ruses de Sioux”, which is synonymous with deception, dissimulation, duplicity, diversion, decoy, camouflage, stratagem, subterfuge and indirect approach. Several mythologies have invented archetypal figures of cunning, notably the Nordic pantheon, with the god Loki, and before that the Greek with the god Proteus, capable of taking all forms, and the goddess Metis. As early as antiquity, a certain number of reflections on these subjects appear at about the same time and in several cultures, revealing a kind of general awareness, a worldwide Zeitgeist. Between the 8th and the 5th century B.C., the human mind is ripe for writing down a certain number of philosophical, literary and religious classics that give a central place to cunning. In China, it is The Art of War, attributed to Sun-Tzu, a compendium of various military strategies and tactics. In ancient Greece, Homer wrote The Iliad and The Odyssey, which feature Odysseus, “the man of a thousand tricks”, and the famous “Trojan horse”, a tool for infiltrating the enemy, which has become an integral part of the vocabulary in computer hacking circles. In the Near East, the first books of the Bible are written. In Deuteronomy 20:10 and 20:11, the basics of social engineering, in the sense of mind hacking and stealthy penetration of a target system, are laid out in a “biblical” style, pithy and bright: “10. When you approach a city to attack it, you will offer it peace. 11. If it accepts peace and opens its gates to you, all the people there will be tributary to you and enslaved.” The opening/closing dialectic and the impersonation of a peaceful identity to abuse another’s trust to make them open their doors and voluntarily lower their defensive guard are at the heart of the practice of human brain hacking. When the target remains suspicious and closed, it can nevertheless be subjugated after having been surrounded and pushed to surrender, as Deuteronomy still recommends in the following verses: “12. If it will not make peace with you and wants to make war with you, then you shall besiege it. 13. And after the Lord your God has delivered it into your hand, you shall put all the males of it to the sword.” Organizing a siege of the target to bring it down is an example of an indirect strategy that is less costly than a frontal attack. Transposed to modern times, in the new circles of power that are the tertiary sector and its bureaucracy, the practice of besieging is called cognitive encirclement, similar to psychological harassment, but more subtle, aiming to marginalize and then exclude an adversary from economic and information warfare.

			War has always been psychological, cognitive, cultural, semantic, and therefore linguistic, as well as physical and material. The Greeks and Romans invented sophistry, rhetoric, demagogy and persuasion techniques, what was once called propaganda, renamed in the liberal context as “strategic communication”, “public relations” and storytelling, or how to tell stories to the general public that mobilize their emotions and build their reality. The reflection on the art of oratory and verbal jousting - and especially how to win them at all costs - will have a long posterity. Medieval Christian scholasticism developed casuistry, of which the Jesuits were the masters, and which became synonymous with idle discussions. In the same spirit, Talmudic Judaism gave birth to pilpoul, an exercise consisting in defending specious reasoning to the point of absurdity, the important thing being not that it be true or logical, but only plausible, which seems to have become the watchword of the mass media. All cultures and traditions have theorized their own version of political trickery. Islam offers a number of communication strategies that allow proselytizing Muslims to move forward masked, rhetorical techniques generally grouped under the term taqiya, the simulation and concealment of intentions permitted by the Qur’an (Sura 3:28) in dealing with infidels (kufar), but also between Shi’a and Sunni Muslims. 

			More subtle and therefore less detectable than lying, the art of deceiving without lying could be divided into two main trends. The first one consists in playing with double meanings, undertones, connotations and subliminal messages that pass in filigree, which is similar to steganography, or how to hide a message in another message. The second one is called nowadays “perception management”, that is to say the lie by omission set up as a method to create a biased reality consisting in highlighting what suits me and ignoring what is not. Talking about the glass being half full - and deliberately forgetting the half empty - or, conversely, only talking about the trains that arrive late and never about those that arrive on time. These communication techniques, known for centuries by traditional cultures, find concrete political applications in our time in image and reputation management, especially during election periods, for example in ways of supporting a candidate without ever campaigning openly for him or her, and even criticizing him or her, but criticizing his or her competitors even more harshly to make him or her appear preferable by contrast. The essential message must be understood in the negative, in what is not said.

			From a general point of view, the ruse in politics consists in reversing the Kantian categorical imperative and in considering others as means. This instrumental reductionism in the relationship to others is supported by technoscience and the paradigm of information and communication sciences that emerged after World War II and began to shape the dominant ideology as well as private life. Cybernetics, a discipline invented by Norbert Wiener in the 1940s and 1950s to optimize ballistic calculations, describes the world as a set of interacting systems to be controlled and regulated, and abolishes on the theoretical and practical levels the boundary between subject and object, living and non-living, and therefore human target and moving object. Social engineering, in the sense of computer hacking, consists first of all in phishing a human target, i.e. in gaining its trust so that it opens up to me voluntarily and that I can extract information from it or modify its vision of the world with its agreement. The two great references in this field are Kevin Mitnick, who published The Art of Deception in 2002, and Christopher Hadnagy, for Social Engineering: The Art of Human Hacking in 2010. When another person trusts me, when he opens up to me, he accepts that my code is part of his code, that my word is part of his reality, even that my word becomes his reality, builds his reality, like a small child takes the word of his parents for the absolute truth, or like a hypnotized person takes the subjective word of the hypnotist for the objective reality. The suggestibility of the target is essential and must make it possible to overcome the instinctive distrust and the natural movement of closure animating any living being which seeks to ensure its safety. It is therefore easier to understand why the negative connotation systematically associated with the notion of closure, and the positive connotation just as systematically associated with the notions of openness and open society, comes from this: it is a social engineering and crowd psychology “trick” to better hack and rape them after having mentally disarmed them by making them feel guilty about their natural tendency to close themselves in order to control and filter influences coming from the outside. It is no coincidence that the financier George Soros has given - in homage to his master Karl Popper - the name of Open Society to his network of foundations aiming at breaking down borders and subverting nations and protectionism for the benefit of supranational capital.

			To transform the social bond in a group, however, it is not always enough to inspire confidence, one must also know how to increase distrust among others. The psychological operation of the “bleuite” during the Algerian war is a classic of its kind and consisted in spreading the rumor in the Algerian ranks of the FLN (National Liberation Front) and its paramilitary branch the ALN (National Liberation Army) that there were infiltrated agents in the service of the French... when there were none! Captain Paul-Alain Léger, a specialist in psychological warfare, targeted the brain of Colonel Amirouche, leader of Wilaya III in Kabylia, to persuade him through various subterfuges that his sector was infiltrated by spies and double agents working for France. The Algerian leader and his organization, convinced of a non-existent problem, began to destroy themselves by launching the purge of those they believed to be traitors in their own camp. Doubt, suspicion, and paranoia spread virally through the ranks of the ALN and FLN for months, leading to bloody purges, without any physical commitment on the part of the French. 

			Social engineering could more prosaically be called “social subversion”. In fact, this approach to social relationships most often consists of dividing to rule, i.e., creating triangulated conflicts by playing on relationships of trust, mistrust and indifference, and by exploiting what transactional analysis calls Karpman’s triangle, i.e., the projective system of executioner/victim/savior that weaves the fabric of relationships in all human groups. The projective system is made up of representations that do not necessarily correspond to reality. During the bleeding operation, the belief in the existence of infiltrators that did not exist had the same result as if they had existed: the rise of general distrust, leading to the self-dissolution of the group. Belief in something that does not exist can have the same impact as something that does exist. Fiction can have the same impact on reality as reality itself. One can therefore act on reality from the representation of reality, therefore from language - what traditional cultures call “magic” - and it does not matter whether this representation is true or false. However, one can recognize real infiltrators by the fact that they always try to launch “blueprints” in human groups, that is to say epidemics of paranoia and mutual accusation of belonging to a controlled opposition or to an infiltrated fifth column. 

			Organizing the powerlessness of the opponent is the first task of power. The agents of division and demoralization work to break the unity of groups, but also the unity of individuals by trying to make them crazy or depressed. Psychological warfare often consists of taking control of the enemy’s system of representations in order to push him to do wrong and ultimately to hit himself, which is, once again, less costly than a frontal attack. In this perspective, one must know how to exploit all the resources of what psychology has isolated under the concept of death drive, an expression gathering all the cognitive biases that risk contradicting the instinct of self-preservation. The current of Dark Psychology knows how to make an intensive use of it. The notion of gaslighting, based on the work of Patrick Hamilton, emerged in the English-speaking world of psychology in the 1950s to describe a sociopathic personality trait that could be used as a method, consisting of manipulating the self-esteem of others by making them feel guilty about what one does oneself through accusatory inversion, a common phenomenon in the victim claims of active minorities and their lobbies. The concept of “learned helplessness” invented by Martin Seligman in 1975 was successful with the CIA in order to work on the mechanisms of resignation and how to provoke it in others - in addition to the experiments on human guinea pigs of mental reprogramming, better known under the English term of mind control. In the communist world during the Cold War, social engineering was called “political technology” and gave rise to “reflexive control” (Рефлексивное управление), akin to lying poker, a combination of game theory, i.e., the anticipated calculation of the opponent’s moves, and maskirovka (camouflage), or how to lure the opponent about my intentions in order to send him off on false leads and make him abandon the fight. During the same period, the Stasi in East Germany practiced “decomposition”, or Zersetzung, which consisted of plunging an individual into permanent uncertainty on all subjects, particularly on his relations of trust with his close relations, in order to push him into delusions of interpretation and persecution, and if possible into depression and suicide.

			As one can imagine from these examples, social engineering is inseparable from a panoptic approach to society, in the sense of Michel Foucault, that is to say, reproducing the conditions of a prison-like social control, or even a concentration system. Let’s ask ourselves now where we stand in terms of population surveillance. It is clear that things are only getting worse. The progress of technological surveillance and predictive justice, also known as anticipatory or “actuarial” criminology, is ever more invasive and seems to have no limits. At the same time, and in a seemingly paradoxical way, information is also leaking and circulating more and more. The Julian Assange (WikiLeaks) and Edward Snowden (NSA) affairs have had the merit of widely exposing and raising to the highest geopolitical level what had become an open secret, namely that the US spies on the whole world, starting with heads of state and allied countries! But the road to hell is paved with good intentions. Digital dictatorship is progressing in the West under the pretext of ensuring the security of citizens. However, since police surveillance has a bad press in Western societies that are increasingly liberal and libertarian, it has been necessary, in an attempt to manufacture consent to the computer dictatorship, to rely on the representation of a “murderous pandemic” or of a man-made global warming to try to justify the sanitary, vaccinal or climatic pass. In March 2020, the transhumanist Yuval Harari described in an interview with UNESCO the health crisis as an opportunity to facilitate the deployment of surveillance technologies “under the skin”: “We are currently witnessing the creation of new surveillance systems around the world, both by states and by companies. The current crisis could mark a major turning point in the history of surveillance. First, it could legitimize and normalize the massive deployment of surveillance tools in countries that have previously rejected them. The second reason is even more important: this crisis could lead to a radical transition from “on-skin” to “under-skin” surveillance. Previously, governments and corporations primarily monitored our actions, tracking where we go and whom we meet. Today, they are more interested in what’s going on inside our bodies: our health, our temperature, our blood pressure. This kind of biometric information allows governments and companies to know a lot more about us than they used to.”2

			Digital identity, digital currencies, contactless society, Internet control, geolocalization, facial recognition, body/machine or brain/machine interfaces to track objects and (human?) livestock, the list of cybernetic threats to the human species could go on for pages. But we won’t do it, because they are already available on a search engine or in bookstores. It seems more urgent to bring them back to their overall logic, not always apparent. Indeed, the technical questions are crucial, but do not exhaust the debate. Beyond the involution of positive law in the West or the infinite ramifications of the technostructure, it becomes opportune to talk about lesser-known things, namely the principles of social engineering that organize the thinking of law and the conception of the technostructure. To talk about the concepts that build the psychological and relational architecture of our surveillance societies. To describe what Big Brother has in his head, and especially how he goes about literally hacking what is in ours.

			First of all, let’s distinguish between an old and a new Big Brother. The one described by George Orwell in 1984 is still primitive. It is the classic totalitarian figure of political domination: Stalin, Mao, Hitler, Mussolini, and all the traditional potentates. They are in a position of power and everyone knows it. They are seen, placed in the center of attention, with their portraits reproduced in houses, a statue at every traffic circle and their figure omnipresent in the media. It is power in the first degree, the symbolic, patriarchal and inescapable phallus, the totem at the center of the village. The official organization chart of the hierarchy is complete. Maximum visibility, therefore, for the old Big Brother. The new Big Brother is more subtle, because he is invisible. You don’t even know he’s in power. Worse, you are convinced that it is someone else who is in power, yourself or a fictitious enemy. The official power chart is not complete, there is yet another unofficial power. In Propaganda, published in 1928, Edward Bernays already spoke of the “invisible government” of democracies, which is very different from the one that is put forward in the spotlight. The difference between the old and the new Big Brother is simple. The old Big Brother is watching you, and also wants to be watched by you. The new Big Brother is watching you, like the old Big Brother, but unlike the old Big Brother, he doesn’t want to be watched by you. Most of his work consists in dissociating the couple “seeing” and “being seen”: he sees you, but you don’t see him. In terms of political perception, the relationship with the old Big Brother was symmetrical: the dominant and the dominated knew each other as dominant and dominated. With the new Big Brother, the perception is asymmetrical: the dominant still sees the dominated, but the dominated no longer sees the dominant, and may even believe that he does not exist or that he himself is the dominant. The new “democratic” Big Brother is all the more powerful and totalitarian. An invisible power will always be more invasive than a visible power. In 1981, in a controversial interview because of his comments on euthanasia, Jacques Attali anticipated the hygienist dictatorship and the instruments of social control that we see developing today in a coercive manner for medical reasons: “Then, all the medicines of the future that are linked to the control of behavior can have a major political impact. It would indeed be possible to reconcile parliamentary democracy with totalitarianism, since it would be enough to maintain all the formal rules of parliamentary democracy, but at the same time to generalize the use of these products so that totalitarianism would be daily. M.S.: Does this seem conceivable, an Orwellian “1984” based on a pharmacology of behavior? J.A.: I don’t believe in Orwellianism, because it is a form of technical totalitarianism with a visible and centralized Big Brother. I believe rather in an implicit totalitarianism with an invisible and decentralized Big Brother. These machines to monitor our health, which we could have for our own good, will enslave us for our own good. In a way, we will undergo a soft and permanent conditioning...”3

			“Big Brother is watching you. But you are NOT watching it.” By taking great care to remain invisible, the new Big Brother is therefore hacking. Hacking is the stealthy violation of the integrity of a system. If your computer is hacked, it means that someone has entered it without you seeing it, or too late. But stronger than computer hacking is cognitive hacking, brain infiltration, or neurohacking. The general method of hacking any system, computer or brain is called social engineering. Hacker Kevin Mitnick laid the foundation by showing that the weakest link in security systems is the human factor. In this sense, social engineering is the general method by which a hacker becomes invisible to an attacker, and thus opens up the possibility of stealthily reading and modifying the hacker’s source code, i.e. the constants and commands that define his root behavioral program.
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