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			Foreword

			Having lived in New York for several years, it has become a bit «my» city too. September 11 affected me and some of my acquaintances suffered from it. As a New Yorker, I have participated in all the annual commemorations of this terrible event, including the one presided over by Barack Obama at the site of the attacks in 2011. We mourn the innocent victims of these acts of extreme violence.

			On 11 September 2021, the world commemorated the 2001 attacks. At no time, in any media, did any journalist mention or try to understand why 19 young Muslims decided to sacrifice their lives on that day. The lack of an answer to this question has, on the one hand, opened the door to a variety of conspiracy theories and, on the other hand, has led to the assumption that terrorism is gratuitous violence perpetrated by individuals, whose aim is simply to ‘instil terror’1.Terrorism has thus been made into an inexplicable phenomenon or, more precisely, one that can only be explained by the very nature of Islam.2

			Not only is this false, it is idiotic and leads to two main problems. The first is that this lack of reflection makes terrorism an inescapable phenomenon that can only be resolved by the disappearance of Islam or its manifestations. The second is that by attributing to the Muslim religion an inherent project of conquest, a form of conspiracy is created, which feeds on a growing and assumed resentment against immigrant populations, especially in France and Belgium. The result is that no effort is made to deal with terrorism at its roots and the gap between communities is widened. 

			The real causes of 9/11 were known at the time and still are, as we shall see. But our arrogance has prevented us from admitting them and our hatred of Islam has silenced them. 

			Thirty years ago, about 500 attacks resulted in 350 deaths per year. Today, after endless wars against terrorism, the number of attacks has increased 30-fold and the number of victims 100-fold. Wherever our forces are engaged, terrorism develops: either we unleash communal rivalries (as in Libya and the Sahel), or we end up using jihadists to overthrow governments (as in Afghanistan and Syria) or we generate resistance movements (as in the Sahel). Libya is probably the most blatant example of military engagement without knowing the situation on the ground, without a strategy and without knowing how to get out of the crisis: through political and military incompetence, and - let’s say it - through foolishness and ideological blindness, Nicolas Sarkozy’s France created the problem of Niger and Mali, encouraged Islamism in Tunisia, while François Hollande’s France contributed to the creation of the Islamic State. 

			No one commits terrorist acts for no reason or «just to scare people» as Tony Blair said3.No matter how terrible and unacceptable, the terrorist act always has a reason: it may seem futile, exaggerated, inappropriate, but it exists. It is only by dealing with this ‘reason’ that terrorism will be defeated. But we tend to deal with the problem at the tactical level and ignore its strategic dimension, thus leaving the initiative to it.

			The trial of the perpetrators of the 13 November 2015 attacks in Paris opened on 8 September 2021. The victims are waiting for explanations, but this expectation will not be met. 

			First of all, because we are judging terrorists and not terrorism. The aim is to punish the perpetrators of a criminal act, not to explain a security phenomenon. That said, for many, this trial is more an act of revenge than an attempt to prevent future attacks. For example, the statements of Abdeslam, the main defendant, are not reported by the media for fear of «giving him a platform»4.As a result, the culprits will logically be punished, but the trial will not shed any light on the terrorist phenomenon. Moreover, at the same time as the trial is taking place, France is acting in such a way as to generate new terrorist acts, as we shall see. 

			Secondly, because this trial is taking place on the basis of emotion. Since 2015, France has been unable to rationalise the terrorist problem in order to find a lasting solution: exegetes of all stripes have come together in a single vision of the nature of terrorism, obscuring many avenues of reflection and turning their hypotheses into truths. This is why, more than anywhere else, the «experts» maintain a rhetoric that makes terrorism an irrational and inescapable phenomenon. 

			Finally, because in France, more than in Anglo-Saxon countries, the idea prevails that trying to understand the terrorist approach is a way of excusing and approving it. This is largely due to a certain narcissism that leads one to think that terrorism is rooted in what one is and not in what one does. Symptomatically, no other European country seems to have the same problems with Islamism... 
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			1. Introduction

			Enriched by the experiences of nearly twenty years of fighting terrorism, this book is a development of my 2003 book, Asymmetric Warfare or the Defeat of the Winner. As events since then have shown, the principles I outlined then are even more relevant today. But, like my book, Governing by Fake News, it will be rejected by those who work against the interests of France, and favour blind violence over intelligent force against terrorism. 

			No Western country has succeeded in understanding jihadist terrorism and devising strategies to combat it. This explains the Western failures in Afghanistan, Iraq, Libya and Syria. Terrorism is not inevitable. If it strikes France, but not Switzerland or Iceland, there is a reason. That reason is the key to implementing strategies to prevent terrorism. 

			In France, more than in any other Western country, reflection on the causes of terrorism has been drowned in national politics. Immigration is confused with communitarianism, Islam with Islamism, Islamism with terrorism. This has resulted in an extremely poor national debate on the nature and origin of the phenomenon, the absence of holistic strategies to solve it and an essentially emotional treatment of terrorism. The consequence is that by fighting it, we feed it. It is therefore a paradoxical situation where the victims of terrorism have contributed to its emergence.  This book is for those who have the courage to look terrorism in the face and confront it head on in order to eradicate it, not just to exact revenge. This is not just another book ‘about’ terrorism. It is a methodological approach to eradicating jihadist terrorism. 

			In the first part, we will look at our main mistakes in understanding terrorism, which prevent us from acting effectively. Particularly in France, where the integration of the North African immigrant population has never been taken seriously, the confusion between «Islamism» and «Islam» has gradually taken hold in political discourse, to the point of making terrorism unreadable. The lack of consideration for the immigrant population is such that it took France sixty years to recognise the situation of its own allies, the harkis, who had courageously helped it during the Algerian war! A symbol of ignorance and collective incompetence...

			But to understand and combat terrorism, it is essential to get rid of prejudice. This is the most difficult part, because prejudice has become so important in our understanding of terrorism that we end up not believing what the terrorists themselves tell us5.No one is more blind than the one who does not want to see. Understanding does not mean excusing, but it must allow us to explain in order to act.

			In the second part, we examine the nature of jihadist terrorism and the implications of its asymmetric nature. These notions have invaded the political vocabulary without the consequences being drawn for dealing with the problem. All attacks look the same and their victims suffer the same pain, but their purpose, their objectives and the doctrine they follow can be very different. To say that terrorism affects us «for what we are and not for what we do» is an expression of our arrogance, with serious consequences: we see terrorism as an inevitability against which we can do nothing, and as a monolithic phenomenon. 

			Particularly in France, the ‘experts’ remain locked into an obsolete reading of terrorism: we therefore fail to grasp its strategic logic and we only fight it at the tactical level. Thus, its asymmetrical nature is totally ignored. This is why we are always one step behind the terrorists and «the harder we work, the further we fall»6.To understand jihadist terrorism, one must go back to the original texts that explain its principles and mechanics, but which have nothing to do with the Koran.

			The third part examines the different ways of effectively fighting terrorism from the strategic to the tactical level. It shows how the differences between communitarian acts (such as the murder of Samuel Paty) and terrorist acts (such as the murder of Father Hamel in Saint-Étienne-du-Rouvray) imply differentiated strategies of struggle. As in medicine, each disease requires an adapted therapy; it is because we do not know how to differentiate treatments that terrorism develops. The reason why we fail to differentiate between different acts of violence is that - particularly in France - the view of this violence is totally passionate. This results in a single explanation, propagated by some authors and journalists7 , which «de-pluralises» the possible remedies and prevents an effective response against communitarian and terrorist crimes.

			

			1.1 Three basic errors

			Our main mistake in fighting terrorism is to see it emotionally, not factually. We think we are being «tough» by ruthlessly hitting anything and anyone. We would be tough if we had the courage to look terrorism in the face, in all its complexity. But we do not. If this work had been done, we would not be mourning our dead today. 

			Thus, ‘9/11’ was seen as the beginning of a new war. This was obviously wrong. The jihadists see it as a battle in a war that the West had started much earlier:  

			9/11 was neither 

			the beginning of a war between Muslims and the West, nor the end. It was simply an episode in a long war [...].8

			But the West has adopted a rhetoric based on hatred of the West and its freedoms, which derationalises terrorism and makes it an inescapable phenomenon. The result is a form of denial, the perverse effect of which is to prevent us from dealing with terrorism strategically. 

			Terrorism is very rational, but the main reason why we cannot control it is that we do not understand or do not want to understand the logic of how it works or why it works... This lack of understanding is based on three fundamental errors. 

			1.1.1. First mistake: «The purpose of terrorism is just that, to terrorise people». 9

			A common mistake is to see terrorism as a ‘self-sustaining’ phenomenon, self-satisfied and an end in itself. It is then attributed with the objective of «creating fear and panic»10 and «dividing us»11.This reading is usually propagated by government institutions seeking to cover up their mistakes that led to the emergence of terrorism. It is frequently evoked in France and raises two essential problems. 

			Firstly, it makes terrorism a phenomenon independent of the context in which it takes place. But terrorism is always part of a dynamic: it seeks to achieve something through the use of violence. Terrorism is not an objective, it is a means. 

			Secondly, it makes it an inherent inevitability of our society: we are hit for what we are, not for what we do. Originating in Israel, this discourse made it possible to dissociate terrorism from Palestinian claims, in order to escape pressure to enter into a negotiation process. In France, it is relayed by «experts» who fill the media with convoluted theories in which the idea of an Islamic project - engineered by Saudi Arabia, Qatar or the Muslim Brotherhood - to fracture French society and thus provoke a civil war dominates12.Terrorism is therefore the result of the nature of our society and the genetics of Islam. This is not true. 

			These two problems have two immediate consequences. The first is that we label as «terrorist» those acts that we cannot explain by material causes. This leads us to waste resources and - above all - to strike in the wrong place, with the risk of generating «real» terrorism. But if the violent act is not part of a dynamic or a framework associated with requirements (like «9/11» in the United States and the assassination of Samuel Patty in France), it is probably not terrorism, but a crime (mass, anti-Semitic, etc.).

			The second consequence is that it leads us to ignore the ‘real’ reasons for terrorism and to fight them. By attributing to terrorism a fatalistic explanation (linked to the nature of Islam and/or the nature of our society), we close the door to any strategic and political treatment of the problem: the solution can only exist in the annihilation of one of the two parties. The result is a tactical treatment of terrorism. As in the Middle Ages, the modern security polices reinforce the thickness of protection (video surveillance, increased police presence, systematic searches, extension of the state of emergency, Internet surveillance, etc.), but prove incapable of curbing the terrorist phenomenon. This is why Israel and the West are unable to control the phenomenon. 

			1.1.2. Second mistake: Jihadist terrorism serves a religious project

			In January 2018, France 3 broadcast a documentary entitled Complotisme, les alibis de la terreur13 , in which the philosopher Jacob Rogozinski states:

			 

			Jihadism is also a movement that aims at sovereignty, at world power. There is a dream behind it, a crazy dream no doubt, but a dream of creating a caliphate, which would be a global caliphate, which will take over Rome, which will take over Europe, which will defeat America, which will establish a global network of true believers, united behind an absolute sovereign power.14

			This is a strictly Western vision that is not found in the jihadist discourse. If Islam has developed in the West, and especially in Europe, it is mainly because of poorly managed and clientelistic immigration policies, which have had the double effect of impoverishing the migrants’ countries of origin and lowering the standard of living of the underprivileged in the host countries. 

			As we shall see, however, jihadist terrorism does not aim to conquer the Western world, but to drive Westerners out of the Muslim world. Terrorism does not serve a religious project: its purpose is secular, more military than political, and religion merely frames its modus operandi. This is exactly the opposite of what many people in France think, especially in far-right circles. In jihadist terrorism, religion only has a unifying and doctrinal role. Moreover, we note that jihadist terrorists generally have only a superficial knowledge of religious texts. 

			1.1.3. Third mistake: Jihadist terrorism is inherent in Islam

			In the documentary Complotisme, les alibis de la terreur, made by France 3 in 201815 , the psychiatrist Serge Hefez evokes the concept of «ancestral jihad»16 , thus placing terrorism in a historical fatality linked to Islam. In France, the «Islam - Islamism - terrorism» relationship combines with numerous aversions and cultural biases to dominate security thinking. It takes up a populist ideology that claims that jihadist violence is written in the Koran17.As Islam has become a part of our societies, one might deduce that jihadist terrorism is an inescapable phenomenon and that confrontation with Islam is therefore inevitable. This is obviously false. The idea that terrorism is linked to Islam is as false as the claim that genocide is inherent to Christianity: these ‘prevalences’ are not due to religions, but to the geopolitical context that surrounds them. 

			It is a simplistic reasoning, based only on perceptions and ignorance of the history and nature of the Koran. The problem is that it literally generates a «fear of Islam» (in French: islamophobie). The proponents of this reasoning make the notion of Islamophobia very concrete and exclude any mutual understanding, since Islam will always be Islam. Initially promoted by the extreme right, this interpretation has become very popular in France in all political circles. It is very dangerous, because it leads to communitarianism. 

			The confusion maintained between «Islam» and «Islamism» by certain circles has no other effect than to maintain communitarianism and the radicalisation of the immigrant population. The perpetrators should be prosecuted. 

			1.2 Consequences

			1.2.1. The lack of strategies

			Nothing resembles a victim more than another victim, and a bomber more than another bomber: seen from below, terrorism looks tragically identical. But seen from above, at the strategic level, its logic and objectives show considerable differences. So much so that it can be said that no two types of terrorism are alike. 

			The problem is that we fight terrorism with a tactical view, as a uniform phenomenon. This explains why no Western country has a real strategy to combat it. There are documents called «strategy“, but a careful analysis shows that they are only a set of tactical and extremely ineffective measures, because they are not holistic. 

			For example, since the creation of the US Africa Command (US AFRICOM) in 2008, the number of violent events in Africa has increased by 960% in ten years, from 288 in 2009 to 3050 in 2018, according to the Pentagon18.

			1.2.2. Misplaced communitarianism

			In France, the terrorist attacks of 2015 and 2016 helped to embed in people’s minds the existence of causal, or even functional, links between immigration and terrorist violence. The right has found in this a «confirmation» of its intuitions and the left a way of inserting itself into fields it had neglected. 

			The idea that terrorism is a by-product of Muslim immigration to transform our society by force is simply fantastic. But it finds a fairly large echo in a population that feels «invaded» and is the object of attempts to recuperate it by most political parties. The 2016-2017 presidential campaign has moreover highlighted the shift to the right of public opinion with regard to immigration. 

			The consequence is that secularism is seen as a way to fight terrorism. The endless discussions around the phenomenon of ‘radicalisation’, which so disturbs politicians, seem to be limited to how individuals become radicalised, not why. Prison, the Internet and Salafist mosques have been named as ‘causes’, depending on the profile of the individuals questioned, whereas research on the subject shows that there is no typical profile of radicalised individuals and that none of these ‘causes’ can be favoured. In fact, these explanations are only intellectual constructions based on professions of faith. They are often put forward by individuals with a Marxist background, where religion is necessarily a factor of tension and where secularism is a criterion for integration.  

			1.2.3. A poorly exploited experience

			Feedback is an important tool in the fight against terrorism, provided that the context of this experience is well understood if it is to be useful. For example, the often-vaunted experience gained in France against terrorism in the 1980s and 1990s is of limited use in the fight against jihadist terrorism: the terrorism of the time was «symmetrical», whereas the jihadist terrorist is «asymmetrical». As a result, the solutions of the time may be counterproductive today. Moreover, it should be noted that groups such as Action directe were neutralised with the tools of organised crime, without any strategic consideration. 

			In the early 2000s, the Americans turned to the French experiences of the Algerian war to find solutions in Iraq and Afghanistan, but - as usual - they understood nothing and only used torture... 

			The same is true of the British experience in Northern Ireland in the face of asymmetric Marxist terrorism. Contexts that appear very similar at the tactical level have fundamental differences at the strategic level. Therefore, if misunderstood and misused, RETEX can become a failure factor. 

			1.3. Drawing the right conclusions

			Fighting a phenomenon, whatever its nature, requires an understanding of what generates it and how it develops. Our reading of the terrorist phenomenon today is largely influenced by omnipresent pseudo-experts who do not know anything about terrorism but interpret events in the light of their own perception, their own fantasies or their political affiliation. It is therefore legitimate to ask whether those who try to ‘explain’ terrorism to us are not part of the problem. 

			The most difficult thing in the fight against terrorism is to get away from the emotional and to get rid of prejudices. In a complex situation, with actors who are difficult to identify, and with logics and references that defy our Western cultures, rational reading naturally tends to give way to instinctive reactions. In short: the more complex the problem, the more we react ‘with our gut’. 

			The aim of this book is to go back to the facts, to listen to and decipher what terrorists are telling us, so that effective strategies can be put in place to combat jihadist violence. It will challenge many of the preconceived notions, often the result of misinformation produced by democratic governments themselves, which seek to protect themselves from electoral sanction. For the fight against terrorism is more than a tactical problem, as it is being called, it is a problem of strategy. Yet no Western country has a real strategy for fighting terrorism. As is often the case, what is called «strategy» is merely a series of activities of tactical level or scope, but with no real impact on the nature of the threat19. 

			This book does not give ‘recipes’ for defeating terrorism, but examines possible solutions and puts them into perspective with the real nature of jihadist terrorism. 
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			2. Understanding the threat

			Classical’ conflicts, where opponents of a similar nature confront each other openly on the same battlefield, are determined by the balance of power. Strategic intelligence, tactical flexibility and daring can compensate for numerical or technological inferiority, but most often victory is determined by quantitative and/or qualitative superiority, because the logic of combat is the same on both sides. 

			This is what allowed the development of numerical modelling of the battlefield, such as the work of Colonel Dupuy in the 1980s20.At the same time, in the USSR, a large number of battlefield equation models were developed as decision aids to optimise the engagement of armed forces at the operational level, with the underlying idea of making war a science, and not just an art21.

			Non-conventional conflicts fall outside this field. Called successively - and often indistinctly - «irregular», «indirect», «infra-war”, «insurrectionary», «generation 4e « or «asymmetric» conflicts, they escape a rigid classification. What they have in common is that they avoid open confrontation where the balance of power would be unfavourable to them and instead act in immaterial fields, whether political (for Marxist-inspired movements) or societal (for jihadist movements). 

			Western military concepts - based on the notion of the balance of power - have found themselves out of step with this type of conflict, pushing military thinking from the strategic to the tactical and legal levels.  

			2.1. Asymmetric warfare - warfare with different logics

			2.1.1. The notion of asymmetry

			A situation is asymmetrical when the response to a problem uses inappropriate logic and causes the opposite effects to those intended. 

			Asymmetric situations are not exclusively related to military or security issues. There are many examples. In Sweden, the criminalisation of the use of prostitution was based on ideological considerations: on the assumption that the problem is induced by male demand, it was thought that the problem could be eliminated by prohibiting the demand. But a key factor was totally ignored: prostitution probably fulfils - whether we like it or not - a need in society. As a result, rapes increased dramatically in the following years. 

			Number of rapes in Sweden (1990-2012)
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			Figure 1. The number of rapes in Sweden - relatively stable since the early 1990s - increased dramatically after the adoption of the Prostitution Act in 1999.  

			Another example of non-warlike asymmetry is the Road Traffic Act adopted in 1994 in Switzerland to better protect pedestrians. Intended to reduce the number of accidents between pedestrians and vehicles, it gives the former absolute priority over the latter. The results are paradoxical: the pedestrian accident curve, which had been falling since the early 1980s, was suddenly pushed upwards and only resumed its normal downward trend in 2003.

			The reason for this paradox is that accidents have been considered to be the result of motorists’ behaviour alone. Giving priority to pedestrians did not encourage them to change their behaviour, but instead encouraged their recklessness by shifting the responsibility for the accident onto motorists. In fact, the law was not designed for pedestrians, but against motorists. Hundreds of accidents could probably have been avoided if the new law had been thought through holistically and if pedestrian behaviour had been taken into account. 

			Pedestrian victims of road accidents in Switzerland (1980-2004)
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			Figure 2: In 1994, the adoption of the law giving priority to pedestrians interrupted the steady decline in accidents observed since the 1980s and was followed by a peak in accidents in 1995, followed by a resurgence of accidents that only stabilised in 2002-2003.  The dotted line shows the theoretical line of accidents without the 1994 law.  [Source: Swiss Accident Prevention Bureau, 2006]

			Another counter-intuitive example is the 1997 gun ban in Britain, which led to an increase in blood crime. There are two reasons for this unexpected effect: the first is the idea that removing guns removes crime; the second is the underestimation of the ‘threshold effect’ that accompanies the use of a gun to commit a crime. This effect is significantly lower than for the use of knives: there is therefore less hesitation to use them, with a consequent increase in blood crimes. 

			In Australia, the fight against suicide led to the adoption of a more restrictive law for the acquisition and possession of firearms. This led to a reduction in the firearm suicide rate from 0.009% in 1979 to 0.005% in 1995. However, in the same period, the suicide rate by hanging increased from 0.002% to 0.0105%, and the suicide rate (all methods combined) increased from 0.015% to 0.025%!22

			Blood crime in the UK (1995-2006)
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			Figure 3: Until 1997, blood crimes tended to decrease. But the ban on gun ownership (vertical line) shows the beginning of a downward trend and an increase in blood crime. Only with the tough anti-terrorism laws passed in 2002 did crime return to a negative slope. (The ‘total’ line includes all forms of blood crime in addition to the three categories mentioned here).  [Source: Home Office Statistical Bulletin, 25 January 200723 ]

			All these asymmetric situations have two things in common: a) a total lack of holistic and multifactorial thinking (they focus on one aspect only); b) they decide on the basis of emotional or ideological criteria (and not on the analysis of facts). This is exactly the same problem that explains the ineffectiveness of our fight against terrorism today. 

			2.1.2. Symmetric, asymmetric and asymmetric conflicts

			Symmetrical conflicts can be associated with ‘classical’ or ‘conventional’ conflicts. They oppose adversaries with similar structures, means and training, and fighting according to a similar logic, based on a balance of power. The designation ‘symmetrical’ does not, however, exclude a dissymmetry in the quality (level of technology) and quantity of the means used, or even a difference in the perception of the conflict. Thus, the German offensive against the Netherlands or Belgium in 1940, despite the enormous dissymmetry in the means used on both sides, falls into the category of symmetrical conflicts. Symmetrical conflict is characterised by the search for superiority, like a zero-sum game: one side’s victory is another’s defeat. 

			The notion of ‘asymmetric warfare’, which appeared in the United States in the 1990s, has gradually entered the Western military vocabulary to designate conflicts that fall outside the conventional warfare framework, without being defined: 

			In military operations, the use of dissimilar strategies, tactics, means and methods to circumvent or render ineffective the strengths of an adversary and to exploit his weaknesses.24

			In fact, this definition reflects the inability of Americans to conceptualise conflicts that they cannot control. The exploitation of superiority or vulnerability to achieve success (referred to by some as ‘positive asymmetry’ and ‘negative asymmetry’ respectively25 ) takes us back to the very conventional fundamentals of warfare without reflecting the complexity of asymmetric warfare. 

			The 2014 French Joint Doctrine goes a step further and outlines a more subtle distinction:

			a. Irregularity. Irregular warfare is not necessarily illegal under international norms, but refers to the presence in the conflict of combatants who are difficult to identify and not subject to state authority. Confronting an irregular adversary requires an appropriate analysis of the use of force to ensure its legitimacy. The existence of a chain of command is sufficient to make a group an irregular adversary;

			b. symmetry, which pits comparable adversaries against each other, both in terms of the capabilities they possess and their doctrine of employment;

			c. Dissymmetry, which refers to a disparity in power between two entities that are in conflict with each other but share a similar view of conflict;

			d. Asymmetry, which is understood as a mode of combat that exploits our weaknesses. This means that our opponent deliberately places himself in a different domain from the one in which we have a clear superiority. This should not be seen as a feature of an irregular conflict, of an irregular opponent, but as a possible option.26

			However, the reflection remains timid and superficial, because even in a symmetrical (b) or dissymmetrical (c) situation, the opponents will try to exploit the weakness of the other, and thus asymmetry (d) does not express here a situation very different from the first two. However, it has the merit of introducing a qualitative dimension and of highlighting a «gap» between the adversaries, without however managing to conceptualise it. This definition will form the basis of our reflection.

			2.1.3. Asymmetry in warfare 

			Asymmetrical conflicts involve opponents with different rationales. It is the nature of their objectives and the way they are achieved that differ fundamentally. Whereas in ‘classical’ conflict, military victory (tactical or operational) must lead to strategic or political victory, in asymmetric conflict, tactical defeat can contribute to strategic success. Conflicts such as the Algerian War (1958-1962), the Vietnam War (1965-1975), the war against drug traffickers, Somalia (1993), Afghanistan (2001-2021), Iraq (2003-2021), the Sahel (2014-2021) and elsewhere are all examples where, despite mastering the terrain at the tactical or even operational level, Western armies have lost strategically because they did not understand the logic of the war they were fighting or are still fighting.  

			In essence, asymmetric warfare is not new. eIn Russia in the 19th century, the revolutionary group Narodnaya Volya (People’s Will) sought to overthrow the tsar with a strategy of overreacting to the government, which would generate revolutionary momentum. eIn the 20th century, the guerrillas of the 1960s and the Marxist terrorism of the 1970s and 1980s were the most prominent manifestations of asymmetric strategies. But Western strategists - with the probable exception of the British in Malaysia - were unable to understand them outside of a military logic that was symmetrical in nature. 

			During the Vietnam War, the Americans put considerable effort into sociological and scientific research to try to understand the workings of Viet Cong networks and Vietnamese society. Their studies were exhaustive, thorough and very often remarkable. But, too ethnocentric and oriented on the search for technological and tactical solutions, they did not lead to an ‘asymmetric’ strategic conceptualisation of counter-insurgency warfare. This is what led to their defeat...

			Not all insurrectionary conflicts are asymmetrical. Thus, the fight led by the French Resistance against the German occupier cannot claim to be «asymmetrical», despite methods that today would be described as «terrorist». Indeed, its actions were part of a «symmetrical» logic of the war between the IIIe Reich and the Allied forces. These were essentially unconventional, one-off actions of a dissymmetrical nature (i.e. from the weak to the strong) seeking to materially weaken the adversary. The action of the Resistance was only really effective when its commitments were coordinated in a strategic context set by the Allied Command, mainly from 1944 onwards (sabotage, destruction of logistic axes, etc.). Outside this context, the various assassinations and attacks against the occupier were most often ineffective - and even counter-productive - by unnecessarily exposing the civilian population to reprisals. On the other hand, it could be said that the German occupier provided an asymmetric response to the actions of the Resistance before the letter: by executing civilian hostages for each German soldier killed, the German army tried to turn the successes of the Resistance into failures. This strategy did not neutralise the Resistance, but contributed to depriving it of popular support; indeed, the Allied forces used exactly the same strategy during the occupation of Germany. 

			Whereas ‘symmetrical’ warfare is built around power relations, with strategic objectives of a material nature (conquest of territory or destruction of the adversary), asymmetrical warfare is built around strategic objectives of an often intangible nature linked to the legitimacy - real or perceived - of the action. With a «symmetrical» strategy, one seeks to obtain decisive success, whereas an «asymmetrical» actor, often materially incapable of obtaining decisive success, seeks to maintain a determination to exploit the opponent’s immaterial weaknesses. 

			Asymmetric warfare feeds on the logic embedded in the decision-making, political and cultural systems of the adversary. Despite appearances, it exerts its pressure more on decision-making mechanisms than on the forces engaged on the ground, and acts on the adversary as a ‘system’. 

			The Israeli-Palestinian conflict is an example of an asymmetric conflict, which the Israelis have been unable to control for 60 years. Today, Palestinian actions27 are not about retaking the occupied territories, but exploit the intransigent attitude of the Israeli government to maintain, increase and consolidate the spirit of resistance. The Palestinian rockets that continue to strike southern Israel have no tactical effectiveness: the number of deaths they cause is minimal28.On the other hand, the approximately 140 times greater losses inflicted by the Israeli retaliation keep the will to resist alive, encourage international support for the Palestinian cause and thus have a strategic effect: they contribute to generating a dynamic that is increasingly less favourable to Israel on the international level. Israel maintains an illusion of victory in Palestine, at the cost of a political legitimacy that is deteriorating day by day, even with its greatest ally: the United States. 

			On the domestic front, an example of an inappropriate strategy is the destruction of the homes of Palestinian families whose members are suspected of involvement in terrorist activities. According to the Israeli Committee Against House Demolitions, 49,707 homes were destroyed between 1967 and December 201929.This policy gives the appearance of a virile and dissuasive handling of the terrorist threat. In fact, this is not the case. First of all, there was a significant increase in terrorist acts during this period, with a gradual shift from suicide attacks to the projection of missiles and mortar shells. Secondly, it only strengthened the influence of Hamas. Indeed, the wanted persons (terrorists) often no longer live in their families’ homes, and the measure only affects children, women and the elderly. But the Israeli authorities did not foresee that, deprived of a roof over their heads, these families are most often taken in by the Hamas Family Support Fund (Waqfiat Ria’at al-Usra) and by the Union of Good (I’tilaf al-Kheïr) (which has been coordinating charitable organisations in the occupied territories since October 200030 ) and are thus pushed into the arms of Hamas, even when they were not necessarily affiliated with it previously. In other words, through this policy, Israel has simply contributed to strengthening the popularity and ranks of Hamas, as well as the hatred of the Israeli occupier, thus undermining its own strategic posture by a tactical measure. Ultimately, these punitive demolitions have damaged its image without deterring terrorist attacks31 .

			Today, the definitions of asymmetry used by Western militaries are based on criteria that are too simple to reflect the complexity of the problem. In fact, there are two main forms of asymmetry:

			- asymmetry resulting from a deliberate strategy, based on a systemic analysis of the conflict and the adversary, its decision-making mechanisms and the relationship between its decision-makers and society as a whole. This is the Marxist asymmetric strategy of the revolutionary movements of the 1970s and 1980s; 

			- asymmetry resulting from the confrontation of different cultural contexts. This is the case with Islamist asymmetry, which results from the opposition between a Western society that values life as such and Islamist groups that value the reason for living. In the West, life is a goal in itself, whereas for an Islamist it is about giving meaning to life, even if one has to sacrifice it to do so. 

			Strategies that exploit an asymmetrical situation do not necessarily seek to increase the level of violence, but to generate a qualitative multiplier effect:

			- In Marxist asymmetry, the asymmetrical strategy is to push the opponent (the state) to engage in violence, so as to be able to exploit this reaction in the political or emotional field. The aim is to inflict ‘just enough’ pain to provoke an ‘over-reaction’, playing on image and emotional impact. Here, propaganda plays a key role in accentuating the impact of the security action. 

			- In Islamist asymmetry, it is essentially a matter of exploiting the determination of fighters in confronting a numerically and/or technologically superior opponent. The manner of response is more important than the final outcome, or more accurately, the outcome is in the determination to fight. Here, the fighter is situated in a perspective that transcends him and places his sacrifice as a personal achievement. His death itself becomes an element of victory. 

			The fundamental difference between these two asymmetries is that Marxist asymmetry seeks to establish a new socio-political system: it is a strategy of conflict intensification. Islamist asymmetry, on the other hand, essentially seeks to ‘keep a flame burning’: it may attract followers, but it does not conceptually lead to an intensification of conflict. Moreover, its acceptance of death as an outcome makes it a strategy of last resort, whose logic is ‘better to die standing than to live kneeling’.

			The essential characteristic of asymmetric warfare is that it is not based on the search for superiority or the exploitation of an opponent’s weakness, but - more subtly - on the conversion of his superiority into weakness. Thus, an asymmetric strategy exploits the opponent’s superiority to forge its own victory. In a way, it is the application of the principles of Japanese aikido (not judo!) in the strategic field. In such a conflict, not only is firepower - however important it may be - no longer able to bring victory, but it even becomes a weakness if one does not know how to control it. 

			In the West, despite technological developments, the principles of war remain those of 1914. The war against the Islamic State waged by the Western coalition is not very different from the one waged a hundred years earlier at Verdun: the strikes are strictly tactical and have no strategic ambition. Instead, they have created the myth of an Islamic state as the ‘defender of Islam’ and encouraged volunteers from all over the world to join its side. The failure of the Western strategy is tacitly acknowledged since, despite having been declared destroyed, the Islamic State remains a sufficient threat to maintain large Western contingents in Afghanistan (where it did not exist), Iraq, Syria and the Sahel. 

			Even the elimination of Abu Bakr al-Baghdadi (26 October 2019) has not been a deterrent. On the contrary, on social networks, there is a resurgence of willingness to fight around the world. In fact, the movement has only been given publicity by demonstrating the determination of its leader, with a multiplier effect on the audience of the EI32.Foolish strategists have thus helped to fuel and strengthen the threat they are fighting!

			The asymmetrical war waged by Islamists draws most of its effectiveness from the emotional behaviour of our societies. The campaigns against the Islamic veil or the burkini, launched by politicians in search of an audience, have only brought to the surface the fractures in French society caused by the inaction of these same politicians for decades.  

			In an asymmetric context, our media and politicians thus become, consciously or not, accomplices of terrorism by amplifying the resonance of the attacks for domestic political reasons. The videos produced by the Islamic State show that large demonstrations such as the one held on 11 January 2015 in France or high-profile ceremonies in support of the victims of the attacks, which were intended to express the nation’s opposition to terrorism, in fact contribute to the mobilisation and radicalisation of individuals. Indeed, it was during this period that the number of jihadists leaving for Syria began to rise33.What we saw as a show of strength for the nation has - in fact - shown its vulnerability. The logic of today’s wars is no longer that of 1914! We will come back to this.

			Although they often talk about the asymmetry of conflicts, Western countries have not realised its nature and have not drawn the consequences in the conduct of the war on terror. Because they shape their strategies more according to their emotions than to the enemy, Western strategists continue to rely on the more easily understood and justified Cold War notion of ‘deterrence’. 

			Here, contrary to the logic of symmetrical conflicts, the use of force does not have a dissuasive effect, but tends to reinforce the posture of the terrorists, in this case the Islamic State:

			Do you think your coalition and your bombing will weaken us? No by Allah! It strengthens us and makes us even stronger and increases our faith in what Mohammad [...] has brought us!34

			The problem is that not only does no one want to listen to the enemy, but researchers are prevented from understanding their logic. For example, the messages of the Islamists are systematically truncated in the mainstream press to support the thesis that terrorism is irrational. The fear of recognising a rational justification for terrorist violence has the effect of creating conditions that favour its perpetuation. Yet, just as a ‘normal’ combatant is not free to commit any crime on the battlefield, the rationality of the terrorist act does not mean that it is not criminal. Of course, this logic could work if Western countries agreed to judge and punish their own war crimes... which they do not, thus justifying terrorism. 

			2.1.4. Tactical success versus strategic gain

			In order to defeat an opponent, the strategy applied must have a clear objective and be oriented towards his centre of gravity. This is relatively simple in symmetrical conflicts, but much less so in asymmetrical conflicts, where the logic operates ‘in a vacuum’. eThis is the problem of the West in the Middle East, in the Sahel and in Afghanistan, but also of Israel, which is practically a textbook case: of all the countries hit by terrorism in the 20th century, Israel is the only one that has been unable to reduce its importance and - a fortiori - to defeat it. 

			The key to this inability lies first and foremost in the Israeli strategy towards the occupied territories: it does not aim to solve the problem, but to fight it. Indeed, the Israeli government presents the conflict as a religious confrontation fuelled by anti-Semitism, while the Palestinians regularly repeat that their objective is to recover their land. Paradoxically, the asymmetry is not a direct result of this difference in perspective, but indirectly of the strategies applied as a result of this difference. 

			In fact, the Palestinians have understood that Israel needs to maintain terrorist activity in order to carry out its plan to take over the entire Palestinian territory. They therefore adopted a strategy of response, avoiding spectacular terrorist attacks and putting the burden of the unpopularity of the conflict on Israel alone. This explains their abandonment of international terrorism in the 1970s, and then of suicide attacks in the 2000s. By using rocket attacks - spectacular, but causing very few casualties - in response to Israeli strikes, the Palestinians have clearly won over international opinion. The Israelis, on the other hand, have pursued a deliberately disproportionate policy of repression, contrary to international law, which is supported only by the US government, but which is widely condemned by public opinion around the world, including by American Jews35.

			This is why Israel has been promoting legal provisions in the West to equate anti-Zionism (against Israeli policy) with antisemitism (against the Jewish people), or to prohibit citizens’ campaigns to force Israel to respect international law. These initiatives show the strategic weakening of Israel, despite apparent tactical successes.

			The effectiveness of an asymmetric strategy is essentially a function of the ‘symmetric’ (and simplistic) way in which it is responded to. The Israeli interventions in Gaza illustrate this phenomenon perfectly. In Western public opinion, the disproportion of the means engaged provokes a compassion that tends to distance it from the Israeli position and to draw closer to the Palestinians, including Hamas. Palestinian losses fuel their strategic gain in the world. 

			2.1.5. Gandhi’s non-violent strategy

			Non-violence - not the militant European pacifism of the 1980s, advocating a naive general disarmament of democracies - but that conceived as a strategy for action is the archetype of an asymmetric strategy. 

			Conceived and successfully implemented by Gandhi in the late 1940s in India, non-violence is a ‘fighting’ strategy that transcends the use of violence and literally ‘disarms’ the opponent. It pits will against arms and is probably the most difficult ‘asymmetric form of combat’ to counter: 

			Non-violence does not consist in renouncing any real struggle against evil. On the contrary, non-violence is a more active and real struggle against evil than the law of retaliation, whose very nature has the effect of developing perversity. In order to fight against what is immoral, I envisage a mental and therefore moral opposition. I seek to blunt the tyrant’s sword completely, not by striking it with a sharper steel, but by deceiving his expectation that I will offer him physical resistance. He will find in me a resistance of the soul that will escape his embrace. This resistance will first blind him and then force him to bow. And bowing will not humiliate the aggressor, but will elevate him.36

			This is a typical description of asymmetrical conflict where, with each action, the ‘symmetrical’ opponent deteriorates his own strategic situation. Much misunderstood in the West, it is not a strategy of impotence, but a deliberate strategy of non-use of force, as Gandhi states:  

			The precondition for non-violence is the ability to strike.37

			The strength of non-violence as a method of asymmetrical warfare is that the response to it is complex, because not only is it time-consuming, but it requires that the person who employs it accepts to lose everything:

			Just as in the instruction of violence one must learn the art of killing, in the instruction of non-violence one must learn the art of dying.38

			The asymmetrical essence of non-violence can be summed up very simply as:

			There is no defeat in non-violence. 39

			Since it does not seek to conquer, the non-violent strategy offers nothing to lose. It is a ‘lose-lose’ game that defies the usual Western strategies. 

			Ghandi was a revolutionary. Our point is not to associate his strategy with terrorism, but to show that at both ends of the spectrum of violence there are strategies of an asymmetric nature against which the state is powerless unless it changes its approach. In other words, it is wrong to automatically associate asymmetry with violence.

			2.2. Defining terrorism - squaring the circle

			2.2.1. Why a definition?

			Our lack of understanding of the phenomenon of terrorism is reflected in the number of definitions used around the world, and in our inability to define coherent strategies for dealing with it. Thus, defining terrorism is not just a stylistic exercise: it determines how we respond to it.

			In 1994, there were 212 definitions of terrorism in use worldwide, of which 90 were officially used40.Today, there are countless definitions, and often institutions in the same country use several different definitions. In fact, work on a universal definition began in 1937, within the League of Nations, with the drafting of the Convention for the Prevention and Suppression of Terrorism41.However, despite endless discussions, the UN has never reached a definition that would allow effective implementation of its resolutions. 

			In simple terms, the debate is between two main camps: the Western countries, which tend to define terrorism in terms of its modes of action and effects, insisting on its criminal nature, and the rest of the world (mainly developing countries), which prefers a definition in terms of its causes, without defining its criminal nature a priori. This is the case of the member countries of the Organisation of the Islamic Conference (OIC), because of the Israeli-Palestinian conflict, which is considered to be a resistance against an occupation. One could summarise by saying that the Western view allows terrorism to be condemned but not fought, while the view of the rest of the world would allow it to be fought but not condemned.

			Westerners fear that including the causes of terrorism in a definition will only serve to justify it: 

			As for the legal definition of «terrorism», the representative of Israel said that some countries still maintain that an act of terrorism - a car bomb in a crowded market, for example - should not be considered terrorism, if it was claimed in the context of national liberation. He said that terrorism was defined by «what you do, not why you do it». To defend an attack on innocent people in the name of the fight for freedom is incomprehensible.42

			The rest of the world’s position is based on the fact that terrorism is sometimes the last resort in a war against a technologically or numerically superior opponent. Terrorism is then seen as a method of combat, which can serve the most diverse, but also the most legitimate, objectives and causes, and is part of a «weak to strong» strategy:

			As long as we are unable to distinguish between terrorism and the right to defend one’s land, we cannot agree on what terrorism is.43

			The problem is that often - particularly in some developing countries - the possibilities for expressing discontent are so limited that the choice of possible strategies tends to focus on terrorism and thus give it legitimacy. This is the case with the Arab-Israeli conflict and Palestinian terrorism, but also with the resistance to foreign interventions in Afghanistan and Iraq, which are legitimate for many countries. 

			Thus, debates at the UN are systematically blocked by the affirmation of the legitimate struggle or attempts to contain the notion of «state terrorism» as well. The association between terrorism and the revolutionary mechanisms of the 1960s and 1980s led to its being interpreted as an ideology in itself, and thus introduced the antagonism between «freedom fighter» and «terrorist». However, on a semantic level, these are two fundamentally different things: the «freedom fighter» is defined in terms of an end, whereas the «terrorist» is defined in terms of a mode of action:

			The adage that one man’s terrorist is another man’s freedom fighter is a testament to the ineptitude of assumptions about the motivations of terrorists.44

			One can «resist» an occupation by «terrorism» and thus be both «resistant» and «terrorist». Technically, the one does not exclude the other, but this analysis is avoided for fear of justifying terrorism or tarnishing the image of a legitimate «resistance» (like the French Resistance, for example). Conversely, the Taliban, who are readily described by the public as terrorists, have never been defined as such by the United States45.

			The confusion between ‘causes’ and ‘means’ tends to distort our understanding of terrorism by blurring the distinction between its tactical (requiring police solutions) and strategic (requiring political solutions) dimensions:

			[...] In reality, a simultaneous study of ‘causes’ and ‘measures’ is an impossible condition to sustain. One of the most frequent manifestations of violence is air piracy: here, measures have been found without studying the causes. Moreover, the International Law Commission prepared a provisional draft of the convention on the protection of diplomats without having first elucidated the reasons for the acts of violence directed against them. The demand to consider the issue as a whole is in fact nothing more than a manoeuvre to reduce terrorism to a mere political issue and to prevent concrete measures from being taken.46

			In other words, we only look at the manifestations of terrorism, without understanding how it works or what drives it. Thus, the fight against terrorism is more about punishing it than fighting it. The definitions used allow for judicial treatment and harsh repression, but are also the main obstacle to preventive action, as they exclude from the outset consideration of the objectives sought and the motivations of terrorists. This is why we limit ourselves to the tactical and police level (anti-terrorism), which leads us to sacrifice our values, our individual freedoms and to place an exaggerated trust in excessive, costly and useless surveillance systems. 

			Thus, the West is engaged in a war that at best prevents the execution of terrorist acts, but is not able to prevent the intention to commit attacks. In other words, we will always be one step behind the terrorist decision.

			2.2.2. Terrorism - method or objective?

			Most definitions of terrorism used in the West include three elements: violence, innocent (civilian) victims and the will to terrorise. But they do not include its strategic context or the mechanisms of its genesis. As a result, we tend to see terrorism as an inescapable phenomenon that ‘falls from the sky’ unexpectedly, simply to satisfy the whims of some ‘whacko’, as Tony Blair puts it:

			The purpose of terrorism is just that, to terrorise people. 47

			This simplistic view is exactly why we die and fail against terrorism. If the purpose of terrorism were only to kill or destroy, then it would exist simply to exist, which is clearly not the case. 

			Our highly emotional reading of terrorism tends to confuse the notions of «means» and «ends», as journalist Mohammed Sifaoui did on France 548.This is simply wrong. Not only does this reading make us incapable of dealing with the real causes of terrorism, but it also contributes to widening the gap between communities and needlessly adding fuel to the fire. Rightly or wrongly, killing and destroying are merely means to an end. No one sacrifices themselves «just to scare». Terrorism always has a higher purpose (strategic or political), even if we do not see or understand it. Without understanding the nature of that goal, it is impossible to fight terrorism effectively. We will come back to this in more detail.

			What distinguishes terrorism from other forms of crime is that it is part of a process. It seeks to impose a change in behaviour or decisions to satisfy a higher purpose, and repeats its action until its goal is achieved. This recursive nature is at the heart of the terrorist phenomenon and explains the deep reluctance to make concessions to terrorists. 

			But it also means that attacks that have the appearance and brutality of terrorist acts are sometimes not. This is the case of the killing of the Jewish Museum of Belgium in Brussels (24 May 2014), which was never claimed by a terrorist organisation, and which was - in all likelihood - revenge for the violence in Gaza. One can also mention the Utoya massacre by Anders Behring Breivik (22 July 2011), which is an act of pure hatred with a messianic character. All of these crimes were subsequently labelled as terrorist. Duly noted. It is important to understand that terrorism is a method of achieving a strategic goal: you strike until you get satisfaction or achieve the goal. 

			When the crime - however horrific - is not part of a process towards a goal, then it is likely to be something other than terrorism. In the examples above, the more ‘clinical’ view of the strategist shows that they were generated by hatred, revenge or spite, and are more akin to mass murder: their violence was not part of a strategic process and their ‘fight’ ended with their actions themselves.

			This distinction is essential when seeking to combat terrorism strategically. For example, while the January 2015 attacks (Charlie Hebdo and the Hyper Cacher) in Paris were clearly terrorist, the same cannot be said for the crimes of Mohammed Merah in 2012. Yet in both cases the terrorists claimed revenge for Israeli actions in Gaza. Criminally and morally, in both cases, these crimes are unacceptable and must be punished with equal severity. However, the treatment of these two series of killings would have required different strategies. Merah did not make any demands or claims, nor did he place his acts in a political or revolutionary context: the possible strategies for combating them are at the societal and police level. As for the 2015 attacks, the strategies were at the level of foreign policy and communication. 

			The problem is very different with the attacks committed by, for or in the name of the Islamic State, which are part of a strategy of action and must be countered as part of a broader approach with a strategic and a tactical component. Thus, seen from a strategic perspective, Merah’s crimes were virtually unpreventable, whereas the attacks of 2015-2016 were.

			2.2.3. Defining terrorism to defeat it

			The existing definitions of terrorism have been established in order to punish the perpetrators. This is good, but it is not enough, because it does not understand the nature of the problem. Our definitions allow us to punish terrorists, but not to fight against terrorism. These two things are regularly confused in France, where thinking on the subject is limited to its police aspect. 

			A «good» definition of terrorism should be based on its strategic dimension. A possible solution, universal and objective, could be:

			The use or threat of force to achieve political change.49

			But it does not sufficiently reflect the strategic context in which terrorism operates. Thus, we will adopt the following definition here, free of any moral or legal considerations: 

			Terrorism is a method based on intimidation, which seeks to achieve strategic goals by tactical means.50

			Its merit is to make a difference between tactical and strategic levels, which escapes traditional definitions, but which is nevertheless indispensable. 

			Some will object - and rightly so - that the use of tactical means to achieve strategic objectives is not unique to terrorism, but can also be applied to the air strikes carried out by Western air forces in Libya, Iraq, Pakistan, Afghanistan or Syria. However, these strikes are not always innocent and aim - like sanctions - to put the civilian population in such a situation that they seek to overthrow their government. In this context, Western strikes in Iraq or Syria can also be a terrorist strategy. We will come back to this.

			Thus, without addressing here the question of the legitimacy of the objectives of terrorism - which we will see below - this definition already makes it possible to establish that the fight against terrorism must be articulated along three axes: a first axis at the level of its objectives, a second axis at the level of its implementation and the third to reduce its impact. The first is strategic in nature and seeks to act on the motivation of terrorists and is part of a preventive approach (counter-terrorism), while the second and third are tactical in nature and aim to act pre-emptively51 or reactively on the means used by terrorists, as well as on reducing the impact of attacks (counter-terrorism). We will discuss these issues in more detail below. The important point is that the fight against terrorism must include a strategic component, which no country is currently doing. 

			Terrorism is neither an end nor a doctrine. It is a method of action. It may serve a philosophy, but it is not a philosophy in itself. This distinction is more than an academic exercise, because it determines the possibility (and the will) to fight it: 

			Fascism is a doctrine, communism is a doctrine, but terrorism is only a method: it does not imply a world view.52

			Indeed, this is how jihad theorists understand and use terrorism, i.e. as a technique, in a very neutral sense, whose moral value is given by the context in which it is used or by the objective it pursues:

			We refuse to understand the term in terms of its American definition. «Terrorism» is an abstract word, and like many abstract words, it can carry good or bad meanings depending on the context, what one attaches to it and what one associates with it. The word is an abstract term, which has neither a positive nor a negative meaning.53

			For those seeking to combat terrorism, this much cooler and more technical approach has the advantage of distinguishing between a freedom fighter and a terrorist, which the Western reading tends to place on the same level, as we have seen above. Moreover, it offers the possibility of integrating its action into a greater strategic coherence.

			2.2.4. The political definition of terrorism

			As we have seen, terrorism is a method of coercing individuals or a population by threatening them with the use of force (physical, economic or otherwise). But beyond this technical definition, some countries use the label «terrorist» for strictly political purposes, to put pressure on a state or an organisation. This also allows the rules of international law not to apply to entities defined as «terrorist». This is why, at the end of 2014, Ukraine labelled its operation against the Donbass autonomists as an Anti-Terrorist Operation (ATO). 

			While it likes to wrap the fight against terrorism in morality and law, the West is not really consistent in this area and applies international humanitarian law (IHL) only when it suits it, thus helping to blur the message it conveys about the legitimacy and sincerity of its action. 

			Armed groups are put on - or taken off - terrorist lists according to the political expediency of the moment, not a rigorous analysis of how they act. Thus, in Libya, when France supported the Islamic Group Fighting in Libya (GICL) (Al-Jama’ah al-Islamiyyah al-Muqatilah bi-Libya) and Bernard-Henri Lévy (BHL) or the American ambassador Chris Stevens plotted with this group against the government of Colonel Muammar Gaddafi, did they support jihadist terrorism? Formally yes, as the ICLG was defined as a terrorist by the United Nations since 6 October 2001 (and retains this status in 2017). The US State Department had listed it as a terrorist group on 17 December 2004 and removed it from the list on 9 December 2015, in gratitude for «services rendered» in the overthrow of Gaddafi and in the war in Syria.

			The same applies to the Iranian Mujahedin-e-Khalq (MeK) (or People’s Mujahedin), designated as a terrorist on 8 October 1997. It was delisted on 28 September 2012 in order to «legalise» US assistance to it in carrying out attacks in Iran with Israeli support. 

			The East Turkestan Islamic Movement (ETIM), an Islamist movement with a strong presence in China among the Uighur minority, which collaborates with the Taliban. On 3 September 2002, the United States designated it as a terrorist movement. This was the reason for China’s support for the US and NATO in Afghanistan54.Yet in 2020, the US, then in the midst of an economic war with China, decided to remove MITO from the list of terrorist movements, allowing the funding and training of its militants... Was this removal due to a change in MITO policy? No. The US has finished its war in Afghanistan and is embarking on an economic and influence war with China, and it is now a matter of «legalising» its aid to groups fighting the Beijing government.  

			After the 18 July 2012 attack in Bourgas (Bulgaria), which targeted Israeli tourists, Hezbollah was immediately accused, without any proof. France, through its Minister of Foreign Affairs, Laurent Fabius, then declared the armed wing of Hezbollah as terrorist and asked for its inclusion on the EU list of terrorist organisations55 , which was done in July 201356.But in 2018, the investigation conducted by the Bulgarian prosecutor’s office was unable to reveal any involvement of Hezbollah, and removed it from the indictment57.This does not prevent the Arte channel in a documentary broadcast in 2019, entitled Lebanon, hostage of the Middle East, from affirming that it is responsible for the attack58! One acts on the basis of rumours, without proof and without integrity, in order to justify policies that are too closely aligned with that of Israel...

			During the battle for East Aleppo in late 2016, the official line from Western countries, including France, was that they were supporting the ‘moderate’ rebels. In September 2016, ceasefire agreements provided for the separation of ‘moderate’ rebels from jihadists. Finally, in early 2017, of the 32 rebel factions in East Aleppo, 18 joined Hayat Tahrir al-Sham (HTS) (formerly Jabhat al-Nosra) and 14 joined Ahrar al-Sham (from the ‘al-Qaeda’ movement). None attempted to form a «moderate» group. Gathered in the Idlib pocket, these groups will continue to be supported and protected by the West, before allying with Turkey to attack the Kurds, and before Abu Bakr al-Baghdadi, leader of the Islamic State, is shot dead in his residence in October 2019...

			The lists of groups and movements, considered as terrorists, and of countries that support terrorism should contribute to the implementation of coherent policies and strategies at the international level. But this is not the case. In fact, they are more of a pressure tool than a reflection of reality. For example, in Syria, Ahrar al-Sham and Jaish al-Islam are referred to by John Kerry as being affiliated with Jabhat al-Nosra and the Islamic State59 (and committing the same atrocities, as we shall see below). Yet the US, Britain and France will refuse to put them on the UN list of terrorist organisations60 , because they support them militarily.  

			Since 31 May 2018, the HTS has been on the US State Department’s list of terrorist movements61 , which does not prevent its militants from fighting alongside the Ukrainians62 , in the name of Western values!...

			In other words, the qualification of an entity as «terrorist» by Western countries is not always based on factual elements, but very often on opportunistic and political criteria. Beyond the issues of substance, this way of applying the qualification «terrorist» contributes to the misunderstanding of the phenomenon. The result is that it is almost impossible to have a coherent approach to the fight against terrorism: the Western countries themselves create the problems and scuttle the solutions!

			In the United States, after the Capitol Hill riots on 6 January 2021, Joe Biden, the new president-elect, declared the rioters to be ‘domestic terrorists’. Whatever one thinks of this event, calling it ‘terrorist’ (as was done in France with regard to the ‘Gilets jaunes’) is a passionate decision that makes no sense. Confusing a riot with an act of terrorism rules out any strategic treatment of the problem (as riots and acts of terrorism can only be stages in a process of subversion). 

			As early as 2014, this was also the case with Ukraine, which labelled the Donbass separatists as «terrorists» and waged a war against them called «Anti-Terrorist Operation» (ATO). The result is that it has dealt with the problem with an incoherent mix of anti-terrorist measures and tactical actions, without having an adequate operational doctrine. This explains - to a large extent - its inability to defeat the autonomists, despite superior means. Under the pretext of refusing to finance terrorism, the Kiev government has stopped the payment of salaries and pensions to the citizens of Donbass, as well as banking services. In the same spirit, rail links and water supplies were physically interrupted. As a result, the government has cut itself off from its citizens (whom it is also bombing relentlessly), forcing them to seek help from neighbouring Russia. Today, Donbass has become functionally linked to Russia, whereas it was only seeking autonomous status in order to keep Russian as its main language. So Ukraine has already lost the war... 

			Under the guidance of NATO officers, Ukraine has been unable to control the situation in the Donbass and has had to resort to brutal methods by hiring extremist militias and death squads. The Ukrainian example illustrates the inability of Westerners to conceptualise counter-insurgency strategies. 

			The same applies to the lists of countries that support terrorism, which were justified during the Cold War, when ideologies clashed and revolutionary processes were tools of influence, especially for Eastern countries such as the USSR, Czechoslovakia or Poland. Today, the only countries that seek to change governments through subversion are the United States, aided by Britain and France... But it is tempting to use these lists as a means of pressure. So it is with Cuba, which the Obama administration removed from the list in 2015, but which the Trump administration put back on on January 11, 2021, for no reason...In fact, we are not trying to understand terrorism to make it go away, but to punish it. Researcher Andrew Silke correctly notes that the majority of authors on terrorism tend to adopt a ‘firefighter’ posture rather than studying the ‘burning phenomena’63 .

			2.3 Typology of terrorism

			In every country, history has shaped the way we understand terrorism. In the West, we irrevocably associate terrorism with the destabilisation - or even destruction - of the rule of law and democracy. This is a consequence of the 1960s-1970s, when Western countries put in place the tools to fight Marxist terrorism supported by Eastern countries. The problem is that this is still our framework for ‘understanding’ Islamist terrorism. 

			Terrorism is the use of tactical violence to achieve a strategic objective. Although this definition is debatable, it highlights a key fact: terrorism is not only defined by the way it is carried out, but also, and more importantly, by its objectives. For example, some of the methods used by the French Resistance in 1941-1945 are identical to those used by ‘caliphate fighters’ in 2017, but in a different context and with different objectives. 

			Thus, the various classifications of terrorism based on its modus operandi or on the structures used are of no use in combating terrorism. To be effective, it is necessary to approach the problem by the objectives it seeks to achieve.  

			The problem with countries like France, Britain or the United States is that they treat terrorism as a single phenomenon, as in totalitarian countries. There is a tendency to apply the label ‘terrorist’ to any heinous act for the sole purpose of placing it under a harsher legal regime. Although the tactical responses are often the same, each type of terrorism requires a different strategy. France generated its own inability to respond effectively to terrorism before 2015.

			2.3.1. Terrorism under ordinary law

			Common law terrorism is the use of terror to achieve criminal objectives of a villainous or obsessive nature. It can be carried out by isolated individuals or criminal groups. In both cases, it is an essentially symmetrical form of terrorism. 

			2.3.1.1. Individual common law terrorism

			When carried out by isolated individuals who feel they have a mission in or for society, it can easily be confused with criminal acts of a communitarian nature. It generally uses the techniques of terrorism in the means it employs, but its motivations are most often obsessive in nature and similar to those of serial crime. However, the individual terrorist does not seek personal pleasure, but uses the visibility of the terrorist act to accomplish what he or she perceives as a «mission». In this context, he meets the Western definitions of a «lone wolf».

			The best known cases are in the United States, such as Theodore Kaczynski64 , known as the «Unabomber”65 , who carried out 16 bombings between 1978 and 1996. On 19 September 1995, he had a manifesto published simultaneously in the New York Times and the Washington Post, setting out his philosophy. Another similar example is Lucas J. Helder, a philosophy student who was arrested in May 2002 for planting 18 pipe bombs in five Midwestern states to raise Americans’ consciousness about the importance of life and death (!). 

			In Europe, this type of terrorism is more rare. A recent example was the bombing of the Dortmund football team on 11 April 2017, the sole purpose of which was to influence the stock market value of the team in order to enable speculative activities66.Another example is the attempted extortion by a German citizen in September 2017, who threatened to poison food products if a ransom of 10 million euros was not paid. 

			This form of terrorism is often difficult to distinguish from serial crime or mass murder. There is a desire to manifest one’s existence, one’s role and one’s difference in a society which, through its complexity, tends to blur the importance of the individual. The link between the action and its purpose is often difficult to identify, as it is often irrational. Detecting the disorders that trigger the murderous enterprise requires a granularity of information that is almost impossible for the state to assume. The role of local communities, but also and above all of the family nucleus, is decisive in preventing such acts.

			2.3.1.2. Mafia terrorism

			When carried out by criminal organisations, common law terrorism generally has objectives of a rational and material nature, aimed at promoting or facilitating lucrative criminal activity. Examples include the Mafia bombing campaign in Italy67 , narco-terrorism in South America in the 1990s, or kidnapping campaigns in some Philippine islands. The drift of some nationalist terrorist movements in Northern Ireland and Corsica in the 1990s could also fall into this category.

			Common law terrorism is not part of a revolutionary process. On the contrary, its ‘ideological’ credo is often conservative. It seeks to put pressure on the state in order to maintain the status quo and freedom of action vis-à-vis political power. It may also have a purely internal purpose within the criminal organisation: to re-establish or maintain the cohesion of the organisation. It is rarely indiscriminate, as it tends to avoid police intervention, and its actions are mainly directed against members of the group or rival groups. It is essentially symmetrical in nature and uses brutality - not to say sometimes horror - to encourage loyalty among members of the organisation and to serve the law of silence, known in the Italian mafia as omertà. In some ways, it is similar to the ‘state terrorism’ discussed below. 

			Popular support for ordinary terrorism varies greatly. Most often, as in southern Italy, it is weak, and terrorist action is aimed at encouraging passive support through intimidation in order to weaken its willingness to cooperate with law enforcement. Often, terrorist techniques are used more for tactical purposes (eliminating individuals) than for strategic purposes (terrorising). The assassinations of General Dalla Chiesa (3 September 1982), Judge Giovanni Falcone (23 May 1992) and Prosecutor Paolo Borsellino (19 July 1992) were primarily intended to «lock down» investigations and paralyse anti-Mafia action.

			2.3.1.3. Narcoterrorism

			The case of narcoterrorism in Latin America is particular because it is based on an economic activity (coca cultivation) that generates a certain social welfare in disadvantaged regions, and where alternative crops are not always competitive. Thus, popular support for the drug cartels can be relatively strong at the local or even regional level. In the 1980s, Pablo Escobar, leader of the Medellín cartel, made a significant contribution to improving the living conditions of the underprivileged classes with, among other things, his ‘Medellín without slums’ project68 , which brought hundreds of decent housing units, street lighting, asphalt streets, football fields and a zoo to the slums. Moreover, the income generated by coca cultivation for a peasant is ten times higher than that generated by potatoes. As a result, the interests of the criminals are aligned with those of the small peasantry. 

			Indeed, it was this same convergence of interests that was exploited by the US CIA in the 1960s to block the spread of Marxist revolutionary movements in the Latin American countryside. This strategy was not new and had already been implemented in Burma, Thailand and Laos to fight communist guerrillas. It was the French SDECE special services that encouraged and participated in the opium trade, thus favouring the local warlords who constituted a ‘natural’ protection against the spread of communism. This strategy led to the rise of the «Golden Triangle» and was taken up by the American CIA in the early 1960s. 

			Common law terrorism defines its legitimisation by the «social» role of criminal action, which constitutes a very concrete motivation, often perceived as existential. The stakes here are material and therefore the struggle is conducted on a symmetrical basis. Nevertheless, mafias are difficult to combat because they are often the result of deficient social or integration policies and are embedded in the economic and social environment of dependent populations. The difficulty of depriving narcoterrorism of its popular support is linked to the difficulty of establishing alternative sources of income for the peasants in the areas concerned. 

			2.3.2. Marginal terrorism

			Marginal terrorism is on the borderline between ordinary terrorism and political terrorism. It is carried out by a handful of enlightened people who are trying to start a revolutionary process, but without any popular support. 

			This category includes many terrorist groups from the 1970s and 1980s, such as the Baader Gang/Rote Armee Fraktion (RAF) in Germany, Action Direct (AD) in France or the Belgian Cellules Communistes Combattantes (CCC). In Greece, the 17 November Movement, dismantled in the early 2000s, also belonged to this category: despite its revolutionary discourse, it was never able to crystallise a broad opposition and its attacks remained ‘punitive’ actions without political impact.

			These movements generally claim Che Guevara’s «foco» theory, which advocates terrorist action «to mobilise the masses». However, their political action often takes the form of behaviour similar to that of criminal gangs: lacking a political base and financial support, they generally have to ensure their economic survival through exactions. The latter - often referred to as «proletarian expropriations» or «proletarian taxes» - can take the form of attacks on the property of the proletariat.- can take the form of bank robberies, kidnapping for ransom and blackmail. Their ideological basis is usually tenuous and they lack the popular anchorage necessary for a revolutionary process. This form of terrorism is essentially symmetrical in nature: the action of the security forces has no multiplier effect on the virulence of the group.

			Marginal terrorism is the easiest form of terrorism to combat, without requiring a complex strategy, as is the case for political terrorism. In Belgium, Germany and France, it has been possible to combat this terrorism effectively with the tools of the fight against organised crime. This may explain why these three countries have failed to develop a strategic approach to the fight against terrorism, and their fight is almost totally based on a tactical/police approach. This is the reason for their failure in the current fight against jihadist terrorism.

			2.3.3. Political terrorism

			Political terrorism is part of a process that aims to establish a new authority. It can be revolutionary in character and is usually aimed at provoking upheavals that lead to the emergence of new political forces. In this context, political terrorism, whether left or right wing, frequently has an asymmetric dimension. 

			The Italian Red Brigades of the 1960s-1970s are an example of terrorism that straddled the line between the fringe and the political, and never came to maturity. With a relatively broad base of sympathy in intellectual and working-class circles at the beginning of its existence, the movement could have evolved into a revolutionary process, but with the arrest of its historical leaders, it lost its ideological substance at the beginning of the 1980s and became marginal terrorism. It then broke up into several ephemeral movements with sporadic demonstrations and no popular support. 

			Political terrorism is sometimes difficult to distinguish from fringe terrorism, as many terrorist groups claim a revolutionary process, even if they do not have the popular base to sustain it in the long term. This is the case of the Rote Armee Fraktion (RAF), which often claimed a revolutionary process, but in fact never had a sufficient base to achieve its goals and thus remained marginal. In Spain, the Basque ETA’s revolutionary process was interrupted by the advent of democracy in 1982, and was never able to mobilise a sufficient base to resume it. But it has enjoyed the passive support of the Basque population for many years. This explains its «flight forward» with the adoption of Carlos Marighella’s urban guerrilla strategy. The aim was to push Spain to adopt extreme repressive measures that would have favoured the resumption of a popular revolutionary mechanism. The difference between these two forms of terrorism is therefore linked to the potential to create a popular base that can sustain and support a revolutionary process over time.

			The peculiarity of political terrorism is that it must judiciously balance the use of violence in order not to alienate the popular support it needs to build a new society. The Basque ETA, for example, targeted members of the forces of law and order and certain individuals who might have jeopardised its authority or existence, but rarely carried out completely ‘indiscriminate’ attacks. Spain never really understood ETA’s strategy, and instead of fighting it effectively, it became its unwitting accomplice. 

			2.3.3.1. Right-wing terrorism

			In general, far-right ideologies are driven by a nationalist reading of politics and aim to strengthen the role of the state. Their doctrine most often combines the idea of socialism with that of national preference, hence the term ‘national socialism’. It thus differs from socialism and its derivatives, which are internationalist in outlook.   Contrary to a widespread and carefully maintained opinion, antisemitism is not a fundamental aspect of these doctrines. 

			However, in reality, this form of terrorism has often lost all political content and its supporters have turned it into a «catch-all» doctrine, which focuses all frustrations without any real coherence. This is why we find in these movements symbols and behaviours that resemble the IIIe Reich, without seeing a coherent political project. 

			Right-wing terrorism has several dimensions, which may or may not overlap: 

			- Intimidation of a particular community (immigrants, foreigners in general, people of colour, people of a particular ethnicity or religion, etc.) in order to drive them out or discourage their settlement in a particular area or country. It is a form of terrorism that is essentially symmetrical in nature, without multiplier effects. Groups such as the Ku Klux Klan are involved in this type of terrorism, although they are not considered terrorist movements in the United States. In Europe, this type of violence has been developing since the late 1970s, in the wake of poorly managed and often instrumentalised immigration policies.

			- The exacerbation of a sense of identity, which may be based on nationalism or the preservation of moral values. In the United States, this type of movement has taken the form of a struggle against the federal government - dubbed the Zionist Occupation Government (ZOG) - and members of non-white communities. It is often linked to a religious and/or political ideology akin to ‘single cause terrorism’. It is essentially symmetrical in nature. 

			- Terrorism that seeks to push the state to harden its authority, or even to establish a dictatorship. Even if its actors are different, it is similar to «state terrorism» in that it is not part of a logic of weakening the state, but, on the contrary, aims to strengthen its power. It was this strategy that fuelled «black terrorism» in Italy during the 1980s, the most violent and deadly manifestation of which was the attack on the Bologna railway station (2 August 1980). This form of terrorism tends to be asymmetric, as the way the state responds to it fuels the terrorist action. 

			2.3.3.2. Extreme left-wing terrorism

			Far-left terrorism is one of the phases of the Marxist revolutionary process and is part of a very precise logic which envisages the «iterative» use of violence, until the open confrontation between the bourgeoisie and the working class. It doesn’t strike randomly and seeks to provoke a violent reaction from the forces of order, in an escalation that must generate a popular mobilisation and lead to the victory of the working class. It seeks to undermine the foundations of liberal society in order to replace it with a new form of society. Seen as a process that goes with the grain of history, it leaves no room for negotiation. It is a terrorism that is difficult to combat, because political solutions based on compromise that directly affect the revolutionary process are rejected out of hand. This is why Italian Prime Minister Aldo Moro, who was about to conclude a historic agreement between the Communist Party and the Christian Democracy, was kidnapped and then executed by the Red Brigades in March 1978. 

			The particularity of Marxist terrorism is that it relies on the government’s reaction to mobilise the masses: each action of the government corresponds to a deterioration of its strategic situation. This is an asymmetric mechanism. 

			The practice of not negotiating and not granting concessions to terrorists dates from this period, since the conflict is precisely about the foundation of society.
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							The first step is to create a popular base for the movement. Propaganda, information - and disinformation - are then the central elements of this phase, which also makes it possible to widen the circle of active militants who will constitute the core of the revolutionary action.
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							Intervention of law enforcement brigades, special police units.

						
					

					
							
							Location

						
							
							Popular education, psychological impregnation of the masses, military training of militants.

							It is about stimulating the mobilisation of the masses through targeted actions against the property and people of the ruling class. These punctual and violent actions aim to demonstrate objective successes, and thus the effectiveness of the movement. It constitutes «armed propaganda», which is often difficult to distinguish from terrorism proper.
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			Table 1 - The Marxist revolutionary process. Each new stage depends on the government’s response and plays with its reactions to develop its revolutionary mechanism.  

			Theorists of insurgent warfare, including Che Guevara and Carlos Marighella, used the same principles, but adapted them to local conditions.

			2.3.3.2.1. Che Guevara’s Foco theory

			Adapted to the revolutionary action of the peasant classes, the «foco theory» was developed by Che Guevara. It advocates the creation of guerrilla centres (focos) based in the countryside, which rely on their operational successes («armed propaganda») to win the support of the rural and then the urban populations until they gradually incorporate the whole population.

			Applied by ‘Che’ in Bolivia, the foco theory proved to be a failure: the exponential development of urban centres in Latin America in the early 1960s progressively emptied the countryside, leaving the focos without the necessary popular support and depriving tactical successes of the resonance that should have encouraged the revolutionary process. Moreover, in large countries with a topography that tends to partition space, the foco theory favoured the development of more or less autonomous and uncoordinated factions, as in Colombia. This fragmentation facilitated the work of counter-subversion forces and encouraged struggles between revolutionary movements. 

			The foco model inspired many other movements, Marxist or not, including some Islamic revolutionary movements in Algeria, Egypt and Tunisia, and in Palestine in the 1960s-1980s. From its appearance in 1987, Hamas tried to counter the influence of Fatah by seeking limited but spectacular successes, allowing it to crystallise its presence. It thus acquired significant popularity among the Palestinian population and quickly became a political force in the occupied territories. Then, as it could only exist through armed struggle, it adopted a strategy very similar to Carlos Marighella’s urban guerrilla warfare: it was to provoke ever more virulent Israeli responses, and thus to generate a dynamic that discredited Israel. This strategy led to the tragic interventions of spring 2002, which cost the Palestinians dearly in tactical terms, but which changed the perception of Israel in the world and thus affected its strategic posture in a lasting way. 

			Better adapted to the evolution of Latin American society and large metropolises, Carlos Marighella’s urban guerrilla strategy in Argentina gradually eclipsed the foco theory.

			2.3.3.2.2. Carlos Marighella’s theory of urban guerrilla warfare

			In June 1969, Carlos Marighella wrote his Small Manual of Urban Guerrilla Warfare69 , which explains the strategy of political and guerrilla terrorism even more precisely and adapts it to the growing urbanisation of Latin American society. It is essentially a matter of pushing the state into a logic of repression, and taking anti-democratic measures, so as to decouple the population from the state and thus legitimise the armed struggle: 

			A political crisis must be transformed into an armed crisis by carrying out violent actions that will force those in power to transform a military situation into a political one. This will alienate the masses, who will then revolt against the army and the police and blame them for this state of affairs.

			The government has no alternative but to intensify its repression. Police networks, house searches, arrests of suspects and innocent people, and roadblocks make life unbearable. The military dictatorship engages in massive political persecution. Political assassination and police terror become routine.

			Despite this, the police fail. The armed forces, navy and air force are mobilised to carry out routine police operations. [...]

			The population refuses to collaborate with the government, and there is a general feeling that the government is unjust, unable to solve problems, and forced to physically liquidate its opponents. The political situation in the country is turning into a military situation in which the ‘gorillas’ are increasingly seen to be responsible for the violence, while the lives of the people are deteriorating.70

			This type of terrorism does not lend itself well to political or peaceful solutions. Political action - as envisaged here - can only exist through armed confrontation. This is why some revolutionary movements systematically seek to undermine peace efforts through perpetual provocation. In Europe, this was the strategy of the Irish Republican Army (IRA) until the early 1990s, the Basque Euskadi ta Akasatuna (ETA), and the first generation Corsican independence movements.

			This strategy, which has as its goal the seizure of power through a revolutionary mechanism, can only work through the radicalisation of the state response. This is why the IRA or ETA have systematically fought against all attempts at political compromise. 

			ETA, which had killed 45 people during the Franco dictatorship, killed almost 800 after the advent of democracy. This increase is not due to the Spanish repressive apparatus, but to the fact that the revolutionaries had to increase their pressure to provoke the government’s reaction. After Franco’s death in 1975, the government relaxed considerably. But in 1978, terrorism intensified. The new constitution established a semi-federal system based on autonomous regions, each with a parliament and a regional government. The Basque Country, Catalonia and Galicia were granted a status of «great autonomy», and their languages became official languages. The revolutionary process of ETA then lost its legitimacy. In order to restore it, the terrorists sought to create the conditions for the restoration of a dictatorship: 

			We have achieved one of our essential objectives: to force the enemy to commit a thousand injustices and a thousand atrocities. [...] The population, which until then had been more or less passive, became angry at the colonialist tyrant, reacted and came over entirely to our side. We could not have wished for a better result.71

			This strategy almost succeeded with the attempted military coup of 23 February 1981, which could have installed a dictatorship and thus set in motion a real revolutionary process. But the king managed to maintain the democratic process, and thus contain the terrorist phenomenon, which remained without managing to develop. In the end, it was the end of the Cold War and the advent of Islamic terrorism that condemned Basque terrorism in Spain. This is an example of victory against an asymmetric phenomenon by maintaining the use of force at a tactical level. 

			By early 1969, the death toll in Northern Ireland had risen to 13. On 14 August 1969, the British Army was deployed to help restore order. It was warmly welcomed by both Protestants and Catholics as an impartial entity capable of restoring security: it successfully intervened and established a ‘peace line’ between the two communities. The revolutionary action lost momentum, creating tensions within the IRA between the supporters of social stability72 and the supporters of Irish reunification. As a result, on 28 December 1969, the IRA split into its ‘Provisional’ and ‘Official’ wings. The Provisional IRA (PIRA) then initiated an unprecedented campaign of violence that began on Easter Tuesday 1970 with the first Catholic attack on the army and culminated in 1972 with 468 deaths. It had two objectives: to demonstrate the army’s inability to ensure the security of the population in order to undermine the confidence it enjoyed, and to provoke reprisals from the forces of law and order. This strategy worked and very quickly the army was discredited among all Irish communities and the revolutionary process could continue.

			The IRA and ETA apply the Marxist asymmetry: provoking repression to fuel the revolutionary process. The response to such terrorism requires a careful mix of firmness and flexibility, deep work in society and the ability to strike at the centre of gravity of the terrorist movement. While Spain and Britain ultimately benefited from the end of the Cold War, they were able to control the use of force skilfully, avoiding a slide into uncontrolled violence. Spain, more than Britain, dealt with terrorism strategically - as Italy had done - by combining the use of force with political measures. 

			2.3.3.3. Single-cause terrorism

			Single-issue terrorism, which is very similar to religious terrorism in terms of its content, but different in terms of its targeting, has developed mainly in Anglo-Saxon countries. In this respect, it can be seen that the leaders of so-called «patriotic» movements, whose behaviour is similar to terrorism, such as the Michigan Militia, the Aryan Nation and the Ku Klux Klan in the United States, have religious titles such as «Reverend» or «Pastor». Human life has only a relative value and is no longer an obstacle to violence justified by ‘moral’ criteria.

			It includes the terrorism of the vegan, environmentalist, anti-abortion and anti-speciesist movements. Often very similar to far-right terrorism, it seeks to promote an idea, often in a very narrow niche, but does not present a broader political project and is often difficult to place on the ‘traditional’ political spectrum. 

			Its credo is often moral:

			We, the undersigned, declare the rightness of taking all divine measures73 necessary, including the use of force, to defend human life (born or embryonic). We proclaim that all force is legitimate to defend the life of a born child, and is legitimate to defend the life of an embryo child.74

			And:

			You have a responsibility to protect the life of your neighbour, and to use force if necessary. If you want to erase this truth, you can mix my blood with the blood of an embryo75 , and of those who have fought to defend the oppressed. However, truth and righteousness will prevail. May God help you to protect the embryos as you would like to be protected.76

			Relatively violent during the 1980s and early 1990s, the virulence of this type of terrorism has diminished somewhat (largely due to measures taken in the fight against Islamist terrorism), but it remains deadly in the United States.

			2.3.3.4. The black bloc, a non-terrorist asymmetry

			It is important to stress here that the black bloc is a form of asymmetric combat that is not terrorism. It is not originally a structure, organisation, network or ideology, but a functionality within a demonstration. This functionality is associated with a specific action strategy and is carried out by a group of people temporarily gathered for the occasion. 

			Situated on the borderline between «incivility», urban guerrilla warfare and terrorism, the black bloc strategy has its origins in the demonstrations of autonomous groups in Germany in the 1980s. The demonstration against the World Trade Organisation (WTO) summit in Seattle (30 November 1999) marked the beginning of its existence. The black blocs then developed and accompanied all the major meetings of the world economy, in particular the G8 summit in Genoa (21 July 2001), which gave them worldwide notoriety. 

			The fact that some of its theorists belong to the «Eugene» movement, created in the United States by Colin Clyde and John Zerzan77 , tends to associate the black bloc with an anarchist phenomenon. However, its supporters are recruited from various extreme left, autonomous, environmentalist or anarchist movements, and they do not claim to represent a particular ideology. In fact, they are more a collection of «mercenaries» from the various anti-globalisation movements ready to function as a «shock» group for the benefit of the whole demonstration. 

			The real asymmetrical dimension of the black bloc is that it mainly serves the political interests of other movements that claim pacifist methods, and that thus exploit the «police brutality» provoked by the black bloc «mercenaries». These «mercenaries» - often referred to as commandos or brigadistas - «sacrifice» themselves in order to disrupt the police apparatus and provoke indiscriminate police brutality. Peaceful» demonstrators can thus be victimised. Brutality and globalisation can then be combined to discredit government action. This explains why even the ‘pacifist’ components of the anti-globalisation movement accept and support the role of the black bloc. 

			During demonstrations, such as those of the «Gilets jaunes» in France or Belgium, the media and some «experts» have described the rioters as «black blocs». This is an abuse of language. Even if their appearance is similar and their profiles are often similar to those of the black blocs, they are simply «casseurs» who act for themselves, unlike the «real» black blocs. They are just «copies» of a movement created 30 years earlier, which functions without doctrine or real tactics. This confusion contributes to the misunderstanding of the phenomenon and the inability to fight it. 

			To put it simply, the black blocs have an asymmetrical approach, while the rioters have a symmetrical one: instruments that are effective against the one will have an opposite effect on the other. The problem is that the police forces in France and Belgium are very weak in understanding insurrectionary movements. This is why they do not achieve lasting effects. 

			2.3.3.4.1. Strategy

			The essence of the black bloc strategy is to push the police into a process of escalating violence, in order to demonstrate the incapacity of the powers that be and the authorities in place to manage a crisis situation. 

			The forms of action of the black bloc change from case to case, but follow a general strategy focused on creating a spirit of solidarity, against police repression, by creating a chaotic situation that serves as a springboard for the protest. Through provocation and great tactical mobility, they seek to break the cohesion of the police forces and to draw them into confrontations that allow the «main body of the demonstration» to develop. Sometimes - and even often - using violence, destruction and ransacking, sometimes verbal violence and the threat of violence, the strategy changes depending on the location and the participants. 

			This mechanism starts from peaceful/pacifist demonstrations which should give legitimacy to the demonstrators. The black bloc then intervenes in a second phase to reveal the incapacity and oppressive violence of the authorities. 

			2.3.3.4.2. Operations

			The planning and strategic management of the black blocks is carried out via online messaging. The grouping of the teams and the strategy are discussed and decided only a few hours before the action. During the G8 summit in Genoa (2001), the Italian police’s attempts to intercept the black bloc plans were quickly identified and immediately published on the Net, with false information intended to mislead them. 

			Black bloc operations are generally conceived on the principle of «swarming». The idea is to use individuals or very small groups scattered in a crowd or in a given sector to quickly create ephemeral concentrations capable of generating poles of violence with a temporary superiority over the forces of order. 

			A more developed variant of swarming has been developed in ‘rhizome’ operations, which have the capacity to generate several clusters of violence spread over several sites, but within the same operation. The ‘rhizome’ is composed of small, independent nodes that are linked together in a non-hierarchical manner. 

			Black bloc operations have no material or territorial objectives other than the deployment of violence. In order to symbolise its success, the black bloc establishes «Temporary Autonomous Zones» (ZATs), which simply materialise the achievement of an objective, even if its value is more symbolic than territorial. The simple destruction or ransacking of a shop can constitute a ZAT. 

			The four principles of rhizome combat are clearly defined:

			- Independence of the nuclei from each other, on the one hand, for operational reasons (the actions of each nucleus do not involve or endanger a central structure) and, on the other hand, for philosophical reasons (hierarchy is inherently violent). 

			- Interaction: hierarchical structures waste too much energy filtering and channelling information, which slows down the flow. Hierarchy is therefore replaced by interaction where action takes precedence over information flow, with the idea that informal information exchange through action allows for a faster reaction than in structured systems. 

			- Open source: the exchange of information in a rhizomic network takes place horizontally and indiscriminately, as a consequence of the principle of interaction. 

			- No dependence on space and time, which is seen as a characteristic of ‘hierarchical’ combat. 

			2.3.3.4.3. Tactics

			On the ground, the Black Block doctrine advocates the engagement of small cells of 5-20 people who generally know each other and coordinate their presence and operational strategy before the action. The tactical action is decided on the spot a few minutes before the demonstration starts. Masked and dressed in black, the «members» of the Black Block march with (black) flags and drums, reminiscent of armies from another time. Their presence in the main demonstration is organised in a theatrical and methodical way. In Genoa, the Black Block was inserted into the main demonstration and surrounded by members of the Pink Bloc, who provided a «tactical frivolity» group for the occasion, whose function was to create a diversion and encourage the exit and entry of the Black Block into the procession. The latter only initiated the chaos, then quickly withdrew as soon as the situation degenerated, leaving the other members of the demonstration to grapple with the police. Their actions are recorded on video, in order to study and improve tactics.

			Police violence finally «gave the victory» to the clients of the Black Block: shortly after the violent demonstrations in Genoa, the photo of the young Carlo Giuliani, killed by a carabiniere, was immediately put on the Net, and contributed greatly to denigrating the action of the police.

			2.3.4. Guerrilla terrorism

			By guerrilla terrorism we mean mainly terrorism carried out in the context of a war of liberation or resistance to an occupier, which has broad popular support but is not necessarily part of a revolutionary process. However, some forms of guerrilla terrorism may occur at an advanced stage of a revolutionary process of a political nature. 

			It is generally distinguished from other forms of terrorism in that it focuses its actions on the military or occupying forces. It carries out actions, like the Resistance in 1944-1945, targeted at the occupier, with «operational» objectives. It is not totally «blind» and aims to discourage the invader or occupier. The use of the term «terrorism» is often contested to designate this form of combat. Indeed, some Western definitions define terrorism as actions directed against civilians, as in the United States: 

			[premeditated; perpetrated by a sub-national or clandestine actor; politically motivated, which may include religious, philosophical or culturally symbolic motivations; violent; and perpetrated against non-combatant targets78 , by sub-national groups or clandestine agents, usually intended to influence an audience.79

			In other words, when this form of violence is used against an armed force, it is not systematically considered as terrorism. For example, attacks on US forces in Iraq are not considered terrorism. This definition partly explains the (too) low figures reported in the State Department’s Patterns of Global Terrorism, 2003 edition80.However, it should be noted that this distinction remains highly theoretical: virtually all armed groups that emerged in Iraq in resistance to the US intervention were considered to be «al-Qaeda» offshoots, and thus terrorist organisations. 

			In non-communist and/or non-revolutionary conflicts, this form of terrorism is often only a form of military action that aims to weaken the adversary and raise the cost of its occupation or presence. When not part of a jihadist or Marxist revolutionary process, the approach often remains ‘symmetrical’ in substance. Both sides fight in the same space, with the same logic, but with different tactics. The aim is to paralyse logistics, reduce the occupier’s freedom of movement, prevent him from living a ‘normal’ life in the country and affect his morale. This form of terrorism is generally relatively easy to combat with «unconventional warfare» tactics, and has no real multiplier effect. 

			Examples include the «small war” (Spanish: guerrilla) against Napoleon’s troops in Spain, the Resistance against the Nazi occupiers in the Second World War, the resistance against Western forces in Afghanistan or Iraq. The NATO-supported guerrilla movements in Ukraine and the Baltic States in the 1950s and 1960s are examples of «symmetrical» wars in the aftermath of the Second World War, which Western countries were never willing or able to give political and strategic resonance to. Thus, they were easily and bloodily crushed by the Soviets. The same phenomenon can be observed in the insurgency of Russian-speaking minorities in Ukraine from 2014: it is a purely symmetrical phenomenon, whose effectiveness is essentially due to the inability of the Ukrainian government - and NATO - to combat it. 

			Theorists of jihadist terrorism see this form of terrorism as part of the open front jihad (OFJ), which we discuss in detail below. The Islamic State, for example, developed in the wake of Western action against the Syrian government (and in the Sahel). Its attacks in the West are clearly an extension of its resistance to Western interventions in Iraq and Syria. 

			2.3.5. Religiously inspired terrorism

			Contrary to a widely held view in the West, terrorism based on religious fundamentalism (with religious objectives) is very rare and mostly present in Asia, such as Sikh and Buddhist terrorism in India. In most cases, religion is not the objective of the terrorist act, but it provides a doctrinal framework and operating ‘software’. It would therefore be more accurate to speak of religiously inspired terrorism. 

			It is mainly observed in two contexts: millenarian movements and religious nationalism.

			Millenarian movements, for which violent action is part of a perspective in which they would constitute the vanguard of a new society resulting from the apocalypse. It is generally not a question of provoking this apocalypse - which remains God’s work and is inescapable - but of opposing, even by violence, anything that might threaten the ‘good course’ of the divine decision. They often develop a «besieged» mentality and see the outside world as a threat to the very existence of this «chosen people». The proximity or closeness of the fateful date of the apocalypse increases the risk of the community being destroyed or neutralised by the government, and violent action becomes legitimate. This position is not far removed from that of Christian Zionists (who form a significant part of Donald Trump’s support) who support the state of Israel, with the prospect of its destruction and the return of the Messiah81.Millenarian movements are similar to the idea of political nihilism, which advocates the destruction of a society before proposing a new one. As Bakunin said, «the passion for destruction is also a creative passion!

			These are the main lines of thought of sects such as Aum ShinriKyō, which saw the apocalypse as the starting point for a New Man and a purer world. While such movements are often murderous, the use of the word ‘terrorist’ could be debated. Terrorism implies that the effect of terror is exploited to achieve something. But if the aim is ‘simply’ to kill, without any particular behaviour being expected from this violence, then the term is - in theory at least - inappropriate and should instead be called mass crime.

			Religious nationalism is the use of religion as a support for a nationalist or identity-based approach. Religion constitutes the unifying element and the reference around which violent action is built, whether it be revolutionary, insurrectionary or legalistic. eThus, from the beginning of the 20th century, Islamism constituted a platform for counter-revolutionary movements in the Soviet republics of Central Asia (Basmatchis) and Judaism became the support of Zionist terrorism in Palestine at the beginning of the 20th centurye.

			Unlike millenarianism, religious nationalism is not emotional or irrational, and its objectives are very secular. The religious dimension has an effect on the strategic parameters (e.g. the notion of victory), tactical parameters (e.g. the role of civilian populations) and in the modus operandi (e.g. the notion of sacrifice), but does not provide the objectives. The link to religious objectives is the combined result of Western discourse and the use of religion as a unifying element. 

			Religious nationalism manifests itself in three main ways:

			- The struggle against corrupt secular governments (or those deemed to be corrupt)82.This was essentially the approach of the mujahideen who returned to their respective countries after the war against the Soviets (‘Afghans’). In the early 1990s, they formed the backbone of a rebellion in countries such as Algeria, Tunisia, Morocco and Libya. In this context, religion provided a moral reference to fight against the abuses of power. The ambition of the fighters was national in nature and had no reason to go beyond the national framework. 

			- A resistance struggle against an occupying power, in the same way as the European resistance movements during the Second World War. The objective is to maintain or gain authority over a territory (Palestine, Afghanistan, Iraq, Syria, Libya, etc.) or to respond to foreign intervention and occupation (Palestine, Iraq, Afghanistan, Sahel, etc.). Its most virulent forms are justified by the various Western interventions, whether by air or land, in the Near and Middle East, all of which were based on lies. They have led to the creation of independent territories under Islamist governance. This is the approach of the Islamic State, derived from the resistance against the American occupation. 

			It should be noted that terrorism is only a method and not a doctrine; not all resistance movements are therefore terrorist movements. This is the case, for example, of Hezbollah, which is not recognised as a terrorist by a majority of countries. We will examine its case in more detail below.

			In the Middle East, the countries as we see them on the map are recent and the idea of ‘nation’ is often caught between a sense of belonging to a tribal community and a religious community. Contrary to the Western perception, it is therefore not defined simply in terms of political boundaries. This is why religion (in this region: Islam) often makes it possible to crystallise an identity beyond the tribal level, to federate wills and to articulate a political project. 

			The ‘Westphalian’ Western mindset has been overtaken by this community dimension. Thus, prior to their involvement in Iraq and Syria, France and Belgium totally neglected communication with their large national Muslim communities. The assumption was that living in France, or even having a French passport, was enough to be integrated into the French nation and to adhere to the government’s decisions. This was a strategic mistake.

			Explaining Islamist terrorism in terms of a religious project avoids a critical examination of irrational military interventions and excludes any dialogue. This is the Israeli approach, which maintains the idea that Hamas’ struggle is strictly religious: confrontation is therefore inevitable and there is no possible compromise. In fact, Islamism has taken over from Marxism as a support for the struggle against the Israeli occupation: the Palestinians have not changed their objective of recovering their land occupied by Israel, but since Marxism has disappeared, Islamism has become a kind of cement for the political project. After the end of the Gulf War (1991), the American refusal to leave the Arabian Peninsula triggered a wider anti-Western resistance movement (a form of anti-imperialism) with a religious cement, which the West would call ‘Al-Qaeda’. 

			A peculiarity of conflicts based on religious software is that they are generally ‘harder’. For the jihadists, Westerners are crusaders who intervene in the Middle East to attack the community of believers. From then on, we are in an ‘absolute’ frame of reference, where the stakes are existential and exceed the economic calculations (loss/gain) that prevail in secular conflicts, and where the human dimension becomes secondary. In such a context, the ‘economic’ balance sheet- In such a context, the «economic» balance sheet - insofar as such a calculation is relevant - is always positive, regardless of the losses suffered, since they are accepted for the survival of the community and the faith. From then on, all sacrifices and all extremes are permitted... 

			But there is nothing really new in this; Christianity itself has also justified war, torture and even genocide to spread the faith. The Inquisition, the repression of the Cathars, the Camisards and other religious factions used some of the most extreme and inhumane measures. This is not to mention the extermination of Amerindian populations in the name of Catholicism, for the sole purpose of seizing their wealth... 

			This principle is not so different from the Western acceptance of placing ‘reason of state’, ‘Western values’ and the like above life. Thus, the wars started by the US and France in defiance of international law, their use of torture or even the bombing of Christians in Syria find justifications that nobody in the West questions. A report by the United Nations Assistance Mission in Afghanistan shows that in 2019, Western coalition forces are killing more civilians than the Islamic State83! In the Sahel, people are more afraid of the blunders of the military fighting terrorists than of jihadist attacks84!

			2.3.6. State terrorism

			State terrorism is beyond the scope of this book and is mentioned here only for the sake of completeness, as it differs fundamentally from other forms of terrorism. Whereas other forms of terrorism are generally a ‘weak to strong’ method of action, state terrorism is a ‘strong to weak’ strategy. Its principle is as old as the hills, but it was during the French Revolution, with the Terror regime (1793-1794), that state terrorism was first formalised. The Terror is therefore not the origin of modern terrorism, as some claim. Indeed, while other forms of terrorism seek to influence or overthrow state authority, state terrorism, on the contrary, results from an excessive application of that authority.  

			By extension, during the Cold War, the term ‘state terrorism’ was regularly used by Eastern countries to describe the policies of ‘imperialist’ states, which imposed power on the working class. In particular, it referred to the counter-insurgency strategy of some countries, including the use of «death squads» organised by certain police forces (in El Salvador, Chile, Argentina and Brazil), as well as the Spanish Anti-Terrorist Liberation Group (GAL), etc. 

			The West, which has always favoured respect for the rule of law, is now tending to move away from it and dangerously close to practices akin to state terrorism. This is the case in the United States and France. The principle of «terrorising terrorists» is often used as a cover. The problem is that this violence tends to go beyond the fight against terrorism, and is applied against anything that might threaten the state. This is the case with the excessive violence applied against the Yellow Vests85.

			In November 2018, in an interview with the BBC, Mike Pompeo presented the US sanctions and announced that the Iranian government would have to do the right thing «if it wants its people to eat»86.This way of threatening the civilian population in order to force the government to act as the United States wishes corresponds to the definition of... terrorism!

			2.4. Special forms of terrorism

			2.4.1. Superterrorism

			Superterrorism87 is a term that emerged after 11 September 2001. It does not correspond to any internationally recognised definition and tends to refer to a form of terrorism that aims at mass destruction of human life or property. By extension, it is associated with forms of terrorism involving weapons of mass destruction (WMD). 

			9/11» promoted the idea that terrorism seeks to maximise the number of deaths and encouraged the development of catastrophic scenarios, widely relayed by the cinema, but totally disconnected from reality88.Because in the real world, attacks always respond to relatively precise and concrete objectives. 

			It can be seen that terrorist movements rarely use their destructive capacity ‘for free’. It is most often a matter of conveying a message to an audience, not destroying it. An attack that wipes out part of humanity would immediately remove any popular or political support for the movement. In most cases, the terrorist group derives its strength from the legitimacy granted to it by its audience. It must therefore strike a fine balance between the benefit of violence and the rejection it provokes. This is what the Palestinians understood when they abandoned international terrorism in the 1970s and concentrated on actions against the Israeli occupier, even though the death toll was clearly against them. 

			Thus, guerrilla terrorists, whether in liberation or separatist movements, do not seek the total destruction of the country or territory they want to liberate. By analogy, if the Islamic State is said to intend to extend its caliphate to Europe, it would seem rather contradictory that it would be bent on «nuclearising» it. In addition, despite a great capacity to learn from past mistakes in order to adapt and improve their methods, the terrorists remain very conservative in their methods. Indeed, it is above all a question of demonstrating success through their determination. They therefore generally use the simple, tried and tested tactics and methods that work and that they are able - and not afraid - to carry out. 

			It is different for millenarian movements, which seek to ‘purify’ humanity through an apocalyptic situation, such as the Aum ShinriKyō sect in Japan, which had sought to exploit uranium mines in Australia and to buy nuclear warheads in Russia, before going down the road of chemical weapons. But in this case, we are no longer really in the situation of terrorism, where the objective is to obtain something by repeatedly putting pressure on the state, an authority or a community. 

			Islamic terrorism, despite its brutality, is not apocalyptic in nature: it seeks neither the purification of humanity nor the destruction of Christianity. 

			Moreover, the spectacular nature of a terrorist act is probably more the result of the evolution of our society than of the destructive will of the terrorists: the general trivialisation of violence and disasters pushes terrorists to outdo each other to make their message visible. Timothy McVeigh, one of the perpetrators of the Oklahoma City bombing (1995), said: «[...] We needed a number of dead bodies to get our point across».89

			The shock of 9/11 quickly led to the idea that the next step must be the use of «weapons of mass destruction» (WMD), and one «expert» after another developed complex and fanciful scenarios. 

			Initially, WMD were defined as nuclear, biological and chemical weapons. In recent years, the definition has gradually been «enriched». For example, in order to justify a harsher sentence against the perpetrators of the attempted attack on the World Trade Center in New York in 1993, the US judiciary included in the definition of WMD high explosives (e.g., explosive charges reinforced with gas cylinders) that seek to increase the number of victims. 

			In 1995, the Oklahoma City bombing shook up American opinion: its power opportunely provided a bridge between the threats of the Cold War and contemporary terrorism:

			Mass casualties and widespread physical destruction are the hallmarks of weapons of mass destruction, making their detection, prevention and destruction a priority for the FBI. A weapon of mass destruction (WMD), although traditionally associated with nuclear/radiological, chemical or biological agents, can also take the form of explosives, as in the 1995 bombing of the Alfred P. Murrah Building in Oklahoma City. A weapon crosses the threshold of a WMD when its consequences exceed local response capabilities.90

			The United States responded to the 9/11 attacks in a totally emotional, disproportionate and ill-considered manner: the terrorists were portrayed as bloodthirsty psychopaths acting for the sole purpose of killing. In the months that followed, the psychosis of further attacks led legislators to expand the definition of WMD:

			The term «weapon of death and mass destruction» includes bombs; or grenades; or rockets with a propellant charge of more than 4 ounces (100 g); or missiles with an explosive or incendiary charge of more than ¼ ounce (8 g); or mines; or devices similar to those described above; or [...]

			Any type of weapon (other than a shotgun, or a sporting cartridge) that will be, or can rapidly be, converted to project a projectile by the action of an explosive [...]. 

			Any firearm capable of rapid fire [...].91

			In this race to the extreme and absurd, some US military personnel have also proposed to include in WMD computer weapons and personal computers, which could create disasters (air or otherwise) and thus threaten thousands of human lives. Apart from the fact that such a proposal would be virtually unfeasible without broad restrictions on individual freedom, it would condemn an entire industrial and economic sector to extinction and would significantly damage Western technological development.

			For example, in the case against the perpetrators of the Boston bombing in April 2013, the FBI described an improvised pressure cooker device as a weapon of mass destruction!92

			As can be seen, even concepts that seemed relatively unambiguous become inextricable interpretations that can paralyse any security action.

			2.4.4.1. Bioterrorism and chemical terrorism

			Bioterrorism is a form of terrorism using biological or bacteriological means as weapons. Often referred to as the «poor man’s nuclear weapon», chemical weapons have been part of the arsenal attributed to terrorist movements since the chemical weapon attack carried out by the Aum ShinriKyō cult in 1995. 

			The most publicised manifestation of ‘bioterrorism’ was the mailing of anthrax spores to various political and media figures in the United States in October 2001. Quickly dubbed «Amerithrax», this campaign created a totally artificial psychosis, as the Americans know how to do. As soon as it appeared, the proximity of Amerithrax to the September 2001 attacks led the «experts» to point the finger at Iraq: the «bad jihadists” could only be allied with a state actor, and therefore the «bad Iraqis»93 ... thus directing the FBI’s research in the wrong direction. However, the nature of the targets and the sequence of attacks over time, as well as the strains of anthrax, tended to rule out Iraqi involvement in this action from the outset94.Indeed, on 28 October, the FBI officially announced that Amerithrax was linked to criminal activity in the United States itself, and that the Bureau was halting its investigations in relation to the jihadists. In essence, this incident demonstrated that the «mass destruction» capability of a biological weapon is very relative, that its impact is low without a sophisticated dissemination capability, and thus it is not suitable for terrorist use.

			In fact, the less spectacular and equally random letter release was a novelty, as releases in the form of large-scale ‘spore clouds’ were more likely to be envisaged in order to cause mass casualties. But such a method requires a particular technology: the spores must be light enough to remain suspended in the air for a long time in order to be inhaled, but heavy enough to remain clustered and in sufficient concentration; they must be resistant to variations in humidity and temperature; the cloud must be large enough to be significant; and the spores must be able to be dispersed without being damaged by explosion or combustion, etc. Clearly, weaponising biological agents is a complex task, beyond the reach of terrorist groups. 

			Furthermore, while the focus is always on the «modus operandi», the key to understanding the terrorist act is the identification of its political purpose. The profile of the Amerithrax attack seemed closer to a serial crime of an antisemitic nature than to a political act. Indeed, terrorism is generally a message, and it rarely hides behind other criminal acts, because then its rationality would disappear, which explains why we generally observe an «over-claiming» of the attacks, rather than an «under-claiming». In many cases, the claim comes before the attack itself, which allows the message to be conveyed at a lower human cost. In the case of Amerithrax, however, the opposite was true: a criminal act, hiding behind the 9/11 attacks.

			The attacks carried out by the Aum ShinriKyō cult in the early 1990s are a special case. Aum was a millenarian-type group whose goal is the redemption of humanity through its rebirth after an apocalyptic demise. The aim of the cult was therefore not to obtain something from a government through blackmail or intimidation, but was ‘simply’ to generate an apocalypse. Unlike terrorism, which ‘exchanges’ violence for policy change, for example, the cult made no demands. The cult was therefore not a terrorist group in the strict sense, even if its attacks had the appearance of one. Indeed, the chemical and - perhaps - biological attacks in the Tokyo underground were merely ‘tests’, but were not intended to fuel a political process95.They were thus more ‘mass murder’ than terrorism per se. While the nuance is imperceptible in terms of damage and loss of life, it is important for understanding the strategy of the group or movement. It does not change the way criminals are punished, but it is essential for designing strategies to combat and prevent them.  

			2.4.1.2. Nuclear terrorism

			It is a form of terrorism that uses the nuclear threat to achieve its objectives. Nuclear terrorism could come from a nuclear-armed country or it could be carried out by groups with nuclear weapons. It could take the following forms:

			- Conventional attack on nuclear infrastructure to create a catastrophe: destruction of facilities or disruption of their operation, such as preventing the cooling of a reactor: a kind of deliberate Chernobyl. In July-August 2022, the Ukrainian drone, artillery and missile attacks on the Zaporozhie nuclear power plant belong to this type of terrorism. The aim was to threaten the European population with nuclear disaster, in order to push the West to demand the establishment of a demilitarised zone in southern Ukraine. It should be noted that in this case, no Western country or the International Atomic Energy Agency (IAEA) protested against Ukraine, although the projectiles fired were unquestionably of Western origin. 

			- Dispersal of radioactive material in various forms: use of a conventional explosive to disperse radioactive material («dirty bomb»). In this case, materials that cannot be used for nuclear bombs, but are radioactive enough to cause death (e.g. residues of materials used in X-ray laboratories) could be used. Technically feasible, the effects of such a bomb would be relatively random, but could create a panic effect. In Russia, two such attempts have been made by Chechen fighters. On 23 November 1995, Shamil Basayev, a Chechen guerrilla leader, announced on Russian television that four suitcases containing caesium had been hidden in Moscow96.One of them containing 32 kilos of caesium 137, which was 310 times more radioactive than normal, was found buried in Izmailovsky Park97.In 1998, another attempt was made in the Argun region of Chechnya with a caesium container attached to a mine98.This is the explosive version of caesium-137 or cobalt-60 poisoning that was widely used by the Russian mafia in the mid-1990s.  

			- The explosion of a homemade or stolen nuclear bomb. In the chaos that reigned in Russia after the collapse of communism in the early 1990s, the fear that nuclear weapons or engineers could be used by terrorist or criminal groups for blackmail operations stimulated the imagination. Given that the average salary of a Russian nuclear scientist at that time was around $67 per month99 , it would have been easy for clandestine organisations to acquire the services of unscrupulous scientists. This is what the Japanese Aum ShinriKyō sect tried to do - unsuccessfully. In fact, such a project has never been carried out by terrorist groups before.  

			- Blackmail by a country with nuclear weapons. However, this would be a form of state terrorism, probably not part of a revolutionary process, and is beyond the scope of this book. 

			2.4.2. Cyberterrorism

			The concept of cyberterrorism is often unclear as to its substance and is not universally accepted. Without going into the technical details, it can be seen that in practice the notions of «cyberterrorism» and «cybercrime» are often confused. It is generally accepted that cyberterrorism is the use of computer networks to disrupt or damage critical infrastructure in order to paralyse a country or cause loss of life by, for example, disrupting air traffic control systems. What differentiates cybercrime from cyberterrorism is the strategic objectives. For example, Dorothy Denning, professor of computer science and director of the Georgetown Institute for Information Assurance, defines cyberterrorism as: «an attack or attempted attack that uses computers to intimidate or terrorise a government or society for religious or ideological political purposes.100

			In theory, attacks on computer networks could cause considerable damage. Air traffic control, nuclear power plant management, electricity distribution management, currency trading and financial markets are just a few examples of the crucial role that IT plays in managing a country’s security and vital economic activity. This dependence is simultaneously a vulnerability, as network failures are inevitable, no matter how sophisticated. In addition, these «conventional» attacks could be complemented by the takeover of nuclear missiles or missile defence systems, etc. There is no shortage of scenarios and they are a constant preoccupation of Western intelligence services.

			In reality, however, there are several obstacles to these extreme forms of cyberterrorism. Firstly, there is a tendency to view networks in a rigid manner. However, they must be seen in a dynamic way. Indeed, the primary property of networks is their ability to adapt and their «elasticity» to frontal shocks. Thus, an attack against a computer network does not behave like the collapse of a line of dominoes, but the individual resistance capacities of the network elements add up and absorb the «shock» with great stability. In other words, the sum of the vulnerabilities of individual systems is greater than the vulnerability of a network as a whole. 

			Secondly, contrary to the image given by some disaster films, not everything is interconnected in a «linear» way. As we saw during the Y2K crisis in most countries, the sensitive computer systems of aviation security or banking and financial systems are generally managed independently of the major computer networks: the inventory of risks carried out on a global scale before 31 December 1999 showed that the interdependence of systems was much less than some experts had predicted, thus limiting the possibility of generating major disasters through actions in cyberspace. Today, interconnections are more important, especially for individual users, but at the level of critical or sensitive infrastructures, lessons have been learned. 

			Third, terrorist movements face the same dilemma as security agencies: everyone is using the same platform, so any network paralysis can quickly backfire. Today’s terrorist groups - such as the Islamic State - exploit computer networks for strategic and operational communication, propaganda, donations and recruitment. Moreover, as we shall see, its concept of «open jihad» is closely dependent on computer networks: it would be the first to be affected by malfunctions. 

			The use of cyberspace by terrorists can take many different forms: Information and Propaganda, Leadership and Mobilisation, Funding and Logistics, and Direct Action. Proselytising, propaganda, e-mail exchanges, dissemination of «technical» information (bomb-making, etc.), mobilisation of activists are only peripheral activities to the actual terrorist action. 

			Cyberterrorism must be distinguished from the use of the Internet in support of terrorism. While the former substitutes destructive or paralysing computer action for physical violence, the latter uses computer networks to inform, communicate and influence. The concept of «open jihad», which we will see below, shows that the Internet is a privileged tool for sharing know-how and feedback, recruiting militants and publicising the movement’s cause. In particular, the Internet provides tutorials on how to make improvised explosives, bombs or use small arms. However, these manuals are often «rehashes» of commercially available Marxist terrorist manuals from the 1960s-1970s.

			It is important to analyse the purpose of the use of the Internet by insurrectionary or even terrorist movements. Indeed, it can be seen that cyberspace sometimes supports the action of terrorist groups by offering them an additional communication channel to publicise and justify their action, but does not necessarily constitute a weapon as such. From this perspective, and bearing in mind that terrorism is in itself a way of disseminating or giving credibility to a message, the use of the Internet for communication purposes could - in theory - reduce the need for violence to make one’s cause known. This was identified by the Zapatista Army of National Liberation (EZLN) in Mexico:

			The Net will allow armed actors to make themselves known without alienating the support of international opinion. This is something that some guerrillas have understood very well. The traditionally most violent groups have always had problems exporting their propaganda on the Net. [...] On the other hand, the less violent groups, such as the EZLN, have had great success on the Internet. They have won the sympathy of Internet users by managing to impose on the world the image of freedom fighters, not terrorists. It is possible that some groups may become aware of this phenomenon, integrate it into their communication strategy and soften their stance.101

			Thus, in a strategic approach to the fight against terrorism, it should be assessed whether the use of the Net can provide a substitute for terrorist action or whether it is an accelerator of it. 

			Moreover, excluding users whose speech might be radical is a double-edged sword: as one US FBI profiler notes, excluding them drives them underground and off the radar102.Censorship by states and social networks - often at their request - is therefore not necessarily an effective solution in the long term. 

			The various forms of possible conflict in cyberspace, whose vocabulary is developing day by day (cyberpiracy, cyberstalking, cybersquatting, «electronic Pearl Harbor”, etc.) often boil down to common cybercrime. Experience shows that it affects private companies more than states and that it often consists of blackmail for the disclosure of databases, credit card numbers or the paralysis of a digital activity, etc., and thus often takes the form of a «racket». It can also be manifested in a more superficial way by the modification of a site («defacing»). 

			Data theft and network disruption are definite risks for companies and the state. But the purpose of such actions is probably generally more criminal than «terrorist». A distinction must be made here between the threat in an industrial context and in a state context. The risks incurred by a company in a context of heightened competition, or in a political context because of its activity, are considerably higher than for a state. 

			Security advisors and «experts» are fond of complex scenarios, inspired by American cinema, but which do not seem to resonate with «real» terrorists. Real’ cases of cyberterrorism are little observed. In essence, (Islamist) terrorism is not geared towards the destruction of society, but is essentially about communication. It must therefore be visible, be fuelled by essential fears and have predictable effects. 

			2.4.3. International terrorism

			International terrorism is a form of terrorism resulting from the international collaboration of various terrorist movements to achieve a common goal. It was at its most successful during the Cold War in the service of a Marxist revolutionary ideal. Described by Claire Sterling103 , the Marxist terrorist international was the expression of a central will, which aimed to exploit the use of violence for strategic purposes. In the Marxist dialectic, Western capitalism and imperialism were forms of ‘state terrorism’, as they oppressed the working class. Revolution was therefore part of an inescapable historical process, which legitimised aid to revolutionary movements.

			From the early 1960s, active collaboration between terrorist and liberation movements developed under the aegis of the Soviet Union, with the help of allied countries such as Cuba, Libya, Czechoslovakia, Poland and the German Democratic Republic. This collaboration took the form of financial aid, logistical support, training, etc. It was an expression of a common commitment to the cause. It was the expression of a global strategy, bringing together a wide variety of actors in a vast process of destabilisation, even if their objectives were contrary to the principles of Marxism-Leninism. Thus, the communist bloc actively supported extremist environmentalist, far-left or even far-right movements. The aim was to support anything that could contribute to the destabilisation of Western countries. The aim was to maintain a permanent «correlation of forces», as the Soviet military doctrine called it, favourable to the Eastern bloc.

			Interactions between terrorist movements often took the form of «conferences», the most famous of which was the Tricontinental Conference in Havana in 1966, which brought together 83 terrorist movements from around the world. The Cold War was in full swing and the anti-colonial revolutionary dynamic served the interests of the USSR, which was thus able to practice a form of «ideological encirclement» of the West. These collaborations continued into the 1990s, in transatlantic associations between Latin American movements with the Salvadoran Popular Liberation Forces, the Basque Euskadi ta Askatasuna (ETA) and other revolutionary organisations in Chile and Uruguay. 

			At the European level, conferences of a more regional scope, such as the one held in Porto on 9 September 1981 between members of Direct Action, the Italian Prima Linea, the Spanish GRAPO and the Portuguese Popular Forces, also took place. Given the very different objectives of the participants, the function of these conferences was more to establish mechanisms for logistical or technical co-operation than to elaborate common strategies of action. 

			The most successful example of strategic coordination between two terrorist groups was between Direct Action and the German Rote Armee Fraktion in the mid-1980s.
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