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PREFACE


The purpose and idea behind this book is to share and provide a practical approach to utilize the tools and processes of risk management to generate a strategic advantage to organisations. This is based on the past decade during which I was charged with establishing Strategic Risk Management at the LEGO Group.


The experience referred to is partially mine, as well as learnings I received from colleagues in other companies with whom I have networked and collaborated over the years. Finally, there will be a base of insights stemming from books and articles I have read, presentations I have attended and conferences I have participated in.


Models and figures in this book are of my own creation.


The underlying philosophy is, that risks and opportunities – in short uncertainties, are a simple fact of life – you may as well learn to benefit from these.


My experience in this has been that of the practical implementer and doer rather than the educated scholar. This book will reflect that as there will be a number of mental images and practical examples – but there will not be (many) links to theoretical studies etc. This is not in any way belittling the value of theory and research but rather a reflection of how I was brought into the world of risk management and a recognition that there are plenty of other well written scholastic books.


This book will be in eight chapters – each with a step towards making manoeuvrability a strategic advantage to your organisation. That said – you may choose to deploy these steps or elements of them in a different sequence that written – which may very well be the right way for your organisation.


The chapters of this book and their outlines are as follows:


1. Risk management basics


In this chapter, I will define the taxonomy I use throughout the book – which matches the ISO 31000 standard, as well as address some of the basic elements of risks management, which most companies have in place.


The chapter will be an overview and stage setting, as I believe you “know” most of this already. Nevertheless, the chapter is rather thorough to provide a shared platform for the remainder of the book.


I will also describe how we can use all the ingenuity and methods that is normally used to manage risks to manage opportunities.


2. Holistic Enterprise Risk Management


In this chapter, I will describe an avenue to establish an Enterprise Risk Management (ERM) which is consolidating the risk exposure of an organisation as well as enable depiction of the key risks of the organisation. Different approaches to portfolio consolidation, including Monte Carlo simulation will be described and assessed.


I will also describe potential linking between risks and opportunities.


3. Leveraging the risk tolerance


Here, I will describe approaches to defining a risk tolerance – and how to utilize this to enable the organisation to take chances in order to optimize overall performance.


This is where I will look at “are you taking risks enough to optimise performance”?


4. Volatility based strategic planning


Now, I will take go slightly beyond risk management as a discipline and the systematic management of risks and opportunities and merge with the strategic planning process to describe an avenue to have a process which allows for truly leveraging the capabilities of the organisation.


As definition and implementation of strategies are generally the most dramatic steps any organisation takes, the use of active risk management is especially important in strategic planning.


Here I will look at strategic planning tools as well as risk identification on strategy level using SWOT, scenario thinking and other approaches to derive a robust, yet progressive strategy for an organisation.


5. Volatility based business system design


In this chapter, I will look at how to optimize the balance between flexibility and efficiency to optimize performance whilst maintaining a manoeuvrability which matches the industry you are a part of.


6. Future perspectives of risk management


Here, I will try to look in the crystal ball and foresee how the concept of risk management may evolves as a step-ladder over the next decade or so.


In fact, I believe this period of time (2010-2025) constitutes “golden years” of those working with risk management as a profession – but also that it will come to an end around a decade from now.


7. Stepwise risk management implementation


Here, I will use the step-ladder of risk management maturity and the values of each step. The description will include the roles of a risk manager as this changes as the maturity of risk management evolves.


This chapter is linked to appendix C with a number of guiding questions enabling an assessment of the level of maturity of an organisation linked to the step-ladder evolvement.


8. Summary and conclusion


In this final chapter, I will make a brief conclusion based on the above, where key issues and findings are listed as a set of speaker support slides, enabling you to communicate your take on this book as well as serving as a quick reminder.


The world is evolving at a higher and higher absolute speed – and as a (business) leader, one has to acknowledge this – and has the option of building upon it to the benefit of the organisational performance and longevity.


As a frame of reference, this book is not about how to make you safe, when the boat is rocking. It is about providing you with the skills, courage and mindset needed to be the one rocking the boat. I want you to prepare to dare.


To quote a rather brilliant risk management colleague from a major industrial company


“We make money by taking risks, and we lose money when we do not manage the risks, we are taking”.


To me, this is propably the best argument for having an effective risk management approach within a company. Similar/parallel statements can be applied by non-profit organisations.
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My consulting company, AKTUS


After having worked as strategic risk manager for a decade, I decided to start my own consulting company to leverage my insights in a new way. The company is called AKTUS which is a contraction of the Danish words “aktiv usikkerhed”, i.e. Active Uncertainty.


The scope and philosophy of the company is the same as for this book. There is so much uncertainty in the world, and it will not get any “better” in the future. Hence, as a business or organisational leader, one may as well learn how to effectively manage/leverage all this uncertainty and get so proficient that it can be a driver of competitive advantage.


Based on this, this book and my company is not about risk management per se, but about using the tools and processes developed in the risk management world beyond their original scope to become a managerial tool.


When you look at the considerations and issues facing managers, these are all about uncertainties. The certain issues are not managed actively – there is no need. You can extend this to your private economy. If you are the employee of a company, you rarely spend much time managing your salary. For one, it is an agreement you have with your employer, and the amount you receive is the same month after month. There is no need to or value in managing this tightly. What you do consider and manage in your private economy are the uncertainties “will the roof need mending”, “will the car break down”, “will I get the bonus that enable the family to take the cruise vacation, we dream about”. These are all uncertainties.


By the end of the day, I would much prefer to “eliminate” the term “risk management” and simply call this “management” or “intelligent risk taking” and ensure the tools and processes described in this book and delivered by me as consultant, are naturally embedded in the way organisations are managed in general. I am, however, aware this will probably take years before we get there.


As a consultant, I…




	Facilitate and support the development and enhancement of business risk and opportunity management, be it establishing or enhancing strategic and/or enterprise risk management programs and have the tools and templates to drive this


	Facilitate and train project risk and opportunity management based on an internationally recognized tool and approach


	Facilitate scenario based strategic resilience workshops based on an award winning “Prepare for Uncertainty” process


	Provide on-site and tailored training programs for project and risk managers, who wish to leverage my experience and insights in their development and processes


	Willingly share my insights as trainer, speaker at conferences, seminars etc.





AKTUS is based in Denmark, but will, based on agreements, be ready to take on projects and assignments wherever a customer wishes this to be.


Should this be of interest, please do not hesitate to contact me via hl@aktus.dk and/or link to my website https://www.aktus.dk




1 BASICS OF RISK MANAGEMENT


The basics of risk management will be known to most people involved with management of risks in an organisation. However, in this chapter, I will share and highlight some elements, which, basic as they may be, are not very commonly seen in risk management approaches in organisations – hence the inclusion in this book.


1.1 Risk management process and framework


Essentially, and taken into the core of things, there are three elements of managing risks. These can be described/defined through the use of three simple questions.


1) What can happen? With the endeavour you are embarking on, the strategy you wish to deploy, the company you wish to prosper, the project you initiate – what can happen that either may help or hamper your success. This is risk and opportunity identification.
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2) How important is it? By far, not all identified risks are worth mitigating and not all opportunities are worth pursuing. This is a balancing act. This is risk assessment or analysis, depending on the vigour with which you define the importance of the uncertainty – leading to a prioritization of some sort.
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3) What do you do about it? This constitutes the actual management of risks and opportunities. Without action, you may plan as much as you like, the result will be unchanged. In this step, you also need to monitor and ensure actions decided are taken.
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These are simple questions to ask, but by no means easy to respond to, so avoid confusing simple with easy. Just as a frame of reference: Running is easy – all you have to do is to put one foot ahead of the other so fast, that you at no point in time have both feet on the ground. This is simple, most anyone can do this. If you do it long enough, you will have run a marathon – now, despite the inherent simplicity, only a small share of the population is capable of doing this. Further, if you do this fast enough, you will have run a Marathon in less than two hours. This has yet to be achieved by anyone on earth, although the world record is getting quite close.


To provide consistency, a risk management framework is needed to ensure that responses to the above questions are not “all over the place”. The framework consists of four elements, each somewhat linked to one of the questions.




	
Target setting. Without a target, it becomes academic talking about success or failure, and the risks taken must be seen in relation to the achievements pursued.


	
Scales. Impact and likelihood if risks are to be assessed to enable a prioritised handling of risks. These are often shown in a matrix known as a “heat map”. A consistent framework of what constitutes “high” and “low”, etc. on both impact and likelihood is needed.


	
Risk tolerance. To define optimal risk mitigation and actions to pursue opportunities, the level of acceptable risk taking must be known to ensure we are not over-doing the risk management or taking chances, the organisation cannot or will not afford to take.


	
Governance. To do this in an organisation, and ensure that it gets done systematically, effectively and efficiently, some governance structure is needed to avoid this becoming an element of “after the fact” of problem solving





The combination of risk management framework and process is shown in the below figure.





	Framework Element

	Target

	Scales

	Tolerance

	Governance





	Process Element

	Risk and opportunity identification


	Impact and likelihood assessments


	Pre-emptive/ reactive handling


	Reporting & monitoring








Based on this, I provide further support to the above three questions vs. their respective framework elements. This is, admittedly, complicating the responding, but needed to get to valuable and valid responses – then again, simple is not the same as easy.


1.2 Target setting


Irrespective of whether you are looking at the development of an organisation, the implementation of a strategy, running a project or any operational task – you need to have a target. Without it, any discussion about materialized risks or pursued opportunities becomes irrelevant as you have no criteria by which you can determine whether you succeeded or failed.


This may very well seem as logical and common sense, yet I have on numerous occasions seen endeavours initiated, which did not have a reasonably precise description of the target.


You need to know what you wish to achieve. This step is optimally linked to a LEAN thinking where the widely used Toyota approach to ensuring efficiency is applied. In this, the definition of the achievement is also a paramount first step.


Beware that your target describes, what you wish to achieve, and is not “how” you wish to achieve something. Hence, “Implementation of a new people management IT system” is not valid as a target – it is a means to an end, probably of having easier/better data management in relation to having employees and the HR processes.


Most organisations define targets based on “deliver this by then, within that budget”. Whereas these are specific targets for a project, they will rarely suffice for a strategic development of the company. Also – in many organisations, targets may be based on other parameters than time and money.


Some organisations have set targets on reputational metrics, and devised approaches and initiatives to meet these targets. Others have environmental based targets or other even strategic aspirations, which are non-financial and in some cases even non-numeric.


LEAN systematics drives the organisation to spend time/effort to ensure they are focusing on the correct/real target. The purpose is to ensure that the achievement aimed at, is the “real” achievement – and not a mean to some other end, which is not found.


In risk identification processes of different kinds, the use of “root cause analysis”, i.e. finding the driving uncertainty is quite commonly used. The same approach is recommended for defining targets – and hence, be prepared to ask yourself “why do I want to achieve this?” and look for the background.


This both goes to ensure you are pursuing a valid achievement, but also often provides you with more options as to how to meet the target.


LEAN systematics includes that you invest time and resources in ensuring, that you have the right and a valid target. A target which is SMART, i.e. Specific, Measurable, Attractive, Realistic and Timed.


Based on this – when setting a target for an initiative or future operation, it will be well worth while verifying the SMART elements.





	Element

	Question

	Man, on the moon





	
Specific

	How can we see that the target is defined precisely enough for all involved to understand

	When JFK in 1963 declared he wished to put a man on the moon was very specific





	
Measurable

	By which metric can we decide to which extent the initiative is a success

	We will be able to demonstrate by video feed that an American is standing on the moon





	
Attractive

	What are the reasons those involved would be energized and committed to meet the target

	In 1963, there was intense rivalry between the USA and the former USSR.


Hence any element of “beating” the Russians” was a highly valuable target to Americans.





	
Realistic

	A target may be “bold”, but verify amongst those involved that the target is within realistic reach

	Kennedy announced that this target was bold, but also that USA would do this, because they could.


Naturally, Kennedy had already verified with NASA that the target was not a Mission Impossible





	
Timed

	By when do we need to have achieved what?

	Kennedy stated, that “by the end of the decade”, seven years ahead, yet very precisely timed







On the previous page, I list the questions – and show an example of a highly ambitious, but SMART target – putting a man on the Moon.


The value of a SMART target is highlighted in LEAN and most any project management textbook you may find. SMART targets drive motivation and energy for all involved, and limits confusion about what needs to be done. Yet – again and again one or more of the elements are poorly defined and the efforts of making a true SMART target has not been made.


When looking at a company strategy, this may be based on a long-term aspiration, which cannot be defined as a SMART target – but then again, this aspiration is merely an aspiration, and most often broken down into e.g. Business Plans or some other stepwise planning – where each step (optimally) has a SMART target.


With the target defined, one can plan the strategy, i.e. define the plan, steps, actions to take as “how” to meet the target. For an initiative, it will often be advantageous to draft, but not finalize, this plan prior to initiating the risk management process, which starts off with the risk identification.


1.3 Risk and opportunity identification


Different standards use different terminology. E.g. the ISO 31000 standard focus on risk management, and allow for “positive risks” to accommodate for the uncertainties and incidents that may enhance your performance.


There are multiple definitions of the term “risk”. In this book, I use the term risks for “things” i.e. events/developments/incidents that have a negative impact on performance. I use the term opportunities for “things” that have a positive effect on performance and enabling this exceeding above/beyond target. I use the term uncertainties for the combination of risks and opportunities which have the common trait that any one of them may or may not materialize. Furthermore, “things” that are known to materialize, i.e. where there is no element of uncertainty must be addressed by the organisation, but are outside the scope of this book.


The direct and most often used approach is to contemplate, or analyse what can hamper me from delivering as specified within the time and budget I have been provided?


This approach will highlight a number of risks, where lack of resources, time and managerial attention seems to be pivotal to any endeavour. However, relying on this is project silo thinking and essentially inadequate to the level of being dangerous.


Silo thinking may lead you to identify, assess and mitigate risks or pursue opportunities which are fantastic for the project, yet devastating for the organisation. Furthermore, traditional/common approaches focus on identifying risks, and do not try to identify opportunities which may lead to outcomes above and beyond what was expected/targeted.


In this figure matrix, normally the lower left, darker green area of internal risks, i.e. the events that may hamper delivery on time on budget are next to always identified and addressed.
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The medium green areas of external risks, i.e. risk imposed by the initiative to the rest of the organisation or the surrounding world, are sometimes addressed, as are the opportunities to deliver beyond target as the internal opportunities. This means that for a lot of initiatives and strategies, the most immediate and prominent external risks and internal opportunities are spotted and addressed – the more comprehensive you wish to look at these elements, the smaller the commonality that it is actually being done.


The light green area of external opportunities, i.e. the possibilities of enhancing performance of something related to, but outside the scope of, the specific initiative are rarely looked for, identified and even rarer attended to with actions.


However, there is most likely good business value in explicitly addressing all four sections of the matrix in the figure, but it comes at a cost.


When focusing on the internal risks, an experienced project manager and business lead may be able to identify the key risks in an hour or less. Even when the initiative is the implementation of a strategy – the leaders of the organisation will be able to identify risks using their immediate experience and business understanding/insight.


With proper attention, the same teams may very well be able to identify the internal opportunities. The difficulty in this is twofold:




	Often people tend to see “meeting the target” as a positive achievement and hence an opportunity to the organisation. This is not a valid approach as we have defined the initiative to explicitly meet the defined and improved performance criteria. Opportunities are what take performance beyond the target


	Focus is often on risks, and opportunities are, in my experience, harder to identify. That is largely a matter of training – and I have seen people get significantly better at spotting explicit performance opportunities once they have tried a few number of times.





Now – when wanting to add the external risks and opportunities, there is little chance the risk manager and business owner – irrespective of their experience – are able to identify even key risks and opportunities as this would require a phenomenal breath of insights.


The challenge remains to ensure a both valid and comprehensive identification of risks and opportunities – both related to impacting the initiative and the organisation as well as, in some cases, the surroundings. To do this, I advocate addressing the full business system as illustrated in the figure.
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To tackle this challenge, it is recommended to involve all initiative stakeholders in the risk and opportunity identification. If the initiative “touches” e.g. sales, have someone from sales involved and look for risks and opportunities (s)he may see emerging from the initiative at hand. Naturally – the wider the scoping and touchpoints an initiative may have – the wider the team of stakeholders are to be invited to contribute risks and opportunities.


I have also found that people inspire each other, and hence I advocate that the risk and opportunity identification process is done in some form of a brainstorming group session where individual considerations are combined with sharing and involvement. One approach may be to have people collected in the same room, and let them individually think about and list/describe risks and opportunities they may see – not limited to their own area, but seen from their perspective – and then after some 10-15 minutes, have people share, one by one, the risks and opportunities they have defined. I also have experienced that if people are provided with 20-30 minutes, very “academic” and artificial risks and opportunities are listed as attendees wish to continue to deliver, even when they have listed the uncertainties they really do see.


The description of risks and opportunities may follow the guidelines provided in the below text box. The importance is to ensure the description is adequate for the subsequent assessment and treatment.




Describe a risk or an opportunity in three elements:


Risk or Opportunity. Any uncertainty is either/or and cannot be both. If you see an issue that may hamper or may help – you need to look for root causes.


There will be something “pulling” in the hamper direction (the risk) and something else that pulls in the help direction (opportunity) and you need to describe both individually.


Name. Just a short but clear identifying name to the risk or opportunity. Think tabloid headlines as it will be used just as a frame of reference.


Description. To ensure aligned clarity on what the risk or opportunity really is, the name is not precise enough and a verbal description is needed.


This should be precise enough for the project team and the steering committee or other governance body to understand and relate to.





This brainstorming approach is seen as beneficial in multiple ways:




	Starting individually, we ensure that the introvert attendees get a chance to contribute their risks and opportunities, which are often more profound than those of the more extrovert people


	Starting individually also eliminates the “lemming effect” where the first attendee starts listing a technical risk – and everyone starts thinking technical risks, and no-one contemplates e.g. reputational risks


	Sharing means that all attendees gets some shared overview of the risks and opportunities of the initiative – which helps them put their own insights in perspective and get a better “feel” for the initiative.





This often leads to discussing individual risks and opportunities as different people will have slightly different descriptions of the “same” uncertainty – and hence get a chance to balance this off and add more clarity to the risk/opportunity.




	Sharing also allows for inspiration. That is, when person “C” is sharing identified risks and opportunities, this may inspire person “F” to identify a new risk or opportunity. This means that sometimes the sharing may lead to any one person being sharing again – but it does enhance the holism of the risk and opportunity register.





For projects and specific initiatives, this identification process tends to lead to very explicit risks and opportunities.


For business strategies, these may be less tangible, but then again, a strategy is generally also less tangible than a project plan – and when executing on the strategy you often do this by starting a series of parallel projects and tasks – where the strategic risk is now a tangible element to be addressed.


Experience shows, that many of the risks and opportunities stated are somewhat “blurry” or vague in their descriptions. This does not render them useless – but should invoke analysing the statements a level further.


First, address the context and description in terms of asking questions like “why is this a risk/opportunity – what is the problem/benefit?”


Then, look at potential root causes, by asking “why/how should this materialize?”. The concept of “five why’s” is sometimes applied to ensure risks are adequately investigated to find the “real”, specific trigger risk, which can be managed. As a frame of reference, a coroner often states that the cause of death is “cardiac arrest”, and true, if the heart stops beating, the person dies. To the criminal investigator, it is necessary to get more insights as to “why did the heart stop beating?” – to him, “cardiac arrest” is inadequate as cause of death.


Similarly, in a company. The CEO may state that the company has a reputational risk. From the perspective of the risk manager – no – the concept of reputational risk is too broad to assess and handle. What is true, is, that there are a number of risks, which, if materializing, would negatively affect the reputation of the organisation. When defined explicitly enough – these constitutes the portfolio of reputationally related risks.


Approaches to identify high level strategic risks and opportunities will be addressed in Chapter 4 of this book.


1.4 Scale setting


The list of identified uncertainties is a good starting of what to address, but in business as well as anywhere else, no one has the resources to “everything about all risks and opportunities”. Prioritization is needed. Furthermore, managing risks and opportunities is not about avoiding risks, and hence some risks must be accepted as they are.


Just as a SMART target is a pivotal base for defining risks and opportunities, an explicit scaling is needed to ensure a valid and consistent prioritization of the uncertainties. This may seem as quite self-evident, yet experience shows that the risk management of many initiatives are based on deciding this is a “high” impact risk – without having a shared and known understanding of what “high” means and how it differs from “medium” (except, naturally, being worse).


The definition of scales should be detailed enough to provide basis for prioritization for those who have to decide what to act on/do, and what to not to act on/do. However, as risk management professionals, we should avoid over-detailing this based on our expert capabilities, and accept that the business leaders who eventually have to make the decisions are not risk managers – and needs to quickly understand the prioritization.


I am not suggesting the business leaders are less capable than risk managers – but rather acknowledging their working days are filled with so many different things to address that they need simplicity to do risk management well. It is like my use of a smartphone. I have no idea how it works inside, I just recognize and benefit from the fact that I can pay bills, book trips, check my health, plan my day, watch TV and a wide host of other things – beyond using the phone to actually calling someone.


Some companies and some industries have very large amounts of data available, and can, as e.g. insurance companies, calculate rather exactly how much money is needed to cover for auto-crashes within any given period of time. Hence, they can define almost any type of crash with a high accuracy on impact/cost as well as likelihood within a given timeframe.


Most organisations do not have that level of information and need to rely on other types of analysis and in some cases right down to “gut feeling” assessments. Technically and ideally this latter should be avoided when plausible. Yet, based on my practical experience, I am not very worried about using the combined “gut feeling” of experienced leaders and specialists as this is often based on solid, yet intangible, experience and business insights.


There are two scales to address. Impact and likelihood. Some risk literature, consulting companies and software use other terms for impact. This may be “vulnerability” which I see as a combination of impact and ability to “overcome” that level of impact. For instance, if a company is wealthy and highly self-financed – their vulnerability towards financial risks may be less than their vulnerability to e.g. legislative risks. There are also consultants that advocates “speed” as a parameter. In my view, speed is important, but more in the terms of a sudden/fast impact hits “harder” than a slower, more gradual impact. So – to keep this as simple as possible, focusing on effectiveness – I look at impact (how much it affects the organisation/initiative) and likelihood (how probable the risk/opportunity is to materialize).


Different organisations will use different levels of “granularity” in their scaling. The simplest used is a three-level scale with the annotations of “high”, “medium” and “low”. The experience I have collected from my own as well as networked partners indicates this is quite often too coarse a scaling as the range of outcomes becomes too broad to serve as a valuable prioritizing tool. Managing risks is about handling the extremes, and hence, as a minimum, a five-level scale including “very low” and “very high” or like annotations, needs to be added to make the scaling valuable.
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