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Abstract


Managing electronic health records (EHRs) within hospitals presents significant chal‐ lenges, particularly in ensuring the security, privacy, and accessibility of sensitive pa‐ tient data. Traditional systems are often vulnerable to breaches and inefficiencies, de‐ manding the need for exploration of innovative technologies. This paper proposes a blockchain‐based electronic health records (BbEHR) system utilizing the Ethereum blockchain and Flutter framework to create a decentralized, immutable, and tamper‐ proof platform for hospital management. The Ethereum blockchain’s smart contract functionality provides secure storage and guarantees data integrity, while the Flutter framework enables the development of responsive and visually appealing user inter‐ faces across multiple devices. This decentralized approach enhances data privacy, ac‐ cessibility, and system resilience against failures, offering a transformative solution for EHR management. The proposed system has the potential to secure healthcare data management by providing a secure, efficient, and user‐friendly platform that meets the stringent requirements of modern healthcare institutions, adding the fact that in‐ troducing a BbEHR would minimize the danger of manipulating patient data due to its decentralized structure including unique cryptography methods for reaching consen‐ sus in each block of the chain.









1 Introduction


More hospitals and health centers are offering healthcare services because medical care is becoming more specialized, and patients can travel more easily for treatment (Andritsos et al., 2014). The doctor may make precise decisions regarding the patient's condition and course of treatment when he or she knows a patient's medical history. The healthcare industry's primary challenge is how clinical data could be shared with other healthcare facilities to ensure patient privacy, data integrity, and confidentiality.


An electronic record of a patient's medical information is known as an EHR (as shown in Figure 1). EHR is currently used to share patients' medical records between different hospitals. Electronic Medical Records (EMRs) comprise EHRs (Dubovitskaya et al., 2020).


The EHR, defined by (Iakovidis, 1998), is “digitally stored healthcare information about an individual’s lifetime to support continuity of care, education, and research, and en‐ suring confidentiality at all times.” It consists of different features, as depicted in Figure 1.


A patient's medical diagnoses, allergies, history, current treatments, and lab results are all included in an EHR (Shi et al., 2020). Machine Learning (ML) and data analysis can use the abundance of data in EHR.


Fast Interoperability Resources The health information technology standards that are part of the EHR to transmit medical data from various applications used by different healthcare providers are “Fast Healthcare Interoperability Resources (FHIR) and Health Level 7”, respectively. The other models for exchanging medical data between healthcare professionals are Push, Pull, and View.


Push – The medical data is sent from one healthcare provider to another, and no third party can view the exchange.


Pull – A healthcare provider may request medical data from another healthcare pro‐ vider.


View – From the patient's record at another healthcare organization, one can view the patient's medical information (Lippman et al., 2022).


The U.S. uses a protected email standard called Direct for the encrypted transfer be‐ tween sender and receiver. Data integrity is not guaranteed from when the data is created until it is used. It is acknowledged that the sender made an exact payload, and the receiver ingested it precisely. It is completed without using a typical audit trail (Lippman et al., 2022).


Blockchains are decentralized systems used in several sectors, such as the Internet of Things (IoT), supply chain management (SCM), logistics, and finance applications (Beck, 2018). Blockchain is a secure system that stores data in a decentralized way, allowing users to access information without revealing their identity to unauthorized parties (Andritsos et al., 2014). It's incredibly efficient when several users need access to the same database. Because of this, time and money may be saved if you use cryptogra‐ phically secured access to the same database. The authorized Hyper Ledger Fabric blockchain system provides support to maintain the trust of network participants through the use of Membership Service Provider (MSPs) and Certificate Authority (CAs). There is a need for systems to store and exchange medical data.


With blockchain in health care, increased security measures can be achieved due to possible security risks and data leakage linked to shared and stored healthcare infor‐ mation. Smart contracts are used in the field of blockchain technology to allow for special features to be added between identities within a system. Blockchain can ensure the security of patients' private and health information, which may be accessed and edited through authorized identities if backed by intelligent contracts (Tanwar et al., 2020). This enhanced security feature of blockchain in healthcare helps to protect against unauthorized access, data breaches, and data tampering, mitigating the risks of data leakage and ensuring the confidentiality and integrity of patient information (Tanwar et al., 2020).


In practical terms, users in the Ethereum network are not required to create new code each time they wish to initiate a computation on the Ethereum Virtual Machine (EVM). Instead, developers can upload reusable sections of code called smart contracts to the EVM's state. These smart contracts contain predefined logic that can be executed with different parameters as requested by users. This approach allows for efficient and fle‐ xible execution of computations within the Ethereum network without the need for repetitive code creation. [24]


A smart contract can be likened to a script, akin to a vending machine, that carries out actions or computations when triggered with specific parameters and conditions ful‐ filled. For instance, a basic smart contract for vending could generate and transfer ownership of a digital asset when the caller sends ETH to a designated recipient.
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