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Initial Notes by the Author


(1) This book is dedicated to all those auditors, managers and other corporate agents who are requested to contribute to organizational change not only from an economic, but as well from a social or cultural perspective.


(2) It is providing methods of resolution to generate or maintain an innovation-friendly organization based on suitable characteristics and successful change processes.


(3) To accomplish a wider entrepreneurial scope of potential audit activities, the approach presented here is based on a therefor appropriate, comprehensive understanding of “adding value” and “improving an organization’s operations” as overall objectives.


(4) Eventually, the reading of this book hopefully is inspiring and helpful to all those who are requested in practice to act in a changing environment.




Preface 1st edition (2010)


The original version of this book was written under the impression of the news of Peter Drucker’s1 passing. His oeuvre was determined by the presumption that at the end it is the ideal of a motivated employee which decisively contributes to the success of a company.


More than this, as far as key success factors for sustainable economic growth and corporate well-being are considered, the aspects of successful change and innovation2 are gaining more and more importance.


In fact, change and innovation, amongst other factors (like a company‘s market position, productivity, liquidity or operating profit) are paramount factors in adding value as overall objective in a competitive environment. Therefore change and innovation must be in the spotlight of all those organizational members who are dealing with business processes and activities.


And since any organizational function is required to deliver a contribution to a company‘s prosperity, as well Internal Audit activities must keep an eye on change innovation. Even more, since Internal Audit in the nature of its business should have an excellent overview about a company's activities, processes, structures and, last but not least, key players.


Furthermore, even if not always in the consciousness of its stakeholders, a value adding IA function always played a certain role in terms of entrepreneurial innovation: isn’t any recommendation arising out of operational audits literally a potential basis for a subsequent change process? Presumed that the implementation of a recommendation requires change in terms of a company‘s business process or organization, the answer to that question is obvious!


Although that conclusion appears to be so stringent, it is surprising that neither in fundamental literature nor in the daily Internal Audit business, was the role of a Change Agent carried out comprehensively! As a consequence, the potential of each Internal Auditor to encourage organizational change so far is not (properly) used, and much less optimized!


Assumed that certain characteristics or attributes are required from an Internal Auditor to play the role of a successful Change Agent, in the following this aspect will be highlighted. When accepting this role as a (new) mission, the link to the initially mentioned motivated employee according to Drucker eventually would be evident.


Frankly, it can be stated that as well so far a good auditor anyway needed certain (social, intercultural etc.) skills in order to gain valuable information in interviews before and during operational audits. But as well after the addressing of recommendations, communicative and cooperative skills are required to deliver proper consultancy about how to implement those recommendations.


Consequently, the goal of this book is to deliver a comprehensive overview about goals, potential activities as well as individual requirements of an Internal Auditing acting as Change Agent.


After the exposure of the fundamental framework and presumptions referring to the underlying understanding of Internal Auditing as well as to Change and Innovation in this context, the characteristics of an innovation-friendly company (shortly: „CIF“) are introduced. Subsequently the activities, in which IA can contribute to entrepreneurial innovation and change, are embedded in three independent but synergetic fundamental components. Eventually, required competencies for an Internal Auditor acting as a Change Agent are carried out.


Additional Preface 3rd edition


This fundamentally revised third edition of “The Internal Audit as Change Agent” was initially inspired by the work which was carried out preparing a key note speech for the annual IIA Austria convention held in Kitzbühel/Austria 2016.


Based on the impressions and deeper insights gained in the course of and after this event, the feedback of participants and the bunch of material collected around the convention, the conclusion of a sound revision and enhancement of the original approach was more and more emerging. This edition here furthermore includes appreciated feedback of readers of previous editions referring to wordings, figures and formulations.


To facilitate the insights in - or just become acquainted with - a fascinating area of Internal Auditing, this edition is enriched by an increased quantity and quality of illustrations.


Freiburg (Germany), June 2020


The Author





1 Peter Ferdinand Drucker (1909 – 2005) was an Austrian-born American management consultant, educator, and author, whose writings contributed to the philosophical and practical foundations of the modern business corporation. He was also a leader in the development of management education, he invented the concept known as management by objectives and self-control,[1] and he has been described as "the founder of modern management"; according to definition in Wikipedia.org


2 the terms “change” and “Innovation” and the difference between these terms will be defined later in detail




1. Framework and Presumptions


As a fundament for this approach, basically it must be determined




	how, in order to fulfill the role of a Change Agent (in the following: CA), basic goals and attributes of an Internal Audit (in the following: IA) function must be defined (see 1.1.)


	what subsequently is meant concretely, when we are talking about „Innovation“ and „Change“ (see 1.2.)







1.1 Goals and Attributes of an Internal Audit function


Geared to the classical first part of the definition of the IIA3, Internal Auditing “is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations.” 4


Since the approach of Internal Audit (IA) acting as Change Agent (CA) shall be carried out on the fundament of abovementioned comprehension5, the following aspects of an IA function are initially pointed out:




	Taken into consideration that the overall goals of an IA function are to add value and to improve an organization‘s operation, the question to be clarified first is how these goals can be cascaded down into more detailed orientations respectively objectives? (see 1.1.1.)


	An IA function can accomplish these objectives by assurance (here as well referred to as „reviewing“) and consulting activities. (see 1.1.2.)


	To conduct aforementioned activities in a goal-oriented manner, certain individual and professional competencies of an Internal Auditor must be available within an IA function. To comply with abovementioned IIA definition, these competencies must ensure that, „independence“ and „objectivity“ of Internal Auditors, amongst other requirements, are not violated. (see 1.1.3.)





Objectives, activities and competencies like explained above shall be understood in the following as the three dimensions of Internal Auditing, shown comprehensively in Figure 1 below. The approach of an IA as Change Agent subsequently will be implemented based upon this model!
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1.1.1. Internal Audit Objectives


The principal challenge of everyone who is taking part in IA activities respectively services is how this function (like any other business function as well, by the way) can contribute to each organization’s goal (according to the abovementioned comprehension of Internal Auditing) to generate added value and furthermore to improve its operations reflected in systems, structures and processes.


Since there is basically a variety of definitions, views and as well categorizations with regard to what “added value” can mean, a specified nomenclature for the way in which the term of “adding value” shall be applied in this context here is required up-front!


As an initial starting point for the following development of a terminology, which is appropriate for this approach here, the current IIA definition of “add value” is serving: after this, an IA activity “adds value to the organization (and its stakeholders) when it provides objective and relevant assurance, and contributes to the effectiveness and efficiency of governance, risk management, and control processes.”6


Since, however, an IA function in daily business might be confronted with a wider variety of possible entrepreneurial or operational requirements, it is worth to shed light on that topic from further perspectives as well:


First of all, value added in a pure economic sense is the difference between the price of a product or service and the cost of producing it. It describes the enhancement a company gives its products or services before offering them to customers.7 Following this definition would mean that any business function should support an organization in optimizing its material output compared to the invested input in terms of money and goods. In a macroeconomic sense, this relation might be expressed by the transformation of produced or purchased goods into a higher income, which means a gain in prosperity.


From a functional point of view, this means that as well IA as an entrepreneurial function which is not directly involved in the generation or selling of goods or services, must nevertheless contribute to the provision of fundaments for economic added value.


Secondly, an added value can be focused on from a different perspective, namely from an ethical or ideational point of view. This approach refers – in a wider sense – back to ancient Greek philosophers like Socrates or Platon and is playing as well an important role in the following, especially when aspects like (corporate) culture or behavior will be introduced as components of an innovation-friendly company later in chapter 2.1.2…


Thirdly, there are (two) alternative directions of impact to achieve added value, a direct (quantitative) and an indirect (qualitative) one:


Taking added value as a result of an audit activity, it must be reflected in its output, which usually means in an audit report. Presumed that a report should lead to adding-value improvements within a corporation, certain recommendations must be carried out and addressed to the respective auditees. Improvements suggested within recommendations, however, mostly are not directly measurable e.g. in cost savings or cash inflows. Instead of this, the implementation of recommendations often is leading indirectly or not immediately to (not always exactly measurable) economic effects.


However, if not in a quantitative way, a recommendation must (at least) gear towards a qualitative resp. indirect improvement of organizational processes, systems or structures. Added value created in this way can be achieved indirectly e.g. by reducing risks, guarantee compliance with regulations or operational improvements.


Referring back to the question how added value should be understood in this approach, the conclusion is, that added value can be achieved not only in a quantitative, but as well in a qualitative way. In anticipation of the following, particularly the latter category will be of importance for an IA as CA!




Conclusion for an IA as Change Agent: definition of added value


Added value here shall be understood as material and intangible values provided by products and services developed by IA (here in terms of an IA Innovation Function, introduced in chapter 2.2) and generated by IA resources which deliver such products and services (here via Change Agent competencies, introduced in chapter 2.3).





But how an organization respectively its processes can be improved by Internal Audit? Generally spoken, any improvement for an organization or its inherent business processes can create corporate added value. Taken into consideration, that to „improve an organization’s operations” is nothing else but the second IA goal stipulated in the aforementioned IIA definition, the coherence is evident!


To shed light on that topic, basically a closer look shall be taken on the following objectives of IA activities, which are as follows8:




	
Compliance with external (legal) regulations as well as with internal (organizational) guidelines


	
Security, to be achieved by ensuring that an operation’s processes and guidelines are appropriate to prevent a loss of assets


	
Risk Protection, to be achieved by a corporate Risk Management geared to a minimization of identified (significant) risks inherent in a company’s goals, strategies, processes, systems and structures


	
Effectivity in terms of appropriateness of processes or systems with regard to an organization’s overall goals and objectives


	
Economic Efficiency, 9 to be achieved by focusing on appropriate cost-/benefit ratios of a company’s operational measures


	
Social Efficiency, expressed e.g. in an employee’s satisfaction or motivation.10 Since social characteristics might facilitate organizational change, this audit object is of particular interest for an IA as CA.
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The improvement of any of that objectives leads to an improvement of an organization’s operations and therefore to added value - presumed that with the improvement of one object none of the others is affected negatively! Fig. 2 above summarizes IA goals and their segregation into aforementioned objectives.


It must be mentioned, however, that the achievement of any of aforementioned objectives is influenced by the environment in which an IA function operates. An adding-value environment can be characterized by11




	top-management (hierarchical) and professional support for the IA function;


	a co-operative IA network within as well as without the company;


	a basic IA attitude, which is not only oriented on risks, but as well on opportunities respectively chances;


	a process-oriented IA approach, which considers risks, chances and their interdependencies;12



	an approach which is likely to satisfy IA addressees‘ (customers‘) needs;


	In-house IA marketing which facilitates the successful contribution of an IA function.





When developing the CA role for Internal Auditing and focusing intensively on value adding and organizational improvement, it is quite obvious that those orientations will be generated via change (and innovation).


Therefore, a basic assumption of this approach here is that change and innovation will generate added value and organizational improvement if both aspects are applied respectively handled in an appropriate manner by IA. That conclusion, illustrated in following Fig. 3, is what this book is all about!
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Conclusion for an IA as Change Agent: Goals and Objectives of IA


An IA as Change Agent must provide a contribution to the achievement of overall IA orientations, which means precisely first to add value in quantitative and/or qualitative means and second to improve an organization’s operations embedded in its organizational structures and processes.


The accomplishment of those orientations and the related objectives is significantly facilitated by an appropriate audit environment.





1.1.2. Internal Audit Activities


According to initially mentioned IIA definition of Internal Auditing, IA activities can be basically segregated into assurance (reviewing) and consulting activities:


Looking in a more detailed way on the reviewing part, Compliance, Operational and Management audits are here substantial forms of appearance:




	The influence of Compliance Audits on IA activities was already formative for a long time, but now has been even strengthened since the Sarbanes-Oxley-Act13 was implemented in the United States.







Compliance according to the IIA means 14 „adherence to policies, plans, procedures, laws, regulations, contracts, or other requirements. “ Following that definition, in-house as well as external regulations are objects of compliance audits.







	
Operational Audits are focusing on a company’s operations and therefore are determined by organizational structures, systems and processes. Their primary goal is to improve an organization’s operations and its corresponding processes referring to the objectives summarized in Fig. 2 above.







Operational audits are corresponding with a process-oriented IA approach, which was identified as characteristic for a value adding IA environment in precedent chapter 1.1.1. Because their focus is dynamic, operational audits have an underlying future-orientation, which will be introduced in the following as one key factor for successful organizational change!







	
Management Audits are focusing on management performance as well as on management behavior. Since management influences significantly the way in which an enterprise is acting internally (e.g. by improving the motivation of employees) 15 and this influence is only partially measurable by quantitative means, the IA function has to act here on a ground which is paved with soft facts.







Management Audits therefore require certain IA competencies, which are as well important for the generation of successful change.





Consulting services, according to the IIA, are „advisory and related client service activities, the nature and scope of which are agreed with the client“ 16 and which are intended to achieve IA’s overall goals and objectives (see Fig.2).


It will be presumed for this approach that any activity which can be executed by virtue of available IA competencies might be in the focus of an IA acting as CA.


The key question for an IA as CA is the question, whether consulting services are depending on previous reviewing activities or not? Following the conclusion above, that anything which is not explicitly excluded might be in the scope, both options are possible. Assumed that an IA as CA is capable to execute as well consulting services without previously reviewing the respective topic, this case must be definitely included in this approach. On the other hand, if consulting services are performed in a previously reviewed area, the question of independence and objectivity is arising – and has to be taken into consideration (see next chapter 1.1.3).




Conclusion for an IA as Change Agent: relevant audit activities


An IA as CA is preferably active in future-oriented activities like Operational and Management Audits as well as in Consulting Services.





1.1.3. Internal Audit Competencies


Fundamental characteristics determining an IA function are subsumed within already cited IIA (attribute and performance) “Standards for the professional practice of Internal Auditing“. The following ones are of particular interest for an IA as CA:


Objectivity as „an unbiased mental attitude that allows internal auditors to perform engagements in such a manner that they believe in their work product and that no quality compromises are made. “17 It „requires that internal auditors do not subordinate their judgment on audit matters to others“.18


Related to objectivity, as well aforementioned segregation between consulting and reviewing activities - as an aspect of separating decisionmaking from control - has to be obeyed.


Independence as „ the freedom from conditions that threaten the ability of the internal audit activity to carry out internal audit responsibilities in an unbiased manner.”19


As effective measures to realize independence, the establishment of an IA charter as well as an appropriate organizational integration of the IA function (principally, as higher the organizational reporting level is, so much the better20) can be mentioned.


Professional Competencies corresponding with IIA attribute standard's section „proficiency and due professional care“ 21 are stipulating that internal auditors „should possess the knowledge, skills, and other competencies needed to perform their individual responsibilities“.


Besides explicitly mentioned (in the Standards) competencies to identify indicators of fraud or to handle key information technology appropriately, a fundamental knowledge of the respective corporation and, particularly, social competencies like communication and co-operation skills is required within the IA function. More than that, in order to convince IA stakeholders (like Management or Auditees), the IA function must as well have abilities to promote its own performance and results!


Since, as concluded above, reviewing as well as consulting activities here are following a process-oriented approach, any IA activity should be planned carefully22 and performed23 in an adequate quality (see as well below). Furthermore, the results carried out must be communicated24 in an effective manner. Eventually, a consistent follow-up process should be established to ensure that IA results agreed with (top) management are implemented within the organization.


One section of the IIA attribute standards is dedicated to the importance of „quality assurance and improvement“25 within the IA function. In detail, quality program assessments including both internal and external assessments are mentioned.26 Of importance is as well the qualification and professionalization of the IA function as e.g. represented in the CIA certificate. Decisive for an IA function’s corporate success, however, is each individual auditor’s will to develop appropriate knowledge respectively skills.


Following Fig.4 gives an overview about relevant IA activities and competencies, which will be emphasized on when establishing a platform for the development of the IA Innovation Function in chapter 2.2.3.




Conclusion for an IA as Change Agent: IA competencies framework


An IA as CA must consider fundamental IIA Standards for Professional Practices in terms of:




	organizational and individual objectivity/ independence;


	a process-oriented execution of reviewing and consulting activities under consideration of quality aspects;


	professional competencies, enhanced by individual social skills.
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3 The Institute of Internal Auditors Inc. (IIA), headquartered in the United States, is the global umbrella organization and standard setter in terms of Internal Auditing


4 see https://na.theiia.org/standards-guidance/mandatory-guidance/Pages/Definition-of-Internal-Auditing.aspx


5 Please note that this approach here is focusing on the first part of the IIA definition, which is enabling the development of a new role and the introduction of a new activity into Internal Auditing. The second part of the current IIA definition is referring to the evaluation and improvement of the effectiveness of risk management, control, and governance; see https://na.theiia.org/standards-guidance/mandatory-guidance/Pages/ Definition-of-Internal-Auditing.aspx


6 see revised IIA standards, effective with January 2017, Glossary within https://na.theiia.org/standards-guidance/Public%20Documents/IPPF-Standards-2017.pdf


7 see e.g. https://www.investopedia.com/terms/v/valueadded.asp or wikipedia.org


8 following Lück, the future of Internal Audit, page 20, as well as Schwager, latest developments in Internal Auditing, page 2105


9 even if there are some sources which nowadays are prioritizing compliance and security topics over other IA objectives, economic efficiency here remains a fundamental goal of any IA activity; see as well IIA professional standards AS1220 A1/C1: “ Internal auditors must exercise due professional care by… …considering the (…) cost of assurance/consulting engagement in relation to potential benefits”


10 compare initial remark on Drucker


11 according to Palazzesi/Pfyffer, a new understanding of Internal Auditing, page 141; Pfyffer, a strategy for Internal Audting, page 516ff; Salierno, savvy solutions, page 35ff; Roth, How do Internal Auditors add value?, page 33ff


12 Palazzesi/Pfyffer, a new understanding of Internal Auditing, page 139


13 The Sarbanes–Oxley Act of 2002, more commonly called SOX, is a United States federal law that set new or expanded requirements for all U.S. public company boards, management and public accounting firms, according to definition in Wikipedia.org


14 IIA, Standards, Glossary


15 Peemöller/Richter, development trends in IA, page 78


16 IIA, Standards, Glossary


17 IIA Standards, Glossary


18 IIA Standards, Glossary


19 IIA Standards, Glossary


20 According to IIA Performance Standard PS 2060, “the chief audit executive must report periodically to senior management and the board on the internal audit activity’s purpose, authority, responsibility, and performance relative to its plan…”


21 IIA Standards, AS section 1200


22 compare IIA Standards, PS sections 2100 (nature of work) and 2200 (engagement planning)


23 compare IIA Standards, PS section 2300 (performing the engagement)


24 compare IIA Standards, PS section 2400 (communicating results)


25 IIA Standards, AS section 1300


26 IIA Standards, AS section 1310 (1311 about internal assessments, 1312 about external assessments)




1.2 Innovation and Change


1.2.1 Definitions


Implementing a CA role into IA requires a fundamental definition about how the term „Change“ subsequently should be understood.


Initially, because an „IA innovation function“ as well as an “IA as Change Agent” are already introduced into professional literature27, the interconnection between „Change“ and „Innovation“ must be carried out and shall be applied as follows:


As shown as well in Fig.5 below, under the generic term „Change“ the following categories (in the sequence of an increasing potential for chances or risks) should be subsumed:




	
Standardization, which means unification, mostly without or with only little effects of improvement (e.g. unification of already existing varieties of products, regulations, corporate S/W applications etc.)


	
Improvement, which means a continuous or controllable modification of processes or systems (e.g. implementing an update of a S/W application)


	
Alignment, which means a substantial advancement of the current company’s state-of-the-art, often connected with a certain risk (e.g. by adapting traditional values to present, customizing an invention to meet current market requirements, relaunching a product, implementing a new S/W solution) or, eventually


	a (basic) Innovation (like e.g. an invention of a new technology, product, etc.),





Taking this categorization under consideration, for an IA as CA, two fundamental presumptions are arising:




	
The IA Innovation Function shall reflect all (four) abovementioned categories and not only basic innovations.



	“Change” must be understood as a wider extension of „Innovation“ - which means that a CA is focusing on all (four) categories and not only on (basic) innovations!







Conclusion for an IA as Change Agent: Innovation and Change




	
Innovation is (only) one specification of Change – Change, however, can be a result of innovation, but as well a result of standardization, improvement or alignment!28



	
Change is a consequence of Innovation – therefore the IA innovation function has always and automatically the character of a change function


	As a conclusion for this approach, even if we are talking about the „IA Innovation Function“. the term „Change Agent“ can and shall be retained!
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1.2.2. The Implementation of Change


An IA as CA must consider, that the orientation of organizational innovation has altered significantly in the course of time.


Taken into consideration, that e.g. some ground-breaking technical inventions in the 19th or even 20th century were resulting from sudden inspiration (like e.g. Flemings’ Penicillin or Goodyear’s’ vulcanized rubber), nowadays it appears much more likely that innovation is a product of a systematic change process.


In other words, basic innovations in abovementioned sense occur less, because they are hardly achievable anymore. Instead, structured and systematic research for innovation, embedded in well-planned and integrated change projects (e.g. managed in powerful R&D departments), is gaining more and more importance.


This assumption shall be as well fundamental in subsequence for an IA as CA, referring back to aforementioned wider dimension of change (see following Fig.6)
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Conclusion for an IA as Change Agent: change processes


Since successful organizational change requires a fundamental process, the handling of such processes has to be in the particular focus of an IA as Change Agent.





1.2.3. The Motivation and Impact of Change


In principal, change processes can be initiated as a result of a company’s prospective view, but as well as a reaction in answer to external resp. environmental incidents. Even if it would be more favorable for a corporation to initiate changes pro-actively, in reality organizational innovation (respectively company-internal change) is mostly a consequence of environmental pressure.


Presumed that a stable corporate environment is not realistic, the opinion, that the influence of change can be eliminated just by a correction of its negative output, is neglecting its causes. In simple words: if a company wants or not, it will be anyway confronted with a necessity to continuous change! Therefore, a company is obliged to see the positive aspects of change respectively the chances and opportunities arising of it. The essential task of a corporation and its management consequently is not only to recognize the necessity to change, but to create added value embedded in it.


Need to change can derive e.g. from increased competition caused by globalization, technological developments or changes in fiscal regulations. But as well changes in the social environment of a corporation, expressed in altered social values or as a result of social or political conflict, might lead to a company’s necessity to react. As a recent aspect the influence of (mass) media, particularly the appearance of social media, must be mentioned in addition. Since this kind of impact to a corporation is new and increasing, related research activities are just in a status of an ongoing process, but definitely not finished yet.


The next question is how change generated by corporate environment should be transmitted into the organization? In principal, all hierarchical levels of a company (and not only Management) might be confronted with or identify a need to change. Departments like HR with its personal and social inter-connections to the labor market or IT (and as well R&D), which is obliged to be in touch with technological (scientific) development, are predestinated to retrieve company-relevant environmental factors of change. But as well other departments, whose task is to analyze corporate figures and processes, must be able to identify potential field for change. Beneath functions like Controlling or Risk Management, of course and in particular the IA function has a responsibility to contribute in an appropriate, noticeable manner.


But whoever is the one to identify need for corporate change, from an overall point of view Management is responsible to decide whether, and how, (identified) change should be reflected in a company’s processes, systems and structures. Therefore a workflow must be established, ensuring that detected potentials for change as soon as possible are transmitted on a managerial level to enable immediate decisions.


If Management is coming to the conclusion that change in a company’s processes, systems and structures is necessary or beneficial, it must initiate respective (internal) change processes in order to achieve improvement (see precedent chapter 1.2.2 about the implementation of change in a process-oriented way).
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