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Notes from the Publisher on the International Edition


The present book is an international edition of the work “Space Security”, to which authors from different countries and in various languages have contributed.


Given the complexity of the subject and its political, economic, scientific and social relevance, great care has been taken to provide as faithful a translation as possible, in order to reproduce the authors’ words without distortion. In the interests of authenticity, each contribution has been preserved, as far as possible, in the spelling chosen by the author, including the source references. The (minor) overlaps in content have been deliberately retained, as they reflect the authors’ differing assessments.









Preamble


Thi Thai Hang Nguyen


Publisher, Diplomatic Council Publishing


The sky has always fascinated humanity. As the seat of the gods, as the final resting place of departed souls, as the embodiment of something greater than our earthly existence. Later came the first practical applications; the conquest of the Earth by the great seafaring nations would have been impossible without navigation by the stars.


When the first human orbited the Earth in a space capsule in 1961, a new era began. The highlight of this time was the moon landing in 1969; what had previously been the stuff of science fiction novels suddenly became reality. And yet it remained a fascination – far removed from people's everyday lives. This changed in the next phase. Satellites broadcast television programs to virtually every corner of the Earth. It marked the beginning of "globalization at the push of a button."


Today, we use satellite services as a matter of course. GPS navigation in the car or smartphone is a prime example. And a new era has already begun, one that extends into multiple dimensions. The mass market for satellites and rockets is emerging; space is preparing to become everyday life. The orbits around the Earth will soon be as crowded as London during rush hour. And we no longer talk about whether a human will set foot on the moon again someday, but rather about building moon bases, constructing new space stations, and – yes – landing on Mars. Initial business models are focusing on mass space tourism, space mining – the extraction of raw materials from asteroids, moons, and planets – as well as the establishment of data centers and manufacturing facilities floating in space. All these developments are poised to dramatically alter the power dynamics between nations over time – and with it, the security landscape. The quote attributed to John F. Kennedy, "Whoever controls space controls the Earth," is proving to be increasingly prophetic.


Turning to the topic of this book, one must say: Europe, regrettably, has lacked this foresight to a sufficient degree over the decades. The "wake-up call" referenced in many chapters of this work – when it became clear in 2022 that a U.S. billionaire could exert war-deciding influence on military conflicts in Europe through a global satellite network under his control – has shown just how deeply Europe had been asleep. Late, but hopefully not too late, Europe has now awakened.


Now it is a matter of catching up on the missed opportunities as quickly as possible. The authors in this book describe, from very different perspectives, how Europe can succeed in this catchup race. This naturally involves technological aspects, political and military power, dual-use applications – the symbiosis between civil and military spaceflight – but also legal and regulatory issues, which are equally addressed in this work. Security and law are, after all, closely intertwined.


Upon reading, it becomes clear: We are in the midst of a global Race to Space, a space race that has only just begun. Europe heard the starting gun with some delay; the USA and China are ahead, while other nations like India or Japan are also well in the running. But the Space Race is not a quick sprint; it is a marathon – and with endurance, innovation, and robust funding, Europe can run in the top group in the long term. For now, however, it is first necessary to catch up and swiftly close Europe's currently glaring security gaps in space – for, given the increasing geopolitical tensions, there may not be much time left for that.


I congratulate the editors, who have succeeded in assembling a unique circle of authors for this work. It includes key decision-makers in politics, business, and diplomacy who are authoritative on the topic; scientists, lecturers, and analysts who have been engaged with Space Security for many years; as well as lawyers and journalists who regularly publish on it in renowned outlets. In this way, it has been possible to bring together all the essential aspects from different perspectives in a single work. Together, the authors outline the cornerstones of a European security architecture in space. Where do we stand? Where do we want to go? How do we get there? With comprehensive and in-depth answers to these questions, this book sets the current standard for Space Security in Europe.


Hang Nguyen


Publisher, Diplomatic Council Publishing









A View from Space


Rabea Rogge


Electrical engineer, robotics researcher, and the first German woman in space


Does seeing Earth from space change your perspective? This is one of the questions I was asked most often when I became the first German woman to travel into space on the Fram2 mission. I was sceptical at first: surely one can find all the insights here on Earth as well; surely a love for our planet can grow with solid ground beneath your feet. And I still believe that. But seeing an entire planet floating in the vacuum of space, taking in the colorful facets of mountains, rivers, oceans, and glaciers, left a deep impression on me. We have the perfect planet as our point of departure, and I find myself thinking: as humanity, we should be able to achieve anything we set our minds to – if only we work together. My perspective has expanded: from the local, immediate view to a more holistic, long-term one.


But a change of perspective does not only happen in space. Innovation and progress are simply other words for a shift in perspective. A new way of looking at what already exists. New ideas that must first prove themselves, concepts that seem to come from tomorrow. Although that’s not quite true: the ideas already exist today – and the faster we adapt to change, the faster we can move with it and contribute to it.


Such a transformation is currently underway in spaceflight. Public and private actors, a democratization of the industry. If you want to start a Moon-focused startup today, you can. Images, navigation, and internet from space are already available to us on Earth. Satellites can be built by student teams and launched by private companies. This democratization brings an explosion of ideas and a rapid pace of innovation and change – so rapid, in fact, that right now the risk of falling behind is real. Technological advances have consequences: Fram2 was the first mission to launch without a pilot, because the spacecraft flew itself. This also means that entirely new professions can now find their way into space. Technology has opened the door for us.


The reality is that both governmental and private institutions contribute – side by side, hand in hand, supporting each other. Fram2 was a private crew flying with a private company, but it also carried government-funded science and benefited from public expertise.


Overcoming entrenched ways of thinking about New Space remains a challenge. This is the shift in perspective we need: from exclusive to inclusive. Instead of pursuing only a single solution for a lunar rover, as in the past, today there are many. This is the path we must continue consistently. We should not indulge in daydreams – we should be guided by visions. And we must face difficult questions: What does responsible innovation mean? What challenges do new technologies bring?


If we, as humanity, can build self-flying spacecraft, then many other things should be within our reach. It is time for Europe to become an even stronger part of space innovation, to increase its pace, to look to the future, and not just to shift perspective but to broaden it.


Focusing on the future is like looking at Earth from space. Seeing and understanding the bigger picture: what can we do today to land in the future we dream of?


Rabea Rogge


First German Woman in Space









Astronaut’s Address


Dr. Dumitru-Dorin Prunariu


Lt.-Gen. (ret.), first Romanian in Space, former President of the Romanian Space Agency


Europe’s Security and Geopolitics in Space


As humanity ventures ever deeper into space, the frontier once considered distant and silent has become a new arena of global interaction – scientific, economic, and increasingly geopolitical. Space is no longer a distant domain reserved for superpowers; it is a shared environment where the security, prosperity, and values of humankind intertwine.


When I orbited the Earth in 1981 as the first Romanian cosmonaut, the view from above revealed not borders, but the indivisible unity of our planet – fragile, luminous, and profoundly interconnected. From that vantage point, it was clear that the destiny of nations is not written in separation, but in cooperation. Yet, in the decades since, the strategic landscape of outer space has evolved dramatically. The tools of exploration have become instruments of power, and the aspirations of science are now intertwined with the imperatives of security.


Today, the geopolitics of space constitutes a defining dimension of international relations. The increasing militarization of orbital infrastructure, the competition for technological superiority, and the prospect of resource extraction beyond Earth raise unprecedented challenges for global governance. In this context, international dialogue and responsible behavior in space are not mere aspirations – they are conditions for our collective survival.


Through my work in the United Nations Committee on the Peaceful Uses of Outer Space (UN COPUOS), including its Working Group on Near-Earth Objects and the Action Team on Planetary Defense, I have witnessed the essential role of multilateral diplomacy in preserving outer space as a domain of peace and cooperation. The ongoing deliberations on space traffic management, long-term sustainability, and protection of celestial heritage demonstrate that diplomacy must evolve as rapidly as technology.


The Diplomatic Council, with its mission to unite diplomacy, economy, and civil society in pursuit of peace and prosperity, provides an ideal platform for this debate. Its intellectual community bridges political, industrial, and academic perspectives, fostering the kind of integrated vision that the future of space demands.


This volume – Europe’s Security and Geopolitics in Space – reflects a timely convergence of expertise and insight. It brings together leaders from space agencies, governments, research institutions, and the private sector to address one of the most urgent strategic questions of our time: how to ensure that space remains a domain of stability, sustainability, and shared benefit.


Europe, with its long-standing commitment to multilateralism and responsible innovation, has a special role to play. The European Union, the European Space Agency, and the national programs of its member states have developed models of cooperation that can inspire global norms. As Europe strengthens its space capabilities, it must also champion principles of transparency, restraint, and collaboration that can guide humankind toward a peaceful cosmic future.


The challenges are immense – but so are the opportunities. The same technologies that enable surveillance and defense can also enhance environmental protection and disaster response. The same satellites that serve military needs can also connect the unconnected and empower education and development. The choice lies in how we, as a global community, decide to govern this new domain.


May this book serve as a contribution to that governance – a beacon for constructive dialogue between nations, institutions, and citizens who understand that space security is human security.


Dr. Dumitru-Dorin Prunariu


Lt.-Gen. (ret.), First Romanian in Space


Former President of the Romanian Space Agency


Chair of Global Expert Group on Sustainable Lunar Activities (GEGSLA)


Former President of the Association of Space Explorers (ASE)


Former Chair of UN COPUOS


Full member of the International Academy of Astronautics









Foreword


Andrius Kubilius


EU Commissioner for Defence and Space


Last year I was appointed first ever European Commissioner for Defence and Space. Such a post never existed before. Of course, there have been Commissioners responsible, among others, for defence industry and space policy. But never with a singular focus on defence and space. And that is, first and foremost, because the geopolitical situation demands a massive defence ramp up, and the space revolution demands a massive space ramp up. And second, because space and defence can mutually benefit from each other. We need space for our defence and must defend our space assets. That is why any initiative to further advance Europe’s role on space for security and defence matters. By way of introduction to this collection of viewpoints, I here want to give my ten key observations from my first year as Commissioner.


1. We’re at the start of a space revolution


What rail was for the 19th century, cars and planes for the 20th century, space will be for the 21st century. The 21st century will be the age of space. The space economy is expected to triple in size. Space is already part of our daily lives on Earth in several sectors of our economy: from connectivity to positioning and navigation for different transport modes; from agriculture to climate action; from bank transactions to energy grid management to mention only a few. And soon we will also be using space directly to boost benefits on Earth: A booming orbital economy. The Moon, Mars and beyond.


2. Europe is a global space power


We can be proud of Europe’s achievements in space. We have Galileo - the best satellite navigation system in the world, Copernicus, the best Earth observation system in the world and soon we will have IRIS2– the best secure connectivity system in the world. We managed to bring back access to space. We have an excellent academic and industrial base. But we should not rest on our laurels – we must do what we can to maintain our position and we must innovate to boost our capacities.


3. We need Space for our Society, Economy and Strategic Autonomy


Space brings benefits to millions, billions of people, making life better on our planet Earth. Reaching for the stars and using the stars has always been humanity’s aspiration. And as technology unfolds at an unprecedented pace, now is the time to act to capture the booming space economy and contribute to our competitiveness. But space is also deeply entangled with our autonomy and security. Europe needs to have its own space capabilities with the right scale and across different domains to survive in a dangerous world.


4. Space is a Source of Inspiration


From the start of humanity, space has captured our imagination and has been a source of immense inspiration. From scientific discovery to the exploration of the unknown, from technological advances to incredible solutions here on Earth, space continues to inspire all of us. Being in space is part of our culture and has made children dream. Inspiration unites. Inspiration conquers division. Space amplifies our European values. Space can attract our youth to a passion for STEM disciplines, so much needed for our economy. Space needs scientific and engineering talent. Europe needs to attract and retain STEM talent.


5. Space creates Value and requires Scale


The Commission has proposed an action plan to stimulate the European space economy. European industry needs scale in domestic and export markets. European industry will have a single market for space with the first ever EU Space Act. Fragmentation in our space market is an obstacle to progress. Industry needs rules of “the road” for safety, resilience and sustainability. The exponential rise of space debris leads to a rising danger of collisions and incidents. We all need a “Schengen” for space, bringing together like-minded partners across the world.


6. Space on Earth and in Orbit


Europe can be proud of developing and operating unique space systems. Europe is already using space data and services across different sectors of the economy. This needs to be intensified as Europe owns these systems and their data. EU policies should offer opportunities to the economy by promoting the use of space in their respective domains to create speed and value.


But the space economy is also developing directly in space: the orbital, cislunar and lunar economy is gradually unfolding. The scientific, strategic, military, economic, and political interests in lunar exploration have led major space-faring nations to invest significantly in robotics, heavy-lift launch capabilities, cargo and crew, and lunar infrastructure. These international developments are reshaping the technological landscape and they are directly relevant for security.


7. Space is the next Battlefield


Satellites help Ukraine to defend itself against aggression, but they are also used by Russia to attack and destroy. Modern warfare is fully space-enabled: connected tanks, fighter jets and drones, plugged into battlefield data, getting real time strategical and tactical information. Russia is developing laser weapons that can blind satellites. Russian spy satellites are shadowing European satellites. We are already under attack – every year 50,000 flights are affected by jamming and spoofing of global satellite systems. We need to be ready for this future.


8. Our Strength is our Unity


Space has shown how working together can bring what no single member state can do alone. Cooperation has a double benefit: it enables Europe to achieve more, with less. By uniting our strengths rather than overlapping our efforts, by combining our capabilities rather than duplicating, we elevate the future of Europe together. Today, European cooperation is more important than ever, in a global context where we are collectively challenged to be more ambitious and autonomous, while exercising budgetary restraint. We must pool our resources, at the service of a shared vision.


Together, we are giving governments and armed forces what they need for our security. For instance, our EU GOVSATCOM will provide secure, military grade communication by pooling and sharing available national capabilities. And Galileo's public regulated service will protect against spoofing and jamming. The Earth observation governmental service will give secure and high-quality intelligence.


Defence can only learn from space. In defence there are few successful pan-European projects. But in space we are a great team. The Commission proposes. Member States decide. Industry builds. The European Space Agency designs and develops or manages on the EU’s behalf. The EU Agency for the Space Programme (EUSPA) and other entities operate. Together we have built great space flagship projects that no Member State can build on their own.


9. Europe needs a Space Defence Shield


In today’s dire geopolitical landscape, we need to accelerate and bring about a comprehensive European space defence capacity. We need a European Space Defence Shield. A capacity to observe, position, navigate, to ensure secure communications from space. A capacity to defend our assets in space to tackle interference, to operate in space. An advanced space transportation system to, in and from space.


We do not start from scratch. We need to pool and share capabilities to guarantee a strong economy of scale so that together we can have more. We need to leverage industry innovation to attract and retain skills and jobs in Europe and to deliver fast. We need to build interoperability and security by design, ensuring systems work together seamlessly. We will include European space systems such as Galileo, LEO PNT, IRIS2, GOVSATCOM, EOGS to mention only a few. In short, this entails complementing national activities by creating a cooperative European space layer that amplifies national efforts and guarantees autonomy for Europe as a whole.


10. The future belongs to space: who controls space, controls the future


We cannot afford to abandon space to our adversaries, or even to fall behind our friends. That is why space is a priority for the European Union, and why we propose a fivefold increase of our European space budget for the next multi-annual EU budget. That is why Member States have decided to increase their spending for space as part of the increase in defence spending. That is why Member States have decided to increase their spending through the European Space Agency.


And as we look towards the future with great ambition, we should not forget that access to space is mission critical for our future in space. Europe needs independent access to space. Recent Ariane 6 and VEGA C launches, the full deployment of the Copernicus constellation and the replenishment of the Galileo constellation show: Europe is back! But we will need much more: more launches, more satellites, more rockets we can use again and again and again.


Together we can do more, better and faster! Our future in space lies in our unity!


Andrius Kubilius


EU Commissioner for Defence and Space









Prologue


Prof. Dr. Heinrich Kreft


Ambassador (ret.), President Diplomatic Council, Programme Director at the Diplomatic Academy of the German Foreign Office


Andreas Dripke


Author & Executive Chairman Diplomatic Council


Jochen M. Richter


Chairman Diplomatic Council Global Security Forum


Introduction


Space has always been a source of inspiration for imagination, stories, books, and movies. The sheer size of the universe exceeds our imagination, and units of measurement such as light years have no equivalent in our everyday lives.


For a long time, safety in space was only a question of safely overcoming great distances while maintaining communication. While space travel has produced many innovations that had a purely scientific starting point, the results have often led to new inventions for both civilian and military purposes.


Even today, many people still view space with fascination, while we often find it difficult to recognize the importance of space in our daily lives. Yet its influence is immense: from communication and navigation to weather forecasting, without the infrastructure in space in the form of satellites, our everyday lives would look very different.


In recent years, it has become increasingly evident that space is essential to both our economy and our security. Satellites have long been instruments of power, and the race for dominance in space has become a central arena of great power competition – primarily between the United States and China, the latter increasingly cooperating with Russia in this domain. Both the US and China regard space as a “domain of warfare” (Dolman, 2024). The construction of new space stations, lunar or even Mars bases is in the planning stage, and the extraction of resources on other planets and celestial bodies is one of the future projects that now appear realistic.


For these and many other reasons, it is time to take a close look at the current situation and identify both opportunities and challenges – along with the question: Where does Europe stand? In doing so, we must acknowledge that the few international rules that have been established and agreed upon with regard to space are now outdated due to rapid technological progress. The “battle for space” encompasses not only technological, economic, and security policy dimensions, but also a significant legal one.


Competition between the Superpowers for Prestige


Until the 1970s, space travel focused on the moon and the competition for national prestige between the two superpowers, the USA and the Soviet Union. After early successes by the USSR (Sputnik), the USA finally won this competition with its manned moon landing. With the policy of détente and ultimately the end of the Cold War, a phase of cooperation also began in space, symbolized by Soviet-American docking maneuvers in space and the joint operation of the International Space Station (ISS).


Europe remained stuck in this supposedly peaceful phase for a long time and lost touch with the rapid development of space activities in other regions of the world in many areas. The US, China, and Russia, but also India, have been consistently expanding their space capabilities for many years, while Europe has lagged behind. A quote from US President Donald Trump exemplifies the new rivalry between the superpowers in space: “You can’t be number one on earth if you’re number two in space.”1


With its Copernicus and Galileo space programs, Europe ranks among the world’s leading space powers in Earth observation, meteorology, and navigation. However, it continues to face significant shortcomings in human spaceflight – and more critical – in the areas of security, defense, and the commercialization of space.


Russia’s War against Ukraine as a Wake-up Call


It was only when Ukraine used the global satellite constellation Starlink, operated by US billionaire Elon Musk, against Russian attackers in February 2022, and Russia had previously disrupted satellites used by Ukraine, that the security policy dimension of space was recognized in Europe.2 This was a wake-up call for Europe’s space activities, especially for the neglected security policy dimension of space. Given its growing strategic relevance, space must be recognized as a domain of operations equal to air, land, sea, and cyberspace – especially as it evolves into a critical arena of security policy.


It is now important for Europe to make up for past failures in space as quickly as possible and catch up with the US, China, and Russia. In doing so, a whole series of hurdles must be overcome: the technological gap in rocket construction, the lack of satellite capacity, institutional fragmentation and the need to overcome national interests, as well as insufficient funding and the involvement of the private sector in security-related projects. All these issues are discussed in detail in the following chapters of this book, along with suggestions on how to remedy these shortcomings.


With the first-ever appointment of an EU Commissioner for Defense and Space, Andrius Kubilius, who contributed to this book as an author, the European Union has sent a signal that space will play a key role in the European security architecture in the future.3 This is a correct and important step on the road to European space sovereignty, but it must now be followed swiftly by further steps.


The institutional and national coexistence, as well as the excessive bureaucracy in this sector, must be replaced by a vision for the future. At this point, it is worth recalling US President John F. Kennedy, who successfully inspired his compatriots in 1961 with his vision of putting humans on the moon for the first time, or, more recently, Elon Musk’s bold plan to colonize Mars.


Such visions can drive innovation, mobilize venture capital, and generate social change and the political will to achieve goals that previously seemed unattainable. To avoid any misunderstanding: this book is not a plea for a European moon or even Mars mission, but rather for Europe to become a true and serious player in space in order to remain relevant in the emerging new multipolar world order. This requires the support of a broad political public, beyond the relevant experts. This book is primarily aimed at them.


Resilient Security Architecture in Space for Europe


Europe urgently needs its own robust security architecture in space, a resilient structure consisting of satellite constellations, ground stations, secure launch capabilities (including in continental Europe), and space services. All of these systems must be safeguarded as effectively as possible against disruptions and attacks. Europe requires a comprehensive framework that ensures both protection and operational efficiency.


At this point, the following contributions should be preceded by a brief analysis of the current situation in the key areas where deficits exist – as we, the editors, perceive them and as they inspired us to initiate this book project.


Europe’s latest rocket model, Ariane 6, lags a generation behind its US counterpart, Falcon 9.4 The Space-X rocket is at least partially reusable, while Ariane 6 is not designed for this at all. This is not just a technical detail, but a decisive factor for the future: rockets that can be reused reduce the cost of transporting payloads into space – satellites, modules for space stations, machines, and people. With Starship, the US has a rocket in the final stages of development that is intended to be fully reusable. When completed, it will be two generations ahead of Ariane 6; it can carry about five times the payload into space. The European response – All Prometheus Future European Launcher (apfel) or Ariane 7 – is still in the early stages of design and aims to reuse only the lower stage of the rocket (booster), not the entire rocket.5 Exactly that – returning the booster to Earth in a reusable condition – was achieved by SpaceX rival Blue Origin in November 2025. The first stage of the New Glenn rocket landed precisely on its designated landing site in the Atlantic.6


Rocket technology and thus access to space is the foundation of almost all space activities and therefore determines who will be able to play an autonomous role in space in the future.


Europe therefore needs its own, as cost-effective as possible, capacity for transport into space – independent of (private) American or other providers outside the EU. In doing so, Europe should pursue at least a two-pronged approach. Small launch vehicles are sufficient for transporting small, compact satellites into space, for example for Earth or weather observation. The miniaturization of electronics, as we know it from smartphones, for example, has also revolutionized the satellite industry. What used to be the size of a truck is now as small as a tennis ball. In addition, Europe also needs heavy-lift rockets that are capable of lifting a large number of even large satellites into orbit. We Europeans must also ask ourselves whether we want to leave manned spaceflight to the Americans, Chinese, Russians, and Indians in the future and be content with European astronauts being taken on board by them.


Deficits in Rocket and Satellite Technology


In the first half of 2025, a total of 149 orbital launches were conducted worldwide — that is, payloads were placed into Earth orbit. SpaceX alone accounted for 81 of these launches, while Europe managed only two (!).7


Reusable rockets that carry high payloads into space have drastically reduced the cost of satellite launches. The fact that three-quarters of the more than 10,000 satellites currently orbiting the Earth belong to SpaceX’s Starlink network can be explained largely by the company’s innovative edge in rocket construction. Europe therefore needs to catch up not only in rocket technology, but also in building a space infrastructure using satellites.


It is therefore a welcome development that the EU gave the green light for a European satellite network (IRIS2) at the end of 2024.8


However, the “Infrastructure for Resilience, Interconnectivity and Security by Satellite” project is significantly smaller in scale than Starlink, as it is intended to cover largely only the European continent. This should only be the first step, as Europe also needs a global satellite constellation for geopolitical reasons, among others. In the US, Jeff Bezos is building a second global satellite network alongside Starlink with Amazon Kuiper – consumer brand Amazon Leo. 9 The People’s Republic of China is also establishing two global satellite constellations in space with Quifan (Space Sail) and Guowang (national network).10 Amazon Leo 11 and the two Chinese satellite networks also have a significant lead over IRIS2. The European satellite network is not expected to become operational until 2030 at the earliest and is likely to lag behind the US networks, at least in terms of technology.


Europe must catch up in terms of innovation in both launch vehicles and satellite networks in order to achieve its desired sovereignty in space. This is likely to be an arduous journey, but it is a necessary one if Europe wants to be a relevant player in the emerging new multipolar world order.


This will first require much stronger cooperation between the European Space Agency (ESA), the EU, and national space programs. Moreover, a fundamentally new framework for collaboration between the public and private sectors is essential to unlock the full innovative potential of the commercial space industry.


In addition to closing the innovation gap in rocket and satellite construction, Europe must formulate its vision for a presence in space. While the International Space Station (ISS) is likely to come to an end towards the end of the decade, China has now built its own space station and there are plans in the US for privately operated space stations. Both nations are also competing to build a permanent lunar base – with the vision of establishing one on Mars in the distant future. In the foreseeable future, cooperation with the US is likely to be the only option here.


For geopolitical and security reasons, a long-term resumption of previous cooperation with Russia and China appears unlikely. In contrast, smaller but dynamic space nations such as India and Japan are far more likely partners going forward.


Competition for (Military) Dominance in Space


Russia is also waging its war against Ukraine and its cyberwar against the West in space. For example, GPS navigation signals in the Baltic region have been disrupted for over a year, presumably by Russia, in order to hamper aerospace and terrestrial logistics in the region. Russian reconnaissance satellites are also said to be tracking two IntelSat satellites used by the German Armed Forces. China is using its space systems to conduct approach maneuvers on satellites, which could also be described as military exercises. Both countries have a wide range of tools at their disposal to disrupt, blind, manipulate, or kinetically destroy satellites. The US also has such a toolbox, and the US Space Force regularly conducts maneuvers in space. All three countries, as well as India, have tested anti-satellite weapons. The US is the dominant power in space and is trying to defend this lead against China, which in turn is not prepared to accept this supremacy – with Beijing being supported by Moscow.


In view of this dynamic, Europe must also expand its defense in space. Since satellite networks have become part of critical infrastructure – without which large parts of public life would come to a standstill – and given their particular vulnerability, which can only be mitigated to a limited extent through hardening and redundancy, Europe will have little choice but to develop military offensive capabilities in order to credibly deter attacks on its vital space infrastructure.12


Europe as a Medium-sized Player


With the European Space Agency (ESA), whose CEO Dr. Josef Aschbacher has contributed a separate chapter to this book, the EU’s space program, and numerous national space agencies and companies, Europe is an important player, but rather a medium-sized one in intercontinental comparison. On the one hand, Europe has a strong industrial base, particularly in areas such as satellite technology, space technology, and scientific research. On the other hand, the large number of national space agencies alongside the ESA and the EU often leads to coordination problems and inefficient resource allocation. Another weakness, especially compared to its American and Chinese competitors, is financing. Europe does not even reach a quarter of the funds invested in space travel in the US.13


Space travel is undoubtedly key to Europe’s economic future and security policy independence. Germany’s announcement that it will invest €35 billion in security-related space projects by 2050 is therefore to be welcomed. Other countries should follow suit.


However, this requires not only massive investment, but also increased cooperation between government agencies and private companies. Experience in the US shows that a diverse, networked space ecosystem involving government agencies, innovative start-ups, and large companies with strong production capabilities and scalability delivers the best results, with government actors providing the necessary stability for the sector as anchor investors and clients.


In addition to European market leaders such as Airbus, ArianeGroup, Alenia, and Thales – which also include the Bremen-based satellite manufacturer OHB – a new generation of local start-ups like Isar Aerospace and Rocket Factory Augsburg is emerging, making a name for itself in the dynamic space sector with its own technological innovations.


Defense and Cooperation in Space


The US and China have had independent space forces for several years. In Europe, Germany, France, the UK, and Spain, among others, have their own space commands, and NATO operates such infrastructure in Ramstein. The task is essentially space observation with the help of a growing number of observation satellites.


Operation Olympic Defender is a US-led multinational initiative to coordinate and optimize space operations and strengthen deterrence against aggressive actions in space. Besides France, Germany, and the UK, Australia, New Zealand, and Canada have also joined the US initiative to strengthen cooperation between national space forces.14


Space is no longer just a venue for scientific research and technical innovation. It has become a strategic arena – a terrain where power, technology, and sovereignty overlap.


Those who do not have their own space capabilities are dependent and vulnerable. This book contains many suggestions on how Europe can catch up with the leading space nations in order to become an autonomous security policy actor in space in the future. This book brings together a range of contributions from diverse perspectives and areas of expertise, focusing on the challenges Europe faces – particularly in the realm of security policy – and how these can and should be addressed.


Together with our authors, we as editors hope that this anthology will contribute to an informed discussion about the importance of space for our security and the economic opportunities it also offers.


Prof. Dr. Heinrich Kreft


Andreas Dripke


Jochen M. Richter









Space and Security


A European Space Agency Perspective


Dr. Josef Aschbacher


Director General ESA


Introduction


Since the beginning of the space age, space has been closely intertwined with the fields of security and defence. Today, well into the 21st century, its relevance to those areas has increased exponentially. Both outer space itself and the human-made infrastructure that can be found there have become critical enablers of terrestrial security, underpinning almost every domain of state activity and societal interest, from navigation and communication to climate monitoring, financial transactions or defence. What was once a realm of predominantly scientific discovery has evolved into a strategic environment where political interest, technological capability, societal resilience and economic opportunity intersect. For Europe, and for the European Space Agency (ESA) in particular, the ever-growing interdependence between space and security is a call to step up efforts and strengthen capabilities in a dramatically evolving geopolitical context. The safety and security of space, the security of governmental and private action in space, and the security derived from space have become inextricably linked.


Economies and societies rely on space systems. Protecting those systems, just as we protect roads, rolling stock or shipping routes, is a central concern of space strategies across the globe. Everyday life relies on space-based infrastructure and services. Satellite-based navigation supports transport networks and precision agriculture; Earth observation underpins climate research, environmental protection, crisis management or humanitarian response; secure communications enable governments to act in emergency or conflict situations, while allowing citizens to be connected from even the most remote places. Security is inconceivable without space; it is no coincidence that more and more countries are investing in space to avoid falling behind, and to secure their positions and freedom of action as self-determining, autonomous actors. In this context, space is regarded as critical infrastructure. Space assets are, however, increasingly exposed to hazards ranging from orbital debris to cyber attacks and deliberate interference. Ensuring the resilience of the entire space chain – from ground stations on the surface of Earth to spacecraft in orbit and beyond – is therefore an essential component of security.


The multiple-use nature of space technologies adds significant complexity to the picture. The very same rocket technology that propels a scientific spacecraft across the Solar System or carries astronauts to destinations where they live and work in orbit can also deliver conventional or nuclear warheads to terrestrial targets. Satellite technology tracks deforestation and supports humanitarian aid – but it can also monitor troop movements or provide intelligence in conflict zones. Space has always been both a place of cooperation and the scene of potential conflict; it is telling that the 20th century space race gave rise to the first international framework of norms for the peaceful use of space. The reality in the 21st century is that no major actor can overlook security considerations when it comes to space policy. Civilian systems provide strategic information, while military needs drive civil innovation. This duality does not challenge the commitment to peaceful purposes. On the contrary, it reflects an evolving understanding of security in a world where peace itself depends on the ability to act, innovate, cooperate – and defend.


Globally, being a space power has become a determinant of geopolitical influence. State actors capable of launching, operating and protecting space infrastructure augment not only their technological prestige but also their strategic leverage. Moreover, the ability to guarantee access to space and to satellite-based data and services – independently of others – has become an integral component of sovereignty. This relationship has repeatedly been expressed through the concept of strategic autonomy. “Security in space” and “security from space” are ultimately two sides of the same coin. ESA, in close coordination with the European Union (EU) on certain important activities (see section 3), translates scientific and technical excellence into tangible assets that underpin European prosperity, safety and security. Security has therefore become an intrinsic element of ESA’s governance and practice.


ESA and Security: Foundation and Evolution


ESA occupies a distinctive position within Europe’s institutional landscape. Established in 1975 as the successor to the European Space Research Organisation and the European Launcher Development Organisation, ESA is an intergovernmental organisation dedicated to space research, technology and applications. Its founding treaty, the Convention1, enshrines the principle that the Agency’s activities are “exclusively peaceful” in character. This notion reflects the sensitivities of an era where rapid technical progress unfolded against the backdrop of a strategic rivalry whose main protagonists risked becoming entangled in a race towards the weaponisation of outer space. At the same time, contrary to a common misconception, the Convention does not define ESA as a “civil” agency: its founding members were well aware of the inherently dual-use nature of space technologies and their applications. Accordingly, the Agency was equipped from the outset with a mandate to undertake security-relevant activities and provide security-relevant results.


First articulated in UN General Assembly Resolution 1721 (XVI) of 19612, and later echoed in the 1967 Outer Space Treaty3, the principle of “peaceful purposes” was originally intended to prevent the militarisation and weaponisation of outer space and ensure that it would be used for the benefit of all humankind. Over time, its meaning has evolved towards the notion of “non-aggressive”, recognising that military and security-related activities across the space domain can support security and stability without violating peace. Today, “peaceful purposes” is, consistent with the UN Charter, viewed as a prohibition on the use or threat of force, rather than an absolute ban on military involvement. This interpretation thus embodies a modern understanding of space activities that is consistent with international law. Military space activities have long been present and are nowadays an integral part of the global space sector. They also attract a substantial portion of worldwide investment in space, both from governments and the commercial sector.


ESA’s ability to carry out security-relevant activities and programmes has formed part of its activities for decades and is a constituent element of its future development. Appropriate coordination and the promotion of synergies are essential, blending into a wider picture as they offer an opportunity to support and strengthen security actors. ESA’s intergovernmental nature and its cooperation and coordination mechanisms allow its Member States to exercise the appropriate level of control at all times. The ESA Council, which brings together representatives of Member States as well as observers4, is the Agency’s ultimate decision-making authority. Council has examined the interpretation of “peaceful purposes”5 on multiple occasions, recognising the importance of space for security and upholding ESA’s role therein. Recently, the topic has gained further momentum amid the increasingly prominent discussions on security in Europe following the Russian invasion of Ukraine.


In 2007, Council recognised that “space technologies are often common between civilian and defence applications”, and that “Europe can […] improve coordination between defence and civilian space programmes, pursuing in particular synergies in the domain of security”. In 2010, it underlined the role of space systems in enabling Europe to deal with global security issues more effectively, and recognised the increasing reliance on space assets for autonomous European decision-making. In 2011, it highlighted the contribution of space assets to the objectives of the European Common Security and Defence Policy. In 2016, it acknowledged the role of space in responses to global challenges, including the mitigation of geopolitical risks. In 2019, it recognised the contribution of space technology and services to providing solutions to safety, sustainability and security challenges.


2022 was a pivotal year in the growing awareness that European security is not an abstract idea but a concrete necessity – an awareness that has since become all the more acute. At the Council meeting at ministerial level in November 2022, ESA Member States unanimously recognised, for the first time, space as a key enabler of Europe’s security and resilience. Consequently, they affirmed ESA’s role in research and development activities that deliver security-relevant benefits. They called for the Agency to strengthen its capacity to cooperate with partners, most notably the EU, and to bolster European industry, competitiveness and crisis response capabilities. At the same time, they emphasised that such efforts must respect national sovereignty, ensure complementarity among European and national actors, and be coherent and coordinated.6


Three years later, in November 2025, ministers of the now 23 Member States reaffirmed ESA’s role in strengthening European autonomy and resilience in space, as well as in developing space technologies and systems, including for security and defence, and in implementing corresponding activities and programmes on behalf of its Member States as well as for the EU. Against an increasingly sobering backdrop, Member States thereby confirmed the need for Europe to develop security- and defence-ready space systems so that it can be a self-determining actor capable of navigating the complexity of today’s world.


The European Dimension: Institutional Cooperation


Coordination and close cooperation are indispensable prerequisites for any action in security matters, especially in Europe. The evolution of ESA’s role in security-relevant domains has been shaped by the Member States and by an enhanced relationship with the EU, more specifically with the European Commission. The complementary approach to strengthening Europe as a space actor has proven remarkably effective. Together, ESA and the EU have built some of the world’s most reliable and comprehensive civilian space systems, setting global standards for interoperability and openness (see section 4).


Security-relevant cooperation between ESA and the EU has deepened through structured agreements based on their Framework Agreement of 2004, which established mechanisms for coordination on programmes of common interest. This cooperation has since matured through successful programmes such as Galileo, Copernicus and IRIS2(Infrastructure for Resilience, Interconnectivity and Security by Satellite). Beyond that, ESA’s cooperation with European partners covers a wide variety of matters which regularly include security-related purposes or elements. Since the early 1990s, ESA has been cooperating with security actors, including with EU agencies such as the European Maritime Safety Agency (EMSA), the European Defence Agency (EDA), the EU Satellite Centre (SatCen), the European Border and Coast Guard Agency (Frontex), the EU Naval Force or the European Fisheries Control Agency, as well as with the Maritime Analysis and Operations Centre and many others. Some of these partnerships are highlighted below.


The ESA-EDA Administrative Arrangement of 2011 is but one example of how the complementarity of institutional roles has been recognised. It highlights “the added value and contribution of space assets to the development of European capabilities in the area of crisis management and the Common Security and Defence Policy”. It also stipulates that “cooperation will also seek to improve synergies between space and defence activities”. Eight Implementing Arrangements were concluded on the basis of the 2011 Arrangement7. The EDA has been granted observer status at ESA Council meetings at ministerial level, while ESA has been invited to participate in the EDA Steering Board, which fosters appropriate coordination and information exchange.


Since 2018, ESA has had a cooperation framework with SatCen8, under which it contributes research and development expertise to assist EU decision-making in the area of security-and defence-related intelligence. This cooperation studies the value and contribution of space assets for the development of European capabilities that afford Europe and its citizens greater protection from crises and risks. It also aims at improving synergies between space and security activities. The cooperation with EMSA addresses the development and operational use of space-based systems, data and techniques in support of maritime activities, such as maritime safety, security, surveillance and the combat against ship-source pollution. ESA is cooperating with national actors in the defence sector, both within and outside Member States, such as with the US Department of Defense for the provision of space situational information. It also works closely with national space agencies and European industry.


Maintaining dialogue with domestic security stakeholders in the Member States is naturally of high importance; this relates also to the question of resources. Although space is inherently dual-use, the funding landscape in Europe has been notably distinct from that of other countries: approximately 85 percent of European space activities are financed through civilian budgets, whereas elsewhere defence ministries account for nearly half of total space-related spending.


ESA’s intergovernmental nature allows it to serve as a platform for pooling resources and harmonising requirements, and this flexibility has proven crucial for many areas, not least the dual-use domain.


Copernicus, Galileo and Co.: Building European Autonomy


The core of ESA’s contribution to European security consists of activities and programmes serving its Member States and partners. Under its intergovernmental framework, ESA includes non-EU Member States9; at the same time, the partnership with the EU enables ESA to act as the technical implementation agency for major joint European space programmes that include a security dimension. ESA-developed space systems have therefore become a central factor in a broader European security architecture.


Security-relevant programmes are created in response to clear requests from stakeholders, be they from the public or the private sector, and result in a transfer of operational capability to entities external to ESA. ESA develops critical technologies, designs space system architectures and manages large-scale space missions that no other organisation or agency in Europe can achieve; it therefore possesses leading technical expertise in security engineering for space. Over time, many flagship initiatives initially conceived as civilian programmes – particularly in the fields of Earth observation, navigation and communication – have proven to be inherently dual-use10, which means that they can serve military as well as civilian needs. The following three programmes are outstanding examples of joint achievement between the EU and ESA for collective, long-term and strategic European autonomy.


Copernicus, Europe’s Earth observation programme11, provides near-real-time data through a constellation of dedicated satellites (the “Sentinel” satellite families), other Contributing Missions and a network of ground-based services. Initially focused on environmental monitoring, Copernicus has become indispensable for border surveillance, maritime safety and disaster response. The Copernicus Security Service supplies imagery and analysis to European institutions such as the EU Satellite Centre as well as to Member States for international operations ranging from humanitarian aid to disaster and crisis management. ESA’s technical capabilities ensure that Copernicus remains one of the most advanced and reliable Earth observation systems in the world – an asset of considerable strategic and societal value.


Galileo, the European global navigation satellite system, was conceived as a dual-use alternative to the US GPS, at the time for military use only, and Russia’s GLONASS. Managed jointly by the Commission, the European Union Agency for the Space Programme and ESA, Galileo guarantees Europe’s independent access to navigation and precision timing data, which is vital for critical infrastructure such as energy networks, banking, transport and emergency services. Galileo’s Public Regulated Service offers encrypted signals for governmental users, enhancing resilience in the event of global disruptions. Although civilian in management, its utility for security and defence is undisputed – supporting operations, crisis response and resilience.


IRIS2represents the next step in Europe’s secure connectivity strategy. ESA plays a central role in its technical development, drawing on its expertise in telecommunications and its established partnerships with industry. IRIS2aims to provide a sovereign European satellite communication constellation, ensuring secure links for governments, emergency responders and essential service providers. It is both a tool of resilience and a statement of technological confidence, demonstrating that Europe can design and operate advanced, secure digital infrastructure for its citizens and partners.


Most recently, Member States have asked ESA to develop a programme dedicated to security-related applications: the European Resilience from Space (ERS) system of systems12. Its architecture will include secure connectivity, positioning, navigation and timing (PNT), and Earth observation assets. ERS will enhance intelligence, surveillance and reconnaissance capabilities from space using very-high-resolution optical and radar sensors to monitor developments in and around Europe. At the core of this new effort is the development of a constellation of satellites to monitor the planet and provide high-resolution, actionable data in real time (i.e. approximately every 30 minutes).


Timely satellite imagery allows authorities to assess crisis situations, track situational development, prevent further damage, save lives and support emergency efforts in reaching those in need as quickly as possible. The Earth observation part (ERS-EO) is intended to develop the space capacity required for a fully operational EU Earth Observation Governmental Service that will strengthen Europe’s capabilities in the domain.


From Flagship to Fleet:


Space Assets and Cross-Domain Benefits


Beyond these flagship programmes, ESA delivers a broad range of activities relevant to the field of security. It accelerates technological development, ensuring that Europe remains at the cutting edge of space capabilities. Through its industrial policy, ESA strengthens a sustainable technological base and industrial competitiveness, reinforcing the resilience of a key sector that underpins security and sovereignty in a highly competitive international environment. By promoting innovation and maintaining critical skills across its Member States, ESA helps safeguard Europe’s ability to act decisively in space and on Earth. Long-term strategic investments in the launcher sector safeguard independent access to space. Data integrity and service continuity are ensured through legacy programmes.


Space can provide solutions to many problems on Earth. Natural disasters, conflicts and cyber attacks have shown that Europe’s security increasingly depends on satellite data and infrastructure. ESA is therefore enhancing the resilience of its systems to support Member States and partners in crisis situations. One key example is the ability to respond quickly to crises such as floods, fires, earthquakes or other natural disasters by providing high-resolution satellite imagery to rescue teams on the ground.


Space-based meteorology is essential for security, providing early warning and situational awareness in the face of natural disasters, climate-related crises and extreme weather events that can endanger lives and critical infrastructure. EUMETSAT plays a central operational role by managing Europe’s meteorological satellites and delivering real-time data to national and international users, while ESA leads the research, development and launch of weather satellites. The ESA-EUMETSAT cooperation – spanning more than 40 years – ensures Europe’s autonomous capability to monitor Earth’s atmosphere and support both civilian protection and broader resilience. This benefits countries and societies across the globe.


Integrated applications, i.e. services combining different types of satellites (such as telecommunications, Earth observation and navigation), support a wide variety of security-related areas, such as preparedness and resilience, emergency management and response or law enforcement. Examples of integrated applications include surface area management, drone-based services for safety and security applications, real-time communications, position and location awareness in hazardous environments, rapid collection of field information or enhanced flood forecasting. ESA is a founding member of the International Charter: Space and Major Disasters that alleviates the effects of disasters on the population and economy and supports relief operations through space-based assets.


Infrastructure development efforts are complemented by an increased focus on the safety of the orbital environment itself. Space systems are ever more exposed to a range of threats, including orbital debris and electronic interference. To address these risks, the Space Safety Programme, adopted in 2019, has expanded ESA’s remit to include the monitoring of space weather, near-Earth objects and orbital debris. As Member States increase their investment in this domain, they recognise that security in space – the ability to predict, prevent and mitigate hazards – is foundational to security on Earth.


The Internal Dimension:


Security Framework and Security Culture


Engagement in security-relevant domains relies on certain internal prerequisites being met, which applies just as much to ESA as it does to any other organisation. Over time, the Agency has established and implemented a comprehensive system of security governance within its institutional framework. This system provides ESA with the necessary credentials and tools to develop security- and defence-relevant space technologies and systems. It also enables the Agency to manage security-relevant programmes on behalf of its Member States and/or the EU. The ESA Convention explicitly refers to security when it stipulates that each Member State “shall retain the right to take all precautionary measures in the interests of its security”13, as a safeguard of national sovereign control within an intergovernmental framework.


The Security Agreement of 2002 with its Member States allows ESA to create and exchange classified information. On that basis, the Agency has adopted Security Regulations and Security Directives, which are internal sets of rules governing aspects relating to the protection of classified information, including physical security, personnel and industrial security and the handling of classified information generated by or entrusted to the Agency. The ESA Security Committee, which is composed of representatives of national security authorities of the Member States, advises Council and the Director General on security matters. Member States participate in the adoption of the certification and accreditation strategy and the security requirements for information technology systems handling classified information. Where interpretation of national security is required, the competent ministries are responsible for delivery and advice.


Finally, the ESA-EU Security of Information Agreement of 2008 allows for an exchange of classified information with the European Union14. Since the Agreement’s renewal and amendment in 2024, ESA has had the authority to issue EU Classified Information, marking a step closer towards seamless cooperation between European actors in security.


The External Dimension:


Cooperation in Times of Uncertainty


International cooperation is the third key pillar relevant to security: it has always been a cornerstone of progress in space, especially in the civilian domain. Working together allows actors to share knowledge, pool resources and develop capabilities that they could not easily achieve alone, or only through disproportionate investment. At the same time, there is no doubt that cooperation in space also unfolds within a context of competition: maintaining the necessary strategic autonomy and avoiding dependence on others remain essential. Fostering cooperation without undesired reliance requires careful navigation and clear priorities. Yet despite growing geopolitical tensions and rapid change, international cooperation in space not only remains valuable but is becoming more necessary than ever in an increasingly interconnected domain such as space.


At first glance, however, a different picture emerges: instead of flourishing, international cooperation appears to be in decline. Across the globe, states are investing in space capabilities to safeguard national interests and maintain access to critical information. The evolving geopolitical context underscores the uncomfortable truth that reliance on external actors for essential space capabilities carries inherent risks. Long-term strategic cooperation is desirable, but not at the price of strategic dependence. However, this does not mean we should cooperate less. On the contrary: ESA, under the guidance of its Member States, is following a strategy of diversifying and innovating its international engagement. International cooperation in space is vital for fostering global governance, transparency and interoperability. Partnerships are also key to securing strategic supplies. ESA contributes to these goals in many ways; not only through its own participation in bilateral or international space ventures, but also through technical support and advice in the context of multilateral forums and bodies. A recent example with a strategic dimension is ESA’s signature, in October 2025, of an Arrangement with the State Space Agency of Ukraine for the implementation of a series of targeted scientific projects and space-related technology demonstrators that will provide tangible support to research and industrial capacity-building in Ukraine and facilitate closer involvement of Ukraine with the European space community.


ESA’s Strategy 2040 lays down a long-term roadmap to address key challenges such as autonomy, sustainability, competitiveness and global collaboration.15 It emphasises the role of global partnerships in achieving ambitions in those areas, specifying that ESA will strengthen its cooperative frameworks and promote interoperability, data-sharing and complementarity between national, European and international space actors. Joint data-sharing agreements, standardised protocols for space traffic management and cooperative approaches to debris mitigation contribute to a safer and more reliable orbital environment that benefits all actors in space.


As ESA expands its international partnerships around the world, it is fostering heritage collaboration with agencies such as NASA, the Canadian Space Agency or JAXA on the one hand, and opening up new cooperative avenues, for example in the Indo-Pacific region, on the other. These partnerships yield technological dividends, reduce duplication and reinforce Europe’s credibility as a responsible space actor. Beyond technology, they promote norms and standards that form part of global governance. Responsible behaviour in space – including debris mitigation, transparency in satellite operation and adherence to international law – is in itself a form of security.


As a space actor, ESA also underpins the diplomatic engagement of its Member States in space governance. The Agency contributes to multilateral forums such as the United Nations Committee on the Peaceful Uses of Outer Space or the Inter-Agency Space Debris Coordination Committee. By shaping guidelines and standards, it ensures that space remains accessible and safe for all actors. Since ESA’s international engagements are carried out based on the unanimous consent of all Member States, there is a consistent and accepted practice within the Agency of institutional cooperation with actors in security-relevant domains and for security-related purposes. This long-standing and multifaceted cooperation delivers widespread added value. It fosters the exchange of expertise and best practices and enhances the capacity of ESA and its partners to address security-related challenges effectively.16


Conclusion: Delivering Security


Space infrastructure, data and services play a key role in the daily lives of citizens and in the context of economic and security interests, in Europe as much as in any other region of the world. Today’s shifting geopolitical environment underscores more clearly than ever the urgent need to acknowledge the security role that space can play. To address the challenges we face, we must combine strengths and solutions from across the European space ecosystem, leveraging them for societal and strategic benefit.


ESA’s intergovernmental structure positions it as an effective bridge between its Member States, the EU and the broader international community, including Europe’s collective security apparatus, governed by the North Atlantic Treaty Organization. It facilitates alignment among Member States and with key partners on priorities and investments; coordinates industrial capacity and expertise; and provides credibility through robust technical capabilities and clear governance. Europe’s industrial ecosystem is central to the delivery of security-relevant content. Supporting innovation towards a competitive and resilient industrial base is therefore imperative to ensure that Europe remains at the forefront of technological development. At the same time, ESA is an outward- and forward-looking international partner that is expanding and diversifying international space cooperation and capacity-building around the world, upholding the role and rule of international law and the value of multilateral governance.


ESA’s future role in security-relevant space activities will be guided by its mandate to serve its Member States, uphold cooperation for peaceful purposes and deliver technically robust solutions. Member States are thus at liberty to drive ESA’s mandate in novel fields of space research and development, including in defence and military domains. Security can never be isolated from its wider context, neither in geographical nor in thematic terms. As the world enters a period in which space infrastructure will be both a critical enabler of security and a measure of strategic credibility, ESA’s role is to deliver solutions that are resilient, innovative and robust. It stands ready to continue to translate political priorities into cutting-edge capabilities for the benefit of all.
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Introduction


The importance of space for security first became clear to the general public with the “Sputnik shock” of 4 October 1957, when the Soviet Union surprised the world during the arms race by proving – contrary to all assumptions – that it had the technology to launch an Earth satellite successfully into orbit.


With the realisation that the recently developed SS-6 intercontinental ballistic missile could make the United States the target of a nuclear attack by the Soviet Union at any time, the arms race now included a fourth dimension, namely space, in addition to the three traditional dimensions of war (air, sea and land war). This led to greater efforts in the United States’ arms and education sectors and in April 1958, inter alia, to the foundation of NASA.


The role of space for the outcome of the Cold War was already seen as so important by Lyndon B. Johnson, who would later become President, that he stated the following at a meeting of Democratic Senators as far back as January 1958 (Brauch, 1984):


“The urgent race we are now in – or which we must enter – is not the race to perfect long-range ballistic missiles. There is something more important than any ultimate weapon. That is the ultimate position – the position of total control over Earth that lies somewhere out in space.”


From then on, space was no longer understood merely as a medium to be traversed. It acquired geographical importance and became a dimension that needed to be dominated or at least controlled in the event of a military conflict, that is, effectively a military “position” or operational area for a nation’s forces and capabilities, an area to be permanently conquered, a key strategic domain. To this day, that has not changed.


The space race quickly became even more important. Democratic presidential candidate John F. Kennedy presented his government programme in July 1960 under the motto of conquering this “New Frontier” in order to secure United States dominance. Following the first successful orbit of the Earth by the new Soviet national hero Yuri Gagarin, Kennedy stated the following in a special message to a Joint Session of Congress on urgent national needs on 25 May 1961 (Biermann, 1997):


“I believe that this nation should commit itself to achieving the goal, before this decade is out, of landing a man on the moon and returning him safely to the Earth.”


The rest is history. The United States has been the world’s leading space nation since then. To this day, it continues to increase its head start by providing state funding for research and development and commissioning projects as an anchor client.


The United States continues to clearly underline its dominance in space today, with state expenditure on space-related activities of almost 80 billion US dollar in 2024. This sum puts it ahead of China (approx. 20 billion US dollar), Japan (6.8 billion US dollar), Russia (4 billion US dollar) and India (1.9 billion US dollar). Expenditure by the EU and the ESA member countries totalled 16.7 billion US dollar, with France spending the largest amount in Europe (3.7 billion US dollar) ahead of Germany (2.8 billion US dollar) and Italy (2.7 billion US dollar) (Statista, 2025).


These figures underscore the generally recognised importance of space that goes far beyond military use and regularly encompasses new fields of application supported by artificial intelligence. For example, Earth observation satellites are used to predict pandemics and to provide support in agriculture and in climate mitigation and flood protection (ORF, 2020).


Although the private sector is increasingly making inroads into the space domain, it never accounted for more than nine percent of the total volume of space expenditure in either the United States or Europe between 2022 and 2024.


However, the private sector was far more active than the state in orbital launches in 2025 (figures up to 8 September 2025). Of a total of 211 launches worldwide, 112 SpaceX launches accounted for 53 percent of all launches and 95 percent of the United States’ 118 launches (China: 50 launches; Russia: 11; India: 3; France: 2; Italy: 2; Germany: 1) (Space Stats 2025). More than two thirds of the over 11,000 active satellites now belong to the privately owned company SpaceX/Starlink. Overall, a further significant increase of commercial satellites is to be expected. The planned private-sector Chinese satellite constellations, including the G60 project, are to increase to some 15,000 satellites for communications, navigation and observation by 2030 (Jones, 2025), with plans for the first AI space computer constellation to enable data processing in space with up to 2800 satellites. Both projects already have their first satellites in low Earth orbit (LEO) (Golem, 2025).


Despite the diversification of the players in the space sector and the huge increase in the number of satellites, the legal basis for the use of space remains virtually unchanged.


The first international law tenets for the military use of space were established as far back as 27 January 1967 by the Outer Space Treaty, with the United States and the USSR as its first signatories; under this Treaty, “the common interest of all mankind in the progress of the exploration and use of outer space for peaceful purposes” and the ban on stationing weapons of mass destruction in space were agreed; in principle, the military use of space and celestial bodies, as well as the production of weapons destined to be used in space, are thus legally possible (United Nations Office for Outer Space Affairs, 2017).


For legal provisions to be effective, it must be ensured that noncompliance can be appropriately sanctioned. To what extent the “rule of law” can be enforced in this domain, not least against a nuclear and veto power on the UN Security Council, is doubtful, as recently seen with Russia’s invasion of Ukraine in 2022.


The United States and NATO were recently alarmed by the mere conjecture that Russia might permanently station nuclear weapons in space, thus violating the Outer Space Treaty and posing a lasting threat to space infrastructure (Tagesschau, 2025). In view of the support that Ukraine receives from NATO Allies, first and foremost the United States, particularly in the field of space-based reconnaissance, communications and navigation, Russia’s plans to curtail this support by posing a type of threat is simply logical from the perspective of the Russian aggressor (Schneider/Suess, 2025). Beyond the paramount importance of space, and in this context primarily its military dimension, this example shows that legal provisions may not be sufficiently enforceable.


This poses the question of the implications for German and European security and security policy.


German Space Security Policy


The Federal Republic of Germany tries to define its security broadly. The idea is that diplomatic, economic, social and military means go hand in hand and create synergy to complement and mutually support each other. Since the change of government in Germany in May 2025, this approach has been described by the Federal Foreign Office under Foreign Minister Johann Wadephul by the guiding principles of security, freedom and prosperity. Germany is a champion of international law in this field in particular.


However, two processes have recently been reinforcing each other in security policy. Firstly, Germany is repositioning itself in terms of aligning its means and will to play an active role with its actual importance in the world; secondly, Europe and Germany are being forced by the United States’ pivot to Asia and clear demands that other countries take on responsibility for themselves to expand and indeed probably use the entire toolbox of foreign and security policy, that is, of power politics, on their own. At the very least, however, they must be able to ensure the urgently needed ability of conventional deterrence autonomously.


This semi-voluntary, semi-enforced emancipation of Europe is becoming all the more significant the clearer it becomes that US unilateralists, internationalists and multilateralists all agree that the global power of the United States will decide on a case-by-case basis if and how it will attempt to assert its interests unilaterally, in cooperation with allies or partners (e.g. the Coalition of the Willing) or by mobilising international organisations. In addition to security interests, foreign trade aspects – which have led to tensions since as far back as the 1990s and are currently placing a major strain on transatlantic relations – play an ever-greater role.


As a result, formerly well-established cooperation is being called into question.


This situation makes it necessary for Germany to enter a stage of security-policy adolescence. Long-held beliefs, such as a preference for taking action multilaterally and when others take the lead, that is, only taking action under duress, are giving way to the notion of Germany being a driving force in Europe. For Germany, the need to readjust alliances means Europeanisation and a refocus on national interests and capabilities. In the future, Germany will need to minimise its unilateral dependencies on non-European partners and countries as a general rule.


This is why it is essential to build up national and European expertise in the entire space dimension, too, firstly because the use of space capabilities and services is constantly increasing and contributes in multiple ways to the functioning, protection and greater prosperity of society, be this for the financial markets, logistics, telecommunications or agriculture; and secondly because the security and military importance of space is increasing as a result, as is the threat to the entire space infrastructure. A clear distinction between civil and military use of space capabilities hardly exists because of the high degree of inherent dual-use possibilities. Similarly, the threat posed often makes no distinction and endangers, to some extent unintentionally, both civil and military space infrastructure.


Consequently, space is described as a “strategic dimension” for German security in the National Security Strategy (Federal Government, 2023). During the last legislative term, it was suggested that a national space security strategy be written. In the 2025 coalition agreement between the CDU, CSU and SPD, it was ultimately agreed that a space security strategy would be published during the Government’s first year in office. This strategy must have an impact on the Government and its actions, but also raise public awareness of space issues and provide both other countries and the private sector with policy guidance and a greater ability to plan.


In addition to the threats and possible options for action, the focus must be on the opportunities afforded – that is, on space as a domain of opportunities.


Threats


Threats to space infrastructure can be divided into two categories: natural and unintended threats posed by space weather conditions such as solar storms or by collisions, for example with space debris; and deliberate threats posed by the use of counterspace capabilities that can affect space, terrestrial and user segments, sovereign access to space or transmission, that is, the electromagnetic field. Collateral damage, particularly that caused by space debris from the destruction of a satellite, can blur the distinction between these two types of threat.


The military threat in space, which always arises from capabilities and the will to deploy them, primarily emanates at present from Putin’s Russia and from the rapidly rising space power, China. In this context, attacks on space infrastructure both from space and the ground (kinetic attacks or targeted lasers) and the blocking of the unlimited use of the electromagnetic spectrum, e.g. via jamming or spoofing, play the main roles. Russia has the potential to make use of all forms of destruction and interference. In destroying the FY- 1C satellite in space in 2007, China left a lasting impression of its capabilities – all space users, including China itself, still suffer from the impact of the destruction of this obsolete weather satellite by a ground-based missile and the amount of space debris created (NASA, 2007).


India is also able to use kinetic anti-satellite weapons (Mission Shakti, the first Indian ground-based anti-satellite missile deployment, took place on 27 March 2019), while cyberattacks on ground stations mean that non-space nations also pose a threat.


In view of the dynamic global political situation and changing or emerging alliances, leading to the increased proliferation of missile and space expertise, the circle of nations capable of posing a threat continues to expand.


This threat affects the United States, but also NATO Allies and the EU, which for security-policy reasons are allowed to share in US dominance and deterrence capabilities in the space dimension, too, ranging from GPS signals to reconnaissance data.


It is ever less clear to what extent the United States is willing to set aside its own interests for its European Allies or for fundamental, values-based reasons.
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