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- Establishing a new direction to end-to-end encryption with the introduction of the inner envelope in the echo protocol
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Abstract:


Human Proxies offer new directions to end-to-end encryption: End-A-to-End-Z encryption must be rethought when it turns out to be an End-B-to-End-Z encryption. And, Human Proxies raise questions that were neither answered by science, journalists nor the public.


Regular Proxies on a network are forwarding Internet requests, e.g., to download a webpage. Also, in political and social settings a Proxy as an intermediate, deputy or representative with a similar function is given.


Human Proxies now enable within the Encryption and Messenger Application Spot-On to choose a friend as a Human Proxy.


The Spot-On program is a most modern and elaborated encryption suite available for several operation systems and provides many innovations in applied cryptography. It builds based on the Echo Protocol a cryptographic network, that is beyond Cryptographic Routing.


With Human Proxies now a friend from the Messenger friends list sends out the chat message instead of the original sender.


The construct of the „Inner Envelope“ behind the Human Proxy function also creates new cryptographic challenges, provides plausible deniability to included nodes, and offers new perspectives in encryption, its analysis and decryption:


As all messages in the network are encrypted, end-to-end encryption is new defined and gets with Human Proxies a potential second and plausible deniable start point. The essay in this book discusses some related aspects of Human Proxies and their referring’s to encryption, networking, graph theory and comparable social and political processes of Proxies.


This leads to a further general approach: Endpoints in Encryption are equipped by the application Spot-On with the vision of interoperability of endpoints in communications.









1 - Introduction to Human Proxies


The encryption suite Spot-On encrypts not only chat, email, and files as well as a web search in a distributed but only locally searchable URL database by establishing a network of encrypting network-nodes. In addition to numerous other cryptographic innovations, the software application has now furthermore introduced the function of Human Proxies in early 2023: The Human Proxies function is another developed aspect of the interesting Echo and its protocol (Spot-On 2013).


A proxy is generally a communication interface in a network of computers: a starting point or an instance for putting through or for forwarding chats and data on the Internet instead of the original address, e.g. the IP address.


The term proxy derives from the Latin word „procuratorem“ and means „to care for something“, or with alternative terms it means also to be a „representative“, a „delegate”, an „intermediate” or an „agent“.


The proxy therefore works as an intermediary which accepts inquiries on the one hand and then establishes a connection to the other side via its own address. This is a usual basis for the Internet.


If the proxy is used as a network component, the actual address of a communication partner remains hidden from the other communication partner. That creates a certain anonymity. At the same time, a proxy is also a protective shield outward to fend off attacks at its (this) position and to protect internal nodes behind it.


Within the implementation in the encryption suite Spot-On, a friend in the Messenger's list of friends is defined as a proxy by the sender of the message. A user or sender can thus send the message to the recipient via another friend.


The function is also available in the messenger Goldbug, which offers a simpler graphic user interface of the Spot-On program. With the name Goldbug, the messenger is a reminiscence to the writer Edgar Alan Poe, who tells the short story of the same name about a so-called cryptogram - an encrypted riddle - in which three friends are included (PC World Magazin / Joos 2014, Kahle 2020, Poe 1843).


Since only encrypted packages are sent in the messenger network, it is not clear for the proxy network node what content it forwards or sends again.


The associated aspects and facts such as the peculiarity of the (multi-)encryption used and the Echo protocol related to the network should be explained further below, also the question should be investigated to what extent Human Proxies redefine the end-to-end encryption or lift it to a new level.


Because: With Human Proxies, the end point of an end-to-end encryption is placed on another end or starting point - without decoding or breaking the encryption. An „Inner Envelope” with the same (encrypted) message (within a message of the original sender) enables to send out the message (still in the encrypted cipher-text) from another node defined by the original sender:


A friend from the sender's messenger-friends-list takes over the shipping instead of the original sender.


This not only offers the opportunity for a discussion of technical, social, and legal-philosophical questions, but the construct of the „Inner Envelope“ also creates new cryptographic challenges and offers new perspectives in encryption, its analysis and decryption.


In particular, the end-to-end encryption experiences a Copernican turn: the end-point of a graph in the network is no longer the end-point we are talking about. The sender can be any end-or starting-point in the network with Human Proxies.


Its network of relationships (e.g., to a friend acting as a Human Proxy) can remain unknown in an external view of the network because the key-exchange is in the past and this friend in the network does not have to appear until this node is finally addressed.


We will address that in a later section.


Let us first look at the basis of the encrypted network: the Echo and what role individual routes in the network can take, considering a view in the theory of the graphs.









2 - Graph-Theory and Echo-Protocol


Individual users, respective node-instances or servers within the Spot-On program, are connected via the Echo protocol established within the network.


Echo means simplified that a user forwards an encrypted packet to all users or nodes connected. Just as you call into the forest (aka node), the Echo resounds back (to all).


Each instance tries to decipher and unpack any passing packet with all the keys present locally in the node. This is successful if a legible original text (also called plain-text) arises from the cipher-text of the sent respective incoming package: Then the key was suitable and the attempt to decrypt was successful.


This is the case if the decrypted text is identified as the original plaint-text via a hash value. The hash is a unique, short string that is derived from an overall text but is not reversible, i.e., cannot be reverted back into the overall text. (The hash value is included in the program Spot-On within the encrypted packet and since the hash function is not reversible, this does not harm the encryption).


This means that the Echo in the network can always be seen in relation to an analyzable graph design.


A graph is an abstract structure in the graph theory that represents a lot of objects together with the connections existing between these objects: colloquially, a route simplifies as a route-plan via various stations (Berge 1958, Jungnickel 1994, Bollobás 2002, Diestel 2010).


If all nodes forward a packet to all connected nodes, a packet respective a message always takes a very individual network route that can be represented as a graph in the network until it reaches the recipient. And ultimately, a message will pass many network nodes.


In each node, a specific function called „Congestion Control“ ensures that double (redundant) packets - i.e., messages that have already come to the node and with which attempts were made with all known keys to unpack and decipher a message - are not once again subjected to a decryption attempt.


Based on the determination of a hash value for the packet, the node knows whether this packet with exactly this hash-value has already been analyzed. If this is the case, an examination is not carried out again with all keys.


With this function called Congestion Control, the procession load is reduced and the workload for the testing attempts is minimized in every node.


The Echo protocol is documented in detail in the technical documentation (Spot-On 2013) and in manuals for the Spot-On program (Edwards & Project 2019).


Described metaphorically, the program Spot-On therefore handles a stack with envelopes that represent encrypted news packets.


Because of the encryption and due to the fact that the packets with the enclosed hash-value of the original message are subjected locally to a decryption attempt, an external monitoring does not know whether the readable message was determined for this node.


By flooding the network and running through many nodes, an analysis of metadata is also difficult.


Because even readable messages can be packed again and in turn forwarded to all connected nodes.


The forwarding is comparable to the extraction of a water sample in a mail-bottle from the river, which - as it was - is added back into the river respective the network. It can hardly be monitored whether someone can draw conclusions from the analysis of the water sample and can decipher a message. Metadata does not occur; decryption or analyzing attempts remain unattended locally. The amount of water in the bottle-mail turns to the next resident on the river, who extracts this water sample in the bottle, analyzes it, and again returns it again to the river.









3 - The introduction of proxies in the friend list of a messenger


The messenger respective the encryption program Spot-On is pioneer in multi-encryption and quantum computing safe encryption with the McEliece algorithm and has created and documented essential innovations in cryptography: Like the encrypted messaging via email server (POPTASTIC with EPKS (Echo Public Key Sharing, or later in other implementations, also called Autocrypt (Adams 2016, Lindner 2016)). Here two friends automatically exchange the public key of an asymmetrical encryption and secure the channel).


Or also the Cryptographic Calling, which equipes a channel for encryption with new keys (also symmetrical) up to the use of short-term (ephemerals) keys such as the Secret Stream keys (Spot-On 2011, Gasakis/Schmidt 2018, Tenzer 2022).


Now the file and communication encryption application Spot-On has provided its friends list with a check box in front of a friend on the friends list. With just one click, a friend - if he is online - can be used as a proxy for outgoing chat messages and data.


Of course, there are already different proxy programs for the web and some may also have a authorization concept. Users need access data in order to be able to use these regular proxies with their own IP-address, in order to then continue to act with the IP-address of the proxy.


A regular proxy may also have different monitoring functions. For example, a proxy for websites records which URLs have been addressed. Or a local copy of a website will already be hold in its cache and will be sent instead of the current original page.


The operator of an open regular proxy has almost full control over all connections, can record data and even falsify any web content without the user noticing anything about it.


Regular proxies that build on a friend-to-friend-network are hardly established. Here, too, processes would be based on trust in the friend and the connections would probably not be encrypted.


Human Proxies in the Echo network, on the other hand, only know encrypted packets. They do not host them either, but just forward them like any internet node, as they are - with or without a successful attempt for decryption.


And: The Human Proxy nodes do not require the content of the encrypted packet or letter. At least they cannot read the letters that they pass on because they are encrypted. A concept of trust is not required.


Human Proxies are proxies based on a friend-to-friend-network. They process encrypted data so that the friend or proxy cannot read any messages. However, there is still an end-to-end encryption between the hidden (original) sender and recipient of a message.


And finally, the message reaches the proxy through a graph design of the path in the network, which is based on the complexity of the Echo protocol and its encryption.


This architecture respective specification of the function of the Human Proxies is therefore new, respective innovative, and so far, only researched in the beginning.


Let's look at examples that are shown with a corresponding graph.









4 - Basic examples of a constellation of a Human Proxy


Suppose A, B, and C are three participants. Also suppose that A is paired with B and C. Now suppose that B is optional a so-called Human Proxy. Optional because B may optionally place itself with the responsibility of being a proxy. Now let’s imagine that A wishes to transfer a message to C through B.


See Figure 1.


The Human Proxy process describes as followed.


1. A specifies B as a messaging proxy.


2. A writes a message to one or more participants, perhaps even B.


3. For a recipient R, the transmitted message is B(R(M)). R(M) contains some important information. B(…) is a traditional message.


Figure 1: Graph-model including a Human Proxy
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4. Once B receives B(R(M)), it extracts R(M) through the traditional Spot-On mechanisms and detects that R(M) is present. How? R(M) contains a special keyed digest which B detects.


5. Because R(M) is destined for someone else, B completes its interpretation of R(M) and transfers a trimmed version of R(M), say R’(M), to its neighbors.


6. R’(M) is now a traditional message within an Echo network. That means every knot is sending the message to all connected knots.


R(M) is a message created by A while R’(M) is a message created by B. R(M) and R’(M) contain the identical message M. The difference of both messages is that they are sent from different senders.


Because: If two people communicate, they need a form of communication. That is a given in any form, orally, or computational.


Another example to show the basic definition of such a proxy:


Figure 2: Another basic model of a Human Proxy
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A and B are paired. A is paired with C. B and C are not paired nor do they need pairing.


Since A and B are paired, both may serve as proxies for C.


If A is able to communicate with B and C, A can communicate with C as if B is communicating with C.


This means that B communicates with C as if it were A, and sends the encrypted packet via A. A therefore cannot read the own message while forwarding it to C.


C knows, however, that the message came from A. And: A network analyst could also assume that A has sent the package to C (which is also de facto valid for an encrypted package, like any encrypted packet in the is the Echo is forwared).


However, it came from B. The sender became the forwarding node and the proxy became the new starting point of an end-to-end encryption, which can form any graph from existing connections in the Echo.









5 - Human Proxies in relation to further characteristics and developments


A Human Proxy transforms a message intended for one recipient into a message sent by another. Hence the name proxy. It is a form of delegation and obfuscation over another intermediate person.


Let us again take up the example of the mail envelope from the analog world:


The Spot-On program processes a stack with envelopes, so to say: to one of these encrypted envelopes can now also be added a code and a second, Inner Envelope, so that the second envelope can be sent to the recipient by another friend: Echo high two defines Human Proxies.


The processes are comparable as if a military administration, which is currently recruiting for the war, is informed by a letter in the analogue world that you are not in the country.


In the alleged appearance, however, the envelope with the letter was thrown into an abroad post-box by an abroad friend. While you are still in the country.


The exact location of the peaceful cannot be identified, it is alleged with the foreign stamp and stamping at the location of the proxy sender.


But the letter to the military administration that has been thrown there was only a letter in a letter.


The peaceful has been in the country. He only needed a foreign stamp (and a friend abroad who gives this letter to the foreign mailbox) to make the military administration believe that he was abroad at the time and could not have been recruited for a war.


On the network level encryption is also present: The Human Proxy opens the envelope and determines that it cannot read the content of the second (Inner) Envelope.


One as Human Proxy does not even know the recipient. You take the second envelope and return it to your pile of envelopes that need delivery. Important, you opened, touched, and returned the envelope - according to the Echo protocol and its specifications, written at a different place about as mentioned above.


Someone may assume that you created this second envelope. That's enough for this analogy: it shows the function of a proxy, which is sending in the sense of a second behind it.


We can summarize the definition as follows: In the digital world Human Proxies are nodes in a network, which act as a proxy for another node; this Human Proxy - as established in the encryption application Spot-On - is a friend in the friends list of this messenger.


Hence the name Human Proxy.


5.1 - Proxies in political and social life


The term proxy not only appears in the technical area of information science, computer science and network technology, it is also used in the social and political sense.


Political proxies are individuals in the political, and social world to be hired to enter another person or organization as an intermediary or deputy (representative).


They are usually used in situations in which the true identity of a decision maker or actor must remain in the background; or a certain degree of anonymity is desired.


These proxies can take a variety of roles, depending on the referring’s in each context.


For example, in politics, Human Proxies may be used to represent a particular candidate or party, or to carry out activities such as canvassing or fundraising. In business, they may be used to negotiate deals or contracts on behalf of a company, or to act as a liaison between different departments or stakeholders.


Political proxies are often used to initiate a deputy for the Human Right to freedom of expression. For example, works councils are a proxy for the employees in the company.


Deputies are also scientifically examined, e.g. in a teaching situation in a classroom. If the questioner is not the original person in the class, no one can be discriminated against or laughed at, for example.


Or: In some experiments in school classes, the quality of relationships is also examined when the teacher interacts with a student through a video channel or, respective, a human-like communication medium as a proxy for the teacher is used - to support both, providing external information and different mental states for listening.


Very popular was e.g., the social experiment with a human shaped hug-pillow called „Hugvie“ with a smartphone inside or using a humanoid robot as a proxy in a classroom with a remote teacher behind (Nakanishi et al. 2016).


The following sentence has already been established on the news and comment service Twitter, for example: „I only ask for a friend“. This means that inquiries are no longer made directly. Instead, oppositional opinions are asked as a question that supposedly do not come from oneself. This is also to avoid a shitstorm or a lot of hate messages and comments.


At the same time, this form is also used in an ironic way in order to draw attention to the requested person, that he may represent probably a single opinion and that there are other facts or opinions to be taken into account.


Letting the deputy or avatars speak for oneself is the most modern form of becoming unassailable.


A Trojan horse can also give an example of a proxy: in Greek mythology, the Trojan horse was a wooden horse at the gates of Trojas, in whose stomach Greek soldiers were hidden. The soldiers opened the Trojas city gates from the inside at night after the horse had been drawn into the city and left their army in. Through this warlist, the Greeks according to the myth won the Trojan War. Metaphorically, today is under a „Trojan Horse“ a harmless-looking object understood that an attacker uses for camouflage to be embedded in a safe, protected area.
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