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Preface


This book was originally intended to be a co-authored update of “Using Web Archives in Research – an Introduction”, by Janne Nielsen (2016); a course book published by the national Danish infrastructure for archived web and internet studies “NetLab” (2012-2022).


For a number of practical reasons that plan was dropped, and this book takes on the task of introducing web archives and web archives for research purposes in a fully new volume.


But the author of the book you are now reading owes a great debt to Janne Nielsen, a close colleague in the years we worked together in “NetLab”. Her book was an important first introduction to the field, and we frequently taught together at workshops for researchers.


The reasons for a new introduction are ongoing developments in the field, and the intention of covering an additional number of challenges and practicalities; e.g. advice for finding software and services, attempts to address how the field moves, a chapter on the big challenges with social media, and changes in large, institutional archives towards a more research-oriented inclusion of metadata and other initiatives for supporting research, rather than merely preserving content.


The book is aimed primarily at researchers and students in the humanities and social sciences, who want to include online content or trends in contemporary research. It may of course also serve others with similar interests and purposes.


The approach is “low tech” in the sense that the focus is on helping the reader to understand the online and archived types of content, making sense and use of them, and to get an idea of how to create local collections for specific topics and purposes without going into programming and other high level areas of computer expertise.


The book cannot fully cover a perpetually moving field, and it cannot omit being “technical” since all research will by necessity need a basic understanding of the nature and inner workings of the media it will look into.


A lot of advice and information that proved useful or relevant during researcher workshops and PhD Courses in 2016-2022 has been included, following a philosophy of better providing too much information than too little. The book will therefore contain many details that may be of interest to one reader, but unimportant to another.


In an attempt to avoid becoming unnecessarily frustrating on the technical part, a section of “takeaways” is presented at the start of each chapter. They may hopefully serve as a way to navigate and prioritise the reading process to better meet the reader’s personal and present interests.


The emphasis is on the purpose of providing a practical introduction to web archiving and web archives. As such, this book is not a research work and will not rely heavily on referring to scientific sources except for a few citations. Basic and easily verified facts will not be supported with references.


Since web services and technologies are extremely transient, subject to constant and ongoing change, this book aims at addressing principles, methods, advantages and challenges on a general level, rather than providing specific advice for specific technologies.


Any examples given, especially in the form of illustrations, are thus meant only as examples in order to make a point clearer, while the exact observations, software, or methods that may be mentioned are fixed in time and very much subject to change.


This book is not perfect. It cannot be. But I do hope it may help.


Asger Harlung, 2025









How to Use This Book and Target Audience


This book is primarily meant as a guide or introduction to researchers and students in the humanities and the social sciences. It may be relevant to others; in other fields of study or lines of work, such as librarians, journalists, authors, or anyone to whom historical use of web data would be of interest. All readers are welcome.


The book is meant as an introduction to the field of web archives and web archiving, with emphasis placed on practical use and basic understanding.


As such, it may be read from cover to cover in order to get a broad picture. Readers who may choose to do so are kindly asked to be forgiving: For some readers the large amounts of details may make for a somewhat strenuous experience, but for others perhaps and hopefully a satisfyingly broad introduction.


Another way to read this book could be called chapter-jumping, somewhat similar to surfing on the Web. The “Takeaways” pages at the start of the main chapters give the highlights for that chapter, by which it should be possible to dive into the chapters that are of the highest immediate interest. The book is heavily cross-referenced, so that details that are explained in depth elsewhere may be followed up upon.


All readers are recommended to read the takeaways pages for all chapters in order to get an overall impression of the field that this book will address, and determine their priorities for the reading process.


For anyone interested in making use of archived web, it is also recommended to experiment with actively doing some archiving oneself. This will provide insights and a better understanding of the nature of archived web and the impact of practical issues that cause archived web to differ in some ways from the originals it was taken from.









1 The Importance of Web Archiving




Takeaways




	 More and more data is produced in a digital form, in amounts that vastly surpass physical and analogous types of data.


	 Data published on the World Wide Web (the Web) changes or disappears rapidly, and remains available only if it is preserved (archived) before it disappears.


	 Web archives with copies of Web data and references are necessary resources for most types and topics of humanities research that will look into trends or phenomena after the start of the digital age.








The World Wide Web was invented in 1989 by Tim Berners-Lee at CERN, and was opened to the public in 1991. It is the phenomenon that people today know in the form of websites and web pages. It will henceforth be referred to as “the Web”.


In daily language the Web is often referred to as “the web”, or “the Internet”, which it is part of, but not identical with. “The Internet” is a global system of computers linked in a large network sharing information of very different types, using a large number of “protocols”; that is, standards for various types of information exchange.


As a few examples of protocols that will likely be recognisable to the reader, and that are not “the Web” are email protocols (POP3, SMTP, IMAP), file transfer protocols (FTP), streaming protocols (RMTP, WebRTC, SRT, FTL, etc.).


The protocol invented for and defining the Web is the HTTP transfer protocol. The protocol makes it possible to create websites and web pages that may be accessed and read by a wide public, and it is this form of information sharing that defines the Web. Information sharing is here understood in the sense of (digital) data, without regard for whether the purpose of the data in a specific case is true, artistic, deliberately false, incomplete, misleading, misunderstood, etc.


Since the emergence of the Web and its fast development to a widely known and used system for information sharing and gathering it has been a commonplace misunderstanding that the Web is a sort of archive in itself. After all, one can easily get the impression that it is possible to find information on “everything” and that such information “is always present”.


But regarding the Web as an archive would be a mistake, because the content of the Web is very, very far from stable, as it would be in an archive. As easy as it is to find information, it is just as easy to lose that specific version of the information again. A simple example that should be recognisable to most people is having stored a Web address, e.g. in an article or in a bookmark – and one day finding that the web page that this address points to no longer exists.


Research has made it clear that the Web is indeed an extremely transient medium, where information constantly changes, and comes and goes.


The problem may be illustrated with these examples of research results:




	 The survival survey revealed that more than 90% of the web pages had disappeared in the last 12 years. The life span study found that the average life span of a web page is 1,132.1 days (Agata et al. 2014, p. 464).


	 50% of resources [are] unrecognisable or gone after 1 year, 60% after 2 years, 65% after 3 years (Jackson 2015, p. 20).


	 In 2023 a large-scale study was conducted by Kritika Garg, Sawood Alam, Michele Weigle, Michael Nelson, and Dietrich Ayala. 27.3 millions URLs archived from 1996-2021 were compared to a crawl in 2023. The study found that URLs have an average lifespan of 2.3 years. Root URLs (main website addresses) have an average lifespan of 8.8 years, and the average lifespan for deep URLs (subpages on websites) is 1.3 years. (Weigle 2024)





The implications of such observations are important, and severe:


If one wants to study online content over a number of years, the original web addresses will more likely than not be useless in most cases. (Web addresses should more correctly be referred to as URLs; this is discussed in the chapter 4.1.2 URLs: Uniform Resource Locators).


The same goes for references in the form of giving the web address with a retrieval date; e.g. “https://cc.au.dk/en/cdmm/tools-and-tutorials/legal-framework/social-media-terms-of-service (retrieved at 2024.06.11)”. Such a reference will in many cases become useless as verification for the claims that it was given to support. Possible solutions for better referencing will be discussed in the subchapter 8.3 Referencing from Web Archives.


Web archives and web archiving are therefore the preservation of content which is otherwise likely to change or disappear.


In order to appreciate the scope and implications of this, it is worth taking a look at digital communication and media as data resources compared to the printed and analogous materials that by long-standing tradition have been the primary focus for many types of studies in the disciplines of the humanities and the arts.


The following observations from a time span of just twelve years may serve:




	 2000: 75% of the world’s data was stored in analog form (paper, film, photographic prints, vinyl, magnetic cassette tapes, etc.).


	 2007: 7% analog, 93% digital.


	 2012: Only 2% of all stored data was stored in analog form (Mayer-Schönberger & Cukier 2013, p. 8-9).





The trend of digital data overtaking the leading position of the data produced and stored globally must be seen in perspective:


It does not imply the decrease or “the end” of e.g. printed content; rather it shows that an explosive development has taken place in the production of digital data. It is not that physical or analogous data are disappearing or becoming a thing of the past, but rather an observation that for all non-digital content produced, increasingly larger amounts of digital content is being produced at the same time.


Depending on interests or tastes, the amounts of digital data are also of very relative relevance. Large amounts of the digital data being produced are produced by non-professionals and non-experts. For example, huge amounts of videos being posted on YouTube on a daily basis count as data1, but the importance and value one may place with such data depends on topics, interests, and degrees of seriousness, quality and qualifications.


Imagine a short video of two minutes explaining the basic rules of addition and measuring 20 megabytes (Mb), versus a digital educational book on mathematics measuring 5 Mb. The information value in respect of understanding mathematics is surely higher in the book than in the video, but the information value of the video is four times higher than the book if measured (primarily) as image and audio data.


Data is data, but the informational value of any amount of data depends entirely on the criteria that it is measured against.


Nevertheless, there is no way around the fact that in respect of pure amounts digital data now represents the majority of data produced daily, weekly, or annually.


This means that almost anyone who wants to study modern trends, modern communication, modern interactions between people, etc. in almost any perspective, will have to look into trends and interactions that were both created and published in a digital form.


Therein lies the problem: Books, newspapers, paintings, photographic film and prints, and other forms of analog content do not quickly cease to exist, but most of the digital content found on the Web does. That is, unless it is preserved in a web archive.


What this implies is that modern scholars who want to study contemporary topics simply have to include content that was created digitally and distributed online on the Web – and that in order to do so they will need web archives where the relevant content has been preserved.


The transient, constantly changing nature of the Web points towards at least five good reasons for archiving web content:




	 To preserve cultural heritage.


	 To preserve web materials as stable research objects.


	 To be able to document and illustrate claims based on analyses of web materials, whether the web content is in itself the research object or a source of knowledge about other research objects.


	 To provide modern and stable source references.


	 To serve as documentation in general or legal claims.2









1 As of June 2022, more than 500 hours of video were uploaded to YouTube every minute (Ceci 2024).


2 Copies of web pages from web archives are at an increasing degree becoming accepted as court evidence, although practice has varied. See for example Pembroke-Birss (2021) in the reference list.









2 Definition of Web Archiving




Takeaways




	 Web archives are repositories of content which has been preserved from the live web, as opposed to archives of any other type of content that may be offering online services with digital copies.


	 Web archives differ from other types of archives by not preserving originals, but rather copies and reconstructions of originals.


	 There are two distinct types of web archives; large-scale “institutional archives” which aim at preserving large amounts on content, e.g. the entire web, or the web domain(s) of a nation – versus smaller-scale and localized archives created by one or more researchers in order to preserve content for specific topics and research purposes.








In this book web archiving is defined as:


”Any form of deliberate and purposive collection and preservation of web material (Brügger 2018, p. 79).”


This definition embraces two types of web archives:


1) Large-scale initiatives such as The Internet Archive which aims at preserving the entire World Wide Web as fully and completely as possible, national web archives, such as the Danish Netarkivet, the Portuguese web archive, Arquivo.pt, and finally large-scale archives for dedicated topics, such as the End of Term Web Archive which specifically preserves federal government websites in the USA.


This type of large-scale initiatives will be referred to as institutional web archives, or institutional archives in short.


2) Smaller-scale and localized archives of content preserved for specific topics or areas, as data and documentation for specific research interests. “Smaller scale” must be understood in a very broad sense; it may be anything from a collection of a limited number of web pages such as blogs or articles, to a large amount of data that cannot realistically be treated fully by humans without the aid of computational methods, for example a collection of hundreds of thousands of posts in social media, or of a large collection of full websites. But this type of collection is designated by the specific boundaries of the purpose of collecting the materials, and of being created as a localized and limited archive for a specific purpose. Localised refers to the person or group for whom such an archive is created, rather than a geographical localization.


This type of limited archives will be referred to as local archives.


2.1 Digitised, Born Digital, or Reborn Digital


There is a typological definition with implications that are connected specifically to the phenomenon of archived content in online archives, libraries and collections.


It is the distinction between three main types of digital media or content:


Digitised, born digital, and reborn digital.


In the introduction to “The Archived Web: Doing History in the Digital Age” Niels Brügger gives the following definition:


“(…) it may be argued that digital media may be grouped under three major headings, depending on their provenance – that is, on how they became digital. These headings include digitized media (nondigital media that have been digitized), born-digital media (media that have not existed in any form other than digital), and reborn digital media (born-digital media that have been collected and preserved, and that have been changed during this process) (Brügger 2018, p:5)”.


This distinction between these three types of digital content will be used throughout this book.


The remark that “born-digital media that have been collected and preserved” have also “been changed during this process” is an important observation rather than a criterion in itself:


Any archived copy of a web page, a website or other online content is not an original, but an attempt at preserving the closest possible approximation to the original.


This important understanding will be elaborated upon in 7 The Characteristics of the Archived Web.


2.2 The Term “Web Archive"


Since The Internet Archive was founded in 1996 (see 8.1 The Internet Archive) the term “web archive” has become the established and formal designation for a repository of resources preserved from the World Wide Web.


This may sometimes cause some confusion, especially since other archives such as public records archives, local archives, historical archives, archives for the works and records relevant to artists, etc. have often embraced the web, offering digitised copies of their collections or parts thereof. Such “archives on the web” might logically be assumed to be “web archives”, but by definition they are not.


To persons using the online part of an archive of records that were not born-digital, it may seem logical to assume that a book on web archives might be helpful in finding and handling resources. But a book on web archives such as the one you are presently reading will probably be of little relevance to projects focusing on older and originally analogous types of records, since the term “web archives” specifically covers web content preserved since or after the late 1900s.


There is thus a profound (but not easily guessed) difference between a web archive, which is a collection of content and resources originally published on the web, and any other type of archive which as a part of modern life also has an online presence on the web.


The live and online web may be compared to a large ecosystem with changing and dynamic entities and areas which come and go, change, interact with and depend on one another in varying degrees. The content found here are the dynamic, moving, and changing originals, which by their very nature cannot be taken out of their context and placed in an archive as “originals”.


In the same vein, a web archive may be compared to an exhibition on natural history, where one is likely to see tableaus of taxidermied animals, displayed alone or in reconstructions of their natural habitats, thus getting an impression of natural phenomena that cannot in and of themselves be displayed, but rather represented, explained and visualised.


The point of this analogy is that whenever someone accesses an archived web page or web site, they are not accessing an original, but something that was copied from a dynamic context, with a loss of that context, and with temporal and technical limitations causing the copy to differ from the original in ways that may be very subtle, or less so.


The implications of this, and the types of temporal and technical limitations in question will be explained in 7 The Characteristics of the Archived Web.


Historically speaking, archives originally mean “a place in which public records or historical materials (such as documents) are preserved” (definition derived from the Merriam-Webster Dictionary)3 and as such the term “archive” is arguably the most correct one for a preservation of web content.


But also historically speaking, the term “archive” has become associated with physical and analogous originals of documents, letters, blueprints, art, etc., as opposed to libraries where the collections are of materials that have been widely published and distributed.


In that latter sense, web archives differ very strongly from other types of archives. Their content has in common with that of libraries that it has been widely distributed, and more notably that due to the nature of that content they cannot offer the possibility of going back to check the originals – which may be lost, while only copies of varying quality remain.





3 https://web.archive.org/web/20230609073736/https://www.merriam-webster.com/dictionary/archive









3 IT, Scholars in the Humanities, and You?




Takeaways




	 Gathering, using, or analysing digital data preserved from the web demand a reasonable understanding of the underlying technologies beyond that of everyday computer or internet usage.


	 All-round IT skills and a basic understanding of the underlying technologies of the online and archived web will go a long way for most projects that will include web archives or web archiving.


	 Research projects where large amounts of data must be gathered and/or analysed should take the need for IT skills into account, and consider ways of including the necessary level of dedicated expertise in the project framework.


	 Non-expert IT skills may be defined by ability and readiness to combine different operations and different programs in order to achieve the necessary results.








Websites and web pages offer a spectrum of content types, most of which are recognisable as media types from before the digital age, namely text, images, video, and audio. They also offer various types of animations, effects such as fading content in or out, programs for downloading, online simulations, games, etc.


All of this content relies on layers of programming and technology, by which websites and web pages are a new, different, and digital medium compared to the older and traditional media types. In order to understand what can be preserved and how, and what cannot be preserved and why, and what may be done in the latter case – at least a basic understanding of the underlying technologies is required.


Moreover, if or when web content is archived, further technology is applied in order to do so, and the results are affected by this. Therefore at least a basic understanding of what the archiving technologies do to the original medium, and what changes they thus apply to the preserved content, is also necessary.


In other words, since web content, especially in archived forms, is a necessity for most modern scholars and studies working with the present or the recent past – a certain level of technical insights are, too.


The necessary basic insights can be broken down to three main categories, which will be dealt with in the following main chapters:




	 Understanding the Web as a technology (chapter 4 The Web as a Technology).


	 Understanding how web archiving takes place and what it does to the content (chapters 5 The Web Archiving Process, 6 Social Media, and 7 The Characteristics of the Archived Web).


	 Acquiring the ability to preserve web content oneself (chapter 9 Making Your Own Archive).





The chapters will attempt to present the topics in ways that are accessible without technical interests or dispositions. As an example, chapter 9 Making Your Own Archive will primarily focus on solutions that are easily applicable and do not require programming skills.


The necessity of technical know-how may seem disturbing to some, but the purpose of stating it is obviously not meant to cause such reactions.


One simply cannot study English language texts without acquiring some knowledge of the English language, or mathematical questions without learning the corresponding level of mathematical methodology. Similarly, one cannot study digital content without a level of understanding of its nature. The depth of understanding and the skill sets necessary will vary greatly, depending on what, specifically, needs to be studied, and at which depth.


In her article, “Breaking in to the mainstream: demonstrating the value of internet (and web) histories”, Jane Winters speculates, that:


“The most significant barrier to working with web archives is, quite simply, that it is difficult; it requires skills that many historians do not have, and in the short term may be unwilling to learn; it involves acknowledging a degree of ignorance with which otherwise seasoned researchers may be uncomfortable (Winters 2017, p. 2).”


These thoughts can be taken a bit further by speculating that generally speaking, most scholars in the humanities and social sciences are by inclination and tradition not very interested in IT per se.


Projects involving archiving of web content, or making use of or analysing archived web content – may require anything from a basic acquaintance with the underlying technology, to a profound understanding.


It is therefore a very good idea to consider the type(s) of project(s) that one may be undertaking measured against the IT skills that may or will be relevant.


3.1 Considering IT Skills Against Project Complexity


Scholars in the humanities or the social sciences come to fields that they have chosen out of interests that will in most cases not be very IT-heavy, in scientific fields which in themselves have long-standing traditions that certainly are not IT-heavy.


Modern societies and organisations are of course IT-heavy today, using data equipment for communication, documentation, cataloguing, statistics, analyses, production, and other areas of work.


So even scholars specialising in anything that traditionally never required IT skills of any kind, from ancient literature to archeology, from anthropological studies of tribal cultures to trade routes in the Renaissance – are likely to become knowledge-workers and in that role, they too will depend on and work with IT.


That, of course, is not a main interest for such scholars but rather something that may be seen as a mere practicality, a workplace demand of modern life.


After years of working in IT-heavy environments, and working with IT themselves, modern scholars may consider themselves fairly experienced as IT users.


The potential problem here is, that being used to writing documents, sending emails, registering information, and visiting websites do not imply an understanding of what is going on in the computers, or problem-solving skills outside of well-known tasks. But if a scholar wants to do research in contemporary subjects where relevant material is or includes born digital content such as websites or social media, then the mere ability to use a computer for known tasks is unlikely to suffice. Rather, some understanding of what is going on technically, on websites, on social media, in web archives, and in programs and applications used for data gathering and treatment will be necessary.


This is not to say that scholars working with contemporary topics need to become technical experts such as programmers. But it will be necessary to develop a sound understanding – and with it almost certainly some level of interest – in the technological aspects and handling of the digital material.


It will also be relevant to give serious consideration as to whether the scholar’s IT proficiency is sufficient for an envisioned project. If not, then it does not necessarily mean that it must become so, but it stands to reason that the necessary skills for a project must be present for the project to be successfully accomplished. But even if IT experts or skilled students are hired, the scholars themselves must still have an understanding of the nature of the data, its possibilities and its limitations.


Of course, the demands of a project may be modest, without any need for either specialist understanding or help. But there is still a difference between being used to studying websites or web pages, and to treating and understanding them as data. So even a project where the main purpose is to compare the treatment of a given topic on a limited number of websites, will imply a need to understand why and how the websites should be archived for research purposes, and also why and how the archived versions may differ in subtle ways from the originals online.
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