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Part I: Foundations




Chapter 1: Why Ordinary Institutions Need AI Governance




The moment has already passed


There is a temptation, when confronted with the subject of AI governance, to treat it as a future problem. Something to address once the technology matures, once regulators issue clear guidance, once someone more senior makes a decision. This temptation is understandable. Governance feels like overhead. It slows things down. And the tools themselves seem to be working fine — the chatbot is answering questions, the software is screening applications, the system is flagging anomalies — so why create bureaucracy around something that isn't broken?


The temptation should be resisted, because the moment it describes has already passed.


AI systems are not arriving in institutions — they have arrived. They are embedded in the software organizations already use, often without a deliberate choice to adopt them. They are being offered by vendors as standard features. They are being installed by well-meaning staff who found a useful tool and started using it. And in many cases, no one in the organization has a complete picture of where they are, what they are doing, or what happens when they go wrong.


That is the governance gap. Not a future condition to prepare for. A present condition that already needs managing.


This chapter explains what is driving that gap, why it matters for institutions that are not technology companies, and why governance — understood plainly as having a system for making responsible decisions — is no longer optional for any organization that uses, plans to use, or may be pressured to use AI.


What has actually changed


Artificial intelligence has existed as a field for decades. What changed in the early 2020s was not the invention of intelligence in machines but the accessibility of capable AI systems to organizations of every kind. For most of its history, AI was the province of large technology companies, well-funded research labs, and institutions with specialized engineering teams. Building with AI required expertise, infrastructure, and capital that most schools, hospitals, nonprofits, and government agencies simply did not have.


That barrier collapsed with remarkable speed. Large language models became accessible through simple application programming interfaces. AI features were bundled into productivity software that tens of millions of organizations already paid for. Consumer-grade tools became powerful enough to do work that previously required professional assistance. What had been an exotic capability became a commodity.


This changed the governance situation in three important ways.


First, it changed who was making decisions about AI adoption. In earlier eras, AI decisions were made by technologists — people who understood both the power and the limitations of the systems they were deploying. When AI became a feature of standard software, adoption decisions moved to procurement departments, department heads, and individual staff members who often had no technical background. The person approving a contract with an HR software vendor is not typically in a position to evaluate whether that vendor's AI screening tool is statistically fair. The teacher downloading a grading assistant is not necessarily equipped to consider what data it retains or how its outputs were validated.


Second, it changed the pace of adoption. Deliberate technology projects have cycles — planning, evaluation, piloting, rollout. AI features embedded in existing software appear with a product update. Standalone tools spread through organizations informally, one user at a time. By the time leadership is aware that a tool is in use, it may already have become embedded in workflows, with staff depending on it and data flowing into systems outside the organization's control.


Third, it changed accountability. When an institution built its own technology systems, responsibility for those systems was relatively clear.


When institutions use AI through third-party vendors — which is now the dominant mode of adoption — accountability becomes distributed across contracts, service agreements, vendor commitments, and institutional policies in ways that require explicit governance to manage.


None of this is a reason to reject AI. Many of these tools offer genuine value. It is a reason to govern AI — to have a system for making decisions about it, monitoring its use, and responding when things go wrong.


The word that intimidates and why it shouldn't


"Governance" is a word that lands differently depending on the audience. For some, it suggests board-level strategy and formal policy frameworks. For others, it sounds like compliance bureaucracy — forms to fill out, committees to sit through, approval chains that slow everything down without adding value. Neither association is quite right for what this book is about.


For the purposes of this book, governance simply means having a system for making responsible decisions.


That system does not need to be elaborate. For a small nonprofit, it might be a single policy document, a designated staff member who reviews new AI tools before they are adopted, and a clear way for staff to report concerns. For a large hospital, it might involve a cross-functional committee, a vendor review process, an audit schedule, and an incident response protocol. The scale differs; the essential logic is the same.


The essential logic is this: consequential tools deserve deliberate management. AI systems make decisions that affect real people — which job applications get screened in, which patients get flagged for follow-up, which content gets shown to students, which claims get denied. The people affected by those decisions deserve to have someone accountable for them. That accountability is what governance creates.


Governance is not about slowing things down. It is about being able to say, when something goes wrong, that your organization knew what it was using, had a process for evaluating whether it was appropriate, had someone responsible for monitoring it, and had a plan for responding. In the absence of governance, none of those things is true — and the cost of that absence, when something does go wrong, is almost always higher than the cost of having put governance in place.


Why every institution type is affected


It is tempting to think of AI governance as a problem for large corporations or government agencies with sophisticated technology operations. Institutions on that scale certainly need governance, and some of the highest-profile AI failures have occurred there. But the governance challenge is not proportional to institutional size. It is proportional to the impact of the decisions being made.


Consider the range of institutions already navigating these questions.


Schools and universities use AI in grading assistance tools, plagiarism detection, admissions screening, student support chatbots, and behavioral monitoring systems. Each of these touches the educational experience and life prospects of students. A plagiarism detection tool that produces false positives at higher rates for non-native English speakers is not a software inconvenience — it is a fairness problem with serious consequences for individual students. A behavioral prediction tool that flags certain students as at-risk based on demographic patterns may channel resources in ways that help some students and stigmatize others. The educator who adopts these tools without evaluating them carefully, and without any process for monitoring their effects, has taken on a responsibility they may not realize they hold.


Hospitals and healthcare providers use AI in clinical decision support, diagnostic imaging, patient triage, appointment scheduling, prior authorization processing, and billing. The stakes here are self-evidently high. Clinical AI tools have been found to perform differently across racial and ethnic groups, to reflect historical biases in the data they were trained on, and to produce recommendations that clinicians may follow without adequately understanding their basis. An AI system that influences which patients receive what care is not just a technology system — it is a component of medical practice, with all the ethical and legal weight that carries.


Nonprofits may seem less obviously implicated, but many use AI in ways that affect the people they serve: screening clients for program eligibility, assessing housing or food insecurity, allocating scarce services, and communicating with vulnerable populations. A tool that automates eligibility decisions for a housing program may embed criteria that disproportionately exclude certain applicants. A chatbot deployed to answer questions from crisis line callers may fail in ways that have severe consequences. The mission of a nonprofit — to serve people in need — is directly implicated by the fairness and reliability of the AI tools it uses.


Government agencies at every level use AI in law enforcement, benefits administration, child welfare, permitting, tax compliance, and public service delivery. The coercive and consequential nature of many government decisions — denying a benefit, flagging a fraud, issuing a license, placing a child — makes the accuracy, fairness, and explainability of AI systems especially important. Government institutions also face distinctive accountability obligations to the public they serve. Citizens affected by automated government decisions generally have a right to explanation and appeal that may be difficult or impossible to provide without adequate governance of the underlying systems.


Businesses of all sizes use AI in hiring, performance management, customer service, fraud detection, pricing, credit assessment, and content moderation. Employment decisions shaped by AI screening tools have attracted substantial legal scrutiny in multiple jurisdictions. Customer service AI that fails certain users disproportionately — for example, voice recognition systems that perform worse for certain accents — creates both ethical and reputational problems. Pricing algorithms that systematically charge certain customers more raise consumer protection concerns. The business case for governance is partly ethical but also plainly commercial: reputational damage, regulatory liability, and litigation are costly, and they are disproportionately likely to arise from AI failures that adequate governance would have caught.


The institutions in this list have very different cultures, missions, resource levels, and regulatory environments. What they have in common is this: they are using tools that make or influence consequential decisions, and those tools require management.


The specific risks that make governance necessary


Governance exists because there are real things that can go wrong. Responsible leadership requires understanding what those things are. A complete taxonomy of AI risks appears in Chapter 3, but the most important can be introduced here.


Bias and discrimination. AI systems are trained on historical data. When that data reflects historical patterns of discrimination — in hiring, lending, criminal justice, healthcare — the systems trained on it tend to reproduce those patterns. This is not a technical glitch but a structural feature of how most AI systems learn. Without deliberate attention to how systems perform across different demographic groups, institutions using AI may find that their tools produce outcomes that would be unlawful or deeply unfair if produced by human decision-makers — and in many jurisdictions, the source of the discrimination does not exempt the institution from liability.


Hallucination and unreliability. Generative AI systems — systems that produce text, images, summaries, or recommendations — can produce outputs that are fluent, confident, and wrong. This phenomenon, sometimes called hallucination, is not a flaw that better versions will necessarily eliminate; it is a characteristic of how these systems generate outputs. When staff use AI-generated summaries, citations, or analyses without verification, errors propagate into institutional processes and decisions. The confidence with which AI systems present incorrect information makes this risk particularly difficult to manage without explicit policies about when and how AI outputs must be checked.


Overreliance and automation bias. Research consistently shows that humans defer to automated systems at rates that exceed what the accuracy of those systems would warrant. When AI recommendations are presented with apparent authority, clinicians prescribe differently, hiring managers screen differently, and case workers assess differently than they would with the same information presented differently. This is not a failure of individual judgment but a predictable human response to apparently authoritative automated systems. Managing it requires governance: policies about when humans must independently review AI-assisted decisions, and training that helps staff understand the limits of the tools they are using.


Privacy and data protection. AI systems require data to operate. Many AI tools are trained on institutional data, process institutional data in real time, or retain outputs that contain sensitive information. When institutions deploy AI tools without understanding what data those tools collect, where it goes, and who can access it, they take on privacy risks they may not have chosen. Many jurisdictions have laws governing the use of personal data in automated decision-making; compliance with those laws requires understanding what the tools do.


Vendor dependency and accountability gaps. Most institutions use AI through third-party vendors rather than building their own systems. This creates a distinctive governance challenge: the institution is accountable for the outcomes of the tool, but the institution does not control how the tool works. Vendor contracts often provide limited insight into AI system performance, limited rights to audit, and limited recourse when things go wrong. Without deliberate governance, institutions may find themselves bound to tools they cannot evaluate, cannot fix, and cannot easily replace.


Reputational and legal exposure. AI failures attract attention. When a healthcare system's AI tool is found to have discriminated against patients, when a school's automated monitoring system is found to have surveilled students beyond its disclosed scope, when an employment platform's screening tool is found to be systematically biased, the reputational consequences are serious and lasting. Legal exposure follows in many cases. These outcomes are not hypothetical: they have already occurred at institutions across sectors. The organizations that avoided them, or managed them well, typically had governance systems that allowed them to detect problems earlier, respond faster, and demonstrate that they had acted responsibly.


The argument that this is too much trouble


Organizations that have not yet invested in AI governance sometimes make an implicit argument that amounts to this: the cost and friction of governance exceeds the benefits, especially given uncertainty about what governance should look like.


This argument deserves a direct response.


The friction argument — that governance slows things down — rests on a comparison between the current informal state and a hypothetical governed state. But this comparison misses what the current informal state actually costs. In the absence of governance, decisions about AI tools are made ad hoc, by whoever encounters them first, using whatever criteria happen to be salient. Some of those decisions will be good; many will not be. The costs of the bad ones — remediation, liability, reputational damage, harm to the people the institution serves — are typically much higher than the cost of a systematic review process that might have prevented them.


The uncertainty argument — that it is hard to know what governance should look like — is more legitimate, but it is also exactly what this book is designed to address. Institutions do not need perfect governance. They need adequate governance: a system that is proportionate to their risk exposure, practical enough to actually be used, and clear enough about roles and processes to function reliably. The chapters that follow provide exactly that.


There is also a strategic dimension to this question. AI governance is increasingly not optional in a regulatory sense. The European Union's AI Act imposes obligations on institutions that use certain categories of AI systems. Several US states have passed or are developing laws governing AI in employment, healthcare, and other domains. Regulatory scrutiny of AI is increasing across most jurisdictions. Institutions that have built governance systems proactively are substantially better positioned to comply with emerging requirements than those that have not.


What governance does not mean


It is worth being explicit about what this book is not asking institutions to do.


Governance does not mean refusing to use AI. The goal is responsible use, not abstention. Many AI tools offer genuine value — they save time, improve consistency, extend reach, and help institutions serve more people more effectively. Governance is what allows institutions to capture that value while managing the risks that come with it.


Governance does not mean having AI expertise on staff. This book is written for leaders, managers, and staff who are not technical specialists. The frameworks, checklists, and templates it provides are designed to be used by people without backgrounds in machine learning, statistics, or software engineering. Understanding what questions to ask and what processes to have is not the same as understanding how transformers work.


Governance does not mean creating a dedicated AI team or bureaucracy. For most institutions, responsible AI governance is a function that can be embedded in existing roles and processes — procurement review, risk management, training, incident reporting — rather than a separate organizational unit. The scale of governance should match the scale of the institution.


Governance does not mean treating AI as uniquely dangerous. AI tools carry risks, but so do many other tools institutions use — financial systems, medical devices, personnel management software. The governance approach this book describes is the application of general principles of responsible institutional management to a specific category of tools.


What governance does mean is this: when your institution uses an AI tool, someone knows it is being used, someone is responsible for it, there is a process for evaluating whether it is appropriate, and there is a plan for what to do when something goes wrong. That is not a high bar. It is the bar below which no institution using AI should fall.


The institutions that have already learned this lesson


The case for AI governance is not merely theoretical. A substantial and growing body of real-world experience demonstrates what happens when institutions use AI without adequate governance — and what adequate governance looks like in practice.


Healthcare institutions have encountered AI diagnostic tools that performed significantly worse for patients of certain backgrounds, leading to misdiagnoses and delayed treatment. Those institutions have had to confront the question of whether they had done adequate pre-deployment testing, whether they had monitoring systems that would have caught the problem earlier, and whether their vendor contracts gave them the access and recourse they needed. Some did; many did not.


Educational institutions have encountered AI proctoring and plagiarism detection systems that produced false positives at higher rates for students with certain disabilities, from certain linguistic backgrounds, or with certain physical characteristics. The resulting disputes — with students, with families, with accreditation bodies — have been costly in time, resources, and reputation.


Government agencies have encountered automated benefits determination systems that contained errors affecting thousands of claimants, and social services tools that made recommendations with systematic biases reflecting the historical patterns in their training data. Courts in several countries have grappled with the use of algorithmic risk assessment tools in sentencing and parole decisions, finding that the opacity of those systems made due process guarantees difficult to honor.


Businesses have encountered hiring algorithms that screened out qualified candidates based on characteristics correlated with protected classes, customer service AI that failed users with certain accents or disabilities, and fraud detection systems that flagged legitimate transactions at disproportionate rates for certain demographic groups.


These are not the failures of reckless organizations. Many of them occurred in institutions that had good intentions, competent staff, and genuine commitments to serving their users well. They occurred because those institutions adopted AI tools without adequate processes for evaluating what those tools did, monitoring what they were doing, and responding when things went wrong.


The institutions that avoided these failures — or detected and addressed them early — had something those institutions lacked: governance.


What the rest of this book provides


This chapter has made the case that AI governance is necessary. The rest of this book explains how to do it.


Part I continues the foundational work: clarifying what governance is and is not, identifying the specific risks that matter most for ordinary institutions, explaining how AI systems work in plain language, and mapping who in an institution is responsible for what.


Part II turns to building the governance system itself: forming the team, establishing principles, writing policy, inventorying AI use, screening new use cases, reviewing vendors, and managing data.


Part III addresses the ongoing work of responsible AI use: ensuring human oversight, testing before deployment, rolling out safely, monitoring continuously, building AI literacy among staff, and communicating with stakeholders.


Part IV addresses failure: incident response, special governance considerations for generative and autonomous AI, legal and regulatory context, auditing and accountability, and knowing when and how to stop using a system.


Part V provides practical tools: a starter policy, intake form, vendor questionnaire, testing checklist, incident report template, monitoring dashboard template, and glossary.


None of this requires technical expertise. It requires the same thing that responsible management of any consequential institutional function requires: clarity about what you are doing, who is responsible, what could go wrong, and how you will know if it does.


That is what this book provides. The moment to put it to use is now.











Chapter 2: What AI Governance Is — and Is Not




Starting with clarity


Few words in organizational life accumulate as much baggage as "governance." It arrives in conversations already carrying associations — board meetings, compliance frameworks, audit committees, legal exposure — that can make it sound either more imposing than it needs to be or more procedural than it actually is. Before an institution can build a system for governing AI responsibly, it needs a clear understanding of what that system is, what it is trying to accomplish, and what it is not.


This chapter provides that understanding. It defines the core concepts — governance, oversight, policy, and accountability — in plain language, explains how they relate to one another, and addresses the most common misconceptions that cause institutions to get governance wrong: doing too little because they think it means doing too much, or going through the motions of governance while missing its substance.


The definitions here are not academic. They are working definitions — the kind that help people in real institutions make real decisions about how to manage AI responsibly.


Governance: the system, not the document


Governance is a system for making and overseeing consequential decisions.


That sentence is worth unpacking. Governance is a system — a set of connected processes, roles, and structures that function together, not a single act, document, or committee. It is about making decisions — not just observing or commenting on them, but having clear processes for who decides what, on what basis, and with what authority. And it is concerned specifically with consequential decisions — those that affect people, resources, legal obligations, or institutional reputation in significant ways.


Applied to AI, governance is the system by which an institution decides what AI tools to use, on what terms, for what purposes, subject to what constraints, with what monitoring, and with what recourse when something goes wrong. It encompasses the full lifecycle of AI use — from the first question of whether to adopt a tool, through deployment and ongoing operation, to the decision to stop using it.


Three features of this definition deserve emphasis.


First, governance is prospective as well as reactive. It is not only about responding to problems after they arise. A well-governed institution has processes for evaluating AI tools before they are adopted, requirements for testing before deployment, and monitoring systems that detect problems while they are still manageable. This prospective dimension is what distinguishes governance from incident response — which, while necessary, is governance arriving too late.


Second, governance is distributed. It is not the property of a single person, team, or document. A chief executive who has approved an AI policy, a department head who has completed a vendor review, a frontline supervisor who knows how to escalate an AI-related concern — all of these are governance in action. The system works when all these roles function together. It fails when any of them is absent.


Third, governance is proportionate. The appropriate governance system for a large hospital deploying AI in clinical decision support is not the same as the appropriate system for a small nonprofit using an AI tool to draft communications. Both institutions need governance, but the scale, formality, and complexity of what they need are different. A common governance failure is over-engineering the system for small institutions — or under-engineering it for large ones. Proportionality is a design principle, not a compromise.


What governance is not


Understanding what governance is requires being equally clear about what it is not. Several common misconceptions distort how institutions approach the task.


Governance is not a policy document.


Many institutions believe they have addressed AI governance because they have written — or are planning to write — an AI policy. Policy is a necessary component of governance, but it is not sufficient on its own. A policy that sits unread in an employee handbook, that was written without staff input, that has no mechanism for enforcement, and that specifies no processes for decision-making or monitoring is not governance. It is the appearance of governance.


A policy creates governance only when it is paired with the institutional structures that give it effect: roles with clear authority, processes that staff actually follow, training that builds understanding, monitoring that reveals whether behavior matches policy, and enforcement that makes the policy meaningful. The chapters in Part II address each of these elements. For now, the point is simply that a document, however well-written, is not a system.


Governance is not solely an IT function.


In many institutions, questions about technology systems are routed to the IT department by default. This is appropriate for many technology decisions. It is not appropriate as the organizing principle for AI governance.


AI systems affect hiring, patient care, student outcomes, service delivery, legal compliance, and organizational reputation. These are not technical matters. They require judgment from people who understand the institutional mission, the regulatory environment, the needs of the people the institution serves, and the ethical values it is committed to upholding. An IT team may have essential technical expertise, but AI governance requires perspectives that IT alone cannot supply — from legal and compliance, from operations and program delivery, from human resources, from senior leadership, and in many cases from the people most directly affected by AI-driven decisions.


This is not a criticism of IT departments. It is a recognition that AI governance is an institutional management function, not a technical function. IT is a partner in governance; it is not the owner of governance.


Governance is not a one-time event.


Institutions sometimes treat AI governance as a project with a completion date: build the policy, stand up the committee, create the intake form, declare victory. This is a misunderstanding of what governance requires.


AI systems change. Models are updated by vendors. New use cases emerge. Regulatory requirements evolve. Staff practices drift. Problems that did not exist at deployment appear over time. Governance is only meaningful if it is ongoing — if there are regular reviews, active monitoring, periodic audits, and processes for updating policies and practices as circumstances change. A governance system built once and never revisited is a governance system that is decaying in real time.


Governance is not about prohibition.


Perhaps the most damaging misconception is that AI governance is essentially about saying no — restricting what staff can do, blocking adoption, applying precautionary brakes to tools that would otherwise be useful. This misconception leads organizations to resist governance, treating it as an obstacle to innovation rather than an enabler of responsible use.


Genuine governance creates conditions for saying yes confidently. When an institution has a clear process for evaluating new AI tools, it can approve them with justified confidence rather than accepting them without scrutiny or rejecting them out of excessive caution. When it has monitoring systems in place, it can allow experimentation knowing it will detect problems. When it has clear policies, staff can use AI tools without uncertainty about what is permitted and what is not. Governance is what allows an institution to use AI more — not less — because it has managed the risks that would otherwise make use irresponsible.


Oversight: governance in operation


If governance is the system, oversight is the system in operation. Oversight refers to the active, ongoing exercise of responsibility for AI systems — watching what they are doing, checking whether they are performing as intended, detecting problems, and intervening when necessary.


Oversight is what makes governance real rather than nominal. An institution may have an impeccable governance architecture — policies, committees, review processes, monitoring frameworks — and still have no meaningful oversight if the people responsible for those systems are not actually watching them, if monitoring data is collected but never reviewed, if concerns raised by staff are not acted on, or if reviews are scheduled but never conducted.


The concept of human oversight deserves particular attention in the context of AI, because one of the characteristic risks of AI systems is the erosion of meaningful oversight by humans. This erosion takes several forms.


The first is the automation of decisions that were previously made by humans. When a system automatically screens job applications, routes service requests, or flags suspicious transactions, the human decision-maker is no longer deciding at the same point in the process. The human may review or approve AI outputs, but the practical reality is that AI-generated recommendations strongly constrain the range of outcomes that human reviewers consider. If a human reviewer sees only the candidates that an AI system selected, they cannot correct the selection errors that the AI made upstream. Effective oversight in this context requires understanding where in the decision process human judgment is actually operative — and ensuring that it is operative at points where it can make a meaningful difference.


The second is the delegation of monitoring to automated systems. Many AI governance frameworks include monitoring components — dashboards, alerts, automated performance reports — that purport to track system performance. These tools are valuable, but they are also subject to a recursive governance problem: the monitoring of AI systems is itself partly automated, and the outputs of that monitoring require human interpretation and action. Dashboards that no one reviews, alerts that no one acts on, and performance metrics that no one understands are not oversight. They are the infrastructure of oversight operating without the human attention that gives it meaning.


The third is volume and pace. AI systems can process millions of transactions, decisions, or interactions in the time a human reviewer could examine hundreds. The sheer scale of AI-assisted operations can make meaningful human oversight feel practically impossible. This is a real challenge. The governance response is not to insist on human review of every AI output — that would eliminate the efficiency benefits of AI — but to design oversight systems that sample intelligently, focus human attention on high-stakes or high-uncertainty cases, and ensure that the categories of decision most likely to cause harm receive the most human scrutiny.


Effective oversight, in summary, is not passive. It requires active human engagement with the systems that governance structures are designed to manage.


Policy: governance in writing


Policy is the written expression of governance decisions. An AI policy states what an institution has decided about AI use — what is permitted and what is not, who is responsible for what, what processes must be followed, what values and principles govern decisions, and what happens when things go wrong.


A good AI policy serves several functions simultaneously. It creates clarity for staff — people who want to use AI tools appropriately should be able to consult the policy and understand what is expected of them. It creates accountability — when the policy specifies who is responsible for AI-related decisions, those people cannot later claim the responsibility was unclear. It creates a record of institutional values and commitments — a policy that articulates the institution's principles around fairness, privacy, and human oversight establishes a standard against which practice can be measured. And it creates a basis for enforcement — a policy that is never enforced communicates that institutional commitments are not serious; a policy that is consistently applied communicates that they are.


Several elements distinguish a functioning AI policy from a document that exists primarily for appearance. Chapter 8 addresses AI policy in detail; the relevant points for this chapter are definitional.


A policy must be specific enough to guide decisions. A policy that says "we are committed to responsible AI use" or "AI must be used ethically" provides no actionable guidance. Staff facing a real decision — whether to use a particular tool, how to handle a concerning AI output, who to contact when a system fails — cannot derive answers from these statements. Effective policy translates principles into specific requirements: this category of tool requires review by these roles before adoption; outputs of this type must be reviewed by a human before being acted on; concerns about AI performance must be reported to this person by this mechanism.


A policy must be proportionate to the institution's actual AI use. A highly detailed policy covering scenarios the institution will never encounter creates confusion and compliance fatigue. A policy that fails to address the AI systems the institution currently uses is a policy that cannot govern those systems. Effective policy starts with an honest inventory of what the institution is actually doing and builds requirements around that reality. The fact that policy should be updated as AI use evolves follows directly.


A policy must have visible leadership commitment. Staff take institutional policies seriously when they can see that leadership takes them seriously — when leaders refer to the policy in decisions, when policy violations have consistent consequences, when leadership itself complies visibly. A policy announced by email and never mentioned again is not a governance document; it is a liability shield that may not even serve that function well.


Accountability: governance with consequences


Accountability is the dimension of governance that ensures someone is answerable for what AI systems do. It connects outcomes — including bad outcomes — to the people and processes responsible for them.


Accountability in AI governance operates at multiple levels.


At the individual level, accountability means that specific people within an institution are responsible for specific aspects of AI governance. Someone is responsible for ensuring that new AI tools go through a review process. Someone is responsible for monitoring the performance of deployed systems. Someone is responsible for receiving and acting on reports of AI-related concerns. Someone is responsible for updating the AI policy when circumstances change. When these responsibilities are clearly assigned and understood, the institution has individual accountability. When they are diffuse, unclear, or unassigned, individual accountability is absent — and problems tend to fall into the gaps.


At the institutional level, accountability means that the organization as a whole can answer for the AI systems it uses. This is the kind of accountability that matters in a regulatory inquiry, a legal dispute, or a public controversy. An institution with strong institutional accountability can demonstrate that it had a process for evaluating the tool in question, that it had policies governing its use, that it had monitoring in place, and that it responded appropriately when problems were identified. An institution without this accountability can demonstrate none of those things, which typically results in worse regulatory and reputational outcomes regardless of what actually happened.


At the vendor level, accountability means that the institution has contractual and practical mechanisms for holding AI vendors responsible for the systems they provide. This is a frequently overlooked dimension of governance. Vendors often seek to disclaim responsibility for AI system performance, offering tools "as is" and placing the burden of evaluation and monitoring entirely on the customer. Institutions with effective governance negotiate vendor contracts that include performance commitments, audit rights, breach notification obligations, and clear processes for remediation. They are not simply accepting vendor tools; they are entering relationships in which accountability is explicitly allocated.


Accountability is the part of governance that gives it teeth. Without accountability, a governance system is a set of aspirations with no mechanism for enforcement. With accountability, it is a functioning management system.


The relationship between the four concepts


Governance, oversight, policy, and accountability are not the same thing. But they are not independent of each other either. They are related dimensions of a single coherent system.


Policy is the written foundation — what the institution has decided and committed to. Governance is the system that implements that policy — the processes, roles, and structures that put it into effect. Oversight is the active exercise of that system — the ongoing human attention to whether things are working as they should. And accountability is what ensures that the system is not merely nominal — the mechanism by which people and institutions are answerable for what happens.


An institution can have policy without governance — a document that is not backed by functioning processes. It can have governance structures without oversight — committees that meet but do not effectively monitor. It can have oversight without accountability — people watching what is happening but not empowered or required to act. And it can have accountability without policy — clear responsibility for decisions that are made without documented principles or constraints.


The goal is to have all four, functioning together. Not perfectly — no institution achieves perfect governance — but adequately for the risks it faces and the responsibilities it holds.
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Six common misconceptions in practice


The conceptual framework above takes shape in real institutions through a set of common governance failures. Each represents a recognizable pattern — not a failure of bad intentions but a misunderstanding of what governance requires.


Misconception 1: Having a policy is the same as doing governance.


This is the most widespread governance failure, and it is almost always well-intentioned. An institution perceives the need for AI governance, forms a working group, drafts a policy, gets it approved, and communicates it to staff. Then the working group disbands, the policy document is filed, and the institution returns to normal operations with the sense that the governance question has been addressed.


What has been created is a policy artifact, not a governance system. Six months later, new AI tools have been adopted without the review the policy specifies, because no one has standing authority to conduct that review. Staff are using AI in ways the policy does not address, because no one has updated it in response to new developments. A problem has occurred that the policy would have prevented, because no one was monitoring for it. The policy document still exists, but governance does not.


The corrective is to treat policy as the beginning of governance work, not the completion of it.


Misconception 2: Governance is about controlling what AI does.


Institutions sometimes frame AI governance as primarily a technical challenge: if the AI system's behavior can be specified and constrained precisely enough, governance is achieved. This leads to investments in technical controls — content filters, output constraints, access restrictions — while neglecting the institutional processes that give those controls meaning.


Technical controls are a component of responsible AI use, but they are not governance. An AI system whose outputs are technically constrained can still be used in ways that are unfair, unaccountable, or harmful — if there are no processes for evaluating whether it is appropriate for a given use case, no training that helps staff use it well, no monitoring of outcomes, and no accountability for problems that arise. Governance is about how institutions manage AI, not about what the AI system itself does.


Misconception 3: Governance only matters for high-risk AI.


Some institutions reason that governance is appropriate for AI used in high-stakes contexts — clinical decisions, criminal justice, major financial determinations — but that low-stakes AI use does not require systematic management. A chatbot answering routine administrative questions, a tool that drafts internal communications, a system that schedules meetings — do these really need governance?


The answer depends on what "low-stakes" actually means. Many AI applications that seem innocuous have non-obvious risk dimensions. A communication drafting tool trained on certain data may produce language with systematic biases. A scheduling system may reflect historical patterns that disadvantage certain groups. A meeting summarization tool may retain sensitive information in ways the institution has not considered. The governance question is not whether a tool is superficially high-stakes but whether it could produce outcomes that affect people in significant ways — including ways that are not immediately obvious.


More practically: institutions that adopt selective governance — applying scrutiny to some AI uses and not others — create inconsistency that is difficult to manage. When governance applies only to a designated high-risk category and everything else proceeds without process, the category boundary becomes the governance frontier, and there are strong incentives to classify tools as outside the high-risk category to avoid process friction. Consistent governance is more effective than categorical governance, and it is simpler to manage.


Misconception 4: Vendors are responsible for their tools' performance.


When an AI tool fails — producing biased outputs, incorrect recommendations, or harmful results — institutions sometimes assume that the vendor bears primary responsibility. After all, the vendor built the tool, trained the model, and maintains the system. Why should the institution bear governance responsibility for something it did not create?


This reasoning is legally and practically mistaken in most jurisdictions. When an institution uses an AI tool to make decisions that affect people — employees, patients, students, clients — it is the institution that is accountable for those decisions under most applicable legal frameworks. Vendor contracts typically disclaim liability for AI system performance. Courts and regulators have consistently held that organizations cannot delegate their compliance obligations to technology vendors.


This does not mean vendors bear no responsibility — they do, and holding them accountable through contracts and procurement processes is an important part of governance. But it does mean that an institution cannot outsource its governance responsibility. The institution is responsible for evaluating whether a tool is appropriate before adopting it, for monitoring its performance once deployed, and for the outcomes that result from its use. The vendor's responsibility exists alongside, not instead of, the institution's own responsibility.


Misconception 5: Governance is for organizations that have made AI decisions. We haven't decided yet.


Institutions that are still deliberating about AI adoption sometimes defer governance on the grounds that they have not committed to using AI.


This is a mistake for a straightforward reason: decisions about whether, how, and under what conditions to use AI are themselves governance decisions. The deliberation process is governance. An institution that is deciding whether to adopt an AI tool is already doing AI governance, whether it calls it that or not — and the quality of that decision is better if it is made within a structured process than if it is made informally.


More practically, the assumption that governance begins after adoption misses the point that many institutions are already using AI without having made a deliberate adoption decision. Staff may be using publicly available AI tools in their work. Vendors may have added AI features to software the institution already uses. Governance that begins "after we decide to use AI" may already be starting too late.


Misconception 6: Governance is about protecting the institution from liability.


Defensive framing of governance — AI governance as risk management, as liability mitigation, as regulatory compliance — is not wrong, but it is incomplete. Governance framed purely defensively produces documentation-oriented compliance cultures that are technically in compliance but substantively empty. The goal of having a policy, conducting a vendor review, and filing an incident report is to demonstrate due diligence, not to ensure anything actually functions well.


The more accurate framing, and the one that produces better governance, is that AI governance exists to ensure that AI systems actually work as intended, actually serve the people they are supposed to serve, and actually reflect the values of the institution. The documentation and compliance dimensions follow from this substantive commitment; they are not substitutes for it. An institution that governs AI because it genuinely cares about doing right by its staff, patients, students, or clients will produce better outcomes than one that governs AI because it is worried about lawsuits.


What governance looks like at different scales


One of the most important practical implications of understanding governance correctly is recognizing that it is not a fixed architecture. The right governance system for a given institution depends on the institution's size, resources, risk exposure, regulatory environment, and the nature of its AI use.


For a small nonprofit with limited staff and modest AI use — perhaps a tool that helps draft grant applications and another that manages donor communications — governance might look like this: a designated staff member who reviews any new AI tool before it is adopted and checks a short list of questions; a one-page policy that staff read during onboarding; a standing item on monthly staff meetings for anyone to raise AI-related concerns; and an annual review of what AI tools the organization uses and how they are performing. This is genuine governance, not bureaucratic theater. It is proportionate to the institution's scale and risk profile.


For a regional hospital using AI in clinical decision support, radiology, discharge planning, and patient intake, governance appropriately looks much more substantial: a cross-functional governance committee with clear terms of reference; a formal intake process for AI proposals with defined review criteria; vendor contracts that specify performance requirements and audit rights; pre-deployment testing protocols with defined acceptance thresholds; ongoing monitoring dashboards reviewed on a regular cadence; incident response procedures with defined escalation pathways; and regular reports to the board on AI governance performance. The same principles apply, but the institutional architecture implementing those principles is much more elaborate.


The chapters that follow provide frameworks that can be scaled in either direction. The goal is not to make every institution's AI governance look the same, but to ensure that every institution's governance is adequate for its actual situation.


A working vocabulary


The terms introduced in this chapter will be used throughout the book. It is worth summarizing them briefly before proceeding.


Governance is the system an institution uses to make and oversee consequential decisions about AI — including what tools to use, how to use them, under what conditions, and what to do when things go wrong.


Oversight is the active, ongoing exercise of governance — the human attention, review, and intervention that keeps governance from being merely nominal.


Policy is the written expression of governance decisions — the document that records what the institution has decided about AI use, who is responsible for what, and what processes must be followed.


Accountability is the mechanism by which people and institutions are answerable for AI-related decisions and outcomes — the dimension of governance that gives it consequences.


AI lifecycle refers to the full arc of an AI system's use within an institution — from initial evaluation and adoption, through deployment and operation, to modification and eventual retirement. Governance applies across the entire lifecycle.


Use case refers to a specific application of AI within an institution — using AI to screen job applications, generate patient summaries, draft communications, flag suspicious transactions, and so forth. Governance operates at the level of use cases, not just at the level of AI in the abstract.


These terms, and others introduced throughout the book, are collected in the Glossary in Chapter 30.


The frame for everything that follows


The substance of this book — the frameworks, processes, policies, and tools in the chapters ahead — is grounded in the understanding established here. Governance is a system, not a document. It requires oversight that is active, not passive. It requires policy that is specific, not generic. It requires accountability that is real, not nominal.


The chapters in Part II describe how to build that system. Part III describes how to operate it. Part IV describes how to apply it when things go wrong. And Part V provides the practical tools that make it usable.


All of it rests on what this chapter has established: knowing what governance is — and what it is not — well enough to build it for real.










Chapter 3: The Risks That Matter Most




Risk as the reason governance exists


Governance does not exist for its own sake. It exists because AI systems can cause harm — to the people institutions serve, to the institutions themselves, and to the broader fabric of fairness and accountability that responsible organizations are expected to uphold. Understanding what can go wrong, and why, is the foundation on which every governance decision rests.


This chapter addresses the risks that matter most for ordinary institutions. It is not a comprehensive catalog of every possible AI failure mode — that would fill a separate volume and serve primarily to overwhelm rather than inform. Instead, it focuses on the eight categories of risk that recur most frequently, cause the most significant harm, and are most directly addressable through institutional governance: bias and discrimination, privacy violations, safety failures, hallucination and unreliability, overreliance and automation bias, vendor lock-in, reputational harm, and legal exposure.


Each of these risks is real. Each has already materialized in institutions of the kinds this book addresses — schools, hospitals, nonprofits, government agencies, and businesses of all sizes. And each is substantially more manageable when an institution understands it clearly before something goes wrong.


One prefatory note: these risk categories are not independent. They interact, compound, and cause one another. A hallucination that goes undetected because of overreliance creates reputational harm when it surfaces publicly, which creates legal exposure, which reveals that the institution had inadequate vendor contracts. The chapter addresses each category on its own terms and then considers how they relate.


Bias and discrimination


What it is


Bias in AI systems refers to systematic patterns in outputs that disadvantage or unfairly affect identifiable groups of people — typically, though not exclusively, groups defined by characteristics such as race, ethnicity, gender, age, disability, religion, national origin, or sexual orientation.


The word "systematic" is important. All systems produce errors; not all errors constitute bias. Bias occurs when errors are not randomly distributed but are concentrated in ways that consistently disadvantage particular groups. An AI hiring tool that rejects qualified candidates is making errors; an AI hiring tool that rejects qualified candidates at significantly higher rates when they attended historically Black colleges and universities is exhibiting bias.


Bias enters AI systems primarily through three pathways.


The first is training data. AI systems learn from historical data, and historical data reflects historical patterns of human behavior — including historical patterns of discrimination. A loan approval model trained on decades of lending decisions inherits the patterns of that era, including discriminatory patterns that were legal at the time, patterns that reflect systemic disadvantage rather than individual creditworthiness, and patterns that encode structural inequalities as if they were natural facts. A medical diagnostic model trained predominantly on data from one demographic group may perform worse for groups underrepresented in the training data. The system does not need to have been designed with discriminatory intent to produce discriminatory outcomes; it needs only to have been trained on data that reflects a world in which discrimination occurred.


The second is feature selection. The variables an AI model uses to make predictions — its "features" — can introduce bias even when the features themselves seem neutral. Zip code is a geographic variable; it is also a proxy for race in many contexts, because residential segregation has produced zip codes that are highly correlated with racial composition. Educational credentials are measures of qualification; they are also correlated with family wealth, which is correlated with race and ethnicity. Models that use these features as proxies for qualities they do not actually measure may produce systematically biased results.


The third is feedback loops. AI systems that learn from their own outputs — or from human responses to their outputs — can entrench and amplify initial biases over time. A content recommendation system that starts with slight biases in what it shows to different user groups will collect more data about the biased state than about any alternative, which reinforces the bias in subsequent learning, which produces a more biased system, which collects more biased data.


Why it matters for institutions


Bias is not only an ethical problem, though it is certainly that. It is a problem that arises specifically from how these systems work, makes them fail at their stated purpose, and creates consequences that institutions are responsible for managing.


In healthcare, biased AI tools can produce diagnostic recommendations, treatment suggestions, and risk assessments that perform differently across patient populations. Studies have found clinical AI systems that recommended less care for Black patients than for comparably ill white patients, not because of any deliberate design choice but because the historical utilization data used to train the system reflected historical disparities in care. A hospital that deploys such a system without adequate evaluation and monitoring is not delivering equitable care, regardless of its intentions.


In education, biased AI tools can affect which students receive enrichment opportunities, which are flagged for intervention, which are admitted to programs, and whose work is flagged for integrity review. AI proctoring systems have been found to produce higher false-positive rates for students with darker skin tones, non-standard backgrounds, and certain physical conditions. Plagiarism detection systems have been found to flag non-native English writing at higher rates than comparable native-speaker writing. Each of these failures affects real students in ways that can alter their academic trajectories.


In employment, biased screening tools have been among the most visible AI failures of the past decade. Algorithmic hiring tools trained on resumes of past successful employees systematically reproduce the demographic characteristics of those employees, excluding qualified candidates who do not match historical patterns. Performance evaluation systems trained on manager ratings inherit whatever biases were present in those ratings. The people most likely to be systematically excluded — those from groups that have faced historical discrimination — are also those the institution may have explicit commitments to include.


In social services and benefits administration, biased AI tools can determine which people receive housing assistance, food support, healthcare, or child welfare services. Errors in these contexts fall on people who are already in difficult situations, and the consequences of unfair exclusion can be severe.


What governance does about it


Governing bias risk requires action at multiple points in the AI lifecycle. Before adoption, institutions should require that vendors document how their systems were tested for differential performance across demographic groups, and what the results of that testing were. During review, institutions should evaluate whether the use case creates conditions for bias — whether the system is making or influencing decisions that affect people differently based on characteristics that should be irrelevant. During deployment, institutions should monitor outcomes across identifiable groups, looking for patterns that would indicate differential impact. And when patterns are found, institutions need clear processes for escalating, investigating, and remedying them.


The specific processes for each of these steps are addressed in the chapters on intake and risk screening (Chapter 10), vendor review (Chapter 11), testing before deployment (Chapter 14), and monitoring (Chapter 16). The point here is foundational: bias is not a risk that can be assumed away, and it is not a risk that vendors can be trusted to manage unilaterally. It requires active institutional attention.


Privacy violations


What it is


Privacy risk in AI refers to the potential for AI systems to collect, retain, use, share, or expose personal information in ways that violate the reasonable expectations of the people that information concerns, exceed the institution's legal authority to handle it, or create risks of harm through unauthorized access or unintended disclosure.


AI systems create privacy risks that differ in important ways from those associated with traditional software. Traditional databases store data that has been explicitly entered; AI systems can infer sensitive information from data that was not explicitly sensitive. A model trained on browsing behavior can infer health conditions, political beliefs, and sexual orientation with reasonable accuracy, even when none of that information was provided. A language model that has processed personal communications can retain and reproduce personal details in ways that users do not anticipate and that designers did not intend. These inferential and emergent privacy risks are qualitatively different from the risk of a database being breached, and they require different governance responses.


AI systems also create privacy risks through the way they are trained and operated. Many AI tools send user inputs to vendor systems for processing, storage, and in some cases model training. When staff use an AI tool to draft a letter about a patient, summarize a performance review, or generate options for a child welfare plan, the content they enter — which may include sensitive personal information — may be retained by the vendor, used to improve the model, or accessible to vendor staff. Whether this is disclosed, and whether it is consistent with the institution's legal obligations, depends on the vendor's practices and the terms of the institution's contract.


The categories of information most frequently implicated in AI privacy risk include health and medical information, financial information, information about minors, information about criminal history, and information about characteristics that are legally protected in many jurisdictions. Institutions that handle these categories of information as a matter of course — healthcare providers, schools, financial services firms, government agencies, social services organizations — face heightened privacy risk from AI systems and heightened legal consequences when those risks materialize.


Why it matters for institutions


Privacy violations caused by or through AI systems can harm individuals in direct and serious ways: exposure of health conditions to employers, disclosure of financial circumstances to unauthorized parties, revelation of protected characteristics in contexts where they invite discrimination, or exposure of information about minors in ways that create safety risks. These harms are not abstractions.


They also harm institutions. Data protection laws in most jurisdictions impose obligations that do not relax because the data was processed by an AI system. In Europe, the General Data Protection Regulation governs AI processing of personal data with strict requirements around lawful basis, purpose limitation, data minimization, and individual rights. In the United States, sector-specific laws like HIPAA, FERPA, COPPA, and the CCPA impose requirements that apply regardless of the technology used to process the relevant data. Institutions that use AI tools without understanding how those tools handle personal data may find themselves in violation of obligations they did not know they were assuming.


Beyond legal compliance, privacy violations damage trust. The relationship between an institution and the people it serves — patients and their healthcare providers, students and their schools, clients and their social service organizations — depends on the reasonable expectation that personal information will be handled responsibly. When AI tools undermine that expectation, the damage to the relationship may be more lasting than any legal consequence.


What governance does about it


Privacy governance for AI requires understanding, before adoption, exactly what data a proposed AI tool collects, processes, stores, and transmits; where that data goes; who can access it; how long it is retained; and what the vendor's practices are with respect to using it for model training or other purposes. It requires reviewing vendor contracts to ensure that data handling practices are consistent with the institution's legal obligations and stated commitments. It requires policies that specify what categories of information staff may and may not enter into AI tools, and training that helps staff understand why those limits exist. And it requires monitoring for unexpected data practices as vendor systems evolve.


Data governance for AI is addressed in detail in Chapter 12.


Safety failures


What it is


Safety risk in AI refers to the potential for AI systems to cause physical, psychological, or material harm — either directly, through outputs that endanger people, or indirectly, by contributing to decisions that do. Safety risk is not limited to dramatic scenarios of autonomous systems taking harmful actions; it encompasses the everyday risk that AI tools deployed in consequential settings will fail in ways that injure people.


The categories of AI safety risk most relevant to ordinary institutions fall along a spectrum of directness. At one end are AI systems that directly affect physical wellbeing — clinical decision support tools that recommend inappropriate treatments, medical imaging analysis systems that miss diagnoses, autonomous systems that control physical equipment or navigation. At the other end are systems whose outputs influence consequential human decisions — a risk assessment tool that incorrectly classifies a person as low-risk, a benefits eligibility system that incorrectly denies support, an AI assistant that gives incorrect guidance about medication interactions. Between these poles are systems that affect psychological wellbeing — AI tools used in mental health contexts, content moderation systems that expose people to harmful material, or chatbots deployed in crisis settings that respond inappropriately to expressions of distress.


Safety risk is heightened in domains where mistakes are difficult to reverse, where the consequences of errors are severe, and where users may not have independent means of detecting errors. Healthcare is the paradigmatic case, but the pattern appears across many institutional contexts: a school that uses AI to identify students in crisis, a social services agency that uses AI to assess child welfare risks, a nonprofit that deploys a chatbot to assist vulnerable populations.


Why it matters for institutions


The governance dimension of safety risk turns on a crucial distinction: the difference between a system that performs imperfectly and a system whose imperfections cause harm. All AI systems make errors. The question is whether the deployment context, the uses to which the system is put, and the oversight structures around it mean that those errors translate into harm.


A clinical AI tool that misses a finding in ten percent of cases is a different safety risk when radiologists review every output and exercise independent clinical judgment than when radiologists are expected to review hundreds of cases per day and in practice accept AI outputs without detailed review. The tool's error rate is the same in both scenarios; the safety risk is different because the human oversight is different.


This is the safety governance insight: safety risk is a product of both the system's technical performance and the deployment context that determines whether errors cause harm. Institutions that treat safety as purely a technical question — evaluable through testing alone — will miss the contextual factors that determine whether a technically acceptable system is deployed safely.


What governance does about it


Safety governance requires understanding, before deployment, what category of harm a system could cause and under what conditions — not only whether it can cause harm in the abstract, but what the realistic failure modes are given the specific institutional context, user population, and oversight arrangements. It requires establishing minimum performance requirements that reflect the safety implications of the use case, not generic acceptability thresholds. It requires designing deployment contexts that ensure meaningful human oversight at the points where safety errors are most likely. And it requires incident reporting systems that capture near-misses as well as actual harms, so that safety risks can be identified and addressed before they fully materialize.


Testing before deployment (Chapter 14) and monitoring and ongoing review (Chapter 16) address the operational dimensions of safety governance. The intake and risk screening process (Chapter 10) addresses the upstream question of how to assess safety risk before it reaches the deployment stage.


Hallucination and unreliability


What it is


Hallucination is the term used to describe a distinctive failure mode of generative AI systems: the production of outputs that are fluent, confident, and factually incorrect. The term reflects the phenomenology of the failure — the system generates text that reads as if it were accurate, cites sources that do not exist, describes events that did not occur, and attributes statements to people who never made them, all with the same apparent authority as outputs that are genuinely reliable.


Hallucination is not a bug that better AI systems will eliminate. It is a characteristic of how large language models work. These systems generate outputs by predicting likely continuations of their inputs, based on patterns learned from training data. They are not retrieving verified facts from a database; they are generating text that resembles factual text. When the pattern-matching process produces something plausible but false, the system has no reliable internal mechanism for detecting the error. It produces the hallucination with the same fluency as a correct output.


The practical significance of this varies considerably by use case. AI systems that draft text for human review, suggest options for human consideration, or help organize information create hallucination risk that is manageable through appropriate human review. AI systems whose outputs are acted on directly, incorporated into records without verification, or presented to others as authoritative create much more serious hallucination risk. The same underlying failure mode has very different governance implications depending on the deployment context.


Beyond hallucination in the strict sense, AI systems exhibit a broader range of reliability limitations that governance must account for. Performance can degrade when inputs differ from the distribution of training data — a medical AI trained primarily on records from one healthcare system may perform less reliably on records from a different system with different documentation practices. Performance can change when models are updated by vendors, sometimes in ways that are not disclosed to customers. Outputs can be sensitive to superficially minor variations in how questions are framed, producing different answers to what are effectively the same questions. And AI systems can perform well on average while failing systematically in specific subpopulations or contexts.


Why it matters for institutions


Hallucination and unreliability create direct operational risks. An AI system used to draft communications that contains fabricated information and is sent without review damages institutional credibility and potentially harms the people it concerns. An AI system used to summarize research or policy guidance that produces inaccurate summaries, and whose outputs are used without verification, causes decisions to be made on false premises. An AI system used in a legal or regulatory context that fabricates case citations — a failure that has occurred in actual legal proceedings — can produce serious professional and institutional consequences.


Beyond individual errors, unreliability creates systemic risks when it is not acknowledged. When staff are trained to use AI as a productivity tool but are not adequately educated about hallucination risk, the natural tendency is to treat AI outputs as more reliable than they are. This tendency is reinforced by the fluency and apparent confidence of the outputs, which do not signal their own unreliability. The result is a gradual erosion of verification practices, an increase in the rate at which errors propagate into institutional processes, and an increase in the difficulty of tracing errors back to their source.


What governance does about it


Hallucination risk is primarily governed through use case design and oversight requirements rather than technical controls. The relevant governance questions are: In this use case, what is the consequence of an AI error? Is there a human review step between the AI output and any action or communication? Are the people reviewing AI outputs adequately trained to evaluate them critically? Are there categories of output — factual claims, citations, numerical data, descriptions of specific individuals — that should always be independently verified regardless of the use case?


Policy for AI use should specify verification requirements that are calibrated to the consequences of errors. AI outputs used as first drafts for human revision require a different level of verification than AI outputs that are incorporated into official records or communications. Building AI literacy (Chapter 17) is essential to making these requirements effective: staff who understand how hallucination occurs are better positioned to evaluate AI outputs critically than staff who treat AI as a more convenient version of an internet search engine.


Overreliance and automation bias


What it is


Automation bias is the tendency of humans to favor automated recommendations over their own independent judgment, at rates that exceed what the accuracy of those recommendations would warrant. It is a well-documented cognitive phenomenon, observed across a wide range of professional domains, that has significant implications for how AI systems should be deployed and overseen.


The research on automation bias is unambiguous: when automated systems present recommendations, human decision-makers defer to those recommendations more than they would if the same information were presented in a non-automated format. Clinicians modify treatment decisions based on clinical AI recommendations even when their independent assessment differs. Hiring managers weight AI screening scores heavily even when their direct assessment of a candidate diverges. Pilots follow autopilot systems into unsafe conditions. The common thread is not that humans are irrational or negligent; it is that automated systems carry an aura of objectivity and technical authority that influences human judgment in predictable ways.


Several features of AI systems compound this tendency. The apparent precision of AI outputs — scores, percentages, confidence ratings — suggests a level of empirical grounding that may not reflect the actual reliability of the underlying system. The volume and speed of AI processing suggests a thoroughness that human review cannot match. And the presentation of AI recommendations in the flow of professional work makes them cognitively prominent in ways that increase their influence on decisions.


Overreliance refers to the behavioral pattern that automation bias produces: systematically deferring to AI recommendations without adequate independent evaluation. This manifests in various ways — declining to seek information that would allow independent verification, failing to probe AI outputs that seem unusual, accepting AI-generated summaries without reviewing the underlying sources, and reducing the depth of independent analysis because AI assistance makes the task feel already complete.


Why it matters for institutions


Automation bias and overreliance are particularly serious because they operate beneath the surface of institutional processes. An institution may have a policy requiring human review of AI outputs; that policy may be formally complied with; and the human review may still be substantially ineffective because reviewers are deferring to the AI rather than exercising genuinely independent judgment.


This creates what might be called governance theater — the appearance of human oversight without its substance. A committee that reviews AI recommendations but almost always accepts them is not exercising meaningful oversight. A clinician who reviews AI diagnostic suggestions but modifies them only in extreme cases may be providing less independent clinical judgment than the review requirement implies. An admissions officer who reviews AI-scored applications but weights the AI score heavily in their final assessment may be exercising less independent judgment than an informal assessment would suggest.


The practical consequences of overreliance are compounded by the fact that AI errors are not randomly distributed. AI systems fail in systematic ways — particular types of inputs, particular subpopulations, particular contexts — and automation bias means that those systematic errors are more likely to pass through human review undetected. The humans who are supposed to catch the system's failures are precisely the humans whose judgment is most influenced by the system's outputs.


What governance does about it


Governing overreliance requires attention to the design of human oversight processes, not just their existence. The governance questions are: Is the human review process designed in a way that supports genuine independent judgment, or does it present AI outputs in ways that anchor reviewers to the AI recommendation? Are reviewers trained to understand automation bias and to actively seek reasons to question AI outputs, rather than reasons to accept them? Is the rate of AI recommendation modification being monitored, and would an unusually low modification rate trigger review?


In high-stakes contexts, institutional governance should consider requiring that human reviewers form and document an independent assessment before reviewing the AI recommendation — not as a bureaucratic formality but as a structural intervention against automation bias. This is one area where the design of the process, rather than just the presence of the process, determines whether governance is effective.


Chapter 13, on human oversight and decision rights, addresses these design questions in detail.


Vendor lock-in


What it is


Vendor lock-in refers to the condition in which an institution becomes dependent on a specific AI vendor's systems in ways that make switching vendors costly, disruptive, or practically impossible. It is a governance risk because lock-in reduces institutional autonomy, constrains bargaining power, and can leave institutions without adequate recourse when vendor systems fail to perform, when vendor practices change, or when the vendor relationship needs to end.


Lock-in in AI contexts arises through several mechanisms. Data dependency occurs when an institution's data — training data, historical inputs and outputs, user interaction logs — has been stored in vendor systems in formats that are not easily exportable or that do not transfer cleanly to alternative systems. Workflow integration occurs when AI tools become embedded in operational processes in ways that make removal practically difficult without redesigning those processes. Contractual dependency occurs when long-term contracts without adequate exit provisions commit institutions to vendors for periods that may outlast the vendor's performance or the institution's needs. Capability dependency occurs when the AI capabilities an institution relies on are not available from alternative vendors at comparable quality, making switching theoretically possible but practically prohibitive.


Vendor lock-in is related to, but distinct from, the general problem of technology vendor dependency. AI-specific factors intensify the risk: the pace of AI development means that vendor capabilities and practices change rapidly; the opacity of AI systems means that institutions may not fully understand their dependency until they try to leave; and the competitive structure of the AI market means that capabilities are often concentrated in a small number of vendors with limited alternatives.


Why it matters for institutions


Lock-in matters because it affects an institution's ability to exercise governance at all critical points. When an institution is significantly locked in to a vendor, its ability to impose requirements, renegotiate terms, demand audits, require performance improvements, or exit a problematic relationship is severely constrained. A vendor that knows a customer has no practical alternative has less incentive to respond to performance concerns, privacy complaints, or governance requests.


The practical consequences have played out in institutions that have signed long-term contracts with AI vendors for core operational systems, only to find that the systems perform worse than represented, that the vendor is unresponsive to performance concerns, and that the contractual terms do not provide adequate exit rights or performance remedies. Healthcare institutions, in particular, have found themselves in situations where replacing an AI system embedded in clinical workflows would require months of operational disruption at a time when such disruption is not feasible.


Lock-in also affects regulatory compliance. If new regulatory requirements mandate changes to AI systems, and the institution's vendor either cannot or will not make those changes, the institution has a compliance problem that it cannot resolve unilaterally. This risk is heightened in rapidly evolving regulatory environments.


What governance does about it


Vendor lock-in is primarily a procurement governance problem — most effectively addressed before a contract is signed rather than after dependency has developed. Governance requirements for vendor contracts include provisions for data portability in standard formats, performance benchmarks with contractual consequences for failure, audit rights, breach notification obligations, and clear exit provisions including transition support. Chapter 11 addresses vendor due diligence and contract governance in detail.


Beyond procurement, governance should include periodic assessments of vendor dependency — mapping which AI systems are most deeply integrated into institutional operations, how difficult they would be to replace, and whether the terms of vendor relationships are adequate given the degree of dependency. Institutions that identify high-dependency situations should develop mitigation plans before those situations become crises.


Reputational harm


What it is


Reputational harm from AI refers to the damage to an institution's standing — with the public, with regulators, with funders or investors, with the communities it serves, and with its own staff — that results from AI failures or from the revelation that an institution has used AI in ways that are perceived as irresponsible, unfair, or deceptive.


Reputational harm can arise from actual AI failures — a biased system, a privacy breach, a safety incident — or from perceptions about how an institution has used or governed AI that may be only partially grounded in facts. The two are related: institutions with strong governance are better positioned to limit actual failures and to demonstrate responsibility when failures occur; institutions without strong governance are more likely to experience both actual failures and the additional reputational damage that comes from being unable to demonstrate that they acted responsibly.


Several features of the current environment amplify AI-related reputational risk. Public attention to AI failures is high and increasing. Media coverage of AI problems is substantial and often not technically nuanced — a system that performs marginally worse for one demographic group can be accurately characterized as "biased AI," which in public perception may carry more weight than the specific magnitude of the performance difference. Social media dynamics mean that AI failures can spread rapidly and be difficult to contain, particularly when they involve identifiable individuals or clearly sympathetic circumstances.


The nature of AI also creates distinctive reputational dynamics around transparency and disclosure. Institutions that use AI without disclosing it to affected parties — patients who do not know that AI influenced their treatment recommendations, job applicants who do not know that AI screened their application — face reputational risk not only from the AI system's performance but from the perception of concealment. Even if the AI performed well, the failure to disclose can be experienced as a violation of trust that is reputationally damaging in its own right.


Why it matters for institutions


Reputational harm from AI failures is not hypothetical. Healthcare systems have faced significant public criticism for deploying clinical AI tools that were found to perform differently across racial groups. Employment platforms have faced regulatory action and media scrutiny for algorithmic screening tools found to systematically disadvantage protected groups. Educational institutions have faced student and faculty backlash for AI surveillance and proctoring tools perceived as invasive and biased. Government agencies have faced court challenges and public criticism for automated benefits and sentencing tools whose opacity was incompatible with due process expectations.


The common thread in cases where reputational harm was most severe is not simply that something went wrong, but that the institution appeared to lack genuine awareness of what its AI systems were doing, to have prioritized efficiency or cost savings over the interests of affected people, or to have been more focused on defending its practices than on addressing legitimate concerns. Institutions that could demonstrate active governance — that they had evaluated the system carefully, had monitoring in place, responded promptly when problems were identified, and were genuinely committed to protecting affected people — consistently experienced less severe and less sustained reputational damage.


What governance does about it


Reputational governance for AI has two dimensions. The first is substantive: governing AI well — ensuring fairness, protecting privacy, maintaining safety, building in meaningful human oversight — reduces the frequency and severity of the failures that cause reputational harm. The second is communicative: being able to demonstrate, when something goes wrong, that the institution has acted responsibly. Documentation of governance decisions, evidence of pre-deployment testing, records of monitoring and response — these are not only accountability mechanisms but the evidentiary basis for reputational defense.


Chapter 18 addresses how to communicate with stakeholders about AI use in ways that build and maintain trust. Chapter 19 addresses incident response, including the reputational dimensions of responding to AI failures.


Legal exposure


What it is


Legal exposure from AI refers to the range of potential legal liabilities, regulatory sanctions, and compliance obligations that arise from an institution's use of AI systems. It is the category of risk that most reliably commands leadership attention, because it translates AI governance failures into financial and operational consequences that are quantifiable and difficult to ignore.


Legal exposure in AI takes several forms. Anti-discrimination law applies when AI systems produce outcomes that have a disparate impact on protected classes, regardless of intent. In employment, housing, credit, and many areas of public accommodation, laws in most jurisdictions prohibit practices with unjustified discriminatory effects — and those prohibitions apply to algorithmic practices as well as human ones. Data protection law applies when AI systems collect, process, or retain personal information in ways that exceed the institution's legal authority, fail to honor individual rights, or violate requirements for data minimization, purpose limitation, or security. Consumer protection law applies when AI systems make misleading representations, fail to perform as represented, or create unfair conditions for consumers. Professional licensing and liability frameworks apply when AI is used in regulated professional contexts — healthcare, law, financial services — in ways that fall below applicable professional standards.


Beyond these general frameworks, AI-specific regulation is rapidly developing. The European Union's AI Act establishes requirements — including conformity assessments, transparency obligations, and prohibitions on certain high-risk practices — for AI systems used in regulated contexts. Several US states have enacted or are developing AI-specific legislation governing employment screening, healthcare decision-making, and public sector use. Regulatory guidance from agencies in healthcare, financial services, education, and other sectors is increasingly addressing AI-specific issues.


Why it matters for institutions


The legal consequences of AI governance failures range from regulatory investigations and fines, to civil litigation by affected individuals and classes, to loss of licenses or accreditation, to contractual liability to counterparties. In high-profile cases, they also generate the reputational consequences described in the previous section, which may outlast the legal proceedings themselves.


Several features of AI-related legal exposure deserve particular attention.


Legal liability does not require intent. An institution does not need to have deliberately designed a biased AI system to be liable for its discriminatory effects. The relevant legal question in most jurisdictions is not whether the institution intended harm but whether harm occurred and whether the institution's practices were adequate. This means that the defense "we did not know the system was biased" is not a defense — adequate governance would have revealed the bias.


Vendor contracts are not indemnification. Many AI vendors include liability disclaimers in their standard contracts that attempt to shift responsibility for AI system performance entirely to the customer. Whether these disclaimers are enforceable varies by jurisdiction and context, but their existence means that institutions cannot assume that vendor relationships provide adequate legal protection. Institutions need to negotiate contracts that allocate risk appropriately and that provide contractual recourse when systems fail to perform as represented.


Regulatory requirements are moving targets. What was legally compliant AI practice two years ago may not be compliant today, and what is compliant today may not be compliant when new regulations take effect. Governance systems need to include monitoring of the regulatory environment and processes for updating institutional practices in response to new requirements. Chapter 21 addresses the legal and regulatory landscape in more detail.


What governance does about it


Legal exposure is reduced primarily by getting substantive governance right — ensuring fairness, protecting privacy, maintaining human oversight, documenting decisions — rather than by treating legal compliance as a separate exercise. An institution with genuine governance is, in most regulatory frameworks, an institution that is substantially compliant or well-positioned to become compliant. An institution that has governance in form but not substance is one that may have documentation without the practices that documentation represents, which can be worse than having no documentation — because it suggests awareness of obligations that were not met.


Beyond substantive governance, legal risk management requires adequate vendor contracts, monitoring of the regulatory environment, and processes for legal review of AI governance decisions in high-risk contexts. These are addressed in Chapters 11 and →.


How these risks interact


The eight risk categories described in this chapter are analytically distinct but practically entangled. Understanding their interactions is essential for governance that addresses the full risk picture rather than treating each category in isolation.


Bias and privacy risks frequently co-occur. AI systems that use sensitive personal characteristics — even as inferred proxies — to produce differential outcomes create both discrimination risk and privacy risk. A healthcare AI that effectively uses racial data (derived from zip code or name patterns) to produce differential treatment recommendations is exhibiting both bias and unauthorized use of sensitive personal information.


Hallucination and overreliance compound each other in predictable ways. A system that produces confident but incorrect outputs is more dangerous when deployed in a context where automation bias causes reviewers to accept outputs without critical scrutiny. The interaction means that the risks cannot be managed independently: reducing hallucination risk without addressing overreliance leaves the pathway from AI error to harm open; reducing overreliance without addressing hallucination leaves the error source intact.


Vendor lock-in amplifies every other risk. An institution locked in to a vendor whose AI system exhibits bias, privacy problems, or safety failures has limited ability to compel remediation and limited ability to exit. Lock-in is not itself a harm-producing risk in the way bias or hallucination is; it is a meta-risk that limits the institution's capacity to respond to other risks.


Legal exposure is often the downstream consequence of multiple compounding risks. A bias risk that generates discriminatory outcomes creates legal exposure. A privacy risk that produces unauthorized data disclosure creates legal exposure. A safety failure that injures a patient creates legal exposure. Reputational harm may follow each of these, creating further legal exposure through loss of revenue, breach of contractual commitments, or regulatory scrutiny invited by public attention. The causal chains are rarely simple.


This interconnection has an important governance implication: risk management that treats each category separately, without attending to interactions, will systematically underestimate overall institutional risk. A bias review that gives a system a clean bill of health may nonetheless miss a privacy risk that is creating conditions for legal exposure. A privacy review that finds adequate data practices may nonetheless miss an overreliance risk that is eliminating the human oversight that was supposed to catch safety failures.


Effective governance addresses risk categories individually — because each requires specific technical and institutional responses — but maintains an integrated view of the full risk picture rather than treating each category as independent of the others.
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Risk calibration: not all risks are equal in all contexts


The governance implication of this risk landscape is not that every institution must address every risk category with equal intensity. Different institutions face different risk profiles, and effective governance allocates attention and resources in proportion to actual risk exposure.


A small nonprofit that uses AI primarily for internal drafting faces relatively limited bias and safety risk but meaningful hallucination and overreliance risk, because the realistic failure modes involve incorrect information entering communications or decisions without adequate review. A hospital that uses AI in clinical decision support faces meaningful bias, safety, and overreliance risk, because errors in those systems affect patient welfare in direct and potentially serious ways. A government agency that uses AI in benefits determination faces bias, privacy, and legal risk at the forefront, because the decisions affect legally protected rights and because the regulatory scrutiny of government AI use is intense.


This calibration is not about finding reasons to take some risks less seriously. It is about focusing governance resources where they matter most. An institution that spends its governance capacity on vendor lock-in analysis while its clinical AI tools are exhibiting differential performance across patient groups has misallocated its attention. An institution that conducts exhaustive bias audits of an AI tool used only for internal scheduling has also misallocated its attention, in the other direction.


The intake and risk screening process described in Chapter 10 provides a structured approach to this calibration — a way to assess, for any proposed AI use case, which risk categories are most salient and what level of governance scrutiny is proportionate.


Risk as an ongoing condition


A final point deserves emphasis. The risks described in this chapter are not conditions that can be permanently resolved. They are ongoing features of AI system deployment that require continuous governance attention.


A bias audit conducted before deployment does not guarantee absence of bias after deployment. Model updates, changes in the population using the system, shifts in the data it processes, and feedback loops built into the system can all produce bias in systems that previously showed clean results. A vendor that has adequate data practices today may change those practices. A system that performs within acceptable safety parameters under normal operating conditions may fail in edge cases that emerge only with scale or over time.


This is why governance must be ongoing rather than episodic, and why monitoring and regular review are central to any adequate governance system. The risks documented in this chapter are the reason monitoring is not optional. They are the reason that governance, once established, cannot simply be declared complete.


The system an institution builds in Part II of this book, the practices it adopts in Part III, and the responses it prepares in Part IV are all built on the risk foundation established here. Understanding what can go wrong, and why, is what makes governance meaningful rather than merely formal.
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