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Preamble


Hang Nguyen, Publisher, Secretary General Diplomatic Council


As a global think tank, the Diplomatic Council is synonymous with brilliant minds that, through well-founded analyses and clear foresight, not only address current issues of relevance to humanity but also propose solutions to overcome present and future challenges. This book should be understood in this sense.


Twenty-one renowned authors, luminaries in their respective fields, have created a unique work. It is not merely an insightful assessment of the current situation but also offers pathways to a future free of violent conflicts or wars.


As a refugee from the Vietnam War – a war I experienced firsthand as a child – I have witnessed the horrors of war up close. This experience has instilled in me a deeply rooted longing for a peaceful world, or at least a world without wars. As long as humanity exists, there will always be differing opinions and interests, leading to conflicts. The great challenge lies in resolving these conflicts nonviolently – or possibly leaving them unresolved. An unresolved conflict may not bring harmony but is still better than any violent solution. Under no circumstances should we allow war to be perceived as an extension of politics; we must overcome “Clausewitz”!


For this reason, I am deeply grateful to the twenty-one authors who have come together in this book to chart paths toward a more peaceful world. Their tireless efforts have brought together insights on how our global order will evolve and what role Europe should play in this transformation.


My special thanks go beyond the authors to the three editors, Jochen M. Richter, Dr. Horst Walther, and Prof. Dr. Heinrich Kreft, all honorable members of our Diplomatic Council. They made this unique work possible in the first place.


As the publisher of the Diplomatic Council, I cannot hide my joy and pride that this book has been published by our press. It perfectly reflects the values of our think tank: a broad spectrum of opinions with a singular goal – contributing to a world where our children and grandchildren can live in peace.


Hang Nguyen


Secretary General, Diplomatic Council









Foreword


Ambassador Dr. Christoph Heusgen


When the founding visionaries of the European Union joined forces to create a new Europe after the devastation of the Second World War, they were driven by one overarching goal: to prevent a recurrence of the brutal conflicts that had marked the continent from 1870 to 1945. They succeeded beyond all expectations. At its core, Europe now enjoys the longest era of peace in its history.


Conflicts are no longer settled on the battlefield but through dialogue in European institutions – the Parliament, the Council, and the Court of Justice. Our destiny is no longer decided by the rule of the strongest, but by the rule of law. This achievement is nothing short of remarkable, yet today we too often take the European Union and the achievements of recent decades for granted.


We cannot afford complacency. This era of peace is not guaranteed to last. Today, forces both internal and external are working to destabilise the foundations of the European Union. The authority of its institutions is being challenged; there is a growing sense that not all member governments share the fundamental values enshrined in the European treaties, and nationalism is on the rise again. These challenges must not be ignored – they demand our recognition and a resolute response.


This book explores these pressing challenges and proposes strategies for effectively addressing them. Europe must adapt its policies, respond to citizens’ concerns, communicate its decisions transparently, and continually remind Europeans why keeping the European dream alive is worth every effort.


Ambassador Dr. Christoph Heusgen


Chairman of the Munich Security Conference









Prologue


Jochen M. Richter and Dr. Horst Walther


Europe and the emerging new global order


A book that claims the title “Europe and the Emerging New Global Order” can reasonably be expected to make broad and insightful statements about the anticipated shape of this new global order. Furthermore, readers may expect a preview at the key actors and the forces that will shape their interactions. From this analysis, recommendations can be drawn, and indeed, they will be, as the narrative unfolds in this book, beginning with this introduction and continuing through to the epilogue, across twelve chapters and authored by a range of distinguished contributors.


A crucial third focus, which runs as a recurring theme throughout this collection of expert essays, is the subject of security, examined from diverse perspectives and covering a wide spectrum of aspects – from philosophical reflections to operational, practical demands rooted in current realities, such as the ongoing struggle between the West and Russia over Ukraine.


We therefore begin with the more philosophical question: “What is security?” While in the past, efforts have been made to define security in a purely negative and objective sense (as the absence of threats), there is a growing recognition that security also has a subjective dimension. Different individuals, groups, or states may perceive threats in varying ways; what constitutes a threat for one may not necessarily be perceived as such by another. By adopting a definition that encompasses both the objective (protection from harm) and subjective (perception of threats) dimensions of security, we open up a wide array of topics for further discussion.


Before delving into these topics, however, we turn our attention to the expected need for reforms in the existing international organisations, which are integral to the current global order – often referred to as the rules-based order. A reflection on Europe’s security cannot proceed without first considering the European ideal, its roots in the Enlightenment, the European values that emerged from it, and the constant balancing act between liberty, institutional frameworks, and responsibilities.


Once this context is established, we move on to discuss, in detail, the key elements of Europe's future security that we have identified. This includes the traditional concept of deterrence and its relevance in the 21st century, where ethical considerations necessarily play a part.


We also address less conventional elements, such as strategies for cybersecurity, the security threats posed by the increasingly evident impacts of climate change, and the challenges of combating disinformation and other forms of hybrid threats. Furthermore, we explore resilience concepts for European societies, including the protection of industrial supply chains, and round off the discussion by examining examples of societal mobilisation through the notion of “total defence”.


Twenty-one authors, all specialists in their respective field, have contributed to this book. They can be found in the annex to this book. It is worth noting that the views expressed in this book are those of the authors and do not necessarily reflect the views of all contributors.


However, this variety allows for a detailed look at the aforementioned subjects and adds to a multi – faced discourse. But this book strives to go beyond merely analyzing the challenges – a topic for which we likely already have more than enough material. The goal we have set for ourselves is to offer ideas on how to move forward, ways to act, and examples that are already making a difference. Some might see them as unrealistic or even provocative. If so, there is a basis for discussion. Criticism should always be constructive, meaning, if our suggestions are not shared, we hope to hear alternatives.


After decades of relative, perceived stability, we now live in turbulent times. This stability was indeed perceived, recalling the regular terror attacks in Europe during the 1970ies until the mid-190ies, be it from organisations like ETA, Red Brigades or RAF, just to name a few. And then of course, the wars on European soil following the dissolution of former Yugoslavia. And then we are not even mentioning the many conflicts around the world.


Today, our security is already being challenged, and we would be wise to prepare for additional threats in the future. In this book, we aim to ask the pivotal questions. To keep the book readable, we make no attempt at exhaustive coverage, nor can we provide all the answers. However, we do hope to contribute fresh insights to the ongoing debate. In doing so, we aspire to engage not only security experts but also to foster a broader societal discourse.


Though this book discusses the challenges and potential ways forward from multiple points of view, we cannot claim that this represents an all-encompassing overview. We had to set ourselves limits and the focus is to allow for a broad debate.


Therefore, our hope is that from this discourse, Europe will emerge as a capable, confident, and internationally respected and recognised entity, able to make a meaningful contribution to transforming this world into a peaceful and sustainably habitable place, in line with the objectives of the Diplomatic Council.


Jochen M. Richter and Dr. Horst Walther


Initiators of this book









What is Security?


Jochen M. Richter


Introduction


What is security? A rather philosophical question, the answer to which depends on who is asked, at which moment in history, and under what life circumstances. This suggests that security has different angles and has seen various interpretations over time. This chapter shall look at the origins of the word and different concepts of security before providing a basic definition. Following a description of various forms of security, we will turn to the issue of risk assessment and whether peace and security are the same or, if not, whether and what would be the link between them. Then some institutional questions will be addressed, and we look at changes over history. Before concluding, probably the most important element will be analysed: what level of security can be achieved at what costs, while the latter is not only meant in monetary terms?


Let us bear in mind that security has an individual component as well as a societal respectively an organisational aspect. We all attribute an individual level of importance to security that is determined by our needs and expectations. Living in communities and being organised in nation states, our own aspirations are intertwined with the common needs for security, be it internally or externally. Given the modern connectivity around the world, security also has a global dimension, further complicating a simple and therefore easy to understand definition. Furthermore, security, once a threat to it is identified, requires prioritisation and means how to (re-establish) a secure environment. As we will see nowadays, there is a much-debated proliferation what should be seen as (national) security leading to a race for attention and resources.


Security as a linguistic challenge


But let us start with a brief linguistic excursion. The two ancient cultures and languages, Greek and Latin already knew the words of being secure respectively security. In Greek asphaleia (ΑΣΦΑΛΕΙΑ) is linked to the avoidance or prevention of a mistake that negatively would lead to defeat or positively ensure victory and as a consequence provide prosperity. This word signifies the human behaviour creating a desired environment. In Latin the origin is sine cura, meaning being without trouble or anxiety. Logically the Latin word securitas refers to a state of mind of tranquillity or feeling safe and protected. In Hebrew the word bitachon is a state of trust that was attributed to God. Bitachon is connected with emunah, the understanding that God (hashem) is involved in every action on the planet. The Arabic language has different words for security while the most common is , [image: ], however, the meaning is very similar to the ones mentioned for the Greek and Latin words. Equally in Chinese different words for security exist depending on the context.1


This short journey underlines the fluid ideas around security making it rather complex to state a simple definition. To illustrate this further, Saša Mijalković and Marija Popović Mančević assembled a series of definitions of security they identified in the context of the United Nations Security Council1. These range from the simple absence of a threat2, over enlarging the concept to inter alia the adherence of fundamental rights3 or the capacity of state and society for a safe environment4 to the full complexity of sectorial security, be it data security or road safety5, just to name two examples.


Security concepts


Let us return to the opening statement about the changing nature of security in terms of personal views and general circumstances. It is safe to state that the reasons for conflict or war are as ancient as mankind – see the Bible’s story of Cain and Abel – and therefore various influences over time brought changes to the elements considered to be part of a security definition.


When mankind was still nomadic, the primary concern was security of supply, mainly food and where to get a night’s rest.


This was most often based on simple try and error. However, this led on the one hand to a knowledge pattern that was communicated to increase success. On the other hand, the evolution of mankind provided for an increase of tools and abilities stabilising such success. As soon as settlements were created, security had an extended meaning. The protection of properties and its boundaries became part of the concern. Furthermore, it required an analysis of the geographical location to be chosen, such as the fact that the first Greek settlements were located near the sea. As we know today, such a security analysis always provides pros and cons. In this ancient example, being close to the sea offered access to supplies (water, fish) and connections to further territories. However, it also brought insecurity, whether from natural forces (e.g., flooding) or external attacks. As a result, protective measures had to be implemented, such as appointing guards and constructing fortifications.2, 3


With the rise of trade, new considerations emerged, including the need for safe travel routes and basic rules of conduct. Another topic for discussion, perhaps, is when greed – or, put differently, the question of who possesses more and thus holds a stronger position in negotiations – became intertwined with security concerns. Of course, travelling, trade etc. meant also that migration had its effects, and like today, was raising questions whether it should be seen positively or as a threat. It is worth mentioning that most specialists in the field of evolutionary theory so far found that violence is an inherent ingredient of humans that needs to be controlled by civilisation. But a new book4 by an evolutionary biologist, an archaeologist and a historian contradict this theory. With numerous examples they argue that with becoming settlers, a combination of to be protected ownership and others wanting the same, conflict became part of our nature.


Given the complexity of defining a straight-forward way what security is, maybe a conceptualisation of security will provide more clarity. Three fundamental questions are at the centre of a rich debate in academia about security concepts. The first concerns the link between security and values. The second is about the question that Richard Ullman formulated as follows: what one would be willing to give up in order to obtain more security.5 And the third element is the question who should provide for security for whom. As David A. Baldwin6 therefore points to the different security consideration in relation to “the individual (some, most, or all individuals), the state (some, most, or all states), the international system (some, most, or all international systems), etc.” This means that depending on time and circumstances, security is influenced by different considerations regarding what requires security respectively what should be secured. Jaroław Prońko 7 therefore states that “the worldview together with knowledge and experience help humans determine what is important and valuable to them.”


Ullman’s question points to the aspect that security has its costs, not only in terms of the measures that require investment, but also in terms of the loss of freedom. The latter becomes obvious if we think about the most recent discussions around security concepts involving face recognition and the use of AI, i.e. securing the Olympic games in Paris. Equally, a potential reintroduction of drafting to an obligatory military service means a certain loss of individual freedom. That being said, such statements should be read without any judgement whether the inherent reduced freedom is necessary to obtain a higher level of security. The question remains who is to judge about the balance between those conflicting interests.


These reflections lead us to the third point mentioned before, namely who should provide security. Probably many would agree that “the monopoly on the use of force” is “a concept that is strongly interlinked with the idea of a state providing security.”8 Similarly, Arnold Wolfers9 defined security a value “of which a nation can have more or less and which it can aspire to have in greater or lesser measure.”


Taking it from this description, it becomes obvious that security is first and foremost a matter of trust. Trust in appropriate, affordable and least invasive means to organise security. But even if such trust would be seen as given, without the active involvement of the individual, organising security would be impossible. This goes much further than potentially performing military service. Civil protection is here a keyword to which we will return in chapter 9 about the concept of total defence. Ken Booth10 underlines that human action (even by taking a decision) is the reaction to risk which brings about (sometimes undesired) consequences for the future.


This brings us to the question of how to define a risk and whether this differs from a threat? And has such definition changed and if so, why? While risk and its potential for harm is as ancient as mankind, David Garland’s 2003 publication11 observed that risk “has, out of nowhere, come to stand centre stage in contemporary politics and social theory.” That means that risk is a child of modernity12 dealing with uncertainties of the future. Therefore, security is both a reality and one’s feeling about a situation or a scenario. It is real and hypothetical and inevitably the (re-)action has consequences for others. Let me illustrate this in relation to the current debate of de-risking to which we will return in chapter 10 that is about secure supply chains. If some say, de-risking means that trade should primarily or even only be done with trustworthy partners who says that such partners can satisfy all needs? Secondly, if no, is it acceptable and realistic to settle with the fact that certain needs can no longer be satisfied? And third, independent of this question, who can be sure that today’s trustful partner can be trusted in, say, five years? This aspect was well addressed in an interview with the US security expert Lisa Curtis13 where she was asked in the context of the US-India relations about the military cooperation. The interviewer was puzzled by the fact that the US ended the cooperation with Türkiye regarding the F35 fighter in 2019 while it just agreed a cooperation on fighter engines with India. In both cases the respective military deals with Russia were of concern but led to different decisions.


What could be a definition of security?


A basic security definition: security is protection for someone (an individual, a group or an entity) that sees a risk (or at least identifies a probability for a threat) and in consequence elaborates ways of mitigation in order to be free of harm respectively being able to keep what is valuable.


This kind of anticipatory security definition was very much present during the recent Covid pandemic. The uncertainty about the risks and the changing evaluation of what could be effective measures brought about a loss of freedom that is much debated these days. Yet, the ability of collaboration among the scientific community allowed for a speedy vaccination strategy though its rollout brought about inequalities that divide the international community. Furthermore, some persons felt threatened by the way vaccination was labelled as unavoidable. This demonstrates that security considerations often come with moral dilemmas. Consequently, this book will also address some of these aspects.


Different forms of security


Besides security in terms of safety of individuals or states and thereby being about rules, laws, policy and military, literature provides for many more aspects of our daily life that today are linked with security. The elements discussed hereafter can only provide a limited overview. That would raise the question, why such a partial description? The answer is that threats in these areas have gained such an attention that they cannot be neglected by neither politics nor reflecting about means to prevent them.


Daniel W. Dezner observed in a recent article14 that “it is true that economic globalization and rapid technological change have increased the number of unconventional threats … adding new things to the realm of … security without getting rid of old ones.”


This process started already in the 1970ies and led over time to include resources and issues around environment and demography into security matters. This was also the start of what is today known as “extended definition of security.” David A. Baldwin therefore states that “economic security, environmental security, identity security, social security, and military security are different forms of security, not fundamentally different concepts.”


Furthermore, the identification of a threat in any of these areas leads to what is called securitization. The term “securitization”15 can have different meanings depending on the context, but it is most commonly used in two distinct fields: finance and international relations (security studies). While in finance, securitization is primarily an economic tool to package and sell financial assets, spreading risk and improving liquidity, it is in international relations a political and social process where issues are framed as threats that justify extraordinary actions. In both cases, securitization involves shifting something into a new category – either turning assets into securities or turning issues into security threats. In this chapter, securitization concerns the elevation of a threat to an existential level, leading to emergency measures. Those bear the danger of impeding (unnecessarily) individual liberties. However, this kind of attention to a problem can also unlock innovation, as we will see in one of the areas described.


Hereafter we will look at elements around environmental, energy, health, water and food security. Environmental security was indirectly mentioned at the opening by talking about means to live depending on where one settles in geographical terms. Today environmental security is linked with sustainability and therefore with concepts to safeguard the future of next generations on earth. The Global Environmental Facility defined in its 2014 report16 environmental security as “as a bundle of issues” which involves the role that the environment and natural resources can play in peace and security, including environmental causes and drivers of conflict, environmental impacts of conflict, environmental recovery, and post-conflict peacebuilding.


Discussions at international level were around very different interests (e.g. Africa’s problem with Western waste or islands around the globe being endangered by rising sea levels) including the complex debate about the need for compensation from wealthier nations or international organizations. And of course, these concerns are intertwined with the complex issue of migration.


Concerns in this area have also led to actions such as Europe’s raw materials act that was correctly described as a diplomatic balancing act stating that “Europe is thus caught in a diplomatic balancing act between China and the US. At the same time, it needs to carefully consider how to deal with new, emerging actors.”17


In line with the considerations outlined above, the next area to be mentioned is energy security18 with a focus on sustainable energy. Technological developments have brought many changes for this area, starting from the basic use of fire and wood, the electrification of homes and cities to the use of coal and similar materials for heating to central gas heating and the use of nuclear energy. Since the advent of electrification, the need to secure sufficient supply – often through trade – became essential and therefore a potential issue of conflict(-ing interests). With the aim for more sustainability, renewable energy forms are the focus. In general, energy availability, its infrastructure and prices and the level of efficiency have effects on society, environment and governance. Infrastructure is increasingly also an issue of interoperability while for certain parts of the world (e.g. Africa) the availability of energy is still a basic need. For many, power breaks mean a drastic limitation of what we consider daily life, ranging from lack of fresh water from the tab to interruptions in health services, let alone the impact for industry. Safety measures are costly, and threat prevention has gained more interest. At the same time the hunger for more and more energy is evident as regularly described by the International Energy Agency.


In the past health and security were often seen as the relationship either between military abilities and diseases or as a consequence for human health and availability of health services in armed conflicts. A turning point was Ebola highlighting the global potential of infectious diseases. With Covid, a new level of security concerns and drastic public measures was reached. The guarantee of efficiently functioning public health services as well as access to medicine and vaccines became part of the public debate. This is likely to remain the case as scientists foresee further events of that nature. As a result, national security priorities include respective measures.


Likewise, water security at times of climate change leading to more droughts and an increasing trend to urbanization has received more priority than in the past. After the hottest ever summer with freshwater scarcity, the floods from mid-September in central Europe were a stark reminder of this security concern. Looking around the world, the needs and therefore implied measures differ greatly, let alone the fact that interests and ways of acting are dependent on available knowledge and (financial) resources. The 2018 World Urbanization Report19 states that more than half of the world population lives in urban areas, a number expected to rise to 68 percent by 2050. Consequently, the United Nations developed a framework for water security in line with its sustainable development goals. However, as stated before, an elevated interest also leads to innovation. A recent article referred to bio-desalination using bacteria with the effect of gaining 965 litres of purified water out of 1000 litres of sea water. Besides a much better use of necessary energy, often using renewables, this still experimental system could even provide for certain rare materials that could be interesting for industry.20


Food security is influenced by environmental developments, population growth and thereby increasing needs and economic interest leading inter alia to deforestation. That such debate and predictions of scarcity is nothing new becomes apparent when looking back at 1789. That year the British philosopher and economist Thomas Robert Malthus published his much-debated book entitled “An Essay of the Principle of Population.” He argued that populations would grow until they have too little resources to feed everyone. He furthermore underlined the conflict potential. 21 However, critics cite the green revolution of the 1960ies in India and the European population growth in Europe after WWII labelling his theory as outdated. While the Food and Agriculture Organization of the United Nations (FAO) published on world food security in its 1996 declaration, it is too obvious that the world is far from securing this goal. Similarly, the Club of Rome’s report about the Limits to Growth highlighted the link between sustainability, resource limitations, and environmental impacts of population and economic growth. Published in 1972, it used computer models to project the consequences of unchecked economic and population growth on the planet’s resources. However, these findings were not without criticism.22 As often as conflicts are the root cause for such disasters, scientists also warn of environmental changes endangering an uninterrupted food supply. Furthermore, the future of agriculture, a highly complex subject, is amongst others an issue of balancing out the need for less emissions with the (diverging) interests for global trade. Finally, the high dependencies on sustainable crops and fertilizers from a rather limited set of producers is another factor often seen as a security issue.


An area that one might have missed here concerns cyber security23. But this important feature has its own space in this book with chapter 8.


Similarly, securing supply chains, though even mentioned in its historical dimension at the opening, is not further detailed here, because it deserves its own chapter. Therefore, we refer the reader to chapter 10.


A more recent area that receives increasing attention is outer space. However, to maintain focus, we will refrain from delving into a detailed description of the challenges involved. Readers interested in those aspect will find an excellent introduction in Tim Marshall’s book entitled “The Future of Geography”.


To conclude these reflections, one would have to list many other elements that are controversially being discussed including emotional security. Especially for the younger generation this is a challenge at times where we see an ever-increasing connectivity but also high levels of loneliness.


Risk assessment, security and peace


In order to create or maintain security, the assessment of risks respectively threats is necessary. A threat is a malicious event profiting from a vulnerability, while the damage is the result of such a threat becoming reality. This requires analysing and prioritising the probability also in comparison with other threats.


Risk is always present and often it is impossible to know all factors influencing the risk respectively which risk level to attribute to it. Why is risk omnipresent while threats are qualified differently? Risk comes with any activity especially if we think about accidents that often happen because we are simply distracted. Likewise, the risk of being caught in a (natural) disaster is something we have to accept as something that we, as an individual, have very limited, even likely, no means to influence.


This brings us back to the question that Daniel W. Dezner raised in his article mentioned earlier. How can a serious risk assessment take place if one has too many issues on the table? Or as he put it: “Once a national security threat has been established, an administration seldom deprioritizes it.” And the result is that “it is easier to sell security than diplomacy.” Having the additional effect that “In a world of constrained budgets, policy entrepreneurs are willing to frame their pet issues as national security concerns to unlock resources.” All this dilemma is what was earlier described as securitization, which also means “if everything is defined as national security, nothing is a national security priority”, as Daniel W. Dezner observed.


Besides this struggle, we cannot discuss the question of what security is without looking at the relation between security and peace. If security is more than merely being able to survive, namely having the possibility to prosper, what then is peace?


The Oxford dictionary states that peace is freedom from disturbance or tranquillity and gives as an example that „he just wanted to drink a few beers in peace.” But of course, that is not the peace we are speaking of.


While peace is, in its etymology, a greeting wishing the other well, it also goes back to arranged marriages through diplomacy to keep friendly relationships with neighbours. Looking at examples from ancient Greece or Roman times, it becomes clear that peace is not always achieved by peaceful means but also using force. Or as Madeleine Albright said in an interview: “I believe in peace6, but I am not a pacifist. And I believe that there are times, when the use of force can actually bring stability and save a lot of people”.24


Probably the most influential analyst of peace was the recently deceased Norwegian sociologist Johan Galtung.25 In his 1969 paper, he argues that peace must be defined not only as the absence of violence but also by the attainment of widely accepted social goals. That lead him to define that violence can have different forms. Structural violence which he linked with the impediment of fundamental human needs. Furthermore, he defined cultural violence through ideas, language and art often affecting certain groups of people. And of course, direct violence as act by someone who can be made responsible for the harm caused.


Most importantly, he advocated for resolving conflicts by means of peacebuilding and peacekeeping. Peacebuilding requires not only to look at the root causes of a conflict but also needs the capacity to manage peace. Another consideration in this context was the differentiation between negative and positive peace. While negative peace is the absence of violence, positive peace needs collaborative and supportive relationships. Such relationships require institutions. Hereafter, we will be looking at some key developments, but this book will provide for more detailed reflections about institutions in chapters 4 and 5.


Adding a thought from a different angle, it is worth quoting Christopher S. Browning: “Third World scholars, for example, argued that prioritizing state security might make sense in a Western and developed world context, but was less persuasive in the developing world where cohesive state structures were often absent and where internal legitimacy for ruling regimes was often lacking.”26


Returning to the initial question, I would argue that security is a condition characterized by the absence of harm, requiring (sometimes forceful) measures to establish and maintain such a state. Peace goes a step further and looks at a medium- to longterm situations and is often interlinked with questions of justice as Bishop Desmond Tutu famously said. Achieving justice is often the hardest piece of negotiations in building peace. For such a process to be successful, institutions are inevitable.


Institutional questions in relation to security


The need for institutions and the question of the global dimension of security is an issue that has been debated for long. Immanuel Kant, in his Cosmopolitan Law, distinguished between states and individuals having relations with other states or individuals, emphasizing that entering another's territory should remain a free decision of the welcoming state. A refusal should not lead to the destruction of the other. At the same time, he was in favour of a world citizenship in order to establish a global order.


Furthermore, Kant in his writing under the title “Perpetual Peace”7 recognised the global nature of security by stating that “the peoples of the earth have reached a stage of community where a violation of rights in one place is felt in all places.” This sounds very much like today’s globally interconnected world.


Jean Jacques Rousseau’s concept of freedom and equality means that “first, civil liberties – political freedom: the security and safety of citizens – cannot be violated by the individual’s wrongs and by the ones of the state. People inherently have the right to protect their security, but when they enter into the social contract, they give their security to civil society. This requires the state to have an obligation to protect that security.”


The statements are an interesting combination of liberties and obligations that the enlightenment period promoted and fostered. At the same time there is reference to states though states in a sense of nation states came up later in history. So when would one qualify a peace arrangement based on institutions? I would argue that the Westphalian Treaty (1648) in difference to the Treaty of Utrecht (1713) should be seen as being based on institutions. The former took place in the form of a congress, or more accurately, two parallel congresses. Furthermore, much of the discussions about the conditions for an agreement was executed by legations. Moreover, the conditions included, in addition to settling (to some extent) the diverging interests that were the root cause of the Thirty Years’ War, also questions of (a certain) compensation for damages. However, like during the Vienna congress, not all participants were equal.27


Another development that was strengthened with these treatybased agreements was the formation of security partnerships. Of course, the stability of such support schemes was regularly rather short-lived. Much later, such security partnerships became what is known as collective security. This means that members of such a cooperation agreement are not only committed to renouncing the use or threat of force but, more importantly, the reciprocal guarantee of military assistance in the event of aggression or a military threat to one or several members. The Treaty of Locarno from 1925 and of course NATO are known examples of collective security organisations. Reasons for joining such regimes are multiple, often driven by realising that one’s means are not providing for sufficient levels of security. But that requires to share the underlying values and generally having trust in the other members. One can also think of collective security that is run by a lead member while the others (under certain pressure) simply follow and share their means of deterrence.


The European Union’s latest efforts to underpin NATO security guarantees by way of burden-sharing and division of labour (see the EU-NATO joint declarations) are another example of a collective security system. It remains to be seen which place the European Union can take in the collaborative system. Similarly, the effects of having a European Commissioner for defence are yet unknown.


When discussing institutions related to security, a few more must be listed, although some of them have, in recent developments, found themselves in troubled waters. I start with the United Nations, mostly known for its peace keeping missions and the Security Council that regularly addresses conflict situations aiming to find common ground whether and how to act to reestablish security and maybe even peace. A dedicated chapter will discuss the current challenges.


A principle should be mentioned in this context, namely the Right to Protect, which was established by the International Commission on Intervention and State Sovereignty. While this Commission delivered its report regarding what the right to protect means and in which cases humanitarian interventions may impede on state sovereignty, the debate about such principles lasts until today. One key aspect is the question of pre-emptive defence where the moral dilemma is apparent what weighs more: state sovereignty or the need to avoid a humanitarian disaster (e.g. genocide). Another debate revolves around the notion of “large scale”, a vague term whose definition often depends on the amount of objective evidence that can be produced and secured. The International Criminal Court has developed strategies to support countries affected by such malicious acts.


Mary Kaldor states that “it is taken for granted that the only alternative to political negotiation is military intervention, to which the West are reluctant, and the other powers opposed”. Therefore, I will mention two additional angles to the institutional dimension of security, both of which are also unable to fulfill their mandate given the current global situation. The first is the OSCE (Organisation for Security and Cooperation in Europe), an organisation that has a mandate on three angles. The first being the political-military cooperation that should avoid (armed) conflicts. The second is fostering peace through sustainable democracy and economic development. The last one is built around human rights. As stated before, the diverging views have caused this organization to be in a state of standstill.


The other that must be mentioned is the NPT (Treaty on the Non-Proliferation of Nuclear Weapons), an instrument that has long maintained the power balance based on the doctrine of Mutually Assured Destruction (MAD) security. This meant and still means that any full-scale use of nuclear weapons would ultimately lead to the eradication of mankind on earth. However, this concept of checks and balances has not resulted in a world where we have fewer countries with nuclear capabilities; on the contrary, more countries now possess nuclear weapons. Despite a reduction of war heads both in the US and Russia, today the control mechanisms fail in such a way that present figures are more guesswork than objective figures.


A pertinent question that arises from this is whether there is a way back to the more consultative era, and whether it is possible to empower those institutions or identify viable alternatives. Sadly, too many leaders seem to favour conflict in line with the theory of the Prussian general Carl von Clausewitz who stated that war ultimately leads to peace. This, in my view, sarcastic perspective and its consequences were well described in an article in the NZZ entitled “The permanent war secures in Russia and Congo the power of the kleptocrats.” The author states that the Clausewitz concept “in theory” may work but in practice it just cloaks the weakness that leads to the exploitation of the country for those in power.”28


One final thought regarding institutions and security. In modern democracies another important element is present, the civilian control of military.29 The most prominent examples are constitutional arrangements that limited the decision powers of the military. While one sometimes can hear criticism that this construction slows down decision-making, I would argue that it is another level of checks and balances in line with the above-mentioned quote from Ms Kaldor. Especially given the need to make decisions immediately under certain circumstances, provisions have been introduced to allow for retroactive authorization. At least this allows to keep an eye on developments and if necessary, a re-adjustment of measures.


A brief history of the changing nature of security


This section could, in theory, fill an entire academic seminar and therefore this text can only be an illustration of the many aspects around security.


The philosopher Thomas Hobbes defined in his work “The Leviathan” from 1651 a life without security as “solitary, poor, nasty, brutish and short.”30 This quote is highlighted because it reveals a key dilemma inherent in security: its underlying values and expectations. For example, if we would miss water to drink and cook, indeed life would be rather miserable and ultimately life – threatening. Indeed, a security risk. However, as David A. Baldwin rightly stated, “King Midas learned long ago that … the value of something … is a result of external social conditions”. Therefore, the question arises whether security as a value is much more important than other values in life? But as we all know, absolute security does not exist.


Besides this complexity, the debate about security during the 1960ies was influenced by the “paradoxes of proximity.”31 With increasing interconnectivity respectively globalisation the effects were often somewhat idealised while the risk factors were analysed only in certain circles. However, the trend to see security in its global context was created. But then the question arises who should ensure global security: the UN charter, NATO, regional organisations such as the African Union or ASEAN? Christopher Daase comments that “regionalisation of peacekeeping is ambivalent.”32 Furthermore, he states that “security problems were traditionally recognised as threats based on the knowledge about hostile actors … and military capabilities.” But nowadays hybrid threats, sometimes in combination with military aggression (potential), is probably the bigger issue. Therefore, as Daase writes, we need more proactive security policy.


In the year 1993, Professor Stefan Fröhlich published his reflections under the title “security becomes multi-dimensional.”33 The changes in Europe after the revolutions of 1989 were still very fresh. Therefore, the debate concentrated on the question whether the economic turmoil could become the real danger of those times.


In 2005, Professor Eckart Conze wrote about “the quest for security.” The changing nature of security, from a West German point of view, is described as follows: “During the 1950s, the Federal Republic focused on external security against the Soviet Union. The environmental movements of the 1970s and 1980s saw the security of natural resources under threat. Since the 1990s, workers have feared the loss of job security and the erosion of social security systems as a result of globalisation. And international terrorism may have led to a “return of insecurity” since 2001.”34 However, as described earlier, none of the previous security concerns have completely disappeared. The cocktail of security issues became more rich, maybe even slightly fuzzy, confusing.


The latest example of the threat cocktail is space. And the double edge of security and space can be demonstrated by the following examples. Several analysts looked at NATO’s Strategic Concept with a particular focus on outer space. In the summary it says: “Space cooperation among NATO member states is essential to address the evolving challenges posed by the possible military activities in space. This cooperation is centred on three key elements: multi-purpose applications of space; a rising number of actors, sensors and systems; and rapid advances in technology. These elements have created new opportunities while also introducing new risks, vulnerabilities and threats to the security and prosperity of Allies. This calls for NATO to critically evaluate how it can maintain its strategic edge in space in the same manner as it does in the other four interconnected operational domains, in response to the growing importance of space in modern warfare.”35


The reader may now wonder what the other side is. Peggy Hollinger wrote in May 2024 about orbital sensors that could help businesses to hit their climate targets.36 Despite this technology being still very fresh, costs creating for the moment barriers and regulations being rather patchy, the article refers to the potential, namely that after the launch last year of “its first CO₂ – detecting satellite” GHGSat “hopes to expand the range of pollutants it will detect from space, to nitrous or sulphur oxides and others.” In addition, “other start-ups like Israel’s Momentick, are also developing algorithms to scour data gathered by existing satellites, instead of flying their own constellations. The EU’s Copernicus is the world’s largest Earth observation (EO) constellation and the data gathered by its Sentinel satellites is free for anyone to use. Using intelligent software to exploit this existing infrastructure keeps costs down.” Such positive innovations together with projects to limit the harmful effects of too much space debris pose the question how to secure outer space. I add here that the recent dangerous situations created by jamming the widely used GPS signal poses a serious security concern and points to the lack of enforceable rules.


One final trend needs to be mentioned, which is what Dr. Sabine Selchow called the “dynamic of an “internationalization” of (global) security issues”. I mention this at the end of these reflections to emphasize the aspect outlined in the recently quoted chapter, namely to “engage the public” and thereby create “a security environment that holds individuals responsible for securing security.” But does this mean, we should be just attentive, or should we become deeply concerned? Would, or has, such an attitude created a general feeling of insecurity by perceiving certain groups of people or behaviors as inherent security threats? What level of security can be achieved?


This chapter was referring to the relative nature of security several times. We saw that it depends on sets of values, general life circumstances, trends etc., leaving aside the well-known saying about the impossibility of absolute security.


When researching for this chapter, I was also looking at the question whether one could find somewhat reliable data how safety or security is distributed around the world. Of course, those who keep track, whether for professional reasons or due to frequent travel, are aware of where we stand today. But much more generally, who could say that security in this or that country is on a scale from 1 to 10, secure at level x? I am sure the reader knows that I am coming back to what was exposed earlier, which security do I mean? That I can enter and leave the country without difficulties, that I have access to clean water and safe food supply or that I can access the internet, be it for business or leisure? And indeed, there are several sources available to identify high-risk destinations. Yet, I would claim this is often from the perspective of those establishing these undoubtedly useful rankings. None of these would give a good overview of the status of a country or region in relation to the many aspects of security.


This section is about three aspects around security. The first is about who ensures security, the second about which level of security is good enough and the last about some concrete security scenarios.


Security and who should guarantee it, is often primarily directed to and expected from state actors, be it police, border control guards or military. And of course, we should also include state actors, such as civil protection forces or other entities that intervene in (natural) disaster situations.


If we widen the range of values that should be secured, the question arises whether, for example, private actors should engage. And they certainly do, as companies take measures against espionage, whether physical or electronic. However, it is also known that such security concepts often end at the gate of such company. Security of supply chains or making sure that other necessary infrastructure is available without disturbance is complex and costly and therefore regularly left aside.


Increasingly, security is also exercised by non-state actors (NSAs). The National Intelligence Council lists many, for example “academic and research institutions providing education …, Medecins Sans Frontieres (Doctors Without Borders), the International Telecommunications Union (ITU) or the Netherlandsbased Bellingcat” etc. This document states that this “broad variety of entities … bring unique capabilities” but also creates additional threats because some of these actors are illegal or even criminal groups. The analysis goes further by stating that “NSAs vary in providing societal services, intelligence, security, paramilitary capabilities, and governance, which sometimes places them in direct competition with state institutions.”37


In this context, the Geneva Centre for Security Sector Governance observes that “non-state security and justice actors may work in close cooperation with state security and justice systems, helping to uphold the rule of law, protect human rights, and provide public safety and security.” But it also observes critically that “non-state security and justice actors can sometimes become a danger to the security and safety of the local populations … (because they) may be mobilized by community initiative to solve a specific problem … (but) sometimes evolve into protection rackets or practice extortion”.38


Taking into account the complexity of actors involved, another question arises: what could be considered a sufficient level of security? Of course, many of those, be it state or non-state actors, engage in risk analysis. As mentioned earlier, we often lack a complete understanding of which elements are part of a specific threat scenario. And like with a personal insurance proposal and different options that influence the overall costs, an opportunity evaluation is necessary. In other words, how likely is this to happen and is it worth to pay for it? However, in case such a problem occurs, and no safety net is available, the costs or damage might be much higher than the annual insurance.


And then there are two more issues. The first centres around the balance between security and convenience. Security that is too stringent is not only costly, it invites people to find bypasses. The most well-known are too simple and evident passwords. To define a good balance is rather complex and requires regular reviews. It is certainly true that security measures often interfere with our daily lives or can even feel intimidating.


But can there be also too much security? Security advisors warn of the effect they call security arrogance. In such a scenario, an organization might fail to notice someone stealing right under their nose if they become too complacent. All these aspects set limits to which level of security can be achieved.


What would be “good enough”?


Let us look at some examples and the question of what is or could be a “good enough” level of security.


We are all very much dependent on functioning information technology (IT) systems. This starts with our personal phones, extends to our cars with their navigation systems, and includes our personal IT systems, such as home banking. This list would become very long trying to enumerate all possible applications. For some of the before-mentioned systems most people rely on backup technology and other advised security features. That often seems good enough apart from the fact that probably everybody would know an interface where the password protection is too weak but one might struggle to memorise the many of them, especially keeping them complex and individualised. To be fair, unless a breach of privacy would have severe financial consequences or affect one’s business, the risk is limited. But if the IT of a hospital would be compromised, this could have an impact on lives. We would expect security in these areas to employ the latest technology, but recent events have shown that this is far from the reality. With some of these systems being so old, by architecture looking more like a house that has seen so many incremental changes that it is more a labyrinth than a recognisable house, how deep would the necessary changes need to go? Despite the mentioned cases of hospitals being stalled, every other entity still discusses the inevitable costs against the benefits. How much more would we be willing to pay for our health insurance if it could contribute to raising the security level of, say, hospitals?


Likewise, we realise that the discussion about critical infrastructure is sending a blurred picture. Defining what is effectively “critical” infrastructure, we just have to look at the situation in a war-torn country or a region having been affected by a flooding or an earthquake. Missing energy links mean no water pumps working, decreased phone accessibility etc. Such scenarios or a deliberate attack on our international connections, often under water, would potentially lead to a crisis beyond many borders. Is NATO’s Maritime Centre for Security of Critical Undersea Infrastructure39 good enough? And is the security of the often IT dependent infrastructure the responsibility of military or public entities? Wouldn’t an interruption have negative effects on both providers and customers alike and therefore part of the risks, measures and costs should be carried by them? The recent findings about spying on this infrastructure 40 should trigger fresh reflections.


Furthermore, certain security aspects, such as organizing the necessary manpower for the military, would require a profound debate on how to ensure such levels, how to create a fair system, how to allow those with sincere ethical concerns to serve in a different capacity, and how to ensure overall conditions for those serving that are considered reasonably good. Probably there are further aspects that should be listed. And could such a debate potentially create a feeling that serving is more than (an imposed) duty? The discussion is not for my generation, it should actively be taken up by those being affected.


And, as a final example, the lessons learned from the Covid pandemic. Has Europe learned the right lessons in terms of preparedness, stockpiling vital materials, and other key measures? And of course, every action has consequences and binds resources that, we all hope, for long will not be needed. But wouldn’t we have a vital interest that issues like destroying material such as masks, gloves and gowns at the verge of the outbreak are not repeated?


It is clear that security has its price tag, a fact that was neglected in many European countries for too long. And of course, if what happened in 1989 and shortly after was so to say the end of history (of conflict), why should have anyone continued to invest in security. From the previous reflections we can take the urgent need to re-evaluate in many sectors the reasonable level of security.


Conclusions


What are take-aways from this chapter?


First, the question what security is, is as old as mankind and has seen many different replies. This chapter drew the attention to the diversity of what should be understood by security. This is neither a static definition nor is it always evident how to engage in a public debate seeking a broad agreement about security and necessary measures.


Second, our system of values, our experience but also our capacity of resilience influences the risk analysis and therefore the measures taken. However, one important element is trust. A good example for the mentioned essential nature of trust are the early days of a European defence policy. While first the French National Assembly blocked the proposal, the German President, Theodor Heuss, kept it in the fridge. Therefore, Konrad Adenauer said in an interview in 1965 that “in the end the French didn’t really believe anymore” that the matter was worth it.41


Third, it is questionable that security assurance is only for the state to organise. This book will argue that we need a broader discussion and much more individual engagement. This will require political leadership, learning from other countries’ concepts and more grassroots initiatives, especially among the young generation.


Fourth, even in the interested circles, security was an issue for specialists for long time. David A. Baldwin correctly observed that: “during the Cold War, security studies were composed mostly of scholars interested in military statecraft. If military force was relevant to an issue, it was considered a security issue; and if military force was not relevant, that issue was consigned to the category of low politics”. The divide that we still see today between the military, industry, and politics – let alone the average citizen – is no longer sustainable.


Fifth, even a re-evaluation of the necessary or at least “good enough” level of security is far from being trivial. However, a structured debate that should have a deadline for actions can no longer be avoided and should be underpinned by a clear information campaign towards the public.


Sixth, as stated before, not every possible angle or concern should be attributed to security. The re-evaluation therefore should also take into account that a new security concept must work towards avoiding the worst-case scenario. While a balance of power has and probably will function as an insurance, preparedness of society needs to be promoted.


This book shall set out possible ways forward looking closer into selected areas of security.





1 保安措施 for precautions or 安全感 for emotional security


2 Security is the absence of threats and the capacity to deter a threat. Security is the protection against something bad that might happen in the future as well as a state of feeling happy, secure, and free from worry.


3 Security is a general state where individual citizens live in freedom, peace, and safety; completely participate in the governing process: enjoy the protection of fundamental rights; have access to resources and basic life necessities and inhabit the environment that is not harmful to their health and well – being.


4 In the international system, security is the capacity of states and societies to preserve independent self – relevance and functional integrity.


5 Security is the removal of all the activities and omissions that threaten people, public order, objects, or the given space. Considering the protected goods and values, we differentiate: personal security (realized through personal freedoms and rights and economic security), state security (values of a state and public order), traffic security (on roads, in the air, on rivers and seas), security of objects (the objects significant for state and citizens are defined by law), space security (legal protection of parts of the territory of special importance – forbidden zones), and data security (the type of protected data, as well as the manner and degree of their protection is defined by law).


6 It is worth noting that there is also the concept of peace over graves. It touches on the tension between peace as a positive ideal and peace as a tool of control or suppression. Throughout history and political thought, this theme has been explored in both philosophical and practical terms, highlighting how force can sometimes lead to negative peace, where violence is merely suppressed but not eradicated.


7 Kant's "Perpetual Peace" laid the foundation for many modern ideas about international law, democracy, and global governance. His ideas about a federation of free states and the rule of law influencing international relations were ahead of their time and paved the way for future international organizations like the United Nations. Kant was essentially arguing that lasting peace could not be achieved through dominance, conquest, or the balance of power (as was common in European diplomacy at the time), but rather through cooperation, mutual respect, and the establishment of shared legal frameworks that prioritize human rights and sovereignty.









The evolving global order


Prof. Dr. Heinrich Kreft


Introduction


“International orders do not simply come and go – they evolve. (…) international orders always represent a mixture of continuity and change, of the familiar and the new.”42


“A transition is under way to a new global order”, said UN Secretary – General António Guterres at the presentation of the United Nations’ New Agenda for Peace in 2023.8 This development underscores a statement by Indian Foreign Minister S. Jaishankar at the GlobSec Forum in Bratislava in May 2022, in which he rejected criticism of India’s muted condemnation of the Russian attack on Ukraine: “Europe has to grow out of the mindset that Europe’s problems are the world’s problems, but the world’s problems are not Europe’s problems.”43


The megatrends of our time are an increasing multipolarity, a growing great power rivalry between the status quo power USA and the emerging China, and a general geo-economic fragmentation. As recently as 1990, only seven countries – the G7 – represented 12 percent of the world’s population and 50 percent of the world economy. The group of industrialized countries known as the Organization for Economic Cooperation and Development (OECD) accounted for 21 percent of the world’s population but produced more than 80 percent of the world’s income. In 2030, OECD countries will account for 17 percent of the world’s population, but their share of the world economy is expected to have fallen to just 40 percent.


By contrast, the non-OECD countries – many of them former colonies – are experiencing rising incomes, population, power and global influence. These countries share a skepticism of the existing international order. This is perceived as unfair and has therefore come under increasing pressure since the West’s relative decline. This became visible when the West immediately condemned and sanctioned Russia for its aggressive behavior after the Russian attack on Ukraine in February 2022, but most countries in the so – called Global South held back. At the most recent Ukraine peace conference in Switzerland, India and others refused to sign the final document, which they considered too critical of Russia. The existing global order and financial system is increasingly being questioned by these countries, as documented by the decision of the BRICS countries 9 to promote the dedollarization of their trade relations and to accept further members.10 The BRICS group is increasingly presenting itself as an alternative to the G-7 and the OECD. This shows that Western countries have not succeeded in creating a more inclusive international order.44


The international order after the Second World War


The catastrophe of the Second World War, which led to the division of Germany and Europe as well as Asia and some Asian countries, ended with the emergence of a US and a Soviet sphere of influence.


The defeated countries of Germany and Japan, but also the victorious countries of France and Great Britain, had lost their great power status as a result of this catastrophe. The latter only recognized this fact during the Suez Crisis of 1956, when they had to withdraw from their intervention in Egypt due to pressure from the USA and the USSR.


This bipolar order of the Cold War emerged from a rough military balance in Europe and Asia, supported by nuclear deterrence. This order was also characterized by a certain restraint in the rivalry between the two sides: the United States did not seek a “rollback”, as some hawks in Washington had demanded, but only a containment of Soviet influence. The Soviet Union, in turn, respected U.S. influence in Latin America when it withdrew its missiles from Cuba, which had led to the Cuban missile crisis, undoubtedly the most dangerous direct confrontation between the two nuclear superpowers during the entire Cold War. In the so-called Helsinki Accords of 1975, both sides agreed on the political order in Europe, which had been the geographical center of their rivalry.


While the Soviet Union secured the supremacy of the national communist parties in its sphere of influence, if necessary, with military force, as in the GDR in 1953, Hungary in 1956 and Czechoslovakia in 1968, the USA established a liberal, rule-based order in its sphere of influence. Most of these countries were democracies and market economies. Free trade became the most important engine of economic growth, and the dollar was accepted as the reserve currency in the free world. The institutions of the Bretton Woods system were established to promote free trade, economic development and a well-functioning monetary system.


Before the antagonism between the Allies of World War II increased and led to the Cold War, the Soviet Union had joined the Anglo – Saxon idea of founding the United Nations in 1945 as a permanent global forum to prevent or resolve international conflicts. The UN Security Council, with five permanent members with veto power and additional seats for a rotating membership, was to watch over international relations.


A growing economy allowed the U.S. to bear the costs of ensuring the security of its Allies directly through bilateral security agreements in Asia, for example with Japan and South Korea, and in Western Europe through NATO, including the protection via its nuclear umbrella.


On the other hand, during the 1970s, it became clear that the socialist economic system of the Eastern Bloc was inferior to the Western market economy. The Soviet Union was soon no longer able to compete economically with the US and could no longer afford the financial support of its Allies, which suffered from the same systemic deficiencies.


The collapse of the Warsaw Pact and then the Soviet Union itself led to the end of the Cold War, symbolized by the fall of the Berlin Wall and the Iron Curtain in Europe, leading to German and European reunification.


The short life of the global liberal order


The rules-based international order that emerged in the West after the Second World War under American leadership, overcoming the chaos of the interwar period, enabled a long period of prosperity and peace – at least in its core area – and ultimately helped to reduce the differences between East and West. And it was arguably one of the main reasons for the relatively peaceful collapse of the Soviet Union and its sphere of influence.


This led Francis Fukuyama to write his famous book on the “End of History”45 and proclaim the victory of Western democracy and the end of ideologically motivated competition in international relations. This order was significantly deepened and geographically expanded after the end of the Cold War, so that from then on it could justifiably be called the liberal world order. This liberal world order included incentives for democratization and the recognition of individual rights for states that chose to follow this path and created international institutions to manage disputes and generally address issues of interdependence. In addition, it aimed for relatively open borders and free trade.


The collapse of the Soviet Union made the US the sole hegemon, but it quickly became clear that this post-Cold War era was no more stable. In Europe, the collapse of Yugoslavia turned out to be the bloodiest conflict since World War II, with more than 100,000 victims in Bosnia-Herzegovina alone. In the Middle East, Saddam Hussein attacked and occupied Kuwait in 1990 – an act of aggression that he would most likely not have been considered if Moscow had still been able to exert influence on Baghdad.


But this period of triumphalism, the so-called “unipolar moment” of the United States, did not last long. Efforts to build a cooperative security order in Europe, led by Germany, which was banking on the success of its “Ostpolitik” were only partially successful. Both the EU and NATO admitted new members that had previously belonged to the Warsaw Pact or, in the case of the Baltic states, even to the Soviet Union itself. It was politically impossible for the members of both organizations not to accept the request of democratically elected governments to join these central Euro-Atlantic institutions. Nevertheless, there were prominent voices 46 in both Washington and Western Europe that warned of the consequences for relations with Russia. And they were to be proved right: the various rounds of EU and NATO enlargement complicated the West’s efforts to integrate Russia into the liberal world order. The West’s support for Kosovo in its fight for liberation from oppression by Serbia, a traditional Russian ally, without a UN mandate, caused particular anger in Moscow. This prompted Putin, who had not only secured Russia’s territorial integrity but also consolidated his power by means of two bloody wars in Chechnya, to pursue a more confrontational policy in his relations with the West. Putin expressed his frustration with the West’s behavior in a speech at the Munich Security Conference in February 2007, which is considered by many to be a turning point in Russia’s relations with the West.11 Moscow subsequently showed an increased willingness to disrupt the status quo in Europe through military interventions in Europe (Georgia in 2008 and Ukraine in 2014) and in the Middle East (on the side of the Assad regime in Syria, starting in 2012 and continuing until the fall of Assad in December 2024). Russia also began aggressive cyberattacks against Western countries to influence elections in the US and Europe, for example.


Moscow, in turn, pointed to the US-led Western interventions in Iraq (2003) and Libya (2011) in the name of humanity, which in both cases, however, ended with regime change in countries previously allied with the Soviet Union.


The crisis of the global liberal world order


During Bill Clinton’s eight-year presidency (1993-2001), the United States enjoyed its status as an “indispensable power”, a term coined by Secretary of State Madeleine Albright, symbolized by the Dayton Agreement negotiated by the United States, which led to the end of the civil war in Bosnia-Herzegovina and the end of Serbian rule in Kosovo following a US-led NATO intervention. The Europeans had previously failed in their peace efforts in the Balkans on several occasions.


This period, which was also accompanied by solid economic development, ended abruptly with the attack by Al Qaeda on the towers of the World Trade Center in New York City and the Pentagon in Virginia on September 11, 2001 – the symbols of the economic and military power of the United States.


In response to this shock, the United States launched its war on terror, with the US administration under Bush Jr. deliberately opting for a unilateral approach, although NATO invoked “Article 5” for the first time in its history. The first intervention, in Afghanistan, brought down the Taliban regime, which had harbored the Al-Qaeda leadership and refused to extradite Osama bin Laden. The second intervention led to the fall of Saddam Hussein’s regime in Iraq, but failed to stabilize the country after a quick military victory due to questionable strategic decisions. Not only that, but the intervention also ultimately led to the emergence of ISIS, or the Islamic State, which was able to establish a caliphate in parts of northwestern Iraq and eastern Syria. In particular, the attack on Iraq without a UN mandate and convincing reasons led to a major global loss of reputation for the USA and the international order it led. This loss of reputation and legitimacy also extended to the economic sphere when, in 2008/09, American financial institutions triggered the greatest global economic crisis since the Great Depression of the late 1920s in the so-called “subprime crisis”. Further signs of the incipient crisis of the existing international order were the failure of the Doha Round in the area of international trade and the nuclear tests conducted by India and Pakistan in 1998 in the area of security.


The economic crisis of 2008/09, which originated in the United States, was overcome with the active help of China, thanks to the Beijing leadership's lavish economic stimulus injections, which contributed to the attractiveness of the Chinese economic model. Under the leadership of Deng Xiao Ping, the Chinese Communist Party had succeeded in leading the country onto a stable growth path by implementing far-reaching economic reforms and opening up to the world market. The Chinese model has successfully created a state capitalism that successfully combines market economy elements with authoritarian political leadership. This model is of particular interest worldwide to authoritarian rulers who, like the CCP, want to legitimize their rule through economic success without risking a loss of power.


The European Union was also not spared a loss of reputation during this phase, because the financial crisis in the eurozone directly led to the so-called sovereign debt crisis, which brought several countries to the brink of national bankruptcy. Just as this was being overcome, Europe was particularly affected by the uprisings of the so-called “Arab Spring” in the Middle East and North Africa due to its geographical proximity. In particular, the civil war in Syria and in other states of the so-called “arc of instability” led to migration towards Europe, which reached its peak in 2015, when one million refugees fled from Syria to Germany alone. The refugee crisis continues to hold Europe in its grip to this day, leading to internal conflicts, the rise of populist parties critical of democracy and tensions between EU member states and between the EU and countries of origin and transit.


In China, Xi Jinping, who had risen to the top of the CPC in 2013, pursued a much more assertive foreign policy with a claim to global leadership. In 2014, East-West relations reached an initial low point with the Maidan protests in Kiev and the subsequent occupation and annexation of Crimea by Russia and Moscow’s support for separatists in the Donbas. The Brexit referendum in the UK and the election of Donald Trump as US president made 2016 a fateful year for the position of the West and thus the rules based international order – especially from a European perspective.


Global structural changes since 1990


The most important structural change of the past three decades is the shift of power from the North Atlantic to the Indo-Pacific region, with China at its center. Graham Allison states in his well-known book “Destined for War”: “The world has never seen anything like the rapid, tectonic shift in the global balance of power created by the rise of China.”47


After the suppression of the student-led pro-democracy movement in Tiananmen Square in 1989, the Western sanctions and the resulting economic setback, the People’s Republic was soon able to resume the high growth rates of the 1980s. A century earlier, the Middle Kingdom had produced 30 percent of the global gross domestic product, more than Europe and the United States combined. 48 Thanks to its reforms transforming the state economy into a “social market economy with Chinese characteristics” – and the large inflow of foreign direct investment and know-how, China has now become the world’s largest trading power, and its share of global GDP has already reached almost 19 percent. An important factor in this development was its accession to the World Trade Organization (WTO) in 2001. China’s political rise is closely linked to its economic rise to become the world’s second largest economy. The flourishing economy allowed for a rapid modernization of the military, although the size of the defense budget of the People’s Republic still lags far behind that of the United States. While the first successors of Deng Xiao Ping followed the foreign policy mantra of the father of China’s modernization – “Maintain a low profile, never take the lead” –Xi Jinping has been pursuing a self-confident foreign policy since taking office in 2013. In his speech to the 20th National Congress of the Communist Party of China in 2022, he emphasized the need to “break new grounds” while asking party members to prepare for the “high winds, choppy waters and even dangerous storms”49, alluding to the rapidly changing global environment and the growing tension with the United States.


China regards the current global order as unfair and discriminatory. It seeks to “build a global network of partnerships and foster a new type of international relations.”50


China's phenomenal economic rise would not have been possible without the open markets of the United States, Europe and other Western countries such as Japan and the transfer of knowhow from Western companies and research institutions. China conducts 45 percent of its foreign trade with the United States and the European Union, with which it has been running large trade surpluses for years.


China therefore certainly does not want to dismantle the international order that has made this possible and is vehemently opposed to all forms of protectionism, which are being discussed in the West under terms such as “decoupling”, “near-shoring”, “friend-shoring” or “de-risking”. Nevertheless, China regards it as its legitimate right to demand an adjustment of the international rules codified after the Second World War in its own interest. Even though the Chinese leadership has repeatedly stated that “China will never seek hegemony or engage in expansionism”51, this sounds rather like mockery in view of China’s militarily underpinned claims in the South China Sea.


The increasingly militarized threats against the US-backed Taiwan, in order to achieve reunification with the so-called breakaway province against the will of the vast majority of Taiwanese in the near future, also threatens to destabilize all of East Asia. For China, the Taiwan issue is an exclusively internal Chinese matter.


Since the West was and is reluctant to give in to Chinese pressure, Beijing has gone on the offensive with its own initiatives to expand its influence in the world. The most important of these is the Belt and Road Initiative (BRI), which Xi Jinping personally presented in Astana and Jakarta in 2013. China is pursuing several goals with this initiative: utilizing excess capacities, primarily in the steel and construction industries, which arose in the wake of the economic stimulus measures to overcome the 2008/09 crisis; developing China’s underdeveloped western provinces; opening up new markets (Central Asia/Eastern Europe) and transport routes (through Pakistan to bypass the “choke point” of the Strait of Malacca); securing the supply of raw materials from the Middle East and Africa; expanding the role of the Renminbi as an international means of payment; and expanding economic relations and thus also political relations with a large number of countries on all continents.


The initiative has met with great interest worldwide, including in Central Eastern Europe, as the need for investment in infrastructure, which is fundamental to economic development in many cases, is immense in many countries.


At the same time, China founded the Asian Infrastructure Investment Bank (AIIB) to finance investments in Asia, but also because Beijing was denied what it considers an appropriate role in the Bretton Woods institutions and the Asian Development Bank, which is traditionally led by its rival Japan.


In the security sector, China is increasingly expanding the Shanghai Cooperation Organization. This was originally founded with the Central Asian states to demarcate common borders. In the meantime, the SCO has been expanded to include numerous members – including Pakistan and India – and has been given numerous new tasks, so that some observers are already talking about a nucleus of a nascent Chinese-led Asian NATO.


The increasing organization of the Global South


Not only China has grown much faster than the West in recent years, but also other countries of the so-called Global South. First and foremost, India, which has not only replaced China as the most populous country in the world, but has also developed a greater economic dynamic than the People’s Republic in recent years. Some African countries have also achieved respectable growth rates. If Africa succeeds in turning its strong population growth into a demographic dividend through appropriate policies and investments, the continent could significantly reduce poverty and underdevelopment in the next generation. China is the example that many African countries want to follow and that is increasingly engaging in Africa economically and politically.52


China has also become the natural spokesperson for the Global South in the United Nations (“Group of 77”) and other multilateral organizations and forums.


Together with Russia, China was the driving force behind the founding of the so-called BRICS group in the summer of 2009, in the midst of the international financial crisis.12 In addition to the two initiators, India and Brazil were invited to join, followed by South Africa in 2001 at Beijing’s suggestion. The group shares the view that it is not adequately represented in the existing multilateral system, as it reflects neither their share of the world population nor their growing political and economic weight. The BRICS represent about 40 percent of the world’s population and their share of global gross domestic product rose from 8 percent in 2011 to 26 percent in 2023. During the same period, the G7 countries’ share fell from 65 to 43 percent. Between 1990 and 2022, the BRICS achieved a growth rate of 4.5 percent, compared to a meager 1.5 percent for the G-7 countries.


The BRICS is a loose alliance of very heterogeneous states – far more diverse than the G-7. The group is also weakly institutionalized, with no formal criteria for membership, no statutes, no executive bodies, and even no permanent office. A milestone in the cooperation was the founding of the New Development Bank (NDB) and a security reserve in 2015, based in Shanghai. However, the bank’s total assets are still much smaller than those of the World Bank. As a result, the BRICS group largely disappeared from the radar of the West until the summit in Johannesburg, South Africa in August 2023, when 20 countries were lining up to apply for membership.53 The expansion was successfully driven by China and Russia in particular, while India and Brazil had spoken out against it. The expansion from BRICS to BRICS+ and the great interest in membership among the countries of the Global South is an expression of the changes in the international order. After Russia’s attack on Ukraine, the West was forced to painfully acknowledge that it is no longer a given that the countries of the Global South will share Western positions. In March 2022, many countries of the Global South had still voted in favor of the UN resolution condemning Russia’s war of aggression against Ukraine (Of the BRICS, only Brazil voted in favor; China, India and South Africa abstained). Few states of the global South participated in the sanctions conceived by the West because they saw their own interests and relations with Russia endangered. They regard the war as a Western or, more precisely, a European affair.


Russia and China are increasingly shaping BRICS as an anti Western project, which was more than evident at the recent summit in Kazan, Russia. The aim is to undermine the political hegemony of the West in the global order as well as the dominance of the US dollar in the global economy.54 What was originally a development policy agenda has now become a purely geopolitical project of – since the expansion – predominantly autocratic states under the leadership of China and Russia. “Vladimir Putin and Xi Jinping (...) are formulating neo-imperialist claims based on self-defined spheres of interest. This understanding of multipolarity sweeps aside any order based on rules and replaces the strength of the law with the law of the strongest. And every autocrat is guaranteed freedom of action in his own country.”55


Whether the other BRICS+ members will really allow themselves to be instrumentalized by China and Russia in this way remains to be seen, as the enlargement has made the group even more heterogeneous. There is both a border conflict and a rivalry between India and China over the leading role in Asia. India is therefore focusing more on the G-20 than on the BRICS+. In the Middle East, the rivalry between Iran and Saudi Arabia (and the UAE) has only been superficially pacified, despite Chinese mediation.


However, the great interest in membership in the global South shows that the narrative that the BRICS are a geopolitical counterweight to the West is catching on.


Challenges of the emerging new world order for the West


Even within the West, views differ widely on what the new world order could or should look like. On the one hand, there are liberal universalists who assume that a basic structure of the international order will remain in place because it is also in the interest of a large proportion of the countries of the Global South.


These include among others Princeton Professor John Ikenberry, who has written extensively on the topic.56 They fight for an order with democracy and human rights at its core, to maintain the strength of international law as a shield against the law of the jungle, and to reform multilateral institutions to make room at the table for emerging actors from the Global South. The institutions should serve as common platforms to address global challenges such as the climate crisis. On the other side of the debate are the isolationist nationalists, who have little use for multilateralism and would prefer to dismantle the liberal multilateral superstructure. Their ideal is a Westphalian order of sovereign states, which provides protection against external intervention in their internal affairs or even violations of their territorial integrity. These states are much closer to Russia and China in their positions. Moscow and Beijing regard democracy and liberal norms as a gateway for interference in their internal affairs and as a threat to the continued existence of their regimes. Russia and China are seeking regional spheres of influence and a multipolar concert of great powers. China – unlike Russia – is also promoting a concert of civilizations that coexist peacefully with each other and engage in mutually beneficial trade, but internally interpret abstract universal norms according to their own ideas. This is strongly reminiscent of the fundamental principles of the Peace of Westphalia: “cuius regio, eius religion”, which in turn go back to the Religious Peace Agreement of Augsburg of 1555.


However, a multipolar world – as a glance back at the 19th century shows – can only maintain stability if there is a minimum of cooperation among big powers. To prevent further fragmentation of the international order, multipolarity should also be embedded in multilateralism in order to have platforms for solving global problems such as combating climate change and pandemics.


The emerging multipolar order will – undoubtedly – make the strategic landscape even more complex.


Make America Great Again – Trump 2.0 – What can be expected?


The decline of the American world order is, as described, due to several long-term structural factors that cannot be reversed by American isolationism or American internationalism. The era of liberal hegemony by the USA is definitely over. The first Trump administration was unable to change this, and the relaunch of his “Make America Great Again” program will not change it either. Donald Trump undoubtedly belongs to the camp of isolationist nationalists. During his election campaign and even after his surprisingly large election victory, he has already announced that he will restrict free trade with comprehensive protectionist measures. On his very first day in the White House, he wants to reverse his predecessor’s decisions, such as (re-)joining the Paris climate agreement, by way of a decree.


The emerging order is certainly not defined by the hegemony of a single nation or idea. This does not mean that the United States is declining. It is only a relative decline in comparison to China and other faster growing countries, not an absolute one. But due to this relative loss of power, it is no longer able to set rules (alone) and dominate the central international organizations and forums, including in the economic sphere. The conclusion that Trump drew from this in his first presidency was withdrawal (WHO, Paris Climate Agreement) and blockade (WTO). It is to be feared that Trump will further accelerate the transformation of the liberal hegemon into an isolationist nation – state in his second term.


In an article in Foreign Affairs in the summer of 2024 entitled “The Return of Peace Through Strength. Making the Case for Trump’s Foreign Policy”, Robert C. O'Brien, the last national security adviser of the first Trump administration, writes: “A second Trump term would see the return of realism with a Jacksonian flavor” (…): “be focused and forceful when compelled to action but wary of overreach.”57 He writes reassuringly to the alliance partners: “America first is not America alone (...) Trump recognizes that a successful foreign policy requires joining forces with friendly governments and people elsewhere.”58 Elsewhere, he explicitly mentions the cooperation with Hungarian Prime Minister Victor Orban and Polish President Andrzej Duda. O'Brien accuses the Biden administration of not having effectively deterred Russia and, in the direction of Europe, “the war has exposed the shameful truth that NATO’s European members are unprepared for a new combat environment.”59 He insists that Trump’s goal is to end the war in Ukraine, but he would continue to supply weapons to Ukraine, “paid for by the Europeans”, and at the same time keep the door open for diplomacy. Trump would move NATO forces closer to the Russian border “and make unmistakably clear that the alliance will defend all its territory from foreign aggression.”60 European Allies will have to understand that the continued American defense of Europe is contingent on Europe doing its part – including in Ukraine. And he adds: “If Europe wants to show that it is serious about defending Ukraine, it should admit the country to the European Union immediately.”61


Regarding China, O'Brien advocates an effective policy of decoupling and an expansion of America’s armed forces, particularly of the navy and the modernization of the nuclear deterrent, including the resumption of nuclear weapons testing.


For Europe, this must mean preserving unity, building strength and taking serious steps towards strategic autonomy, which has been discussed since the first Trump administration.


Europe must overcome its economic weakness – and seriously pursue strategic autonomy


Europe, and especially Germany, has benefited to a considerable extent from the Pax Americana and the liberal, rules-based international order. In the 1950s, the economic miracle in West Germany (and other Western European countries such as Italy) made it possible to build the welfare state that many Americans envy. It enabled Germany to become a world leader in exports, an informal title that the country only recently had to cede to China. After the end of the Cold War, which made the reunification of Germany and Europe possible, the existing order also allowed the integration of Central and Eastern European countries into the world economy. This brought growth and prosperity to these societies as well. By joining the EU and NATO, these countries became part of the Euro-Atlantic economic and security structures and more firmly anchored to the West.


However, recent developments have shown that both prosperity and security are at risk. Russia’s attack on Ukraine has made all of us acutely aware of Europe’s vulnerability, not only in military but also in economic terms.


Europe is a continent that is poor in natural resources. This applies especially both to fossil energy and to the raw materials necessary for the expansion of renewable energies. Unlike the large, resource-rich, territorial states such as the USA, China and Russia, with their large domestic markets, Europe is much more dependent on foreign trade. Restrictions on free trade through protectionist measures – as announced by Donald Trump for his second term in office – will affect Europe and Germany in particular much more than many other states and regions.


Europe is also at risk of falling behind China and the United States in terms of technology. China, with its programs of industrial policy like “Made in China 2025”, and the USA, with the “Inflation Reduction Act” (IRA) and the “Chips Act”, are continuing to forge ahead in this area. It is doubtful that the Trump administration will stick to the IRA in its current form, but there are likely to be new programs that are no less protectionist, but at the same time, or even because of that, are attractive for European companies to invest in the US in order to produce behind the tariff barriers and thus not lose the US market.


The Russian attack on Ukraine and the threats against European NATO members have made Europe even more dependent on the US for their security than in the recent past. Europe is in a very uncomfortable security situation from which it can only free itself if the proclaimed “Zeitenwende” is also implemented by a massive increase in defense efforts. As the largest economy, Germany has a special responsibility here, which the future federal government, following the traffic light coalition in early 2025, must fulfill. On the other hand, Germany and Europe not only risk losing the support of the US, but also remain vulnerable to blackmail by Russia. Massive investments in Europe’s strategic autonomy are also necessary to ensure that Europe sits at the table if Trump and Putin negotiate an end to the war in Ukraine. Above all, however, Europe’s strategic autonomy is also a prerequisite for Europe to be able to continue to help shape the agenda as a global player in the emerging new world order, in line with the somewhat flippant motto: “Be at the table in order not to be on the menu.”


Only in this way the European Union can help to ensure that as much of the liberal international order as possible, including multilateral institutions that are essential for solving global problems, is preserved, because “the European Union, formed by treaties and committed to the rule of law, cannot survive in a lawless world.”62
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