

[image: cover]




This book is dedicated


to all who see


change as a chance


to jointly realize


a better future.
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FOREWORD BY PRIME MINISTER ADRIAN HASLER


We are living in the age of digitalization. Since many decades, we are all affected by technological innovation, whether we like it or not. Especially in the last 20 years, the speed of innovation has been increasing exponentially. The ability to innovate belongs to the core competences of this century. But not only business is affected, also the legal framework, the work of authorities and governments. Especially in densely regulated sectors as the financial markets, the ability to cope with innovation by the state is strongly necessary to foster economic development and future prosperity.


For this reason, I have introduced a governmental framework for innovation, called »Impuls Liechtenstein«. Within this framework, we installed processes and resources that support innovative business. We have also initiated a cultural change within the authorities to enable innovation in Liechtenstein. With these measures, we want to contribute to maintain prosperity and attractive jobs in Liechtenstein. This innovation-framework was the reason, why an active Fin-Tech community has evolved in Liechtenstein and why we were in the position to develop the first comprehensive regulatory framework for the Token Economy.


We are living in a remarkably interesting, but challenging time. I hope that the lecture of this book will help you to better understand the legislation challenge of blockchain and to contribute to this very promising development, either from the regulation or from the business perspective.


Adrian Hasler, Prime Minister of Liechtenstein




INTRODUCTION


There is almost no other topic that has been so intensively discussed in the last years as blockchain: For some people, it is the solution to almost everything, for others, it is an incorporation of the evil. But we have to be aware that blockchain is »only« a technology. And as every technology, it can be used for the good and the bad. It is therefore crucial to understand the power of this technology and its potential applications if we want to judge it fairly. This is especially important for representatives of a state, since their decisions will define to a large extent how the applications of this technology can develop.


This book is thought as a contribution to the ongoing discussions about the regulation of blockchain.


Blockchain has been introduced in 2008 for bitcoin, a private monetary system as a countermodel to the public monetary and banking system. In the last years, many further applications followed: The issuance of other digital money (called »cryptocurrencies«) or so-called »utility coins«, exchange and trading platforms of cryptocurrencies, bitcoin-ATMs, the use of cryptocurrencies for speculation reason, the use of cryptocurrencies for financial services, the issuance of digital securities and so on. Since the majority of the first applications are close to or in the financial market, an intensive discussion about the application of financial market rules to the several applications of this new technology appeared. But as the blockchain-technology offers a new kind of efficient transaction-system without intermediaries, some fundamental questions had to be answered. In addition to that, criminals soon have started to misuse this technology for ransom payments, fraud, criminal transactions, and money laundering.


In the last years, many countries have intensively discussed the current applications of blockchain. From the perspective of a state, these first applications clearly bear more risks and problems than positive aspects. So, Governments might naturally tend to focus on solving these problems and reducing the risks.


But blockchain-technology offers also a completely different scope of application. Blockchain enables a fascinating development in the context of the digitalization of the whole economy. It helps to solve one fundamental challenge of digitalization: to prevent digital information from being easily copied. This feature helps to create a completely new level of digital business processes and digital legal transactions, combined with a high level of legal security and efficiency. It might trigger one of the most important economic developments of the next decades, helping to create new business models, new business segments and by that, future prosperity, and jobs. This scenario often is summarized under the term »Token Economy«.


The regulatory approach a country chooses is crucial for the further development of the Token Economy in this jurisdiction. Regulation can hinder or can foster its development. Even the absence of regulation can hinder Token Economy, because of the lack of legal certainty, especially regarding the application of financial market laws. For prudent regulation decisions, it is crucial to see the full potential of the blockchain-technology.


Being in charge for supporting business innovation in the financial markets in the Ministry of Finance of Liechtenstein, I have come in close contact with concrete business applications of blockchain in Liechtenstein at a relatively early stage. My colleagues and I have discussed with those pioneers about their plans and how they are compatible with the regulatory framework. Because of those dialogues, we realized very soon the potential of the blockchain-technology. End of 2016, Prime Minister Adrian Hasler installed a working group to explore the chances and risks relating to blockchain, which I was heading.


The working group was composed of only initially six (and in a later stage nine) experts from private sector, government, financial market authority and university, covering knowledge about blockchain, Fin-Tech, regulation, and law in general. As one result of this work, Liechtenstein has introduced on January 2020 the so-called »Blockchain-Act«, the first comprehensive regulatory framework of the »Token-Economy«.


After several years of intensive discussions about the blockchain-technology, the token economy, and its legal framework, I have come to the conclusion that this technology will lead to a fundamental change of our economy and financial market. Blockchain unleashes a strong power of innovation touching almost all aspects of digital economy. To my opinion, the positive applications are clearly dominating potential negative use. Blockchain has not only a positive impact on economic growth and prosperity, it has also a great potential to solve problems which the United Nations have formulated in the Sustainable Development Goals (SDG). In other words, blockchain can also help to create a better world to my opinion.


As mentioned before, this book is intended to contribute to the current and future discussions about blockchain regulation. Finding the right way of regulating means to involve several fields of knowledge: It is necessary to understand blockchain-technology, the current and the future applications of blockchain in the general economy as well as in the financial markets. Hence, it is necessary to understand the functioning and the scope of regulation of the financial markets and the banking system, to see the difference to typical blockchain-applications and to find out, if financial market regulation should be applied. I tried to cover all aspects necessary to understand the conclusions I propose in the main chapters of the book. Some readers do certainly know already some fundamentals. Please feel free to skip the relating chapters. Others might wish to learn more in detail. To focus on the main chapters of this book, it was necessary to restrict the scope of the fundamental chapters to the most important aspects. There are many excellent publications currently available for interested readers. Some chapters of this book relate also to the Liechtenstein »Blockchain-Act« and to the experiences we have made in the legislation process and explain the several strategic decisions we have made. This book is addressed to several groups of readers: First, it is written for all representatives of other Governments working on decisions about the legal framework. It should support them in their decision making, helping to see the full potential of the blockchain technology. Second, it is addressed to all people interested in economic development. The book should help to understand the potential of blockchain as well as to have an insight in the ongoing regulatory discussions. Third, this book is written also for the members of the blockchain-community wanting to understand the perspective of the states, the financial market and banking system as well as the legal framework. There might be some readers that are missing quotations. As this book is not intended as a scientific publication, I decided to refrain from quotations, as they usually do not increase the reading comfort. But I certainly do not want to claim that I am the »originator« of all information contained in this book, especially in the introduction chapters. This book bases on several years of intensive discussions with the blockchain-community, regulators, and the financial market participants. I consider one of my roles to condense and translate this information, so that readers without deep knowledge in one of the related fields have an easier access to the essential discussions and can make their own judgments. Furthermore, this fundament is necessary to understand the ideas and concepts I have developed in the main chapters of this book.
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1. BACKGROUND KNOW-HOW ABOUT BITCOIN AND


BLOCKCHAIN


»Blockchain« was invented for the concept and the implementation of »bitcoin«. But blockchain is much more than bitcoin. It is one core element of many interesting developments we have seen in the last decade and we probably will see in the next decades, such as the Token Economy and Token Financial System. This chapter will summarize the most essential aspects about Bitcoin and Blockchain to better understand the following chapters. Even if the basic concepts of blockchain are relatively simple, the complexity of all technical details and different variations of blockchains is quite high. Somebody interested in all various details can certainly spend much time for studying. As there are many excellent books about Bitcoin and Blockchain, describing all technical details perfectly, there is no necessity to cover all details here again. I therefore focus on the most important elements and characteristics from the perspective of this book. Readers with knowledge about blockchain may certainly skip this chapter and start with the following chapter.



1.1. BITCOIN





	Key Take-Aways

		 Bitcoin is an electronic cash and private money system accessible by private persons.







	

		 The Blockchain was invented for bitcoin.









The concept of bitcoin was published in a so-called whitepaper in 2008 by a pseudonym named Satoshi Nakamoto. It described the concept of a digital or electronic cash system, where private persons can send money to other private persons via the internet without using the payment infrastructure of the banking system. Nakamoto first had to solve a problem that is called »double spend problem«. If we create digital cash, e.g. a digital banknote (it could also be a banknote issued by a central bank), we will have to ensure that the banknote may only be spent once. Otherwise, the value of the banknotes would rapidly decline. Nakamoto solved this problem by creating the blockchain-protocol, which in principle is a database for money transfers and is ensuring that the same money cannot be spent twice from the same person.


Another important part of the whitepaper of bitcoin covered the creation of private money (bitcoin). The value of this money is not derived by any real-world value (e.g. gold), but by clear rules defined in software code. Those rules cover aspects like the maximum amount of money, or the way new money is created (»mining«).


Bitcoin is not only thought as a counter model to the banking transaction system. It can also be seen as a counter model to central banks money.



1.2. THE BLOCKCHAIN-PROTOCOL





	Key Take-Aways:

		 The blockchain-protocol was invented to prevent electronic cash to be spent twice and represents a transaction ledger.







	

		 The blockchain uses several concepts, like encryption and distributed storage of the ledger, to provide a high level of security.









As mentioned above, the blockchain-protocol was created as a register (or ledger) for digital money transfers in order to prevent double spending of the money. For that purpose, all transactions are stored sequentially and – together with other transactions – sealed using cryptography technology. Those sets of sealed transactions are called »blocks«, so the sequence of many blocks can be seen as a chain of blocks or »blockchain«. In addition to the encryption of one block, a technical check figure (hash) is created that summarizes all transactions in one block and is put as a start to the next block. By that, manipulating a single transaction in the blockchain would cause the whole blockchain to be invalid. So, every try to manipulate a single transaction can only be successful if the whole chain is recalculated. Today, this itself seems to be almost impossible with the current computing power but might be possible with future super-computers as quantum computers. In that case, the encryption technology used for encrypting blocks has also to emerge in future generations of the blockchain-technology.


The sealing of transaction blocks is provided by so called »miners«, which are specialized computers or servers. This service is rewarded with new bitcoins. The process of mining is technically and mathematically rather interesting, but as this is not necessary to understand for the purpose of this book, I will not further explain this. It is more important to know that the creation of new bitcoins is related with the verification and verification of transactions. In other words, with the creation of security.


Another interesting feature of the blockchain is the distribution of one copy of the blockchain to (almost) all participants of the bitcoin system (the so-called »nodes«). As everybody should have the same version of the blockchain, it is possible to check if a sender of money is really the owner if this is proven by the majority of copies. To manipulate a transaction, someone must not only hack the encryption of the blocks and recalculate the whole blockchain in an own version, in addition to that he or she must hack more than 50% of the computers of the participants and exchange the blockchain. So, the security of the system increases with the number of participants and the level of encryption used. Because of this characteristic, the blockchain technology is also called »Distributed Ledger Technology (DLT)«. Every bitcoin-transaction is additionally encrypted by the initiator of a transaction.


By using all those methods, the quality and integrity of the blockchain is ensured only by software and the members of the network. No, persons and no organization are needed to create »trust«. Therefore, bitcoin can provide a digital transaction system for money without intermediaries, such as a bank. This has to be seen in contrast to other secure databases and transaction systems, where usually a complex organization is necessary in order to provide this level of security. One example of such complex transaction systems is the digital payment infrastructure of banks, which we will analyse more in depth later in this book.


The bitcoin-blockchain is accessible by everyone, which means that the ledger containing all transactions can be read by everyone, and it is possible for everybody to join the network and act in every role, for example as »miner« or »node«. The bitcoin-blockchain is therefore called »public« and »permissionless«. There are other forms of blockchains which do not allow all persons to act as »miner« (so-called »permissioned blockchains«) or read the ledger and act as a »node« (so-called »private blockchains«). In practice, all combinations can occur.


Finally, it is worth to mention, that the method of creating blocks and mining new bitcoin is consuming much energy. The energy consumption of the bitcoin-blockchain relates to a specific mechanism to encrypt blocks when new bitcoins are generated. This mechanism is called »proof-of-work« and means that all miners are competing in parallel in order to solve a mathematical problem only solvable by computing power and time. The fastest miner finally is rewarded with new bitcoins. In other words, the energy consumption of bitcoin corresponds not only with the computing power to encrypt a new block, but also with the computing power needed for decrypting the blockchain. The energy consumption therefore is necessary to ensure the security of the bitcoin blockchain. In further generations of blockchains, other concepts are installed, which also consume less energy.



1.3. FUNCTIONAL ELEMENTS OF ANY BLOCKCHAIN SYSTEM





	Key Take-Aways

		 The »Identifier« is the address to which coins or tokens are related.







	

		 A »Token« is the functional term of an element of a blockchain-system which can be stored and transferred between »Identifiers«.







	

		 A »Key« is needed to initiate a »Token«-transfer. The »Key« is crucial for security reasons.









Blockchain-systems do have a specific functional structure, which is necessary to understand. Since the first implementation of a blockchain-system has been provided by bitcoin, there might be a risk of focusing only on one specific implementation. It is therefore important to see, that the blockchain-technology will be further developing, and other technical implementations will occur. The basic functional elements should therefore be formulated technology neutrally.


In the bitcoin application, of course the digital »coin« takes centre. This coin is always related to a kind of address. As the term »address« is related to a specific technical implementation, I prefer the term »Identifier« to cover all potential implementations. The identifier can principally be compared with the bank account number: With the information of the identifier of a counterparty, it is possible to send money.


The »coin« has not compellingly to be related as a whole to an identifier. It is also possible to relate fractions of one coin to an identifier, so that the same coin in total is related to many identifiers. With bitcoin, such fragments are called »Satoshi« (one million satoshi represent one bitcoin).


As a »coin« is related to its use as digital money, the term »Token« is used usually to cover all possible application of the blockchain technology in the economy, as we will discover later in this book. In this book, I use the term token in a functional way to cover all elements of blockchain-systems that can be stored and transferred, no matter of the specific technical implementation. From a technical perspective, the term Token refers only to one specific implementation form.


The last important element of blockchain-systems is the »key«. The key is needed in order to initiate a transaction, more precisely to relate a token to another identifier. In the bitcoin-blockchain, the »key« is usually called »private key», which refers to a specific kind of encryption (asymmetric encryption). As every blockchain-technology – with or without asymmetric encryption – will need some form of »key« in order to initiate a token transfer, it is better to call it »key« or »token key«.


In order to initiate a transfer to a new identifier, the owner of the first identifier must sign the transaction using a »key«. The key is particularly important with regard to security, since only with this key it is possible to dispose over tokens. If the key is lost, it is not possible to access the tokens. If other persons know the key, they can »steal« the tokens.


The combination of those three elements (»token«, »identifier« and »key«) makes possible that tokens can be possessed, resp. owned and transferred. As the identifier does not identify the »owner« of the token but is a technical feature necessary to relate a token to a person, the question of possession and ownership has to be clarified with the key. The person possessing the key is able to initiate a token transfer, or in other words to dispose over the token. Indirectly, this person is also »possessing« the token.





1.4. FURTHER GENERATIONS OF BLOCKCHAINS





	Key Take-Aways

		 Many new blockchain-protocols with different properties have been developed in the last decade.







	

		 Many further protocols can be expected in the future.









After the successful implementation of bitcoin, many IT-developers have been inspired and developing new generations of blockchains. One of the first and most popular new blockchains is the »Etherium« blockchain also enabling the concept of the smart contracts (see chapter 2.4), small software codes automatically enrolled. Meanwhile, many different blockchain-systems are existing, with manifold properties, like a higher transaction volume, a lower energy consumption and much more. This shows that the innovation potential still is remarkably high. It seems that we still are in the very beginning of this technology development.




2. THE USE OF BLOCKCHAIN



2.1. BLOCKCHAIN AS A REGISTER TECHNOLOGY





	Key Take-Aways

		 It is possible to use blockchain technology for many different applications, not only for bitcoin.







	

		 Some use cases are not relevant from the perspective of the state.









As Blockchain was invented to securely store transaction records in a database, one of its possible applications is of course the use as a register database. Since the blockchain-technology often is open source, it usually is free to use. In addition to that, in many cases no dedicated internal server is necessary to run the database. The blockchain can be run by using many distributed computers connected via the internet, so that no cost intensive server infrastructure is needed.


Beyond this, the main advantage of the blockchain is the absence of people controlling and maintaining the integrity of the database. In traditional »centralized« databases, there is practically a possibility to manipulate an entry (for example by the overall administrator role). In cases when the transaction register is important to be safe (like in the case of a bank or a stock exchange), an organizational control system is necessary to prevent manipulation. With a blockchain register, this is provided by the technology itself. In short, using a blockchain register in many cases allows a low costs database technology (although depending on the energy consumption), with a high level of trust.


Consequently, blockchain registers are meaningful, when the time, the order and the content of transactions may not be manipulated and shall be proven to third parties. Blockchain registers may help to save organizational efforts. Using a blockchain-register might also be a good solution, if a register is accessed by many parties from different organizations and the trust in the register by all parties is important. This might be interesting in shipping goods or supply chain management use cases. There are currently many companies or organizations implementing their services or processes using blockchain register technology.


Despite of their individual innovation capacity, all those implementations driven by single organizations or a group of organizations that provide a dedicated service to other persons are not in general relevant from the point of view of a state. In such cases, the relation between client and company often is clear and defined in contracts or client agreements. Therein, the blockchain often has only the role of an internal software, with no different impact on the client relation compared with other software technologies.


The much more relevant impact of the blockchain technology is the application of open transaction systems where no provider is responsible for the quality of the service and persons without direct legal relations are accessing this system. This is where the main innovation of the blockchain becomes very visible and – where to most discussion points from the perspective of a state appear, as I will explain in the next chapter.





2.2. THE MAIN INNOVATION OF BLOCKCHAIN





	Key Take-Aways

		 Blockchain solves the problem of easy copying of digital information so that assets and other values can be stored and transferred digitally.







	

		 With blockchain, digital information gets the characteristics of a physical item: It can be possessed and transferred like an object.







	

		 For the first time, it is possible for everybody to own and transfer digital information without intermediaries.







	

		 The ability to store, possess and transfer digital information is the fundament of almost infinite applications in the digital economy, digital finance, digital law sector, sustainability, development cooperation, and so on.









The main innovation of the blockchain-technology is best explained from the perspective of digitalization. One of the central characteristics of digital information is the fact, that it can be copied easily and without quality losses. This basically is a great advantage and has driven many innovations in the last decades relating to digital information, like email or internet. But as soon as we come to information that is not thought to be shared or copied, this characteristic of digital information turns into the negative. The music industry for example has experienced many problems with digitalized music in the last three decades just by the possibility of easily compressing and sharing digital music. We are facing the same problems if we try to digitize money, shares, and other values.


Even though the blockchain-technology simply is a register-technology, its properties allow addressing the challenge of the copying of digital information. While an entry in other register-technologies can be deleted or manipulated, the blockchain prevents manipulation by technological measures.


This means, that with blockchain-technology, we can store digital information (this can be defined very generally as a sequence of digits) in a way that it is not possible to be changed. Furthermore, we can securely relate this digital information to one »identifier«. The owner of the »key« relating to this »identifier« can dispose over this information and transfer it securely to another address.


In other words, with the blockchain-technology, the digital information gets a similar characteristic as a physical item or an object: It can be possessed like an object without any relation to a service provider and be transferred from one person to another, while it is not possible for the sender to keep a copy. Blockchain technology therefore enables to »objectivize« digital information, that means to create purely digital objects. This is especially relevant since this property is reached in a digital environment without any relation to a company or a service provider.
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