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The world is a dangerous place – especially business travelers face a variety of risks and threats: natural disasters and disease, war and terrorism, crime and economic espionage. For years, the risk potential for travelers has been increasing at a worrisome rate. But although the risks are well known, many companies and travelers still deal with their own as well as their employees’ safety in an extremely careless manner – an alarming situation.


So much for the bad news. The good news is: You can actively do something about it. Because security awareness can be learned. Anyone who is aware of the existing risks and acts accordingly can significantly reduce the risk of a trip. However, the devil is often in the detail.


This guide provides clarity. The author deals with all major issues around travel security on business and leisure trips in a professionally sound and practical way: What is travel security? What do companies need to be aware of? What risks are business and leisure travelers exposed to? And how can they protect themselves?


Using different case examples and practically-oriented recommendations, this book conveys fundamental aspects of professional corporate security organization and creates a solid foundation for security-conscious behavior when traveling – not only in high-risk countries. That’s why this guide is suitable for both aspiring security decision-makers and for security-conscious travelers. It should be part of every business and leisure traveler’s standard repertoire.
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1 Preface


Zurich, December 2015


Arab Spring, turmoil in Brazil, terror in London, natural disasters and even the night life on Langstrasse in Zurich, Switzerland – all have their own dangers. These are only some examples of how in demand security is globally, while at the same time being in such short supply. Business trips present a constant challenge to travelers as well as companies. Not only legally, as in the case of “duty of care” obligations of managers towards their employees, but also in terms of the risk of business losses should something go wrong on a trip. Travel security is a hot topic and more relevant than ever.


Anyone striving for international success can’t get around traveling abroad. When business beckons, travelers’ security quickly becomes a minor matter. Incidents on business trips repeatedly occur, sometimes with fatal consequences. The cause is often ignorance about the dangers involved in travel, not only on the part of the traveler but also on the part of the company and the responsible supervisor. There is a lack of the necessary security consciousness as well as an educated awareness of specific travel risks. Business travelers’ security needs are still largely underestimated. It is high time to take action.


With this travel security guide, Sven Leidel fills a gap on the bookshelves of security managers, supervisors, HR-Managers and business travelers. Although there is an obvious need for practice-oriented specialist literature, guides on the topic of safe travel with the European perspective are rare. In this book, Sven Leidel has not only succeeded in providing a comprehensive overview of the dangers and risks, he also provides answers on how to deal with them. Using up-to-date real-life examples and a variety of practical rules of conduct and instructions, he makes travel security tangible for everyone.


The author’s message is loud and clear: Safety awareness can be learned. That’s why this guide makes an important contribution to travel security and is intended for both security officers and business travelers. I recommend this book to anyone responsible for employees’ travel security or who travels themselves. The dangers are not going to change. The only way to reduce risk and ensure the success of a business trip – in the truest sense of the word – is to know how to deal with them.


Thomas Tidiks


Group Chief Security Officer


Zurich Insurance Company Ltd.





2 Introduction


Germans are among the most enthusiastic travelers in the world. Be it an adventure trip, an educational trip or a family trip: More and more often, they pack their bags and take off. Despite the current economic crisis, the number of trips at home and abroad has reached record levels. Many would rather skimp on other aspects of everyday life than on the greatest days of the year.


Even if the majority of citizens prefer to get its rest and relaxation in their home country, many are attracted by foreign destinations. And with today’s high degree of mobility, no destination is too far for those who have caught the travel bug. On relevant websites, the next vacation is usually only a few clicks away. Even traditional vacation brochures or a trusted travel agency can quickly help find a suitable offer. Favorite travel destinations outside Germany are, for example, European countries such as Spain, Italy and Austria. But both Asia and North Africa also magically attract vacationers and adventurers. Anyone who decides to travel to Turkey or Thailand, or takes a trip to Egypt or Tunisia, is totally in line with the current trend.


Yet not only leisure travel has grown significantly. The number of business travelers has also increased continuously in recent years. In many occupational fields, the classic office work at your own desk is quickly becoming a relic of earlier days. In 2012 alone, i.e. German companies conducted about 166.3 million business trips at home and abroad – an upward trend. The globalization of the economy and networking within markets have done their part to help companies and their employees overcome national borders and has opened the doors to all parts of the world. The United States, China and Russia are the three most common foreign destinations for most corporate travelers. But countries such as India and Brazil are also among the favorites. Because nowadays, anyone who wants to get into big business can hardly avoid international travel. Especially if companies want to enter new markets, they can’t be picky about their travel destinations. Critical countries and territories in particular offer high profit margins and have an attractive potential for investors. Be in developing countries such as the Ukraine or China, crisis regions such as Libya or Syria, or failed states such as Somalia or Yemen – if the local market promises economic success, companies won’t wait long to send their representatives.


The criteria for planning these travel arrangements are clear: Price must match quality and be appropriate to the situation. The risks involved play a more or less secondary role. Less than two-thirds of all European companies have adequate security concepts for their business travelers – an alarming rate. Yet recent events in particular have impressed upon us that no one is safe from unknown dangers. Small and large disasters can affect anyone – always and anywhere. At the same time, no one is really safe from everyday risks such as sickness or accidents. These incidents are unpredictable and indeterminate, which is what makes them so dangerous and incalculable.


Even on trips planned down to the last detail, ensuring absolute security is entirely utopian. Therefore, everyone should always keep a critical eye on their own protection and security. However, only the fewest worry about security risks. After all, why concern myself with security issues and ruin my appetite for traveling by dealing with shocking stories or paranoid-seeming news when I can easily entrust my security to someone else? True to the motto: “I can’t see it, so it isn’t there.” The responsible tour operator or my company are the experts and know what they’re doing.


This approach may certainly be an easy and reassuring way to deal with travel security – however, it is rather doubtful that it is a good way. Because in many cases, once the crisis occurs, there is very little even the most caring tour operator or security officer can do. Yet the problem is more complex than it appears at first sight: While many companies try to sidestep a sound risk management, employees assume that their protection is taken care of and misjudge even everyday dangers. A vicious circle begins that can have serious consequences not only for the traveler but also for the travel and security manager, as well as for the employer.


The fact is: The dangers for travelers abroad have increased considerably in recent years. Terrorism of the kind that was seared into our memories by the attacks of September 11, 2001, is a constant danger that noticeably unsettles many travelers. Many are haunted by the painful memory of sudden natural disasters such as the 2004 Indian Ocean tsunami wave. However, these two risk categories represent only a fraction of the risk factors to be taken into account. For instance, among other things, criminal assaults on travelers are becoming an increasing problem. You can quickly get into an unforeseen situation – whether by your own fault or not – and the journey turns into a nightmare. Once the damage is done, good advice is hard to come by.


Great caution, therefore, has nothing to do with paranoia. On the contrary – it is important to know the dangers and risks of a trip and to take them seriously. However, people in 21st century simply lack a healthy risk and security awareness. Our personal security has become routine and is taken for granted. Do you know what to do if someone steals your travel documents on a trip through Turkey? Have you ever thought about how to act if you are kidnapped during a short trip to Egypt? Or how to keep your belongings out of the fingers of petty criminals? In a nutshell: Are you prepared?


If this is getting you a bit worried, just know that you belong to the respectable majority of travelers. But don’t panic. No matter whether you travel on business or for pleasure: Risk and security awareness can be learned. Clear approaches and rules of thumb are needed. Travel security concerns everyone and is the prerequisite for adequate preparation and safety-conscious behavior on trips.


By nature, humans have an individual need for security that must be fulfilled. The lack of awareness on the part of most travelers, however, contradicts this natural need. Therefore, not only the commitment of security managers is required, but also that of the travelers themselves. This guide will help you gain a basic understanding of the field of travel security and to understand the underlying mechanisms. It will provide you with important information for appropriate travel preparation and help to detect risks and systematically avoid risk situations. The advice and instructions given here are practical and effective. They provide you with important basics for dealing with business travel and the resulting risks. Don’t just leave your own security and that of your employees to others. Build confidence in corporate structures and promote healthy risk awareness. Actively contribute to conscientious behavior on business trips. Count your company among the one third that is aware of its duty to ensure the security of its traveling employees and assumes responsibility for it. Because for the most part, the key to greater security is in your hands.





3 Corporate Travel Security


Anyone traveling on business is not solely responsible for his or her own safety. For business trips, as opposed to private travel, the employer also carries a great share of the responsibility. This is why every company should carefully deal with the topic of travel security in order to meet the necessary requirements. However, one look at the corporate landscape quickly shows that the reality is often different.




Definition


Travel Security is the sum of all measures taken to ensure the security of a private or business trip.





While travel security is anchored in the management structure of most large companies, it is small and medium-sized businesses in particular that are only poorly positioned when it comes to the security of traveling employees. Often one will even encounter lack of understanding when the demand for solid security structures is voiced. You will hear talk of unnecessary investment and economic nonsense. “We’ve never needed that before – what could happen?” Naturally, business aspects must be taken into consideration when implementing security structures. However, safety officers have a hard time when it comes to demonstrating the cost-effectiveness of a measure and defending its benefits. Because security is difficult to measure. It doesn’t earn a profit – its primary purpose is to prevent damage. Especially small businesses with a relatively low volume of travel quickly prove to be resistant to advice and can hardly be convinced of the urgency of security measures.


The consequence: Many business travelers feel inadequately prepared by their employers and always set off on their trips with an uneasy feeling. That feeling of unease is not unfounded, because business trips are becoming more and more dangerous and risk is increasing steadily. Recent cases bear witness to the consequences that lapses in security can have – for both the travelers and the responsible company. Only very few people are aware of how complex the issue of travel security actually is. However, a holistic understanding of the issue is fundamental to the ability to take into account all aspects of travel security and to understand the function and operation of this department within a company.



3.1 What is Travel Security?


Travel security has many facets. Different terms must be differentiated. Further on, concrete definitions of these terms will be presented. However, what’s fundamental is the general definition of a business trip.




Definition


A business trip (or business travel) refers to occupational travel outside of an employee’s regular workplace.





In this guide, we will usually be referring to (business) travelers per se. This includes business travelers specifically as well as employees posted abroad in general.


The measures taken in the context of travel security are numerous and difficult to comprehend at first glance. Ideally, they can be divided into three stages or phases:




	
Before the Trip:

There are two measures to be taken before a business trip: Organizational planning of the trip and employee preparation. Appropriate travel arrangements increase security throughout the trip and enable adequate company actions and reactions as needed or in a crisis. Employees who travel should have their awareness sharpened in order to specifically avoid dangerous situations. This is achieved by giving them comprehensive information about the dangers and risks of the upcoming trip.




	
During the Trip:

In this phase, the primary focus is on operational measures which can have a positive influence on the course of the trip. Security measures such as the appropriate choice of accommodation and means of transport or the use of personal protection can make an important contribution to the security of a trip.




	
In Critical/Crisis Situations:

If extraordinary measures are necessary to ensure the continued safety of travelers because a crisis or an unexpected incident has occurred, these are classified under the third and last group. These include evacuations as well as other unscheduled itinerary changes.








3.1.1 Organizational Planning


All trip details must be meticulously planned in advance: What is the destination? How long will the trip take? What is the purpose of the trip? These are all questions that won’t be dealt with here, as they do not primarily belong to the field of travel security. Instead, we want to address important organizational aspects which play an important role in the security of the business traveler. Because certain measures are elementary components of a reliable travel security system. You should be familiar with the following instruments in particular.



3.1.1.1 Information Services & Databases


Obtaining information about a particular destination can be often tedious and time consuming. Therefore, many companies put together important data in specific country databases. Here, any information and important reports useful for the traveler can be retrieved selectively. For example, you can find up-to-date security advice, warnings or pertinent current events there. With a few mouseclicks, you will also find specific information such as regional public holidays or the contact details of local authorities, the nearest embassy or the nearest hospital. Practical advice on crime prevention, selection of means of transport or other recommendations for conduct also contributes to travelers’ security. Country-specific insider information about crime or the political situation can be very helpful.


Therefore, many companies with professional databases have ensured that the exchange of information can take place more efficiently and sustainably. However, establishing such a country database is very cost – and time-intensive. After all, all data must be gathered in real time, customized and above all constantly updated – impossible for a small company with limited resources. Fully registering every country in the world, collecting all relevant information and keeping it up-to-date requires capacities that only few can manage economically. Keeping such a pool of information up-to-date is a particularly common problem. Because outdated information can have serious consequences for the traveler. If, for example, an important contact is required in an emergency but is not available, it can quickly become problematic. An out-of-date country database is thus practically worthless for the traveler. Ad-hoc reports must also be transmitted quickly and reliably in order to inform the traveler in a timely manner about current events on the ground. However, even large companies with their own country databases cannot always reliably deliver such service. The flood of information is simply too big for normal users to manage.


Therefore, external service providers are often called upon at this point: Information services can already be bought on the market at manageable rates. The data these services provide is usually well-researched and always up-to-date. In principle, such solutions are suitable for any internationally active company, including small and medium-sized businesses. The information provided can be adapted individually to the requirements of the company and thus ensure that company-specific data such as internal contacts or travel advice are included.


The mobility of this source of information represents a distinct advantage here, because such platforms are usually provided on the intranet and can thus be used flexibly. Anyone who has internet access can quickly retrieve information before or during the trip. In addition, it prevents the traveler from being swamped with information prior to departure – which often enough only results in the really important facts and figures getting lost in the heat of the moment.




Practical Tip


Qualified country databases can help your employees to access relevant information about a destination and receive important travel advice. Databases enable you to provide flexible access to relevant data and get targeted information to your business travelers.





Establishing a corporate country database is a good step towards preparing employees for a business trip and making important information readily available. However, this database alone is not sufficient.



3.1.1.2 24 h – Reachability


Information alone does not protect against unforeseen incidents. That’s why it is important to consistently ensure that the traveler is always in contact with the company and to provide the necessary infrastructure. In the event of an extraordinary occurrence, message chains must be reliable and above all, fast. Prior to the trip, mutual reachability in case of need should be ensured. In many cases, the most reliable assistance comes from home, since you cannot always rely on the support of local contacts or authorities. Therefore, wellpositioned companies have clear reporting structures that ensure that relevant information can be reliably exchanged. To achieve this, large corporations maintain special databases in which business travelers must register prior to beginning their trip. Here, general information about the trip as well as personal contact information is entered so that it can be accessed quickly and reliably in the case of an emergency.


If such a system doesn’t exist within your company, it is all the more important that you determine a fixed contact who is available for concerns of any kind and who has access to your contact information. This includes in particular the employee’s business and/ or private cell phone number as well as the phone number and address of the hotel or other accomodation. You might want to stay in direct contact with a representative of the Corporate Security, because they have the required know-how to provide active support in case of need.


For this reason, a company or other cell phone, available at any time of day or night, belongs to every traveler’s standard equipment. After all, help can only be provided to someone who can be reached. Compared to the fixed telephone network, the mobile phone network in remote parts of the world is often surprisingly well-developed. Especially in Asia and Africa travelers can quickly be surprised. The simple reason is that the conventional telecommunications infrastructure does not exist or is so dilapidated that the use of cell phones is more reliable or cost-effective. However, you should make sure in advance that the cell phone being used also works abroad. In many cases i.e. German or any other European providers’ cell phones are not compatible with the networks used abroad.


In general, cell phones only work abroad if the local network operator uses the same network standards as the provider at home. If you use a dual band cell phone, you should have no difficulty within Europe. In other countries, however, you may have problems, since other GSM frequencies are used there. On the other hand, a tri-band cell phone will work in large parts of Africa and Asia, but is not compatible with all cell phone networks in the Americas. Anyone who frequently travels in this region should therefore opt for quadband telephony. This covers all widely used GSM frequencies and can therefore be used almost anywhere.




Example


If your company uses dual-band cell phones, you will generally have no difficulties traveling through Europe or Russia. However, problems will arise if you go to the USA. In this case, your company cell phone will not be compatible with the local cell phone networks. A tri-band, or ideally a quadband device would have immediately eliminated the problem. You will realize this too late, however, if you need to quickly contact the traveler in a critical situation.





It is also important to be aware of expensive roaming charges that may apply when you use a foreign network and may turn out to be costly for the user. Your network operator may help with compatibility and cost issues. If you continue to have doubts, using a locally-bought cell phone with a prepaid card is a suitable alternative. However, depending on national legislation, it can be a challenge to get such a device without difficulties. Find out about in advance about the application possibilities and options for use of the cell phone you are using.




Practical Tip


Ensure that the traveler is reachable around the clock, has a secured connection to the company and can quickly be contacted if needed. A reliable contact person in the company is recommended.






3.1.1.3 Alert and Notification Services


In the case of an extraordinary occurrence on-site, it is of course important that the traveler receives relevant information as quickly as possible in order to be able to respond accordingly. There are sophisticated alert services on the market that provide the traveler with appropriate warnings, so-called alerts, directly via phone call, text message or email. Combinations of different communication paths are also possible in order to enable the most effective notification about important events. Some service providers also provide their alerts as RSS feeds or using an app for smartphones and tablets. Similar to a news ticker, the RSS feeds thus inform the traveler quickly and precisely about current events. Such services can generate genuine added value for the company’s crisis management.


In most cases, such alerts are set up in a similar way: A short and concise header providing an initial overview of the contents of the alert is followed by a more detailed description of the facts. Here, the provider’s contact details such as email address or phone number are essential so that the traveler can contact them directly if needed. It is also advantageous to name the author of the alert in order to trace the source of the warning and be able to contact them directly where required.


Depending on the provider, the sent alerts are first filtered and then specifically delivered to the traveler or another recipient within the company. Such filtering naturally has its advantages, because who wants to be bombarded with unnecessary messages? That would make this type of notification system totally inefficient and defeat the actual purpose. If the recipient is flooded with reports, the important information will quickly be lost and no longer read, but directly deleted or archived. For this reason, there are sometimes enormous differences between free alert systems and paid, filtered solutions in terms of effectiveness and consistency.


These alert services can also be of importance for companies themselves. Some companies do, in fact, have an interest in receiving as many alerts as possible, for example in order to have them evaluated by their own situation center. With their help, in-depth risk assessments can be made in emergency or crisis situations and measures for on-site employee protection can be planned and implemented. They can also be very useful for a possible evacuation. The company can immediately be provided with special evacuation reports if the security situation on the ground deteriorates to the point that an evacuation becomes necessary. In general, these reports are divided into three warning levels:




	
Warning

There is an increased risk for travelers in a given area. Usually these warnings are issued when drastic events have significantly affected the security situation on the ground. These include, for example, bombings, social unrest or mass demonstrations, abductions of leaders or hostage – taking. In the case of such a warning, travelers should refrain from going to these areas unless absolutely necessary.




	
Alert

There is a serious risk for travelers. These alerts are usually caused by events that pose an immediate threat and directly compromise travelers’ security. In the case of an alert, all non-essential local employees should be evacuated and special security arrangements should be made for those who remain.




	
Evacuation

Local travelers are in serious danger. The security situation on the ground has deteriorated to the point that local employees’ life and limb are threatened. In this case, companies should immediately evacuate all travelers located in the relevant country or area.







These gradually escalated evacuation reports can help make the right decisions and thus contribute to appropriate crisis management.




Practical Tip


Alert and notification services can make an important contribution to sound crisis management. In addition to the high quality of alerts, ensure that the information you receive is filtered according to your individual needs.






3.1.1.4 Traveler / Staff Localization


In order to take appropriate measures in case of emergency or even perform an evacuation, one first has to know which employees are affected. However, finding out who is where can be complicated and cost valuable time and resources. That’s why every company should always see to it that traveling employees can be quickly located to ensure an efficient emergency management.




Definition


Traveler Tracking is the localization of travelers.





In any case, important information such as arrival and departure, reliable contact information and passport copies as well as copies of other important travel documents should be provided prior to departure, and if possible, left with the corporate security manager personally. After all, they are the ones who need access to this information if the situation requires it.




Definition


Passenger Name Record (PNR) refers to the electronic documentation and storage of all data pertaining to the traveler and his or her travel activities, including his or her reachability.





PNR tracking systems enable the central collection and availability of important travel data. When booking a trip, each traveler is assigned an individual reservation code and an individual data record is generated. It contains all relevant information about the person, booking modalities and other important travel details. These systems, which were originally designed as travel documentation, capture the entire itinerary and provide a reliable source of information for the company in case of emergency. The clear advantage of this tracking solution is its price-performance ratio: Due to the low cost per booking, such services are also interesting for small businesses. The downside of PNR systems is that they are not designed for real-time tracking, but are updated with a relative time delay, usually of about 30 to 60 minutes. However, it may take up to several hours or even days, so that in case of need, the PNR system information may not suffice to reliably locate the employee in question.


Should employees be traveling in especially critical areas where incidents are likely, these simple measures are no longer enough. Not least, localization via request presumes that the affected employee actually knows where he is. For this reason, various providers have developed sophisticated systems that enable the company to accurately locate employees in critical situations – even within a few meters. While these solutions are still very controversial in terms of privacy law, in the event of an emergency, valuable hours or even days can be gained with so-called Traveler GPS tracking systems.


Such systems are closely linked to the company’s travel management and use the GPS or GSM network to accurately locate traveling staff – anywhere in the world. The current whereabouts of the traveler or the tracking component can be determined at the push of a button via a satellite phone or smartphone carried by the employee, a black box installed in the vehicle or a special GPS Tracker. There are also integrated corporate solutions on the market, which can centrally locate a large number of employees. These enable corporate security managers to display all travelers equipped with a tracking system on a world map and to manage them individually. In case of an emergency, all affected employees can quickly be located and reached via the contact data stored in their profiles.




Example


When a seaquake occurred in March 2011 in the Pacific Ocean off the Japanese coast of Sanriku, triggering a tsunami, no one could have imagined how quickly the situation on the ground would become dramatic. When, as a result, a nuclear disaster was caused at the Fukushima Daiichi nuclear power plant, companies all over the world were feverishly busy looking for affected employees. In this situation, tracking systems were extremely beneficial and were able to save valuable time.





But apart from exact localization, such systems solutions can do much more: The route taken by the person being tracked can be precisely determined and even visualized on a map. Using so-called geofencing, for example, individual employees can be assigned a defined area within which they can move. If they leave the designated area, an alarm is automatically triggered. Thus, in the case of a kidnapping, the system immediately raises the alarm as soon as the traveler leaves the given area, for example the hotel or a district, thereby gaining valuable time for an effective emergency intervention.


Simple tracking systems that rely on the protectee’s cell phone use the local GSM network and can determine the location of a traveler in a relatively reliable way by accessing different cell towers. Geofencing, however, is only possible if the device has an integrated GPS transmitter enabling exact location. But this information is also transmitted via the GSM network. Thus tracking as well as geofencing via GSM only works in areas in which a GSM network is available. If the local cell phone network breaks down, tracking is no longer possible with these systems.


Satellite-based positioning systems offer a solution to this problem. In these systems, location information is transmitted directly via satellite and is not confined to a GSM network. Even if an additional device is required for this purpose, such a system works reliably through its independent operation and can be used anywhere on the world – irrespective of the local infrastructure.


Another feature of traveler tracking systems: Employees can activate an emergency call using special software. By pressing an emergency button, a predetermined short message with the coordinates of the current location is sent to a predefined number. Thus, a corporate security manager or the company’s 24/7 security control center can be informed immediately about an emergency situation and the current location. Some emergency apps also allow direct communication with the traveler, enabling direct queries regarding the individual’s condition, as well as the degree to which the traveler is affected.




Practical Tip


When planning travel in high-risk countries, check whether a traveler tracking system would be useful and possible. Work closely together with the responsible works council as well as the affected staff.





It is clear that traveler-tracking systems represent a very useful solution for travelers, especially in high-risk countries. However, you must take into account that, on the one hand, the technical requirements are met and the necessary GPS and GSM infrastructure is available on-site. On the other hand, privacy laws, at home as well as at the destination, must also be considered. Tracking systems should also only be implemented with the consent of the responsible works council and in close coordination with the affected persons. Because especially when it comes to precise GPS positioning methods, works councils often go on the warpath. Therefore, conduct a sound professional dialog and emphasize the added value for the traveler’s security. Taking these important aspects into consideration, a tracker can be a useful companion on trips and a lifesaver in an emergency.



3.1.2 Employee Preparation


The following section was written with the support of Mr. Uwe Roeniger, an expert in the field of employee preparation and awareness, as well as e-learning solutions.




Personal Information


Mr. Uwe Roeniger is Managing Director of mybreev GmbH and has been active since 1998 in the communication development of digital educational content. He is an experienced specialist in the development of target group-specific e-learning strategies. In the past ten years alone, he has led the overall development of over 200 web-based trainings and e-learning courses.


Uwe Roeniger has already managed numerous training projects for German DAX companies and coordinated multidisciplinary teams at national and global levels. He has also developed effective and far-reaching concepts of internal communication and marketing of e-learning solutions in companies.





It is the day that never should have come: The company’s staff posted abroad takes a heavy blow – extortion, kidnapping, natural disasters, demonstrations, data theft, accidents, intercultural conflicts, epidemics. The daily news reports harrowing crises. Globally, a growing level of threat is observed. At the same time, cost pressures for businesses are steadily increasing. Still, they must comply with their duty of care. Among other things, this includes that through professional travel preparation, affected employees must verifiably be informed about possible risks in the country of their destination and be trained on how to behave in dangerous situations. But in the face of increasing globalization, big corporations operating in many international locations ask themselves how they can train their employees according to their needs. Different types of e-learning are among the most economical possibilities to comprehensively and consistently raise staff’s awareness for the issue of travel security and to prepare them in the best possible way.




Definition


E-learning (electronic learning)includes all forms of learning where electronic or digital media are used for presenting or distributing learning materials.





Web- and computer-based training applications in particular are among the most commonly used types of e-learning.



3.1.2.1 Introduction of E-Learning


Many companies have now discovered e-learning for the development of their staff. Company-wide training efficiency is increased through the use of modern forms of learning. At the same time, the awareness factor across the company is enhanced by a standardized level of knowledge for all employees and their motivation and satisfaction are increased.




Definition


Security awareness refers to a focused, active, inner awareness relating to the perception of security-relevant factors.





But how do e-learning tools help businesses? Which companies can implement them and which employees benefit from them? What can e-learning tools provide that previous learning methods could not and how much do they cost?


First of all, basically any company and any employee can use e-learning tools. They are there to transfer knowledge to the user effectively and simply. Any company can benefit from this learning method and the tools that e-learning provides. On the one hand, the employer gets better-qualified employees, on the other hand, he doesn’t have to factor in a great loss of time due to the employee’s absence. This is because the different e-learning tools enable training to be done directly at the employee’s desk and PC.


Anyone, anytime, anywhere – these three keywords summarize the most important advantages of e-learning. Learning independently of time and place and independently accessing learning contents – that is what makes e-learning so attractive for companies compared to conventional learning and training methods. Internet-based learning environments allow dynamic, flexible and up-to-date publishing of learning materials, which can be conveniently interconnected. This ensures that the right information is available to the right persons at the right time. From a business perspective, this method demonstrates the high efficiency of e-learning in the company. The range of e-learning tools on the market is versatile and through its digital design options also suitable for barrier-free use.


A further point in favor of using in-company internet-based learning methods is the great potential for saving costs. E-learning solutions can also substantially reduce expenditures for conservative training and educational measures.


E-learning content varies from vendor to vendor, depending on the specialization and area of interest. Some vendors sell e-learning for general security issues, security training for individual countries or for specific target groups. The content can be designed in a way that enables step-by-step learning using a PC, notebook or tablet. Individual chapters can be reviewed at any time and open questions can be answered by experts. Students work at their own pace and according to their own learning capacity. This kind of training is interesting in particular for companies that want to educate their employees in a targeted and efficient manner.


What is important is the professional and media quality of the content, as well as the teaching techniques used. The approach of an e-learning course is to merge innovative learning techniques in combination with technology in order to educate learners at a relatively low cost. Firstly, a wide range of media enables the quick and easy selection of the desired educational focus. In addition, this type of knowledge transfer leads to a high knowledge acquisition. E-learning represents a learning process in which technology is not only a simple tool, but also an essential part of the learning method itself. It is used for the preparation and follow-up of the course material, as well as for the delivery of the lessons themselves.


In the Internet age, e-learning can be seen as the educational form of the future. This development towards the use of multimedia methods follows the trend of recent years. The less the learner is aware of the form of knowledge transfer, the easier the processing of the learning material becomes.



3.1.2.2 Forms of E-Learning


Nowadays, we speak about “life-long learning”. This means that increasingly, learning will take place while working and learning processes should take place over a lifetime. Due to its flexible application possibilities, e-learning offers significant advantages. But what types of e-learning are there?




	
Computer Based Training (CBT)

Computer-based training (CBT) has existed since the 1980s. It refers to working with the aid of didactic programs, which can be used independently of time and place and in which the learners are not in direct contact with the trainers and other participants. Computer-based training is dependent on content that is accessible on fixed data media. CBT is run without the help of a tutor. Self-study is the focus and is done without communicative possibilities.




	
Web Based Training (WBT) / Online Training

For staff training in today’s age of globalization, it is extremely important to be able to reach as many participants at as many locations as possible. To achieve this, web-based training is the right solution, also with regard to the requirements of today‹s economy – because online basic training increases organizational efficiency. When using WBT for employee qualification, participants can take part in training at any time and at a low cost even at distant locations.


WBT is a training tool that is interesting for virtually any business. This type of training is now offered on all imaginable topics of continuing education.




	
Blended Learning

The blended learning concept is a training method that consists of at least two components: on the one hand, subject-specific knowledge is imparted to employees on the basis of computer-aided learning units. On the other hand, all participants attend an on-site training session. This combination gives rise to the commonly used term “blended learning«.


A blended learning concept is possible for any company. Whether it‹s a business with five or five thousand employees is basically irrelevant. When a Department Head considers whether to send his employees to a training seminar or to train them through blended learning, he or she must take different factors into account: the available budget, the expected learning success, the duration of time that the employee is unavailable and the benefit for the company.
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