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Preface 2nd Edition from the Author


First of all, I would like to thank you for buying this book. It is written in a way that should be accurate and should help you. It addresses information management mechanisms and triggers that are mostly not technology dependent.


I changed the title of the book in the last minute from “Information Security and IT Risk Management in a Nutshell” to “Digital Age -How to approach Cyber Security”, because it will help to attract the right target audience. This book is not primarily for the subject matter experts in this field, as a matter of fact, “cyber security” is currently more in focus than “information security”. The intent is to reach all decision makers and all employees involved in IT related projects and IT operations. The take-aways for each focus group are explained later.


If you expect a detailed comparison of the different firewall vendors, latest developments in vulnerability scanning or specifics of a malware, this book is not for you. To those readers looking for that kind of information, I recommend the book «Hacking Exposed» by Stuart McClure, Joel Scambray and Georg Kurtz published by McGraw Hill. Check for the latest version available.


I will not, or at least very rarely, list specific vulnerabilities, backdoors and threats, because they have, at least in people’s mind, a short lifetime (often not so in systems) and also they require specific expertise to deal with them.


I try to refrain from outlining specific security services, security providers or applications, because what you need is “individual”. Also, there are often alternatives and niche players competing with the big players.


In both cases my advice is: get educated and/or source the required level of expertise.


This book is intended for people who want to protect the information of an organization in a holistic and comprehensive way. It is for those who want to try a different, new approach to protect their organizations.


Firstly, everybody must understand that incidents affecting the availability, integrity and confidentiality are a business problem, not an IT problem.


What are the drivers for this second edition? It is not so much technological developments as the realization that the information security environment has not changed much over the last ten years. This is the main driver for this reworked edition. It is still the Subject Matter Expert (SME), owner of the policies and control frameworks, driving Information and IT security by frightening the business and misusing legal, regulatory and compliance drivers like PCI, GDPR and GxP. Comprehensive information security is still not common and technology-driven IT security is seen as having a decent information security culture in the enterprise, although all players know that one sloppy employee can make the difference between a failed attack and a crisis in your organization. We are far away from information security as a selling argument, a selling differentiator or a competitive advantage.


IT security projects worth millions of dollars have not protected enterprises from having incidents, data losses, etc. and they won’t in the future. On the other hand, the technology has developed more rapidly than ever, bringing some new security challenges, but mostly making old, long known weaknesses and exploits much more severe.


At the end of the day, most of the time, known vulnerabilities that are not closed because of a missing patch are the entrance point for attackers. Housekeeping activities are not as sexy as cyber security projects with management attention.


Sloppy housekeeping is the most underestimated security threat of all!


The non-technology risk horizon has also become enriched by a new law that can result in huge fines: The General Data Protection Regulation (GDPR) of the EU, effective May 25th 2018. REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL states: “... be subject to administrative fines up to 20,000,000 EUR, or in the case of an undertaking, up to 4% of the total worldwide annual turnover of the preceding financial year, whichever is higher...”.


Another trend is the shift of crime from the real world into the cyber world. This will not go away; it will get even more mature. So, complaining about this fact is not going to help. It is common today that if you build a shop, a bank, etc. you consult security specialists to design security measures right from the start. The same should be true for IT projects and if you hire such specialists, you should listen to them.


With the new section THE HUMAN FACTOR”, I try to address this topic which is close to my heart. With all technical measures, one human error triggers the incident. The human factor requires a CISO, or anyone responsible for information security, to take time to think about the motivations, the drivers and the hidden agendas of all employees. It requires analysis of whether the effort in this area was enough and, in most cases, the answer is “no”.


This new section contains a chapter entitled “THE INFORMATION SECURITY GENE”. I try to break through the vicious circle and provide new viewpoints. This section is intended to make security specialists and decision makers think and, more importantly, to work better together. It is not meant to be seen as a scientific study, but rather as a sometimes humorous trigger to think about a new approach for your environment.





Preface I - Dr. Hannes P. Lubich


Information security has come a long way – from a little-known field for a few technical specialists, it has moved center-stage within less than a generation, and is regularly listed as one of the top concerns for senior management when operational risks with respect to mobile devices, cloud service usage, Industry 4.0 or overall digitalization strategies are being considered.


While a stronger focus of decision-makers on risk and security issues, due to specifically created law and regulation, substantial losses from cybercrime, as well as increased public attention to security faults, is a positive move towards proper governance and compliance it also creates new challenges. Firstly, the IT industry has responded to the demand for “security” in a very product-centric way, and with all due respect to anti-malware, VPN, encryption, firewall, identity/access management or security information and event management vendors, products without proper organizational, procedural and management integration do not solve any of the complex, persistent issues around information security today. Second, the proliferation of powerful mobile multi-purpose devices with their almost automatic integration into “invisible” cloud-based service infrastructures has created a constant conflict of interest between convenience and ease of use for large and usually security-unaware customer base on the one hand, and, on the other hand, the requirement for sufficient security (and inconvenience because of strong authentication requirements, etc.). In a commodity industry, convenience will usually win, thus exposing sensitive data and giving access to networked resources at work and at home, while often leaving legal responsibility with the end users. Thirdly, the integration of complex security solutions into already complex ICT infrastructures, processes, project methodologies, budgets and decision-making creates substantial difficulties, especially for small and medium-size companies, which in countries like Switzerland, form the backbone of innovation and production in many sectors. As “looking the other way” is no longer a viable option, these companies are faced with the difficult choice to either attempt to define, build, integrate, operate, supervise and maintain a suitable level of information security and data protection by themselves, or to out-source sizable portions of it, along with the operation of their infrastructure and applications, to external service providers without the capability for proper due diligence before a contract is signed and valuable data is handed over.


While it may be argued that the “average” security level of a well-organized external service provider is still better than any ill-supported in-house solution, decision makers need to be able to ask the right questions and to understand the responses of solution providers, in order to be able to make sufficiently well-founded decisions about the proper level of information security and its implementation and operation.


It is particularly in this domain, where this book creates value for the reader. Whilst a lot of literature exists about the topic in general, and even more has been written about specific sub-topics, it is the explicit “nutshell” approach and extended focus on the "human factor" that helps the reader quickly to grasp the essence of the assorted topics, and that allows a meaningful dialogue between decision makers and internal specialists or external providers of corresponding systems and services.


As our society’s dependence on complex, fast-moving ICT solutions will grow further, security challenges are here to stay – so we need to be ready.
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Dr. Hannes P. Lubich has worked on operating systems, networks, groupware, risk / security management, business continuity management and IT strategy / architecture for more than 30 years. For 10 years, he was a researcher and lecturer at the Swiss Federal Institute of Technology Zurich (ETHZ), and was co-responsible for creating the Swiss Academic and Research Network (SWITCH), as well as the Swiss Computer Emergency Response Team (CERT). For 7 years, he was Chief Information Security Officer of Bank Julius Baer. For 4 years, he worked for CA Inc. as a Principal Consultant and IT Security Strategist. From 2007 to 2009, he was the E*MEA Head of the Business Continuity, Security and Governance Practice of BT Global Services. Since 2009 he holds a tenure-track professorship at the University of Applied Sciences North-Western Switzerland, specializing in ICT System and Service Management, and also lectured regularly at ETHZ until 2014. He is a member of the board of Ad Vantis Innovation AG. and of United Security Providers AG.





Preface II - Sebastian Schreiber, CEO SYSS GmbH


IT security incidents in the recent past emphatically demonstrate that IT systems, even in international high-tech companies and major state institutions, are not given sufficient protection. Widespread IT quality assurance measures may suffice to safeguard 99 per cent of systems, however, the decisive factor is that the remaining 1 per cent vulnerability provides a target for digital attacks: Every gap, however tiny, is sufficient to render an otherwise well-secured IT infrastructure vulnerable in its entirety. Real attackers have experience-based knowledge with which they can identify and exploit this 1 per cent of uncertainty and can, therefore, put a whole IT infrastructure’s integrity at risk.


As Andreas von Grebmer states in this book, “risk is the combination of the probability of an event and its consequences” and, as we can learn from the media nearly every day, the probability of falling victim to hacker attacks is very high. At the same time, those incidents often have serious consequences for the affected companies, both, for reducing an attack’s likelihood and its impact, “Cyber Security and IT Risk Management” plays a crucial role. As von Grebmer coins it, citing Tom Gilp: “If you don’t actively attack the risks, they will actively attack you.” Therefore, regular IT infrastructure risk assessments should be a vital part of a company’s overall risk management. Von Grebmer considers 18 to 24 months as “a practical frequency”.


An important element of risk assessment is a penetration test. Expressed simply, a penetration test is the simulation of hacker attacks. The tester takes the perspective of those who attempt to attack a company, and thus exposes security gaps before they can be misused for an attack. However, one thing should be borne in mind, every day, new security gaps appear in software products providing new potential gateways for hackers. Penetration tests should therefore be firmly integrated into a company’s risk management concept and frequently implemented at fixed intervals. This ensures that the many hacker attacks, of which the companies concerned are often not even aware, are no longer dependent on accidental discovery. Instead, weak points are specifically identified and eliminated before, for example, a Trojan infects the computer and remains undiscovered for many years.


The tests can be carried out rapidly, are cost-effective and do not involve great effort on the part of the responsible risk manager. When the test report is available another advantage becomes apparent, the result of a penetration test is extremely precise. The identified weak points and their consequences hardly leave any room for interpretation and are in general very comprehensible, even to non-computer scientists.


It is important, depending on the complexity and worthiness of protection of the respective IT landscape, to integrate an IT infrastructure risk assessment systematically into information and IT risk management concepts. Whoever systematically and continually scrutinizes his own IT security measures in this way will also minimize the scope for hacker attacks and comparable risks a company’s IT infrastructure is exposed to every day.
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This book is structured in five sections:






	SECTION 1:

	THE HUMAN FACTOR






	 

	Describes the potential of leveraging the human element in information security and potential paths for information security transformation.






	SECTION 2:

	RISK MANAGEMENT ESSENTIALS






	 

	Describes the basics of risk management and the ties to Information Security Management Systems (ISMS).






	SECTION 3:

	THE SIMPLIFIED APPROACH






	 

	An easy to implement and easy to use process for information and IT risk management in an organization.






	SECTION 4:

	TEMPLATES






	 

	Various templates ready to use in an implementation phase.






	SECTION 5:

	IT AND INFORMATION RISK MANAGEMENT LEXICON






	 

	Explanation of terms of information and IT risk management.







This book delivers:




	Physiological aspects of Cyber- and Information Security.


	An introduction to information and IT risk management.


	Arguments for practicing continuous information and IT risk management.


	Arguments to gain management support for information and IT risk management.


	A pragmatic framework and implementation processes for information and IT risk management.


	Possible pitfalls when implementing information and IT risk management.


	Templates.


	Golden Rules for information and IT risk management (suggested best practices).


	An approach that is independent from the latest technology or threat developments.





It does not deliver:




	Scientific formulae on how to calculate risk factors and risk exposure.


	Detailed risk lists for implementation.


	Implementation guarantees of any kind.





This book deals with high-level information and IT risks based on the business processes that IT supports. You will learn to identify risk triggers. You will not learn, for example, what harm a specific code sequence can do.


IT risk management can be seen as a sub-discipline of a thoughtful and comprehensive information security approach. The focus adopted describes possible Information and IT risks within the information lifecycle. For more details, see chapter “From IT Risk Management to Comprehensive Information Security” on page 137.


The information lifecycle consists of the following phases:




Diagram 1: Information lifecycle
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Possible risks factors during this lifecycle are:




Diagram 2: Information lifecycle risk examples
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As you can see, a key aspect for Information Risk Management is the classification of the information. This ideally happens before the information is created. If information is under-classified, it will not be specifically protected. If it is over-classified, it might consume resources for its protection which could be used somewhere else. The resources you have at hand to protect information are in all cases limited, so you need to use your resources wisely.


This book is aimed at all decision makers and all employees involved in IT related projects and IT operations.






	Focus group

	How to use this book






	Auditors

	Connect the dots of information security, IT security and risk management.






	Business Manager

	To understand that even minor activities can endanger their critical business processes and to offer possible solutions. To increase awareness of information security.






	CEO, CTO or COO

	As an overview on information risk management and its relation to enterprise risk management (ERM).






	Chief Risk Officer or CSO

	To understand information risk management and define requirements for the interface to ERM.






	CIO

	To understand the need to collaborate with ERM to address and manage information risks during projects and operations.






	CISO

	To understand the founding pillars of information security and possible set-up of organization and policy/process framework.






	Data Privacy Officer1 Data Protection Officer

	To understand information risk management and define requirements and collaboration with information security.






	Digitalization Officers

	Understand the impact of changes when digitalizing processes.






	IT Project and IT Quality Manager

	To identify triggers for risk assessment, recognize recurring activities and identify possible solutions.






	IT Security Officer Cyber Security Officer

	Understand that technology does not solve all the problems. Understand the founding pillars of information security.






	Procurement

	Understand the impact to information security initiated by an investment, acquisition, off- and near-shoring or out-sourcing. Consider early involvement of experts and changes to purchasing procedures.







After having read this book, employees involved in IT projects will be able to:




	Set up a systematic risk detection and management environment.


	Recognize business risks related to IT systems.


	Perform a high-level risk assessment.


	Create an action plan to address identified risks / risk areas.


	Provide adequate risk management reporting.





You will not receive detailed checklists for the various situations and implementations you may be faced with but you will learn how to develop your own.


The problem area focused on is marked by the dotted ring.




Diagram 3: Scope
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Some examples for the entry of new technologies into your organization are: Fax, e-mail, e-mail push technology, social media, messengers, cloud drives, SaaS, IaaS, IoT, block chain technology, etc.


Today most companies manage risk in their main business domain well (for example risks arising from currency rates, competition, country, credit, production, transport, etc.). However, if you take a closer look, they have not integrated information and IT risk management into the business, or these actions are mostly uncoordinated and not embedded in an overall risk management approach. This book aims to bring these efforts together under a coordinated structure and deliver possible approaches to concretizing of such effort.
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