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Chapter 1
The data revolution; or, How do we want to live? 


      

      “The data revolution? Big data? What does it have to do with me? Let them collect
         all my data – after all, I have nothing to hide! And who cares about what I think
         and do anyway?”
      

      Does this sound familiar? Yes, the data revolution really does affect you. Personally.
         It affects all of us. Big data is not just about Edward Snowden, the NSA and possible
         travel bans to the United States. Neither is it about whether the secret service knocks
         on your door tomorrow. It’s about how you see the world, your own life and how you
         wish to shape it in the future.
      

      Big data can save lives and ensure that we all live to be much, much older. Moreover,
         it can help protect our environment and finally curb our depletion of the planet’s
         resources, while at the same time making our lives simpler and more comfortable. Just
         imagine: No more sitting in traffic, no more wondering whether the stove was left
         on. It also opens up completely new horizons in business and science. Many experts
         are euphoric and fascinated by big data. For companies, data is the oil of the 21st
         century – and we are already in a race to tap into new data sources and bring this
         new oil to the surface.
      

      However, if it falls into the wrong hands, big data could lead to disaster, creating
         a surveillance state with instruments the likes of which the world has never experienced
         before. Even in democratic societies, big data can create complete profiles of us
         all, classifying and sorting us and thereby determining our future. Big data can create
         a future in which our past never lets us go. After all, your profile forgets nothing:
         everything will remain saved. Big data can bring about increased automation and make
         people superfluous across broad swaths of the labor market. At the same time, it can
         also take away our freedom and lead to a state of affairs in which in 50 years only
         the very old can still imagine what it is truly like to have a private sphere. Are
         we prepared for this situation?
      

      But on the other hand, is the human right to privacy still equally important to all
         generations? Is privacy even dispensable if our lives become safer and more convenient
         without it? Where does privacy end and human dignity begin? Big data raises a number
         of important questions. If we wish to avoid unpleasant surprises, we shouldn’t delegate
         these questions to someone else. It is an existential matter.
      

      Big data isn’t a vision of the future; it is already with us today and is irreversible,
         changing our world more and more. We will never be able to turn back the clock. Moreover,
         big data is more than just a technological development. It is more significant than
         the invention of the lightbulb or of television. It creates a new type of thinking
         and acting or, as interpreted by Prof. Dr. Viktor Mayer-Schönberger, “a new approach
         to reality.”1 We are experiencing changing times, which even Mayer-Schönberger, who is fully aware
         of the gravity of the terminology he uses, calls a “revolution.” In his interview
         with us, he makes it clear that, for him, big data represents an epochal event comparable
         to the Enlightenment: “It is an event to be measured over the course of centuries.”2 Big data will change how we think, act and live – and how our society will develop.
      

      Far-reaching changes are looming, but they are gaining a foothold virtually without
         a sound. Even today, the outlines of this future are clearly recognizable in many
         areas, resulting in sweeping consequences for our lives. Can you imagine that several
         billion objects are already equipped with sensors and connected to the internet? Yes,
         you read that correctly: not people, but objects. How does it sound to you when we
         assert that a window “talks” to a radiator? Or the street to the car tire? Exactly
         this has already been happening for a long time. And this Internet of Things will
         continue to expand. Leading analysts and industrial corporations estimate that, in
         2020, 50 billion objects will be equipped with sensors and will communicate with one
         another.3 Just look around yourself now while you are reading these lines. Where are you right
         now? In an apartment or a house? Everything that you see will belong to the Internet
         of Things. The floor, the doorknob, the window, the lamp – absolutely everything.
         If you are currently in a pedestrian area, you can see streetlights, benches, shops
         and store windows around you. And they will talk to one another too. Are you in the
         woods? Even here, sensors will in the future be fixed to the trees. Vines are already
         delivering information for winegrowers, and trees will do the same for foresters in the future. But why are all these things
         communicating? They are synchronizing themselves with one another, exchanging information
         and thus optimizing their “behavior.” This allows your apartment to start your own
         personal feel-good program, greeting you with the right music and serving you food
         as soon as you feel hungry. Not magic, but a real possibility thanks to big data.
         The flip side of this is that nothing in your apartment will go unobserved. Who should
         be allowed to know and use your data? And who already has that right?
      

      
         
            
Is big data a danger?
            

         

         We are still in the pioneering phase in which it is possible to shape change. And
            this is fortunate, as the dark side of big data casts a long and threatening shadow.
            But one thing should be made clear at the outset: We are not saying that big data
            is bad, nor that it is brilliant. We believe it can be both. It is important that
            you know the good, promising side, but also that you are equally aware of the dark
            side of big data before making a conscious decision on how you wish to deal with this
            epochal change. You should develop a feel for what can affect you as a person and
            which developments are taking place to what extent. We want you to be consciously
            aware of big data in its entirety.
         

         Big data has usually been discussed in the public arena in connection with Edward
            Snowden. In his first interview, with the Guardian in June 2013, Snowden said: “I
            do not want to live in a world where everything I do and say is recorded.”4

         The discussions triggered by his revelations were an eye-opener for many of us. The
            scale of what the NSA already practices surprised the public and even some experts.
            Many editorials were written on the subject, and there were countless television reports.
            Lots of questions, and outrage, followed.
         

         However, this focus on the topic of data security and the secret services has obscured the fact that big data has already long
            since conquered all areas of our lives. A dynamic has developed in the slipstream
            of this discussion that the general public has not yet become aware of. This book
            aims to contribute to changing this.
         

      

      
         
            
What this book can achieve
            

         

         We aim to allow you to visualize the change that is taking place around us in a practical
            and impartial way. We want to convey the promises as well as the dark side, with regard
            to all areas of life that affect you day in, day out. What does big data mean for
            your health? What is the evidence that big data will cure you or allow you to live
            longer? And what price might you have to pay? How do you want to travel, live, shop
            and work in the future? How does big data change our ideals and the way we think and
            act?
         

         In his interview with us, Prof. Dr. Dr. Dirk Helbing makes it clear what is at stake:
            “There could easily be a disaster on the road to the digital age if we do not learn
            how to handle this magic wand quickly.”5

         Each one of you should be able to make a conscious decision as to what position you
            take. Where do you stand? Are the possibilities offered by big data more important
            than what big data would cost you? We need to approach this topic in a way that is
            free from any ideology. We will therefore introduce and convey the opportunities and
            risks presented by big data separately. The comparison in Chapter 4, which is the
            core of this book, is aimed toward helping you decide for yourself what kind of future
            you want. But, because we also want to present the future scenarios within a context,
            we will describe what big data is. And we guarantee that everyone, even those without
            any prior technological knowledge, will understand what big data is. In order to provide
            you with a diverse perspective on big data, we have conducted dozens of interviews
            with physicians, journalists, executives of large corporations, data protection experts,
            mobility researchers, politicians and visionaries, covering a broad spectrum of fields
            and opinions. With selected interviews presented in this book we aim to give you uncensored
            insights into various areas of life. It is your choice whether you start by reading
            the interviews or read the book from cover to cover. It is simply important that you
            immerse yourself in the subject, as it deserves considerably greater exposure. An
            epochal event of this momentousness should be shaped by us.
         

         Because, once again: Big data is not good or bad. It can be both. Big data is what
            we make of it.
         

      

   
      
         
Chapter 2
What is big data?


      

      Why are we talking about a data revolution? What is actually meant by the notion of
         “big data”?
      

      In the so-called internet age, everything we do in our day-to-day lives creates data
         and leaves digital trails. Some 3.3 billion people have access to the internet (with
         2.5 people joining them every second), Google processes 3.5 billion search queries
         every day6, 500 million Tweets are posted on Twitter daily7, 1 billion YouTube users load 300 hours of video material onto the platform every
         minute8 and 15 million photos are posted on Facebook every hour.9 Do these numbers make you feel dizzy? They are the key to comprehending the scale
         of the change.
      

      In the last 20 years, the amount of data in existence has risen 100-fold. However,
         this data surge is not unique in history – one similarly rapid increase has occurred
         before, between the years 1450 and 1500. The volume of data in the world doubled during
         this period thanks to the advent of Gutenberg’s printing press, which meant a revolution
         in society at the time. Today, the worldwide data volume is doubling every 18 months.
         However, what is often not considered in this context is this: while in the year 2000
         almost three-quarters of all data were still in analog form, for example on paper,
         less than 15 years later this figure is less than 1 percent. A previously analog world
         has gone digital, which changes everything.
      

      Are we currently in the middle of a revolution that is changing how we live, think
         and work, as claimed by Viktor Mayer-Schönberger and Kenneth Cukier in their book
         Big Data? Is the data revolution the greatest threat to our freedom and democracy, or is it
         the road to more transparency, greater freedom and a longer life?
      

      Although data is becoming ever more important in our lives, it has not yet been possible
         to establish a widespread understanding of the change our society is undergoing. If
         you cannot yet imagine the actual meaning behind terms such as “big data” or the “Internet
         of Things,” you are not alone.
      

      Three scenarios can help you get a better understanding of what big data is.

      Let us first think about panning for gold. You are at the edge of a riverbed and are
         trying to use a pan to extract valuable metals. The enormous quantity of sand grains
         represents the ever-increasing amount of data available to us. For many people, big
         data triggers something comparable to a gold rush. After all, who wants to miss the
         opportunity to be a major player when the claims are handed out? This image represents
         the promise held by big data. Something new, something valuable is coming about that
         can enrich our lives.
      

      The second image is a panopticon, a round, multistory building designed for factories
         and above all for prisons. The architectural principle behind the panopticon was devised
         by the British philosopher Jeremy Bentham at the end of the 18th century.10 In the middle of a panopticon there is a watchtower granting a panoramic view into
         all areas of the building. Imagine that you are in one of the small cells that could
         be observed from the watchtower. One guard is enough to give you and hundreds of fellow prisoners the feeling that you
         are being watched. After all, the guard could be observing you at this very moment.
      

      Applied to big data, this could mean that not one person, but an organization, be
         it Google, the NSA or even a state, is constantly looking over our shoulder. We know
         that we are under permanent observation and that there is a possibility of attracting
         unpleasant attention and being sanctioned, so we adapt our behavior accordingly. Are
         we all in a panopticon in the age of big data? This is certainly a gloomy vision for
         many of you. Will we spend our lives constantly monitoring our own behavior and keeping
         an eye on our data trails in order to paint the most positive picture of ourselves,
         while at the same time being fully conscious of being watched around the clock? This
         is a vision that will accompany us throughout the book.
      

      The third image is a childhood memory for many of us. Did you ever have a kaleidoscope?
         It resembles a small telescope. If you turn it and look into it, you discover fascinating,
         colorful patterns. But what does this have to do with big data? Inside the kaleidoscope
         there is a seemingly random collection of colored stones. If you turn the kaleidoscope,
         a small movement changes their structure. In doing so, you establish different links
         and recognize a variety of new patterns created by the combinations of these colored
         stones. Big data is not just the sheer quantity of data, but also the possibility
         to search for ever more new links and recognizable patterns.
      

      These three images convey different perspectives on big data. Panning for gold tells
         us that something valuable is coming about. Something that will enable us to grant
         many wishes and that can make our lives more pleasant and comfortable. And something
         of great value for companies tapping these resources. Like a kaleidoscope, big data
         is special in that it enables us to recognize more and more new patterns. But we pay
         a price for this: the feeling of being observed, like in a panopticon. Or will we
         get used to the guard watching over us? Maybe at some point we will no longer even
         notice them?
      

      Let us return to the effects of big data. How can it be that suddenly everything is
         supposed to change? Why is it suddenly conceivable that driverless cars navigate their
         own way through cities? Why do physicians harbor great hopes in the field of medicine,
         so that even a breakthrough in the battle against cancer seems possible? On the other
         hand, critics see dangers in a previously barely measurable dimension. They fear the
         loss of our freedom and self-determination. Hasn’t there always been data? What is
         really new about big data?
      

      First we need to find out how data is created. And why there is suddenly so much of
         it. If you are only interested in the consequences of big data and do not wish to
         read about its origins, you can skip this chapter. But if you are new to the field,
         you will be missing the chance to gain a first impression of the technical causes
         of this rapid development.
      

      
         
            
From information growth to big data
            

         

         Have you ever asked yourself what data you produce every day and how it is measured?
            Lots of data about us exists even before we are born, for example from an ultrasound
            scan – data that is saved and processed. As an adult you might use a credit card for
            payment, own a smartphone, measure your pulse while you are out running and hold customer
            loyalty cards. Every day, 2.5 exabytes of new data are being created worldwide. But
            how can we picture this unit of measurement?
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         A volume of 2.5 exabytes corresponds to 12.5 times the amount of data in all printed
            books.11 Imagine a library or a large bookstore in your city. Think of the hundreds of books
            on dozens of shelves that you will never have the time to read in your entire life.
            And now, in your imagination, stack up all the books in the world, on all continents.
            Every single day we produce a multiple of the data volume that would correspond to
            all the books in the world. Isn’t that incredible? The data capacity of your smartphone
            roughly corresponds to the data volume that was necessary to fly to the Moon for the
            first time in the 1960s. As you can see, there has been an extreme development here.
         

         To return to the unit of measurement: What do terms like exabyte and terabyte actually
            mean, and what are bytes? Let us take a look at the basic principles of computers.
            You don’t have to memorize the next two paragraphs in order to understand big data,
            but in the medium to long term you should overcome your inhibitions with regard to
            these figures, as they determine part of our future.
         

         A computer is a digital machine that can only differentiate between two states: 0
            or 1, current flows or current does not flow. This element is the smallest of all
            data units and is called a bit. A byte corresponds to 8 bits and is therefore the
            next unit. Memory capacity specifications are made in bytes. As such, a photo of your
            family may comprise 2.5 megabytes, i.e., 2.5 million bytes. If you look at your computer
            at home or at work, you will see that the specifications are given in bits and in
            bytes. Your files or memory are measured in bytes (kilobytes, megabytes or gigabytes).
            A modern smartphone has a main storage unit with 64 gigabytes, for saving photos,
            music and other data.
         

         The processor capacity, on the other hand, is measured in bits. An 8-bit processor
            is able to perform computing operations with a maximum of 8 bits. Today, your computer
            is probably a 64-bit model.
         

         Many readers may think that this is trivial. But just as many may be grappling with
            the familiar feeling of being overwhelmed. Bit, byte, processor? What was a processor
            again? Just a minute, I’ll have a look in Wikipedia. What does it say?
         

         “A central processing unit (CPU) is the electronic circuitry within a computer that
            carries out the instructions of a computer program by performing the basic arithmetic,
            logical, control and input/output (I/O) operations specified by the instructions.”12.
         

         OK. So what is electronic circuitry, what is an algorithm? And how is data processed?
            A split is emerging in our society: For one part, these terms and units of measurement
            feel as natural as the alphabet. For others it is and will remain a completely foreign
            language. How will we react to this in the future? Does the goal have to be to communicate
            a basic principle of “data logic” to everyone? One topic in the next few years will
            be what happens to those who wish to escape the glut of data. Will they lose touch?
            Or will technology at some point become so intuitive to operate that only a few people
            will have to occupy themselves with the technical details?
         

         This book is not a basic course on data. The only objective can be to illustrate the
            sheer scale of big data even to those who don’t feel comfortable with technical matters.
            That is why the proportions are depicted on the following pages. This will help you
            get a feeling for the data expansion.
         

         Let us embark on a small journey through time, so that we can understand how the data
            we are talking about actually came into being. First, we will go back to the 1970s.
            At this time, mainframe computers were fed with so-called punched cards. These punched
            cards had punched holes. The states 0 and 1 were represented by a hole being punched
            – or not – in the corresponding place on the card. In this way, programs could be
            saved with these cards. Who can still remember punched cards today? In 1976, the floppy
            disk was invented. It took another ten years until up to 650 megabytes could be saved
            on its technological successor, the CD-ROM.
         

         Even this development shows that the phenomenon of rapidly growing data quantities
            has been with us since the very first days of digital information technology. However,
            these quantities were initially only saved on local data carriers that had to be adapted
            accordingly. It was the emergence of the internet in 1983 that marked the start of
            a true global data network and triggered rapid growth in data volumes. In 1986, only
            three years later, the worldwide data capacity was already three exabytes. And that,
            we remember, is 15 times the data contained in all printed books existing in the world.
            The internet grew quickly and steadily, and in 1993 it already contained 16 exabytes
            of data. This capacity could hold enough music files to play non-stop for 19.8 million
            years. As you can see, even in the 1990s data quantities began to climb into the realm
            of the unimaginable. And here’s another image that illustrates the scale of this development:
            experts from the University of California, Berkeley estimate that all the words ever
            spoken by human beings could be saved in five exabytes.13

         In 1996 the successor of the CD-ROM, the DVD, appeared, which could hold up to 8.5
            gigabytes. And although only 2 percent of the global population had access to the
            internet in 1997, the flood of data grew continuously, reaching 55 exabytes in 2000.
            To gain an impression of such a quantity, imagine a film spanning 55 exabytes. It
            would take 1.1 million years to watch it.
         

         The proportion of the world population with internet access also grew steadily. Whereas
            this stood at 2 percent in 1997 (120,758,310 people), in 2012 this figure was already
            36 percent (2,511,615,523). In 2001 Apple released its iPod, which could hold up to
            1,000 songs on its five gigabytes of storage. At that time, 4 percent of internet
            users were registered on Facebook. The total amount of saved data was by then 295
            exabytes. To save this data on DVD, one would have to write enough DVDs to completely
            fill the Chrysler Building in New York. To further illustrate the scale of this, note
            that the architectural masterpiece has 77 floors and stands 1,046 feet high.14

         By 2010, 6 percent of all internet users were registered on the Twitter messaging
            service. The proportion of internet users registered on Facebook had risen to 24 percent,
            while the total number of people with internet access had climbed to around 2 billion,
            corresponding to 30 percent of the world population. In 2015, the global network contained
            1,352 exabytes of data. If saved on DVD, this would produce a pile stretching from
            the Earth to the Moon. The internet is used by 45 percent of the world population,
            or 3.3 billion people. And by the time you read this, these numbers will probably
            have grown by a long way again.
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         The most interesting thing about this development is the rapid increase in data since
            2011. Over 90 percent of all digitally recorded data originates from this period.
            A number of factors have contributed to this, including the intensive use and spread
            of social media such as Twitter, Facebook, Google+ and Instagram. Another reason why
            these channels are so heavily frequented is because mobile terminals, smartphones
            and tablets make it possible. Among the mobile terminals – of which there are today
            7 billion – 1.445 billion smartphones are expected to be sold in 2015. This puts them
            clearly in the lead. During the same period, just under 0.545 billion PCs and tablets
            are set to be sold.15

         Have you used your smartphone today? Then think about everything you have done with
            it today alone. Have you taken a photo and sent it to your work colleague? Read your
            e-mails? Downloaded and installed a new app? Saved music? Maybe you had a look at
            Facebook while you were on the subway? Or did you use your smartphone as a sports
            computer to see the difference in altitude you covered during your morning run?
         

         You might have already made a significant contribution to the data flood today – just
            with that small device in your pocket! And you are not the only one. In the next three
            years, the industry expects the number of mobile terminals to increase to almost 10
            billion, 5.5 billion of which will be smartphones. Today, the data quantities transmitted
            using smartphones amount to almost three exabytes per month and will break through
            the ten exabyte barrier in the next three years. The Asian market is the world leader
            here with almost half of all data traffic. All over the world, 300 hours of video
            material are uploaded to YouTube, 4,112,500 Google search queries are made, 3,300,000
            Facebook entries shared, 347,222 Tweets sent on Twitter16, 48,000 apps downloaded from Apple’s App Store and 38,200 photos posted on Instagram
            – every single minute.17

         These are all entirely new dimensions. It has by now become clear that the data flood
            is quickly becoming ever larger and has seen strong growth in the last few years.
            But this alone does not make big data such a decisive event. It all gets a lot more
            futuristic. Even the things around us are networking themselves. Ever more devices
            contain sensors that record and transmit data. This has brought about an Internet
            of Things made up of so-called smart devices. It all begins, as described above, with
            the smartphone, but also follows you into your own home, among other things encompassing
            the washing machine, the household management system and even the humble toothbrush.
            Sensors are also fitted in cars and enable the user to fully network and maintain
            the vehicle. In “smarter” cities, sensors control the entire infrastructure of the
            city. We will find out more about and discuss these developments in Chapter 4. Smart
            devices have entered virtually every facet of our lives. Experts forecast that there
            will be over 50 billion networked devices worldwide by 2030.
         

      

      
         
            
The data cocktail
            

         

         What accounts for the new quality of big data? There is no single, universally accepted
            definition of big data. But there is an approach cited most often in journalism and
            science when we talk about the topic, and which will certainly help you get to grips
            with it.
         

         This approach is based on the four Vs: volume, velocity, variety and veracity. We’ve
            already established that big data is large – after all, the name does hint at it.
            However, big data is also fast, varied and can sometimes even contain vague data.
            And this is supposed to trigger a revolution that turns our lives on their head? Exactly.
         

         The velocity in particular has engendered a real spirit of optimism in business. Companies
            can monitor which traffic light could soon malfunction, which parcel is currently
            where, and which pipe needs to be replaced in real time – and react immediately. But
            it doesn’t just present opportunities for businesses – it will change your day-to-day
            life too. In a networked home, you can observe while on vacation how high the room
            temperature is or in which room a conversation is currently taking place. Many things
            become possible. The question you will ask yourself again and again is: How do I want
            to live?
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         What is special about the third V, variety? We used to gather data for ONE specific
            purpose. Once we had used the data to find out what we wanted, we perhaps saved it
            somewhere, but it was then generally useless. However, in the world of big data it
            remains valuable. Because it is precisely this linking of seemingly non-related data
            that makes big data so exciting.
         

         The fourth V is for veracity. Even inaccurate, vague data can be useful in the age
            of the data revolution. Although it sounds unspectacular, in combination with the
            other three Vs it has far-reaching consequences.
         

         Many constituent parts of big data already existed as individual elements. There has
            always been data, and computers have also long been with us. However, it is not, as
            one may assume from the term BIG data, the data VOLUME alone that is changing the
            world. It is all four elements together, with all of their interactions: volume, velocity,
            variety and veracity. It is a cocktail consisting of these four elements that is intoxicating
            so many. A cocktail that releases energy and imagination.
         

         Four Vs are simply not enough for some, so further Vs are sometimes added, for example
            the value of the data. But as we do not wish to further complicate the definition,
            we will stay with the original four Vs.18

         What does this all mean in concrete terms? What does this new data cocktail change?
            Some believe it changes everything.
         

      

      
         
            
The end of theory?
            

         

         Let us begin with science. The precision of processes used has been a key focus of
            social sciences for decades. Accordingly, a random sample must be as representative
            as possible in order to allow the researcher to draw conclusions for the study as
            a whole. Here is one concrete example used by Viktor Mayer-Schönberger and Kenneth
            Cukier to illustrate the changes in science. Assume you want to measure how the temperature
            in a particular vineyard changes throughout the months. How do scientists go about
            this right now? They develop a small quantity of precise measuring instruments and
            place them in various positions in the vineyard. The results they gather using this
            method then allow them to draw conclusions as to how temperatures have developed.
            Big data, however, means that we have a sensor on every vine, indeed on every grape.
            And this in turn means that n equals all. We have thousands of measuring stations, and we assume that most of them
            work correctly. In the age of big data, a representative sample is less and less significant.
            Furthermore, it is suddenly unimportant if 20 measuring instruments fail, or if some
            are not set up precisely. The result will still be more precise than what I had before.
            And I can call up the information immediately, in real time. That means that even
            “messy data” can be valuable in the age of big data. We haven’t even discussed the
            third V, the variety of data, in this example.
         

         Chris Anderson put all this on the agenda for the first time. He declared the “end
            of theory” in a short essay in 2008.19 In simplified terms, he asked the questions: Why still work with hypotheses that
            we then painstakingly check? Why still work with random samples? Big data makes random
            samples redundant in many cases and tells us what we need to know in real time.
         

         Even though there are of course resolute critics of this stance in science, in the
            future we will have to ask ourselves whether the old instruments are still the right
            ones.
         

      

      
         
            
Forecasts
            

         

         Why are corporations, states and secret services interested in collecting so much
            data? Every seemingly inconsequential piece of information can be valuable in the
            future when combined with other data. This explains why data collectors have such
            an interest in saving as much data as possible from diverse fields. It is the variety
            of the data, the seemingly unconnected individual information that can later, in a
            new context, sharpen the profile of a person or enable statements to be made on completely
            different topics.
         

         We have now arrived at the core of big data. Lots of very different data is combined
            in real time by means of an algorithm, or to put it in simplified terms, by a special
            program. If a digital bookstore knows which books you have bought in the past, which
            topics you are interested in and where and how you live, it can suggest books for
            you to read next.
         

         Google wants to do even more. Eric Schmidt, the CEO of Google, put it in clear terms
            in an interview with American journalist James Bennet: “We know where you are. We
            know where you’ve been. We can more or less know what you’re thinking about.”20 What do you think of this idea? That a corporation already knows what you want to
            read, eat or do next, before you know yourself? The question of how we deal with the
            forecasts made possible by big data is a key topic of this book. If the precision
            of forecasts continues to improve and even people’s behavior can be predicted, why
            can’t we forecast where a crime is about to take place? And why not detain those who
            are highly likely to commit such a crime before it actually happens? This is currently
            the subject of intensive discussion, with all its opportunities and dark sides. We
            will dedicate ourselves to the topic of predictive policing in Chapter 4.6.
         

      

      
         
            
We, the data donors
            

         

         Is your picture of big data slowly becoming more complete? In the age of big data,
            unimaginably large amounts of data are available to us. Data about each one of you,
            but also about the things of this world. We establish links and use them to make forecasts.
            All data is valuable. All data can be important.
         

         The secret services have always seen it this way. However, in the past they had to
            go to great effort to compile information about you. They had to track you, place
            bugging devices in apartments and bring together a network of informants. They pressured
            your friends into revealing private information about you. They watched you and followed
            your car in order to find out where you were.
         

         Today, the East German Stasi, for instance, would not have to do as much work. After
            all, we have all willingly become data donors. In Facebook we gladly reveal all the
            information that secret services once had to work so hard to collect. We talk about
            which topics we are interested in and who our friends are. We even provide pictures
            of them, which can be saved directly in the databases of the secret services. Our
            smartphones document where we go. It is no longer necessary to follow us in a car
            to find out where we are. On the other hand, the social networks create a fantastic
            communication platform for us, complete with all the features we appreciate so much.
            In this book we will repeatedly weigh the risks against the opportunities. The only
            important point here is that something decisive has changed.
         

         Big data is often associated with prophecies of doom, such as those in George Orwell’s
            novel 1984. The phrase “Big Brother is watching you” has become a synonym for state surveillance.
            However, when writing his masterpiece in the late 1940s, Orwell still assumed that
            the state would organize its constant monitoring of citizens, who are divided into
            classes, by maintaining a ubiquitous and overbearing presence in their lives, and
            by creating common enemies and controlling public opinion.
         

         Today, no threats are fabricated in order to monitor you. You deliver the majority
            of the information yourself, maybe without even realizing it. You are not aware of
            any consequences, indeed, your life seems to carry on as it did before. Yet something
            is changing. If you envision the individual areas of life in Chapter 4, you can consider
            how valuable the promises held by big data are to you. Some of you already feel the
            presence of data in your lives and ask yourselves whether we can prevent third parties
            from accessing our data at all if we wish to participate in modern life. This is an
            interesting question. Let us first draw a clear picture of what has changed from the
            point of view of companies.
         

      

      
         
            
The technical and economic view of big data 
            

         

         The data cocktail has created a new situation in a structural sense, too. We all know
            that the array of possibilities for transferring data have accelerated our lives.
            The days of the stagecoach that would carry our handwritten letters will not come
            back. We no longer have to wait days for an answer. With the advent of e-mail, an
            exchange is possible in seconds – a far-reaching change that has long since become
            part of day-to-day life in our society.
         

         From the perspective of companies, however, being able to process large projects and
            complex data quickly was until recently anything but normal. The latest technological
            developments enable data to be processed at up to 3,000 times the speed at a comparable
            cost. How does this technological leap affect us? In order to deepen our understanding
            of this, we will perform a little thought experiment. Imagine a flight from San Francisco
            to Frankfurt. Today, such a flight usually takes between nine and eleven hours. However,
            if one applied the latest advance in information technology to the aviation industry,
            this flight could take only 20 seconds.
         

         You read it right – 20 seconds! This is reminiscent of the vision of “beaming” that
            has for decades appeared utopian and fascinating in equal measure, and not just to
            Star Trek fans. Would you still see this as a “proper” flight? Surely it would no
            longer be the same. Exactly this is the point. The idea of something being technically
            impossible and therefore not worth pursuing further has become obsolete on many levels.
         

         In connection with our topic, this means that progress will significantly change the
            way in which we handle and live with data and information. After all, the latest technologies
            allow these enormous quantities of data, originating from completely different information,
            to be processed efficiently and in full.
         

         These changes open up previously undreamed-of possibilities. Interactions at different
            interfaces are changing – on the one hand between people, but also between people
            and objects, i.e., devices and machines. You still frequently see yourself as being
            in control. You have to read operating manuals and know how to make the device do
            what you expect it to. However, an entirely new user experience is emerging.
         

         Where today we reach for our smartphones, tomorrow we will hold or wear devices fitted
            with sensors that not only collect data, but also control themselves in many ways.
            We can already see this form of digitalization in many everyday objects, from cars
            to our own homes. This user- and device-oriented form of interaction will result in
            massive changes to our behavior. Manual entries will be fully automated and will be
            faster and offer far more precision. As a result, data will no longer be created solely
            by a user; instead, the sensor itself will become a protagonist, enabling processes
            to be automated which today still require a decision to be made or necessitate the
            direct intervention of the user. Sensors and machines are thus no longer mere receptacles
            for commands, but are rather increasingly developing a life of their own. Things are
            therefore communicating with one another and making decisions for us. Because they
            know almost everything about us, we assume that they are deciding in our best interests.
            A number of questions arise here. Are we being manipulated without knowing it? Will
            we forget how to go through life in a self-determined way?
         

         But let us stay with the potential. Alongside these changed conditions when using
            devices, it is above all the efficiency that becomes ever more important as data quantities
            increase. What does efficiency mean? From a technological point of view, efficiency
            can mean processing in close to real time. An overview of everything is gained, even
            of the most complicated coordination processes, and processes are set in motion. As
            a result there are virtually no more technical limits when it comes to saving and
            processing data. Capacities and processing possibilities in real time are seemingly
            limitless – a situation that changes the behavior of the system and thereby also how
            we handle information technology.
         

         Thanks to the new type of user experience and interaction as well as the advent of
            real-time data processing, the boundaries of the possible are no longer limited by
            technology, but rather more or less by our own imaginations. We are being given a
            degree of flexibility in our actions that was previously unknown in this form. In
            order to release potential, however, it is necessary to change behavior that has been
            optimized – due to technical limits – over the course of decades and adapted to the
            respective requirements.
         

      

      
         
            
Probabilities become more important than the search for reasons
            

         

         So what are the consequences when big data and the new technical possibilities become
            regular features? How will we change or have to change our behavior, and what new
            options will we be presented with?
         

         The first area that will totally change us is the way in which we gain knowledge and
            make decisions. Until now, gathering knowledge has always been based on the principle
            of causality. Clear links were established and scientifically collected information
            was – allowing for certain exceptions – brought into relation with each other. A causal
            chain therefore provided the basis for the gaining of insights, which could then be
            used to make decisions. This is now a thing of the past. When a question is posed,
            we have such massive quantities of data that a correlated finding can be discovered
            much more quickly, although exact evidence is still more accurate when searching for
            the causality. This is already leading to a mentality that “correlation is enough.”
            The ability to apply the qualities of data and their applicability to the specific
            problem will pose significant questions about the classic models, complement them
            or even replace them. However, despite all the euphoria it should not be forgotten
            that we are changing behavior that has developed over generations, and this will greatly
            concern people.
         

         We have always tried to get to the bottom of a topic and establish cause and effect.
            To take the example of medicine, we have aimed to gain an ever more precise understanding
            of the body and its mechanisms in order to take this knowledge and develop a cure
            for cancer. “Of course, how else could we do it?” you might ask.
         

         There is, however, a different variant. Google gathers an astonishing volume of data
            about each and every one of you, a previously unimaginable data source. But Google
            does not merely collect: it also links this data through algorithms and establishes
            correlations. Viktor Mayer-Schönberger and Kenneth Cukier illustrate the potential
            of correlations using a fictitious example. Let us assume Google determines that those
            of us who are suffering from a particular form of cancer and – for instance – take
            aspirin and drink orange juice every day live on average three years longer than those
            who don’t. Google will therefore recommend that we drink orange juice and take aspirin.
            No one needs to know any of the medical details. No one has understood why aspirin
            and orange juice have such an effect. The “WHY” is no longer important – it is sufficient
            just to know the “WHAT.”21

         What is also interesting is that we are leaving behind existing industrial and specialist
            domains. While today we often feel that only information from areas we are familiar
            with is relevant and only use this data for our work, the utilization of unfamiliar
            data and the establishment of new interrelations are exactly what can offer previously
            unknown possibilities. Just as causal chains are being abandoned in the decision-making
            process, unimagined knowledge and ideas are suddenly becoming available thanks to
            data from other or neighboring fields.
         

         It all sounds rather innocuous, but the impact of this new strategy is considerable.
            Until now, universities have always been organized into faculties, with each faculty
            standing alone as an independent entity. In the future, these boundaries could be
            increasingly broken down. We will think, develop and plan in an interdisciplinary
            manner. The age of thinking inside the box is over.
         

         However, this development will have even more far-reaching consequences. Because machines
            can also immediately establish links between large amounts of very different data
            and, once they have been programmed accordingly, draw their own conclusions on it,
            a new form of intelligence is emerging – a type of cognitive behavior. This enables
            us to pass on to machines the information we call experience, which has previously
            set us apart from technical systems.
         

         This approach extends far beyond the original basic concepts behind artificial intelligence
            and leads to a decision-making pattern based on a vast quantity of empirical experience.
            Let us take the example of autonomous driving. Until now it was seen as impossible
            to transfer the intuition and experience of a human driver to a car. It was also once
            common wisdom that a computer would never be able to beat a human at chess. And it’s
            true: a machine cannot carry out these tasks in the same way humans do. But when processing
            other data via sensors or from other sources, we enable a decision to be made in real
            time that can be at least as good as, if not better than, a decision made on the basis
            of human experience. If we now place the possibilities presented by real-time processing
            in the context of so-called predictive analysis, i.e., the application of highly complex
            formulae for generating simulations and forecasting future scenarios, the new quality
            of big data very quickly becomes clear. Although big data in real time certainly does
            not mean the end of all coincidences, impressive progress is being made toward ruling
            them out.
         

         Here, too, we can ask ourselves: Is that what we want? Do we want to rule out coincidence
            and make our lives more predictable? What decisions will machines make for us in the
            future? What effects will automation have on the labor market? What opportunities
            do these developments offer, and how will we deal with the dark side they harbor?
         

         Businesses must be ready to accept new information in order to open up new ways to
            gain knowledge. However, society is faced with the danger that as time goes on we
            learn to trust the data without questioning it and forget that it covers probabilities,
            not facts. Once again, promise and risk lie close together.
         

      

      
         
            
Frankfurt to San Francisco in 20 seconds
            

         

         Because of the rapid pace of change in our globalized world, the sheer number of changes
            in the complexity of how companies, markets and people are networked far exceeds anything
            we could have ever imagined before. The latest technology makes it possible to respond
            to every piece of information in real time and using cognitive intelligence. Many
            large corporations have recognized this development or even driven it forward themselves.
            It offers them great opportunities while at the same time raising new questions for
            society.
         

         If we apply these new technical achievements and knowledge to the theoretical plane
            journey mentioned above, you will already have an idea of what the possible effects
            might be. These technologies fundamentally change existing business processes and
            business models, while also enabling completely new business ideas that were previously
            unimaginable. Just think what a flight from San Francisco to Frankfurt in 20 seconds
            would mean. An airline would not simply market them as “faster” flights, as that wouldn’t
            come close to the quantum leap in air travel they were offering. Imagine how the whole
            process would change! Would a classic catering service really be profitable for a
            journey time of 20 seconds? How many booking classes such as Economy, Economy Plus,
            Business and First Class would generally be needed? If a flight only took 20 seconds
            in the future, you would have to ask yourself what the product actually is if passengers
            spent 30 minutes waiting for their luggage or going through security. All of these
            questions immediately arise if you are suddenly able to perform business processes
            in real time while using enormous amounts of data. In other words, we have to question
            existing processes, find out what possibilities real-time processing offers us and
            moreover generate completely new ideas.
         

         From a corporate perspective, big data is producing new business models that unleash
            optimism and euphoria. But, to continue with our example, who still needs flight attendants
            on a flight that only lasts 20 seconds? Do we even need pilots? What will happen to
            the catering companies that previously supplied the airlines? Or, returning to your
            own life: Do you actually like the further acceleration of our lives? Wasn’t such
            a long-haul flight also an opportunity to break the flow of work and watch the films
            you missed over the previous weeks? And even if the person sitting next to you takes
            up more space than you might like, haven’t we all at some point enjoyed an interesting
            conversation on board a flight?
         

         Many publications examine the opportunities big data presents to businesses in the
            finest detail. New business models are drawn up, new paths for innovations illustrated.
            It’s certainly important to understand the logic and the new philosophy of companies
            and industry, and we will have another look at this topic in Chapter 4.8. However,
            our focus is different: We want to highlight that, even today, big data can be perceived
            in every area of our lives. Seemingly silently, many things in our lives have changed.
            However, the great upheaval, the new epoch that Viktor Mayer-Schönberger announces
            in his interview with us, is still to come. You should have the opportunity to prepare
            yourself for big data and look at each and every area of your life in order to decide
            whether and to what extent you wish to engage with this change. A first step here
            is to become aware of which data you are already making available, willingly or unwillingly,
            during the course of your day. And you should know who is interested in this data
            and why.
         

      

      
         
            
Interview with Prof. Dr. Viktor Mayer-Schönberger
            

            “If big data were a human being, it would surely be a fascinating person, with all
               their bright and dark sides.”
            

         

         
[image: campus_ap_43337_abb_07.jpg]Prof. Dr. Viktor Mayer-Schönberger (born in 1966) teaches internet governance and regulations at the Oxford Internet
                  Institute. Big data and the effects of the age of algorithms on society are one of
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         Prof. Mayer-Schönberger, let us begin with some fantasy. Imagine for a moment that
               big data is a person. What kind of person would it be?

         If big data were a human being, it would surely be a fascinating person, with all
            their bright and dark sides. This person would captivate and fascinate me, because
            they would give me a powerful new vision of reality. In this respect, it would be
            important for me to know and deal with this person.
         

         Over the years, there have been many technological inventions that have changed our
               lives. Can you describe the magnitude of the change resulting from big data?

         It would be wrong to see big data as new technology. I see it as a new kind of access
            to reality. From this perspective, I consider big data just as significant as something
            like the Enlightenment, the rise of the rationality theory and the adoption of scientific
            method at the start of the 19th century, especially in France. It is therefore more
            of a mind project than a technology project. But it is an event to be measured over
            the course of centuries.
         

         Let us start with the positive impact of this event. What positive things can big
               data bring about?

         Big data enables us to make better decisions, since the data we access provides a
            better factual basis, which in turn allows us to reach more accurate future predictions.
            This makes it possible for us to determine how we can learn more effectively, how
            our children can receive a better education, or how we can achieve better diagnoses
            and more effective treatment in the field of medicine. It means that we can have cars
            that drive themselves and ultimately also enables us to have a better understanding
            of the direction we are taking as a society, so that necessary action can be taken
            – whether in the field of public transport, infrastructure, education or social systems.
            In other words, it is all about more effective management and control through better
            knowledge.
         

         You just mentioned the idea of better diagnoses. So can big data save lives?

         Big data is already saving lives today. Because we know from big data analyses how
            certain drugs interact with other medicines – knowledge that we simply did not have
            before. Because we know how the flu spreads and we can therefore inoculate more effectively.
            And because we know how infections can be diagnosed more quickly among premature babies
            and how they subsequently need to be treated. Human lives are being saved here.
         

         We know that environmental protection is certain to become increasingly important
               in the future. How can big data help in this segment?

         It can help in many ways, since one of the key challenges lies in reaching decisions
            to protect our environment. However, this area is also subject to a great deal of
            ideological dispute. Do we need more or less nuclear power, more or less coal? Do
            we need more wind energy or more solar energy? Should we provide tax incentives for
            wind energy or not? These are all decisions that can benefit from improved data and
            empirical evidence, that is, from a better basis for reaching decisions. Big data
            can help us here. In the Netherlands, for example, big data is employed to understand
            how people actually use public transport systems, despite the fact that they possess
            annual tickets and it is therefore extremely difficult to determine usage patterns
            on single lines. Big data is also used in the field of weather and climate forecasts.
            For example, Lufthansa uses its aircraft to gather weather information and then forwards
            this to the German meteorological service. This step alone improved the weather forecasts
            in Germany by 7 percent.
         

         So what do you consider to be the dark side of big data?

         Probably the darkest aspect is the fact that we misunderstand big data. The fact that
            we do not see big data as a tool which can, for example, be used to improve the process
            of learning and instead choose to misuse big data as a tool for categorization, selection
            and filtering to decide which schoolchildren are good and which are bad, who is entitled
            to study medicine and who will become a truck driver. This would represent a misuse
            of big data. This would mean we use big data to make forecasts regarding the future
            job opportunities of real people, thereby removing their ability to decide their own
            future.
         

         What happens if big data falls into the wrong hands?

         Big data is an unbelievably powerful tool that can be used in many different ways.
            Just like any other tool, it has very specific qualities and characteristics. One
            of the characteristics of big data is that it challenges us to make forecasts. Another
            problem associated with big data is that it often only tells us something about the
            “what,” that is, about correlations. As human beings, however, we tend to convert
            whatever we hear into causalities. As such, big data always runs the risk of being
            misused for cause studies. The greatest potential danger, therefore, does not lie
            in dictatorships misusing big data, but rather in democratic societies misusing big
            data by assigning it greater significance than can be assigned to the results of the
            analysis. This is the greatest risk that is rooted in us humans, whether we live in
            a democracy or a dictatorship, and all societies are potentially affected by it.
         

         But would you dispute the fact that big data could provide a dictatorship with a kind
               of monitoring instrument, the likes of which the world has never seen before?

         I believe that big data could potentially represent an exceptionally powerful monitoring
            instrument for dictatorships. This reminds me of something a colleague of mine recently
            said to me: “I bet the officers of the Stasi are all really frustrated now, as they
            came along 20 years too early.”
         

         Who do you think will hold responsibility for preventing the negative scenarios?

         WE are responsible for the big picture. There is no single institution or group to
            whom we can outsource this responsibility. When something changes our view of the
            world as fundamentally as big data, it would make absolutely no sense to assign the
            task of how we handle it to somebody else. This responsibility concerns us all. The
            responsibility as to who decides where the next soccer World Cup is to take place
            is something we can outsource, but the decision as to how the next generation will
            live is one we must make ourselves. For this reason, I expect a discussion similar
            to the one held in the 1980s regarding environmental protection. Our task now is to
            accept this responsibility for the big data society.
         

         What might be the first steps on the road to accepting this responsibility?

         Those living in our society need to be sensitized to the importance of big data. After
            all, we must first understand the immense power and significance of big data as a
            method for understanding reality before we can begin to equip ourselves to deal with
            the negatives and prevent big data from leading us into a dictatorship of data.
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