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    1 Chapter




    INTRODUCTION




    Blockchain is a technology capable of grouping transactions into blocks, where each block created is identified by a unique cryptographic hash, and each block references the cryptographic hash of the previous block forming a chain of blocks as the name suggests. The chain of blocks initiates with a genesis block and only appends information, furthermore because its composition is immutable and secure. The blockchain runs on any node Virtual machine (VM)s that want to participate in this peer-to-peer (P2P) network. The blockchain permits any participant to perform transactions without a trusted authority. To perform a transaction each participant utilizes a digital address (usually a hash from a cryptographic public key) (ZOHAR, 2015). In a blockchain, users are not identified by names but by digital addresses. This is important to protect users’ privacy.




    Blockchain technology has been successfully applied to several problem areas requiring security and privacy without the use of a central trust authority (DAMSGAARD, 2022). For example, Audius is a decentralized application and streaming platform that allows its users to share music, it was created to give back power to content creators through the use of Blockchain technology. Solana blockchain is behind Audius, and it is shown to be particularly good at acting as a platform for music sharing where artists can upload their music and users can listen to them without any infringement. The use of blockchain eliminates the middleman, reducing fees and empowering its participants, a common requirement for modern digital platforms (DAMSGAARD, 2022). Another example of good utilization of blockchain technology is the Brazilian Startup called Arabyka which specializes in traceability utilizing blockchain technology and utilizes the technology on a supply chain to monitor many phases of the coffee including season, harvest types, drying, day of exportation, and much other information to export coffee to Japan. It was mentioned by the authors of Arabyka (AGRO, 2022) that the immutability, transparency, and decentralization characteristics offered by blockchain are fundamental characteristics to guarantee food safety. The most famous blockchain in the world is Bitcoin (NAKAMOTO, 2009). In fact, Bitcoin since 2009 has allowed several pseudo-users to transfer the BTC cryptocurrency between the participants in its network without a trusted authority.




    (LI et al., 2022) states that blockchain innovated in how digital information is stored, verified, and exchanged, and was inherently designed and developed to create secure, reliable, and transparent business processes for enterprises. Also, they present a survey that reveals that the global blockchain market size is expected to grow from USD 4.9 billion in 2021 to USD 67.4 billion in 2026. Furthermore, organizations have started to explore and experiment with blockchain’s potential by developing blockchain applications, therefore, the proper choice of a “good” blockchain platform becomes vital.




    It is also essential to consider how long it takes for new information to be appended to a blockchain. New information is only available when a block is included in a blockchain. Otherwise, the state of all nodes that compose the blockchain would be the same. Each blockchain can provide a different approach for having a new block into the chain, directly impacting on the duration of the transactions executed over the network. For example, the blockchain platform used in Bitcoin requires 10 minutes for a block to be included in a chain. On the other hand, the Lisk (LISK, 2021b) blockchain platform utilizes a Delegated Proof of Stake (DPoS) with Lisk-BFT consensus, which is much faster than Bitcoin’s approach (XIAO et al., 2020). The approach used in Lisk only requires 10 seconds for a block to be included in a blockchain.




    This dissertation aims to experiment, observe, and analyze the performance of the use of blockchain in the retail industry as it represents a growing online industry, also it will verify the cost, privacy, and scalability of the solutions evaluated.




    1.1 THESIS PROBLEM STATEMENT




    Dissertation statement (Problem). As written in scientific literature related to traditional blockchains, currently, there exists a necessity for higher throughput to execute more transactions in less time, a necessity of reducing fee costs of a transaction, and a necessity of preserving the privacy of sensitive user data that execute transactions on-chain in a blockchain network. Performance is a challenge in public blockchains because of the necessity of achieving agreement in distributed consensus mechanisms to include a new block by network nodes in the blockchain. Blockchain protocol parameters such as block size, and block interval (time to create a block) are relevant for determining the processing time of a transaction. Also, the storage capacity of a node is determined by the block parameters that cause higher or lower throughput. In the blockchain it is possible to audit the ledger of any member of the network in such a way that preserving user-sensitive data is crucial for participants that want to utilize the blockchain network and keep their sensitive data private. Beyond that, the fee costs to execute a transaction can be determinant for utilizing a blockchain network in a specific scenario.




    For this problem, we will verify the feasibility of blockchain as a payment method platform for the retail industry providing fast and safe solutions allowing customers to request and buy food online with reduced fees, eliminating intermediaries, preserving customer-sensitive data on-chain, and utilizing the LSK crypto-asset.




    1.2 THESIS OBJECTIVES




    1.2.1 Main objective




    This work aims to develop and evaluate the performance of a blockchain on-chain solution (transaction data are stored in the blockchain), in fact, a sidechain, an exclusive blockchain that can customize configurations and transactions. Therefore, the development and evaluation will be performed on the Proof-Of-Concept (PoC) sidechain solution based on blockchain as a computational system and payment method for the retail industry based in Lisk blockchain SDK. The solution allows customers to request food in place or online from restaurants that participate in the restaurant sidechain solution preserving their sensitive data utilizing a cryptocurrency recognized worldwide and reducing fees by removing intermediaries from a Payment Gateway (PG). Also, it is important to state what is not considered as a scope of this work:




    • performing a market analysis




    • verifying the most commonly adopted solution by the market




    • verifying the quality of the implementation




    1.2.2 Main specific objectives




    • Creation of low-cost sidechain Proof-Of-Concept (PoC) for
 e-commerce




    • Creation of custom transaction types for example Food transaction type to preserve customer-sensitive data sent to the recipient of a transaction and store the data encrypted in the blockchain




    • Creation of Profile transaction type for customer preserving the latest customer sensitive data




    • Creation of Menu transaction type to list products from retail




    • Creation of libraries to allow integration to the retail web application with the proposed sidechain




    • Evaluate the performance of the proposed sidechain solution measuring throughput as the total capacity of the transactions in a block per second




    • Verify scalability and cost of the solution




    1.3 RESEARCH QUESTIONS




    This thesis aims to answer the following questions regarding the solution efficiency proposed:




    • Is it possible to create a sidechain blockchain solution for the retail industry? Specific question:




    • Does it guarantee data privacy?




    • Does it have a low cost?




    • Does it allow for public audits of transactions?




    • Does it scale?




    • What is its performance?




    – Does the increase in block size on the sidechain allow for a reduction in the time for forging a block on the restaurant sidechain?




    – Does the increase of block size on the sidechain or reducing the time for forging a block provide better throughput than the first version of the Restaurant sidechain (ALVES, 2021b)?




    
1.4 HYPOTHESIS




    Dissertation statement (Hypothesis). We hypothesize that developing a sidechain could bring the necessary customization configuration for executing transactions in a reasonable time, ensuring the protection of user data privacy and reducing transaction fee costs in the retail industry.




    
1.5 METHODOLOGY




    This Section establishes a set of steps that compose the methodology defined in this work describing the goals and results of each step, Table 1.1. Each step is composed of a Goal, Task(s) to accomplish the goal, the Results generated, and when exists Publication(s) by the author of this work.




    The evaluation of performance will be shown by experiments performed with the sidechain, the customer-sensitive data privacy can be verified by analysis of the Proof-Of-Concept (PoC) proposed and the custom transaction types, the reduced costs fees can be verified by transaction analysis, and scalability of solution can be verified by the design of solution defined in Chapter 4.




    The bibliography revision of scientific literature was performed in diverse fields of computing and the main works were included in a matrix of related works1. Chapter 3 contains the matrix of related works with relevant papers, the search criteria with the most relevant search keywords, and the relevance of the most important papers. For performing such research it was utilized search tools such as Google Scholar, ACM, IEEE, IOP Publishing, Portal Periodicos, journals, and conferences recognized and not recognized by Qualis regarding the subject blockchain.




    Following is a brief description of the activities that compose the methodology:




    1. Perform bibliographic revision of literature: Perform bibliography revision in the scientific literature regarding blockchain, and blockchain-based platforms for low cost on public, hybrid, and private blockchains utilizing search tools and researching in scientific and non-scientific literature, sites. This task can be found in Chapters 1 and 2.




    Table 1.1 Methodology steps of this work




    

      

        

          	

            Goal


          



          	

            Task


          



          	

            Results


          



          	

            Publications


          

        


      



      

        

          	

            Understanding




            blockchain concepts and blockchain-based platforms for payment


          



          	

            Performing biblio-




            graphic revision of literature


          



          	

            Matrix of related




            works with more than 40 relevant papers. Narrow of research, theoretical and practical knowledge, and related works paper


          



          	

            (ALVES,




            2020; ALVES, 2021b; ALVES, 2021a; ALVES; GREVE, 2021)


          

        




        

          	

            Investigate blockchain-




            based platforms for payment in different consensus mechanisms and perform a selection of technologies


          



          	

            Perform a study and




            elaborate a table of contents regarding the comparison between blockchain solutions and their boundaries


          



          	

            Definition of chosen




            solution


          



          	

        




        

          	

            Design of solution for




            secure low-cost payment blockchain-based platforms


          



          	

            Implementation of




            new custom transactions types and sidechain solution


          



          	

            Blockchain




            payment-based solution as sidechain


          



          	

            (ALVES,




            2021b)


          

        




        

          	

            Identification of tech-




            nologies and tools for performance evaluation in blockchains Performance evaluation of the solution


          



          	

            Verify tools of performance evaluation in diverse consensus mechanisms Verification of the scalability, performance, and reliability of the solution


          



          	

            Most tools allow performance evaluation in public blockchains with Proof-of-Work (PoW) or private blockchains but they lack accuracy or compatibility, then utilizing the real network for evaluation is better Tables of results with empirical analysis and conclusion


          



          	

            (ALVES,




            2021b)


          

        


      

    




    2. Perform a study and elaborate a table of contents regarding the comparison between blockchain solutions and their boundaries: Select technologies to support secure low-cost payment blockchain-based platforms and elaborate table of contents between them containing their cons and pros. Such a task can be found in Chapter 3.




    3. Implementation of new custom transactions types and sidechain solution: Design the solution and implement the source-code logic containing the requirements of the solutions by creating and registering the new transaction types in the sidechain proposed.




    4. Verification of the scalability, performance, and reliability of solution: In this task, a study was performed to understand and discover the available tools for performing performance evaluation or techniques for performing performance evaluation, therefore this step verifies tools of performance evaluation in diverse consensus mechanisms. The survey from (FAN et al., 2020) was very important in determining the performance evaluation technique for this work. Hence, it was identified that an empirical analysis of the proposed sidechain solution and its network would be the best option for performing a performance evaluation. At the moment of the writing of this work lacks tools for performing performance evaluation for Delegated Proof of Stake (DPoS) consensus mechanism. Experiments were created with different scenarios utilizing the proposed solution for performing transactions. The experiments were based on the work from (AKBARI et al., 2020), they were observed, and evaluated, and a detailed analysis was described in Chapter 5.




    The work from (AKBARI et al., 2020) included in the matrix of related works explained precisely in Chapter 3, Section 3.4, deserves highlight as it is very relevant to this dissertation, which proposes the modification of blockchain parameters such as block size and block creation time in the Bitcoin blockchain by experimenting with a simulator. Such characteristics are similar to the possible configurations in a Lisk sidechain that has a DPoS consensus mechanism. For evaluating the performance of the proposed solution some works are more relevant than others and deserve highlight as the works from (FAN et al., 2020) that is a blockchain evaluation survey demonstrating techniques for performance evaluation and possible tools to perform an evaluation when it is not possible to utilize test network or real network for experiments. Also, the simulators BlockSIM described in (ALHARBY; MOORSEL, 2020) was created for evaluating blockchain-like with PoW consensus mechanism allowing extension of the tool and implementation for different consensus mechanisms, or even the tool Blockbench described in (DINH et al., 2017) that is specialized for evaluating private blockchains. Finally, for comparison purposes, the scalability solution from Bitcoin called Lightning network was utilized in experiments, detailed in Chapter 5 to highlight the differences between technologies from the proposed PoC solution.




    1.6 MAIN ACCOMPLISHMENTS




    It was decided to create a Proof-Of-Concept (PoC) sidechain solution with custom transactions for the retail industry, and restaurants, performing an empirical study for evaluating the proposed solution of this work and measuring its performance with a validation technique that will be detailed described in Chapter 5. The experiments considered for evaluating the PoC solution are based on three main aspects or metrics throughput, waiting time, and stale blocks. Therefore, throughput measures the number of transactions inside a block per time, waiting time represents the time how long a user waits for its transaction to be included in a block, and stale blocks are related to keeping consistent information in the system. For the experiments, some parameters were configured and changed in the sidechain solution on each experiment for evaluation purposes. Changing the characteristics of each experiment that have a direct impact on the metrics evaluation of the solution is a technique described in the work from (AKBARI et al., 2020). The parameters changed are the number of users that performed a food request, block interval which is the time to create a block in seconds, and block payload size which is the total size capacity in KB of transactions included in a block. Furthermore, it was created 10 scenarios for evaluating the performance of the solution, and 40 experiments with more than 5000 transactions, also it was considered the geographic location of blockchain nodes in each experiment. Alternatively, we experimented with the Lightning Bitcoin network for comparison purposes with the proposed PoC solution. For that, we created 3 types of experiments that included payment of 40 Lightning invoices, 2 concurrent payments of Lightning invoices, and a withdrawal from Lightning to the Bitcoin network. A matrix of related works with more than 40 relevant works is also a contribution to this work. Therefore, the contribution of this work can be defined as follows:




    Dissertation statement (Contribution). The solution created and the performance evaluation performed in this work show that blockchain technology offers an acceptable performance level for executing transactions in the proposed case study. The custom transactions through sidechains allowed necessary customization for reducing transaction costs, protecting customer-sensitive data in an on-chain solution, augmenting scalability, and enabling public audibility. The performance evaluation showed different perspectives regarding performance and security when blockchain parameters were configured in the experiments in the Lisk sidechain and highlighted configurations that can improve the throughput of the solution. The matrix of related works with more than 40 papers also is a contribution to this work.




    
1.7 ORGANIZATION OF THIS DOCUMENT




    The organization of this work is: Chapter 2 provides blockchain technology fundamentals required to understand Lisk Restaurant Sidechain, Bitcoin, and Lightning network. Chapter 3 describes related works, and highlights the matrix of related works, Chapter4 explains the prototype design of the proposed Lisk Restaurant solution. Chapter 5 describes the evaluation scenarios explored to analyze the solutions proposed, Chapter 6 covers the validation of privacy, costs, and scalability by the design of the proposed solution and Chapter 7 is the conclusion of this work and explores possible topics for future work.




    Author’s Note: Important Update on the Lisk Blockchain Ecosystem




    Dear Readers,




    As the author of this book—originally based on my Master’s thesis in Computer Science—I feel it’s essential to share a significant update regarding the Lisk blockchain platform, which plays a central role in several chapters of this work.




    Lisk has undergone a major transformation since 2023. At that time, the platform was powered by Lisk SDK versions 5.0.0 and 6.0.0, built around its proprietary LISK-BFT consensus algorithm. The solution proposed in this book was developed for that version of the Lisk architecture.




    On May 21, 2024, Lisk officially transitioned to the ERC-20 token standard, aligning itself with the broader Ethereum ecosystem. This shift marks a departure from its standalone blockchain infrastructure and introduces new procedures for installation, development, and integration. Developers now interact with Lisk as an Ethereum-compatible token, which changes how wallets and dApps are built and deployed.




    Key changes:




    • Development Focus: Previously, Lisk emphasized building independent blockchains. Now, the focus shifts to interoperability within Ethereum, leveraging its vast ecosystem.




    • Consensus Mechanism: LISK-BFT is no longer the active protocol. Instead, Lisk inherits Ethereum’s consensus and security model.




    For the latest documentation, tutorials, and roadmap, I encourage you to visit www.lisk.com.




    This evolution reflects the dynamic nature of blockchain technology. While the foundational concepts in this book remain valuable, I recommend readers explore these updates to stay current with Lisk’s new direction if desired.




    With appreciation,




    Davi L Alves




    Author & MSc in Computer Science
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