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            Further praise for Mafia State and Luke Harding:

            “Luke Harding is one of the best reporters in the world.” Roberto Saviano

            “Harding is a brave, assiduous and energetic journalist … He is well placed to offer an important perspective.” Sunday Times

            “Russia laid bare in an absorbing account of four years spent as head of the Guardian’s Moscow bureau … There is now a vast literature describing the hard reality of Putin’s Russia, but what Harding adds to our awareness is a sense of what it is like to live that reality every day. He does this by relating tragedies and absurdities through a series of vivid and often moving encounters.” David Clark, New Statesman

            “Uncertainty, fear and understandable paranoia permeate this book. But this does not cloud the analysis. Harding’s description of the rise of Russia’s racist right is deeply troubling. He suggests it is the one political force which threatens Putin’s mafia state … Harding’s book makes it clear that Russia has sunk once again into a deep political and social malaise that is going to make the immense challenges facing all of us despite the current crisis tougher, not easier.” Misha Glenny, Irish Times

            “Mafia State deals with many aspects of Russian life, from the Russian–Georgian war to the rise of the far right, from Putin’s wealth to rural poverty … [Harding’s] reports are clear, precise and up-to-the-minute.” The Spectator

            “[Mafia State is] sobering reading … An entertaining and alarming account of Vladimir Putin’s police state … [Harding’s] reportorial talents capture colour and character to illustrate demographic decay, the war in Georgia and the noxious world of the thuggish pro-Putin youth movements.” Edward Lucas, Observer

            “The importance of Luke Harding’s book lies in its first-hand account of a relatively mild but telling bout of state-sponsored harassment, of a kind that, like much else in Russia, is intentionally opaque and deniable … The FSB assumed, as it did with most foreign journalists, that Harding was a spy. As is standard, it bugged and followed him; more unusually, its agents repeatedly broke into his home, playing dark practical jokes on him and his family. Finally, the authorities in effect chucked him out … Harding conveys how it feels to live in a place where the powerful are subject to few or no rules, and where there is no one to complain to.” A. D. Miller, Guardian

            “Mafia State is full of all possible clichés concerning Russian life … However, the sex manual left by a KGB agent in Luke Harding’s bedroom in order to ‘demoralise him’ gives the author a right to say (and a reader a reason to believe) that these clichés are still true.” Oxonian Review

            “Extensive and often insightful … [Mafia State] brings light to many important events that might otherwise have been hushed up.” Russia Profile

            “Both intriguing and highly pertinent to understanding current issues … Harding is relentless in his pursuit of the truth and delineates sharply the social conditions and attitudes in Russia … [His] style is informed but informal and yet brings into focus contemporary Russia.” Bookbag.co.uk

            “As one of the authors of the Guardian’s book on the WikiLeaks trove, Harding was nicely positioned to cull material about ‘the corrupt nexus at the heart of the Russian state’ … Peeking into the FSB’s cabinet of cloaks and daggers, Harding discovers hapless spooks who seem to have strayed off the set of a Cold War play that, unknown to them, was mothballed two decades ago.” Stephen Holmes, London Review of Books
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            PREFACE

         

         When Mafia State was first published, in 2011, some critics wondered if my portrayal of Russia was a bit, well, gloomy. Had the country really gone back to the old Soviet ways of persecution and repression? Could we be certain that Vladimir Putin was behind the poisoning of “enemies”? And what proof was there of Kremlin corruption?

         The book’s provocative title now seems less contentious. A decade on, Russia has grown darker: as I write, the country’s most famous opposition activist, Alexey Navalny, is in jail, having survived an encounter with the nerve agent novichok; the regime has dealt brutally with what have been the largest street protests in years.

         Putin is still very much in power; his grip is a little shakier, perhaps, but he appears to be president for life. A “referendum”, passed in 2020, has provided him with the means to stay in office until 2036, well into his eighties. Discontent is palpable. But a revolution looks unlikely, with the Putin period now metamorphosing into a full-blown era.

         The idea that Russia is a spectacular criminal kleptocracy no longer seems so difficult to believe, either. The project was underway when I spent four years – from 2007 to 2011 – as the Guardian’s Moscow bureau chief. Since then, Putin and his KGB friends have acquired further billions. For the nonelite, living standards have declined.

         Mafia State is an account of my time in Moscow, where I lived with my wife Phoebe and our two children. It is a personal story – a memoir of a foreign correspondent working under the watchful eye of a malign government. It is also a portrait of a group of powerful spies in thrall to the operational methods and thinking of the Cold War.

         The FSB, Russia’s spy agency, broke into our family apartment. It left behind a series of clues – cloddish ones. For four years we endured surveillance, harassment and official disdain. My stint as a reporter ended with, in old-school fashion, my deportation from the country. As a border guard put it: “For you, Russia is closed.”

         One episode haunted these Moscow years. Shortly before our arrival, two assassins poisoned Alexander Litvinenko, a defected FSB officer, in London with radioactive tea. In this book I concluded that the plan to kill him in a hotel bar – practically under the nose of the US embassy, situated across the square, and the CIA – bore Putin’s signature. At the time, not everybody was convinced.

         Then, in 2015, a British public inquiry heard dramatic scientific and police evidence. The two killers – Andrei Lugovoi and Dmitry Kovtun, whom I met in Moscow – left a billowing trail of polonium. Putin and his FSB chief “probably” approved this gruesome plot, a judge ruled. In 2016, I wrote a definitive book about the affair, A Very Expensive Poison.

         Litvinenko, it emerged, was no one-off. In 2018, two colonels working for the GRU, Russia’s military intelligence agency, travelled from Moscow to Salisbury. There they poisoned Sergei Skripal, a former GRU officer turned MI6 asset. In 2020 another undercover team – this time FSB, on assignment in Siberia – applied novichok to Navalny’s underpants.

         There can now be little doubt that Putin authorises these extravagant murders, at home and abroad. Poison is a favoured instrument of state terror, as it was in Stalin’s day. It is used to send a message to external adversaries and domestic foes, and underlying these hits is a doctrine of sorts: that Russia is engaged in a subterranean war with its “enemies”.

         The dramatis personae whom we meet in Mafia State experienced different fates. When I talked to him in 2011, Navalny was an up-and-coming opposition activist; he is now internationally famous, with US President Joe Biden calling for his release. William Burns, the US ambassador in Moscow and author of a series of brilliant diplomatic dispatches, has since become the director of the CIA.

         Some interviewees are ghosts, mere memories. In 2009 I spent a day with Boris Nemtsov in the resort town of Sochi; six years later, he was gunned down outside the Kremlin. Boris Berezovsky was found hanged in his ex-wife’s Berkshire mansion. Suicide or foul play? His friends believe it was the latter. Critics including Garry Kasparov and Mikhail Khodorkovsky have left Russia.

         Meanwhile, details of Putin’s personal wealth have leaked into the public sphere. While I was in Moscow, this story was tantalisingly hard to prove. Rumours from inside the presidential administration said Putin was the richest person in the world, his wealth held via a series of oligarchs and proxies. Back then the figure – almost certainly an underestimate – was put at $40 billion.

         In 2016 I was part of a team of investigative journalists who examined hidden material: the Panama Papers. We found a $2-billion trail of loans and offshore deals leading to Putin’s friend Sergei Roldugin. Senior Kremlin figures also featured in the data. Meanwhile, the US Treasury confirmed what we had suspected: the Russian president benefited from Gunvor, a mysterious Swiss oil trader.

         The same year, Russia launched an unprecedented effort to meddle in the US presidential election. It calculated that Donald Trump was the candidate best placed to disrupt and discredit American democracy. Putin didn’t invent the US’s myriad social and racial fissures but, in classic KGB style, he sought to exploit them to Russia’s sovereign advantage.

         The USSR traditionally tried to undermine its capitalist rivals by supporting foreign communist parties. These days, Putin’s preferred vector is the populist far right. In Europe, Moscow has backed politicians opposed to the European Union; in the UK, its intelligence officers interacted with the key personalities campaigning for Brexit in the run-up to the 2016 referendum vote.

         Over the last decade, Russia’s revisionist tendencies in relation to foreign policy have become glaringly clear. In this book I reported on Moscow’s August 2008 invasion of Georgia – a brutal lesson in regional geopolitics. Soon afterwards I travelled to Crimea. The peninsula, a part of Ukraine, “could become the next target of Russian ambitions”, I wrote.

         At the time I thought this scenario was far-fetched, but it turned out I was prescient. In 2014 Putin annexed Crimea and kick-started a bloody war in the east of the country. Ukraine’s “crime” was to try and escape from Russia’s big brother grip. The Kremlin continues to assert it has “privileged interests” in the post-Soviet “near abroad”, as well as in faraway continents, as befits a great power.

         As the regime becomes greyer and Putin’s legitimacy fades, two projects seem to define the emboldened Russia of the twenty-first century. One is public: it is a noisy, anti-Western nationalism. The other is private: it involves the stealing of state resources and – increasingly – the bequeathing of this looted cash to the next generation. For Putin and his clan, the actual priority is the second.

         The heroes of this story are Russians themselves: the brave human-rights workers, journalists and political activists who stand up to the regime. In 2021 Navalny’s decision to fly back to Russia from Berlin – knowing he faced arrest and imprisonment on his return – was an act of historic courage. He has described Putin as a “thieving little man in a bunker”. The jibe works because it is true.

         Ten years on, I still miss Moscow – the intense friendships, the rich literary and intellectual tradition, the indomitable spirit of ordinary Russians, the parties and the late-night vodka – and our dacha home, with its fairy-tale purple roof and garden. In summer, I would sit under a birch tree, a vase of lily of the valley on the table, reading Russian émigré writers. One day I hope to go back.

          

         February 2021

      

   


   
      
         

            PROLOGUE

            The Break-in

            Flat 49-50, House 8, Fifth Voikov Drive, Voikovskaya, Moscow 28 April 2007

         

         
            Harassing activity against all embassy personnel has spiked in the past several months to a level not seen in many years. Embassy personnel have suffered personally slanderous and falsely prurient attacks in the media. Family members have been the victims of psychologically terrifying assertions that their USG [United States government] employee spouses had met accidental deaths. Home intrusions have become far more commonplace and bold, and activity against our locally engaged Russian staff continues at a record pace. We have no doubt that this activity originates in the FSB.

            JOHN BEYRLE, US AMBASSADOR IN MOSCOW, CONFIDENTIAL 

STATE DEPARTMENT CABLE, 9 NOVEMBER 2009

         

         Someone has broken into my flat. Three months after arriving in Russia as the Guardian’s new Moscow bureau chief, I return home from a dinner party. It’s late. I turn the key. At first, everything appears normal. Children’s clothes lie in the corridor, books are piled on the living room floor; there is the comforting debris of family life. And then I see it. It is a strange detail. The window of my son’s bedroom is wide open.

         I am certain it wasn’t open when I’d left five hours previously, taking my two children with me. We live on the 10th floor of one of Moscow’s post-communist-era apartment blocks, an ugly orange-brick tower. It overlooks a park of silver birches and deep green firs, in the Moscow suburb of Voikovskaya. We keep our windows shut. The danger of a child falling out is too obvious. To open the window you have to twist the white plastic handle downwards 90 degrees. Two handles, in fact. This is possible only from the inside; it couldn’t have blown open.

         But the window is open, almost provocatively, defiantly so – a statement, even. “Has there been a burglar?” my six-year-old son asks, peering out of the open window and down at the frozen courtyard one hundred metres below. It is a reasonable question. It’s a small step from his bed to the window. “I don’t know,” I reply. “It’s a mystery. Perhaps someone managed to climb up the outside. Maybe it was Spiderman.” In our spare room, with its unused exercise bike and lurid tropical plant, I discover a cassette tape hissing in our music player. I hadn’t put the tape on either. My wife, Phoebe Taplin, is away for the weekend. So someone else has put the tape on.

         Several hours later, while trying to suppress a feeling of – what? – horror, alarm, incredulity, bafflement, a kind of cold rational rage, a tightening fury, I wake up. An unknown alarm clock is going off somewhere in the flat. The noise is unfamiliar. I go into the living room and turn on the lights. A clock – left behind by my Russian landlord, Vadim, who had moved out two weeks earlier – is beeping loudly. I turn it off, fumblingly. I hadn’t set it. But someone else has – to go off at 4.10am. I look at the date. It’s Sunday 29 April 2007. I go back to bed. I sleep fitfully.

         It’s clear, then, that this is no orthodox break-in. Nothing has been stolen; nothing damaged. Several thousand dollars lazily concealed in a kitchen drawer, next to an egg whisk, are untouched. (The money is next month’s rent. Two decades after communism and the alleged end of the cold war, Russia is still a cash economy. The preferred currency is dollars, though euros are also acceptable.) I can discount Vadim as the culprit, since his only interests appear to be venal ones.

         The intruders’ aim seems merely to have been to demonstrate that they had been there – and to show, presumably, that they can come back, if the mood takes them. They have apparently entered through the front door. The locks don’t seem to have troubled them much. They have opened a window, set an alarm, and probably hidden a few bugs. Then they are gone. I can’t help wondering whether a recording device has been concealed in the marital bedroom. This isn’t a thought I want to pursue.

         The dark symbolism of the open window in the children’s bedroom is not hard to decipher: take care, or your kids might just fall out. For any child, the 10-storey drop would be deadly. Mission accomplished: the men – I assume it is men – have vanished like ghosts. I find myself in a new world. It is a place of unknown rules, of thuggish adversaries. I lack the vocabulary to explain what has just happened to us: a burglary, a break-in, an intrusion? Suddenly, it appears we have become the objects of a malign psychological exercise, a dark experiment on the human soul. Our souls. I hug my son close. But who are these ghosts? And who sent them?

      

   


   
      
         

            CHAPTER 1

            Sword and Shield

            Room 306, FSB Investigation Bureau, Lefortovo prison, Moscow 23 May 2007

         

         
            Freedom of speech, freedom of conscience, freedom of mass media, property rights – all those basic elements of a civilised society will be safely protected by the state.

            ACTING PRESIDENT VLADIMIR PUTIN, 31 DECEMBER 1999

         

         In fact, I pretty much knew the identity of my ghosts – or at least of the agency that had sent them. Fifteen days earlier, on 13 April 2007, the London-based Russian oligarch and Kremlin critic Boris Berezovsky gave an interview to my newspaper, the Guardian, in which he called for the violent overthrow of Vladimir Putin’s regime. My name was on the Guardian’s front-page story, together with that of two London-based colleagues; I am, as far as Russia’s vigilant security services are concerned, fair game. From now on, Russia’s Federal Security Service, or FSB – the main successor agency to the KGB – takes a keen interest in me.

         Three weeks after the Guardian interview with Berezovsky appears in print, I receive a surprising phone call. It is the FSB. They want to see me. The story has caused a furore inside Russia. It has led the bulletins of Russia’s government-controlled Channel One and Rossiya stations – which normally extol Vladimir Putin in every broadcast. It also provokes outraged commentary in the tabloid newspapers, whose contents have been described, fairly I think, as “Putin plus boobs”. The Guardian’s report even pricks parliamentarians from Russia’s normally muted Duma to demand Berezovsky’s extradition from Britain, where he has been in hiding since 2003, something Britain’s judicial system has consistently refused to do.

         In May 2007 the FSB opens a criminal investigation into the Guardian story. Russia’s chief prosecutor, Yuri Chaika, had already charged Berezovsky with fraud – accusing him of stealing £4.3m from the Russian state airline Aeroflot. But it is clear that additional criminal charges would bolster the prosecutor’s case and might just embarrass the British government, one of Russia’s least favourite European partners.

         The man from the FSB who calls my office number doesn’t identify himself. “You have to come and see us,” he says. His tone is polite but adamant. It carries a flavour of subterranean menace. He explains I am being summoned as a “witness” in a criminal case into the Berezovsky story and need to report directly to the FSB. The conversation is as follows. My assistant, Yulia Molodstova, translates (in these early days my Russian was still halting):

         
            Yulia: So you want to interview Luke Harding as a witness in a criminal case? We need the number of the case to tell our legal department in London.

            Officer: Number 432801.

            Yulia: We need more detail.

            Officer: We will tell you everything here.

            Yulia: Can you tell us what the investigation is, who is conducting it?

            Officer: No, because this is secret information. As soon as your witness comes to us, we will tell him as much as he should know.

         

         At this point the officer turns his attention to Yulia. In unmistakeably sinister tones, he makes clear he knows who she is:

         
            Officer: I perfectly understand. You are, as I understand, Yulia Vladimirovna?

            Yulia: No, not Vladimirovna.

            Officer: Your last name is Molodstova?

            Yulia: Yulia Sergeyevna.

            Officer: Yulia Sergeyevna, can you please ask your boss to choose a time from Wednesday to Friday next week to come and see us. He is invited as a witness.

         

         I explain that the transcript of the interview with Berezovsky is available on the Guardian website and there is little I can add to it. My own role in the Berezovsky story had been modest, I say. I had merely phoned the Kremlin’s urbane, English-speaking spokesman Dmitry Peskov and asked him if he had a reaction. This is perfectly true. But it fails to deflect him. “You will come and see us,” he says. “I suggest you bring a lawyer.”

         The agency also writes us a letter in Russian:

         
            Federal Security Service

            Russian Federation

            Investigation agency

            04.05.07 No 6/2-1053

            
                

            

            To the Head of the Moscow bureau of the Guardian, 123056 Moscow, Gruzinsky per 3, 75-76

            
                

            

            The investigation directorate of the Federal Security Service of the Russian Federation is probing a charge No 432801 concerning Berezovsky BA who is being imputed with activities aimed at taking over power in Russia, which is a crime described in the article 278 of the Criminal Code of the Russian Federation.

            On 13 April 2007, the Guardian newspaper published an article, “I am plotting a new Russian revolution” by Ian Cobain, Matthew Taylor and Luke Harding. This article contains information about taking over of state power in Russia.

            With regard to that and according to part 4, article 21 of the Criminal Code of the Russian Federation, we ask you to inform us about the following (the address is 11116 Moscow, Energeticheskaya St 3a):

            Where, when and under what circumstances and on whose initiative the interview with Berezovsky was taken …

            Who was present at that interview?

            Was there a recording of the interview made using technical equipment? If yes, what kind of equipment and has the recording been saved?

            
                

            

            Chief investigator on cases of especial importance of the Investigation agency of Federal Security Service of Russia

            Law enforcement major

            AV Kuzmin

            [Andrey Vyacheslavovich Kuzmin]

         

         Three weeks after this call I find myself outside Lefortovo prison – a drab, yellow, three-storey building lined with spiralling razor wire, and close to the centre of Moscow and an attractive leafy park. In the era of Peter the Great, this had been the foreigners’ quarter, where the young tsar held all-night drinking parties with his Swiss mercenary friend and mentor, Franz Lefort. The jail was founded in 1881 and used for tsarist prisoners. In communist times Lefortovo was the KGB’s most notorious detention centre. It was a place where those who had offended the state were taken for interrogation and isolation; and put in “psychic” cells.

         Its former inmates are an illustrious bunch. In the 1930s “enemies of the state” such as Yevgenia Ginzburg were held here before being taken to camps in Siberia. Later inmates included the Soviet dissident Vladimir Bukovsky, who now lives in Britain. The novelist Alexander Solzhenitsyn wrote about Lefortovo in The Gulag Archipelago. He described its “psychological cells” like No 111. It was “painted black and … had a day-and-night 25-watt bulb, but was in all other respects like every other Lefortovo cell: asphalt floor; the heating valve out in the corridor where only the guards had access to it”. From the neighbouring hydrodynamics institute came “an interminable irritating roar”, a “roar which would make a bowl or cup vibrate so violently that it would slip off the edge of the table”. Another inmate was Alexander Litvinenko, who was held for eight months in 1999 before he fled to Britain. Litvinenko was on friendly terms with Lefortovo’s prison director; he kept in shape by exercising furiously inside his cell. Litvinenko was averse to cigarette smoke; the FSB gave him a chain-smoking informer cell-mate.

         Lefortovo isn’t a place where journalists are normally admitted, especially foreign ones. The prison, on Energeticheskaya Street, is not marked on any map. It is hidden behind a row of dull apartment blocks. A solitary plane tree grows in the courtyard. As I stand with my lawyer, Gari Mirzoyan, a veteran of Moscow’s criminal circuit, the sun comes out. My mood brightens. This feels absurd. I’m waiting in the sun to go and see the FSB, an organisation that is supposed to exist, like some kind of nocturnal rodent, in darkness. We phone AV Kuzmin, the major who has summoned us; he is ready to see us.

         Gari presses the entrance bell. A large reinforced metal door swings open. Inside is a waiting room, bleak, empty and apparently without chairs or tables; next to it is a small reception area. The reception itself is hidden by a one-way silvered mirror: the officer on duty can see us, we can’t see him. In fact that isn’t strictly true – a disembodied hand appears briefly. The hand takes away my passport and phone; the hand is hairy, I note. I ask for my mobile phone to be returned – a pointless gesture since I strongly suspect it is already bugged. The owner of the hand agrees. Khorosho, he says – good. The hand returns the phone. Gari slips out and puts it in his car. Five minutes pass. We are given permission to proceed upstairs – though a corridor decorated with a worn red-green carpet. We go past a strange Victorian-style lift. The lift has old-fashioned prison bars; it is, in effect, a moving cage. It appears to descend to Lefortovo’s lower depths, an internal K-shaped prison where a small number of detainees, mostly political prisoners, are kept. The oligarch Mikhail Khodorkovsky – once Russia’s richest man – was held downstairs, following his arrest in 2003 and before his politically driven conviction for fraud and his banishment, like the Decembrists who rebelled against Nicholas I, to Siberia.

         Old-fashioned video cameras record our movements from the stairwells; the corridor is lined with a series of identical anonymous wooden doors. With its atmosphere of shabby menace and institutional gloom, Lefortovo looks very much like the Berlin headquarters of the Stasi – East Germany’s secret police. If anything has changed here since Soviet times, I am at a loss to identify it. We arrive at Room 306 and knock. Major AV Kuzmin answers. He invites us inside. To my surprise, he is a young man – 29, 30, perhaps – wearing a dark olive-green FSB uniform. His hair is blond and cut short; his expression inscrutable and blandly handsome. I expected someone older.

         The fact that he is investigating the Berezovsky case – at the behest of the presidential administration – suggests that he is already moving rapidly up the FSB’s career ladder. His office gives little away: there are no family photos; a couple of tiny green spider plants perched on top of a wardrobe are the only hints of warmth. On the table stands fizzy mineral water and three glasses – engraved with [image: ], the initials of Russia’s secret spy organisations, beginning with the “Cheka”, the communists’ first secret police force, founded in 1917 by Felix Dzerzhinsky, a fanatical Bolshevik and friend of Lenin.

         The initials suggest a sort of secret brotherhood, it strikes me – and a continuity of mentality and methods. Despite the fall of communism the FSB clearly sees itself carrying out the same holy mission as its KGB predecessor: to protect the state and to smite its enemies.

         Kuzmin begins. Lying on his desk is a high-quality colour photocopy of the Guardian’s Berezovsky front page. He tosses it to me. He speaks in Russian.

         “Could you confirm who you are?”

         “Luke Daniel Harding,” I say.

         “How long have you been in Moscow?”

         “Four months.”

         “Where did you go to university?”

         “Oxford.”

         “Are you married?”

         “Yes.”

         “Can you tell me the circumstances in which your interview with Berezovsky took place?”

         “It took place in London.”

         “How do you know this?”

         “The Guardian’s legal department told me. As you know, I’ve never met Mr Berezovsky.”

         “Is the tape recording of his remarks genuine?”

         “As far as I know, yes.”

         And so on. His questions are strikingly pointless. At first it seems that this isn’t really an interrogation, but a piece of bureaucratic book-keeping designed to place on the record my acknowledged minor role in the Berezovsky drama. It’s only later it dawns on me that the point of this official summons isn’t to unravel a crime: it’s to intimidate me. Kuzmin’s absurd questions – and my answers – are a deliberate irrelevance. His actual goal is to arouse insecurity, bewilderment and even fear in someone whom the FSB has – provisionally at this point – identified as an “enemy”. The tactic has clearly worked on others in the past. My legal team – found with great difficulty, since none of Moscow’s legal firms wanted to take on the Berezovsky brief – had advised me to keep my answers short. Kuzmin taps my answers two-fingered into his desktop computer. He seems satisfied with my minimalist replies.

         I realise, of course, that he knows the answers in advance. By this point, the FSB has apparently broken into my flat, bugged my phone and hacked into my email account. There isn’t much that will surprise them. Since a formal investigation has been opened against me, their activities may even be “legal” – though legal doesn’t mean much in a state that uses politically susceptible courts to enforce its wishes. After 55 minutes Kuzmin announces that our interview is over. It is 11.10am. He gives me my witness statement. I sign it. The atmosphere inside the room has become drowsy, and somnolent. I have heard no noise at all – no footsteps outside, and certainly no laughter, merely a strange and unsettling silence penetrating Lefortovo’s etiolated corridors. I want a drink. But I decline to touch the fizzy water, fearing – unreasonably, I’m sure – it may have been tampered with.

         For a moment, I’m tempted to ask Kuzmin questions of my own. Principally: did you order the break-in at my flat? Whom did you send? Is there now a bug in my bedroom? And do you have children yourself? Kuzmin is businesslike. He shakes me by the hand. He even gives me a gift. It is a 2007 FSB calendar. There are no pictures – this isn’t the FSB’s style. But the words “Investigations department, Lefortovo prison” are written above the months of the year in clear silver capitals against a deep purple background. The calendar includes the FSB’s escutcheon-like crest: a sword and shield, in scarlet, decorated with the two-headed Romanov eagle. The sword and shield is the same motif as the KGB’s; the Russian Federation imperial eagle has updated the KGB’s hammer and sickle. It looks as if the organisation sees itself as involved in some kind of heraldic mission, a bit like the Knights Templar or the Masons, I think.

         I return to the Guardian’s dilapidated office-kitchen, and cook myself some gooseberries. The gooseberries are one of many seasonal fruits sold by the babushkas, or old ladies, outside my metro station. They also trade in women’s jumpers, leather gloves and warm socks. I hang the calendar in our small corridor next to the kitchen. Maybe the calendar will give me protection in the months ahead. It turns out I will need it.

         
            *

         

         Vladimir Putin succeeded Boris Yeltsin in 2000. Swiftly, he created a pastiche neo-Soviet Russia. The FSB became the pre-eminent power in the land – a huge, secret, prodigiously resourced organisation that operates outside the framework of the law according to its own set of (also secret) rules. After the collapse of the Soviet Union, the KGB had been dissolved. But it didn’t disappear: it simply got a new name. In 1995 most of the KGB’s operations were transferred to the new FSB. The FSB is Russia’s main domestic spy agency and state security organisation. Nominally, it carries out the same functions as the FBI and other western law enforcement agencies – criminal prosecution, organised crime and counter-terrorism. But its most important job is counter-espionage.

         This means Russia’s tiny and demoralised band of opposition politicians, who remain on the margins of public life until mass protests against Putin begin in 2011. It means human rights activists; workers for foreign NGOs; and ambitious billionaire tycoons like Khodorkovsky who fail to observe the Putin regime’s rules – obey the state and stay out of politics. It means foreign diplomats, especially American and British ones. And it also appears to mean troublesome western journalists.

         Most dangerously, though, it means traitors. It appears clear to me – and, as leaked US diplomatic cables subsequently show, to the British and US governments as well – that there had been an FSB dimension to the murder in London of Litvinenko, a Russian dissident. Litvinenko died in a London hospital in November 2006, three weeks after sipping a cup of green tea poisoned with radioactive polonium-210. Litvinenko was a former FSB officer. So is his alleged killer, Andrei Lugovoi.

         By the time of Litvinenko’s murder, former KGB agents – part of a powerful group of officers with intelligence or military backgrounds known as the siloviki – had risen to key positions inside Putin’s Kremlin. Putin had retired as a KGB agent in 1991. His own KGB career had been undistinguished. He had reached the rank of lieutenant colonel, and had served in the KGB’s foreign intelligence unit. The collapse of the Soviet bloc found him stranded in the unglamorous East German town of Dresden, where he worked undercover in the Soviet Union’s cultural institute.

         Apparently Lieutenant-Colonel Putin had made several blunders. He had been recalled from Dresden to work as an assistant to the deputy rector of Leningrad University, an obscure and humiliating demotion. It was at this point, however, that Putin’s fortunes changed. He began work for Anatoly Sobchak, St Petersburg’s liberal mayor, a fierce enemy of the KGB and one of Russia’s leading democrats. Putin prospered.

         By 1999 he had become head of the FSB. In the summer of 1999 President Yeltsin picked the obscure Putin to become prime minister – endorsing him as his successor just months later. Once president, Putin elevated trusted members of Russia’s security services into the governorships of Russia’s provinces, into ministries, and into the directorships of Russia’s state-owned companies. Putin’s former spy cronies from St Petersburg were running the country, despite having little or no competence in economic matters. The KGB, then, were back.

         But there were important differences. As the journalists Andrei Soldatov and Irina Borogan note, the Soviet-era KGB was subordinate to the political will of the Communist party. The party was in control of every KGB directorate, department or division. The FSB, by contrast, is “a remarkably independent entity, free of party control and parliamentary oversight”, they write. The service enjoys extraordinary autonomy and freedom – even to the point of plotting and carrying out assassinations abroad of alleged Kremlin enemies.

         Soldatov and Borogan call their 2010 study of the FSB and the restoration of the security services under Putin The New Nobility. The title is apt. The phrase comes from a speech made by Nikolai Patrushev, who in 1999 succeeded Putin as FSB director. It alludes to the enormous influence and wealth accrued by the agency’s shadowy personnel. The FSB differs from its western counterparts and its immediate predecessor, the Soviet secret service. “In some ways the FSB most closely resembles the ruthless mukhabarat, the secret police of the Arab world: devoted to the protection of authoritarian regimes, answering only to those in power, impenetrable, thoroughly corrupted, and unopposed to employing brutal methods against individuals suspected of terrorism or dissent,” the authors, later good friends, write.

         Privately, US diplomats offer a different analogy. They liken the agency to Russia’s pre-revolutionary secret police. In a classified 2009 cable to FBI director Robert S Mueller, ahead of Mueller’s visit to Moscow, the US ambassador John Beyrle compares the FSB to the secret agents who once worked for the Russian empire. The FSB’s imperial predecessor was responsible for fighting leftwing revolutionary activity and political terror. Its tactics included undercover agents and covert operations. “Despite the changes since the collapse of the Soviet Union, Russia’s security services more closely resemble the model of the tsarist-era Okhrana (secret police) than western law-enforcement institutions,” Beyrle tells the FBI.

         Beyrle also references two other modern agencies responsible for state security: the SVR, Russia’s foreign intelligence service; and the MVD, the interior ministry, with more than 190,000 soldiers in its internal security division. All three agencies are embroiled in the Kremlin’s political battles, he says, and often compete for influence against each other, “with shadowy conflicts occasionally bubbling to the surface”. Their enthusiasm for pursuing investigations depends directly on political factors. All use the courts as a weapon against political enemies.

         Their chief objective, however, is to protect Russia’s ruling power elite. This task has become more pressing following the pro-western “colour revolutions” in Georgia and Ukraine. Beyrle correctly points out that the security services blame the US and other western powers for inciting the demonstrations and the overthrow – in 2003 and 2004 respectively – of governments in Tbilisi and Kiev. “State security remains the services’ primary responsibility and all three organisations devote considerable attention and resources to counter-intelligence and domestic intelligence work,” Beyrle tells Washington.

         Given his KGB background, it’s not surprising that Putin has remade the government in his own image. Sociologists estimate that in 2003 the number of senior Kremlin officials with a security/military background was 25%. By 2007 it is 42%. The figure includes only known former agents. It excludes those whose KGB activity was disguised with a “legend” – the spy world’s shorthand for a cover story. By 2006 the figure for “affiliated” siloviki – including both official and unofficial agents – is an astonishing 77%. Over the past decade the FSB has acquired new responsibilities. Its budget has grown. The exact size of the agency is a closely guarded state secret. But Soldatov and Borogan estimate the FSB now has more than 200,000 agents. In February 2010 US defence secretary, Robert Gates, observes that democracy in Russia has practically vanished. Instead, the country is an “oligarchy run by the security services”.

         Beyrle’s deputy, Eric Rubin, ponders the FSB’s ideological outlook in another dispatch. He describes the heads of Russia’s modern security services as “pragmatic hardliners”:

         
            [They] share a worldview of Soviet xenophobia and distrust of the west that portrays the US as actively working to destabilise Russia. At the same time, they appreciate the benefits that co-operation with the US provides, not only in achieving their assigned missions, but also in enhancing their country’s position internationally.

         

         The siloviki, or power guys, view the demise of the Soviet Union as a humiliating disaster – in the words of Vladimir Putin, “the greatest geopolitical catastrophe of the 20th century”. Their “historic” mission – as they see it – is to restore Russia’s lost greatness. It is to assert the country’s resurgent international power and its new economic might, derived from a massive increase across the early part of the 21st century in global oil and gas prices.

         I arrive in Moscow in January 2007. At this moment Russia isn’t quite a superpower again, despite President Putin’s best efforts to throw his weight around on the international stage, and his undoubted gift at G8 gatherings and other top-level get-togethers for sardonic repartee mixed with snide remarks about western hypocrisy and double-dealing. Critics see Russia as domestically repressive and internationally dangerous. True or not, Russia leads the global community in one respect. It has become the world’s foremost spy-state. Its obsession with spying can reach ridiculous heights. In December 2008 legislators in North Ossetia even name a peak in the Caucasus after Russia’s brave spies. The previously unnamed mountain, towering 3,269 metres in the Sugansky Ridge, close to the border with Georgia, is called the Peak of Russian Counterintelligence Agents.

         
            *

         

         The summons to Lefortovo is one outward aspect of my strange new Moscow life. The other is more furtive and unpleasant: pernicious official snooping by a state that has no compunction in rifling through my correspondence, bugging phones, and invading our privacy. Within hours of publication of the Guardian’s Berezovsky story someone has hacked into my email account. Emails tagged with the name “Berezovsky” mysteriously reappear in my inbox, only to vanish again minutes later. Someone else claiming to be from the “president’s office” calls demanding my private mobile phone number. I tell them to ring the office. A middle-aged woman, casually dressed and with – I note – a rather bad 1970s-ish haircut, rings the street bell outside my Voikovskaya flat at 7am. I don’t buzz her in. Somehow she finds her way up to the 10th floor and knocks on my door. I open it. She examines me closely and leaves.

         There are further examples of weirdness, verging on the surreal. On 15 April 2007, I fly from Moscow to London on Aeroflot for a family funeral. I walk through the last security gate. As I go to pick up my belt and laptop, someone slaps me, hard, on the left shoulder, from behind. I turn round. There is a young man, with slick-backed dark hair wearing a leather jacket – the unmistakeable uniform of the KGB spook. He is smirking. “There is something wrong with your jacket,” he says, speaking in English with a strong Russian accent. “No there isn’t,” I reply testily. The man nods, slips to the front of the queue, and disappears. I look for him on the plane but cannot see him.

         After take-off, I make my way to the Aeroflot bathroom. I take off my jacket and shirt. I peer at my shoulder. Nothing there. At least nothing I can see. But I wouldn’t actually know what a recording or tracking device looks like, I reflect. Back in Moscow a few days later, I get my first taste of old-fashioned KGB-style surveillance. I arrange to meet the BBC’s delightful Moscow correspondent, Richard Galpin, for a drink; we agree to rendezvous at the Winston Churchill pub in Sokol, a suburb not far from my Moscow home. Fearing unwanted company, we meet outside and move off instead to a nearby Moscow coffee bar.

         We sit in the basement. The cafe is deserted. We are the only customers. After 20 minutes, two men in leather jackets appear. They appear to be junior agents. One of them inquires politely, Mozhno? – may I? – and sits down next to me on a low wooden bench. His thigh is one inch from my thigh. He puts a holdall next to us, presumably containing a listening device. As undercover agents, the pair come across as the most bungling in history, more Chief Inspector Jacques Clouseau than KGB. It’s only later I learn that the agents are engaged in demonstrativnaya slezhka – demonstrative pursuit. Their goal isn’t so much intelligence gathering as low-level harassment and general irritation. Richard and I laugh, pay the bill, and depart – leaving our new friends behind. The encounter is nearly funny. But, I reflect, these provincial thugs may be the same ones who broke into our flat and opened my son’s window, with its long, unambiguous plunge to the courtyard below.

         A few days later I find myself sitting in a comfy upstairs meeting room at the British embassy in Moscow. The room differs from others inside the embassy building in one important respect: it doesn’t exist. At least not officially. The embassy’s security officer fixes me with a friendly smile; next to him is Britain’s deputy ambassador in Moscow, Sian MacLeod. Before entering I had solemnly stuffed my mobile in a cabinet outside.

         The room is the only part of Her Majesty’s embassy in Moscow not bugged by the Russians, the officer explains ruefully. “Everywhere else isn’t safe,” he admits. Inside, the room looks a bit like a music recording studio; it has padded soundproof walls, a long conference table, chairs, and a large map of the Russian Federation. It feels like the sort of emergency meeting room familiar to fans of Doctor Who. The officer explains that I’m not the first person to suffer at the hands of the FSB’s notorious “burglary squad”. Its existence is Moscow’s worst kept diplomatic secret, he says. The agency has broken into the flats of numerous other western diplomats and local Russian staffers; the ritual is almost an accepted part of Moscow embassy life.

         The FSB’s tactics are bizarre. After breaking in, agents often turn off freezers; they defecate in loos (which they then don’t flush); and – on occasion – they pocket the TV remote control. They return it weeks later. Another favourite tactic is to introduce an item of low value – a cuddly toy or squishy elephant – that hadn’t been there before. The aim is psychological: to harass the victim and perhaps even to persuade them that they are going quietly bonkers. “We don’t talk about it publicly. But, no, you are not going mad. There’s no doubt the FSB broke into your flat. We have a file this thick of similar cases,” the officer says, conjuring with his hands a five- or six-inch deep pile. “Generally we don’t make a fuss about it.”

         The officer gives me several tips. One of the most important is to steer clear of femmes fatales, he says – a ploy from the KGB’s playbook but still very much in use by its modern successor. “First, avoid Moscow’s numerous attractive young women: the many strip-bars, nightclubs, and honey-pots in Moscow where you can easily become the victim of an FSB set up.” He also confirms that my flat will now be bugged. “There isn’t much you can do about this. Trying to identify or remove the bugs will merely trigger the FSB’s return,” he says, helpfully.

         Nor is there any point in changing the locks; the FSB dispatch professionals who can slip through any door with ease. If there is anything sensitive I want to discuss, I should write it down in felt-tip pen. (Afterwards, the trick is to soak the conversation and flush it down the toilet. My wife and I try this for two days. I even draw myself being pursued by a long-toothed cartoon monster, beneath the words “Fascist Beast”. But the novelty of felt-tip conversations quickly wears off. For the rest of my stay in Moscow Phoebe and I take a stroll in the garden instead.)

         The officer has a few other pieces of advice. Though the FSB is well resourced, most of its agents can’t speak English. “It is necessary for them to get close to you – close enough to make a decent audio recording of any conversation. The FSB don’t like getting out of their cars and will rarely pursue you on the Moscow metro – though they can if they want. And there’s no point in worrying about surveillance. The agency has a hundred different methods.” The Russian security services’ favourite gadget is distinctly practical: a man-bag – normally placed on a table close to where you are speaking. Finally, the officer explains that when making arrangements it takes a KGB-FSB surveillance team 20 minutes to get into position. “If you’ve got anything important to say, do it in the first five minutes.”

         I leave the embassy. I set off home. The conversation has been enlightening. There’s clearly no point in looking for the bugs. Nor is there any sense in complaining to the Russian police about the intrusion at my family home. Any complaint is likely simply to elicit a polite response from the officers on duty that I am suffering from paranoia. The non-burglary burglaries, then, have a kind of brutal logic to them. How do you officially complain to a state about a break-in, when the culprits are working for – and sent by – the state?

         
            *

         

         The FSB’s invisible presence continues; the agency becomes an intangible part of my Moscow life. The city’s late spring turns into a hot, sticky summer. After work I go for dips in the pond just behind our suburban tower-block home, jogging through the pine trees down to a small wooded shrine and spring, where pensioners fill bottles full of holy water, wheeling them carefully home. From here I run along a little boggy track and past banks of purple flowering Himalayan balsam. Fishermen dressed in green hunting jackets sit contentedly on the banks of the lake; sometimes they catch a small carp-like fish. Next to them volleyball players gather under the birch trees.

         Politically, in late 2007, there is only one question of significance: who will Vladimir Putin nominate to be his successor? Or will he, as is commonly assumed, continue to run the world’s biggest country through some extralegal route? After eight years in office, and two consecutive presidential terms, Putin is obliged by Russia’s constitution to step down.

         The Kremlin’s rivalrous factions – and most Russian voters – would be happy to see him carry on. But this would mean sacrificing one thing that Putin seeks – international respect. Despite his anti-western outbursts, which become more frequent in 2007, Putin enjoys schmoozing President George W Bush and other world leaders. An unconstitutional third term would make him little better than Islam Karimov or Nursultan Nazarbayev – neighbouring Central Asian despots who maintain their presidential rule indefinitely “at the will of the people”. It would also invite analogies with Alexander Lukashenko, the authoritarian multi-term president of neigh-bouring Belarus, and a leader so awful that the then-US secretary of state Condoleezza Rice dubs him Europe’s last dictator. In the autumn of 2007, it’s hard to discern what is going on inside the Kremlin – not just for western journalists, but even for those who work there.

         At the same time, the FSB’s campaign of harassment against me continues – always pettily, sometimes loudly, sometimes quietly, with someone in a backroom clearly turning the volume of minor persecution up and down. Russia has a long tradition of spying on its citizens – a practice defined in France in the 18th century as “perlustration”. As US diplomats point out in classified cables, the “regrettable” habit of official snooping dates back to Catherine the Great; the empress had sequestered rooms at the post office for special services known as “black offices”. “Soviet governments were less subtle; officials automatically examined all international correspondence, and a special perlustration division was housed in a building at the main centre for highway and rail transportation in Moscow,” US diplomat Dave Kostelancik writes. The practice continues under Putin: in 2009 Russia’s communications ministry issues a decree allowing eight law enforcement agencies including the FSB access to citizens’ mail and electronic correspondence. In reality, the practice is already widespread.

         That someone also listens to my phone calls is made clear most days. FSB agents cut the line whenever my conversation strays into sensitive areas. Mentioning words like “Berezovsky” or “Litvinenko” means the immediate end of any call. (For a while, I substitute the word “banana” for Berezovsky. Amazingly, this appears to work.) Discussions of Kremlin politics also end badly – with the frustrating “beep beep” of a disconnected line.

         Sometimes more harmless subjects also provoke the wrath of my invisible listener – or listeners. Live interviews, in which I talked about Putin and the nature of the Russian state, are particularly liable to disruption. During one broadcast with Radio New Zealand the line is cut five times – a record. I feel almost proud of this. The conversation is terminated even when I talk about the recent discovery of a perfectly preserved baby woolly mammoth, dug up by a lucky reindeer herder in Russia’s frozen Arctic north. How could a conversation about a 16,000-year-old extinct mammoth endanger the security of the Russian state? But who am I to judge what might compromise Russia’s path back to greatness?

         At first I wonder whether my silent listeners might not actually be real people but merely automated software, programmed to intervene when certain key words are spoken. Later, though, I grow convinced the listeners exist. They are real. But who are they? And who are the unseen ghosts who haunt our flat?

         
            *

         

         In early December 2007, I arrange a meeting with Olga Kryshtanovskaya, Russia’s foremost expert on Kremlin elites, and a researcher at the institute of sociology at Russia’s Academy of Sciences. Unusually for a sociologist, Kryshtanovskaya has feet in both camps: she has good contacts inside The Firm, as the FSB styles itself, but is also a reputable academic. I take the metro out to Kryshtanovskaya’s home in the northern Moscow suburb of Medvedkovo.

         Olga is a short, slightly plump woman of middle years, dressed in a burgundy jacket and with gold-rimmed glasses; her gaze is kindly, unblinking and ingenuous.

         Sitting in her living room, and clad in a pair of her guest slippers, I ask Kryshtanovskaya about the FSB’s methods. What she says is illuminating. The FSB maintains a listening station somewhere in Podmoskovie – in Moscow’s suburbs, she says. Its existence, like everything connected to the agency, is a state secret. The FSB has its own special department for spying on foreign diplomats, Kryshtanovskaya adds; she thinks it probably has one for watching foreign journalists as well. The listeners are told whom they have to listen to – 24-hour surveillance is expensive but required in certain cases; other targets are listened to intermittently.

         But isn’t this rather boring work, I wonder? After all, who would want to eavesdrop on the inane traffic between the Guardian’s correspondents and its foreign desk in London? Or – as Neil Buckley, the bureau chief for the Financial Times in Moscow puts it – discussion of whether his infant son Alexander has done a poo that morning? “The special technical centre works on a shift system. Workers are normally on duty for an eight-hour shift. It’s monotonous work. The workers are not creative. After each shift they write a report,” Kryshtanovskaya tells me. She adds: “The thing that keeps them going is the idea that they are serving their country and defeating its enemies.”

         This patriotic instinct is key. She continues: “The FSB is a powerful organisation. Its recruits feel flattered to be serving the state, even in a lowly capacity.” Typically, its personnel are drawn from the army – known in Russian as jackboots (sapogi). Others come from civilian life; they are known as the jackets (pidzhaki). The biggest distinction within the hidden world of Russia’s security services is between intelligence and counter-intelligence operatives, Kryshtanovskaya says. Those who had worked in intelligence gathering – including Putin and Sergei Ivanov, Russia’s hawkish former defence minister – tend to be brighter and more flexible. They know foreign languages (Putin German, Ivanov English and Swedish).

         The most fanatical hardliners come from counter-intelligence, Kryshtanovskaya suggests. These officers she characterises as zombies. “These people were brought up in the Soviet Union. They were super-isolationist. They didn’t know anything about the west. They were not allowed to travel abroad. They were fed zombie propaganda and ended up as orthodox fanatics. The intelligence agents who worked abroad had experience of the world. They were more liberal, more educated and more flexible.” I like Kryshtanovskaya more and more. She speaks quietly, but with persuasive eloquence.

         Despite its internal differences the FSB remains a remarkably homogenous organisation – with its own distinct siloviki mentality. This means, among other things: suspicion of everything; the conviction that Russia is surrounded by hostile enemies; the belief that the west and Nato are out to “destabilise” it. If Russia isn’t surrounded by enemies then the FSB’s rationale for existing would disappear, Kryshtanovskaya points out; the organisation would vanish in a puff of conspiratorial smoke. “No enemies means no KGB.” This explains a lot.

         As Russia moves towards parliamentary “elections” in December 2007, Putin’s list of enemies grows steadily longer, I notice. In a pre-election speech in Moscow’s Luzhniki football stadium, the president – dressed in a black polo-neck jumper – memorably denounces Russia’s democrats as “jackals”. The country’s liberals are foreign agents, intent on wrecking Russia’s carefully crafted stability, he tells a crowd of supporters from the pro-Kremlin United Russia party – borrowing a line from the Stalin era. He says the same thing four years later when tens of thousands of middle-class Russians turn out to protest against massive fraud in the 2011 poll. Not content with disparaging his opponents as western stooges, he suggests that the white ribbon worn by demonstrators looks like a condom.

         The FSB remains an attractive employer. Membership of this most secret of clubs offers certain benefits – benefits that compensate for the relatively derisory level of pay. “If you work for the FSB you don’t have to worry about the law. You can kill someone and nothing will happen,” Kryshtanovskaya says. Mow down an old lady at a pedestrian crossing while drunk, or wipe out a business rival – the state will always protect you. “It’s not surprising that FSB people have a special feeling. It’s like being Superman,” she says.

         I ask Kryshtanovskaya about the 2006 murder of Alexander Litvinenko. Senior officers in the FSB had privately admitted to her that Litvinenko’s assassination must have been an FSB operation, she says. They had no regrets whatsoever about the target – a traitor to Russia and someone who deserved to be murdered – but were unimpressed by the bungling and messy way his assassination was carried out. The KGB had murdered its enemies much more efficiently and tidily under Yuri Andropov – the former KGB chief, who succeeded Leonid Brezhnev in 1982 as general secretary of the Communist party of the USSR. Andropov is now revered in secret service circles: he is the hardliners’ hardliner and the subject of a Putin propaganda campaign. There are Andropov scholarships to the FSB’s Moscow training academy. As part of Andropov’s posthumous rehabilitation, Putin in 1999 restored a memorial plaque to the KGB leader on the Lubyanka, the FSB’s gloomy Moscow HQ.

         “My FSB friends told me this [Litvinenko’s bungled assassination] would never have happened under Andropov,” Kryshtanovskaya says. “They told me that the KGB was much more efficient at murdering in those days.”

         I say goodbye. On her doorstep, I give her back the guest slippers. She gives me a word of advice.

         “Be careful,” she says.

         “Why?”

         “Because you are an enemy of Putin,” she says, matter-of-factly.

      

   


   
      
         

            CHAPTER 2

            The Money Trail

            The Academy Cafe, Bolshaya Bronnaya Street, Moscow 17 December 2007

         

         
            If you really want to understand the Putin regime in depth… go directly to the fiction department and take home everything you can find by Mario Puzo.

            GARRY KASPAROV

         

         The Academy Cafe is a short stroll from Moscow’s Pushkin Square. It is a congenial place to meet. Here, lissom girls with ash-blonde hair flick through the latest copies of Vogue; a supercilious doorman takes your coat; outside, rows of black four-wheel-drives and luxury BMWs clog the icy pavement; inside, waitresses in smart white blouses glide among the tables. The cafe is a kind of junior common room for Russia’s new modish rich. Its fashionably dressed denizens are the runaway winners in Putin’s new Russia. Round the corner is the lilac-shaded boulevard ring, running along the line of Moscow’s old city walls, past theatres, mansions, monuments and the yellow neoclassical church where the poet Alexander Pushkin was married.

         Stanislav Belkovsky suggests we talk in the cafe. Belkovsky, a Russian political analyst and former speechwriter for Boris Berezovsky, is a man with influential contacts deep inside the Kremlin. Belkovsky has an astonishing tale to tell. In the summer of 2006 he published a book on Vladimir Putin’s finances. In it, he alleged that the president has secretly accumulated a very large fortune. Belkovsky then went further. In an interview in November 2007 with the German newspaper Die Welt he claimed that the president’s secret assets now amount to more than $40 billion – a figure that would make him the richest man in Russia – in Europe, indeed.

         Putin is far wealthier than the billionaire oligarch Roman Abramovich, Belkovsky had claimed. In 2007, Abramovich, owner of the west London Chelsea Football Club, is – officially at least – Russia’s richest individual, with a $19.2 billion fortune.

         I am intrigued. Belkovsky turns up half an hour late; he’s been stuck in one of Moscow’s notorious traffic jams. Dressed in a smart black suit, and with a bushy beard and ample paunch, he resembles a prosperous, well fed, and highly intelligent medieval abbot. Belkovsky speaks impeccable English. He calmly explains that the aim of his publications is not to embarrass Putin but merely to rectify the west’s erroneous image of him.

         Over the past eight years, the west had been distracted by Putin’s “neo-Soviet image”, Belkovsky says. In reality, he is merely a “classic post-Soviet businessman”, whose personal psychology was shaped while working under Anatoly Sobchak in the St Petersburg’s mayor’s office in the mafia-and-crime-ridden early 90s. Unlike Russia’s former Soviet leaders, Putin and his inner circle have no ideology, he says. They are simply interested in making money. They are, in short, kleptocrats.

         Over a cup of bitter espresso, I turn the conversation towards Belkovsky’s sensational allegations. Does he have any proof? And who are his informants?

         Citing as his sources senior figures inside the president’s own administration, Belkovsky says that Putin owns vast holdings in three Russian oil companies. These are concealed behind a “non-transparent network of offshore companies”. Putin “in effect” controls 37% of Surgutneftegaz, an oil exploration firm and Russia’s third biggest oil producer, worth $20 billion, Belkovsky says. He also owns 4.5% of Gazprom, the state energy giant, and “at least 75%” of Gunvor, a mysterious Swiss-based oil trader, owned by Guennadi Timtchenko. Timtchenko is a St Petersburg friend from the early 1990s. Timtchenko, like Putin, is rumoured to have served in the foreign affairs directorate of the KGB – a claim he denies. Gunvor’s turnover in 2007 is $48 billion, with profits of almost $500 million – an astonishing sum even by the galactic standards of the oil industry. 

         Our jaw-dropping conversation goes like this:

         “How much is Putin worth?”

         “I think at least $40 billion,” Belkovksy says. “The maximum I cannot know. I suspect there are some businesses I know nothing about. Maybe more. Maybe much more. He’s the richest man in Europe for sure. The King of Saudi Arabia has $21 billion, which is half of Putin’s wealth.”

         “How is Putin’s wealth concealed?”

         “There’s a non-transparent scheme of successive ownership of offshore companies and funds, with the final point in Zug [in Switzerland] and Liechtenstein. Putin should be the beneficial owner. It would be non-transparent for any company where he has some interests.”

         “Is there a way we can prove any of this?”

         “It would be difficult. But maybe a little bit easier after Putin quits,” Belkovsky says. He adds: “Putin’s wealth isn’t a secret among the elites. And you should note that Vladimir Vladimirovich has never sued me.”

         The story, it strikes me, is outlandish and extraordinary. But it is also highly plausible. As any motorist in Moscow can testify, corruption in Russia begins with the traffic police, the dreaded gaishniki, who routinely demand a 500 rouble (£10) bribe for imaginary traffic offences. This chain of corruption appears to stretch to the very top of the Kremlin.

         The official rhetoric coming from the Kremlin during the mid Putin period is relentlessly anti-western: Russia routinely denounces the US administration’s plans to site elements of its missile defence shield in central Europe. It disagrees with the international community on a host of other problems: Kosovo, whose independence Moscow bitterly opposes; Iran’s nuclear programme, and what to do about it; and the disastrous US-led war in Iraq. It also skirmishes with the European Union over numerous other issues. Polish meat imports, for example; and an Estonian decision to shift a monument to a Red Army soldier, which in May 2007 prompts a massive cyber-attack by Kremlin hackers on the Estonian government.

         Putin’s anti-western campaign is much more equivocal, however, than it seems, Belkovsky and other equally thoughtful analysts suggest.

         There is a compelling reason for this: under communism, a senior Politburo official could hope for a comfortable Moscow apartment, a luxurious dacha on the Black Sea and a holiday in Warsaw Pact Bulgaria. Now, however, the Russian elite has its wealth hidden in the west. In addition, it is immeasurably richer than in Soviet times. It does not want to reach the point in its dealings with the world that its Swiss bank accounts are frozen – or its officials put on visa blacklists. According to Belkovsky, Putin’s primary concern is to legitimise his assets in the west – and those of his “team” – and to ensure that nobody takes them away from him when, and if, he ever leaves power.

         But the need to safeguard one’s private fortune is paramount. This is especially true if the fortune is in eight or more digits. Any political uncertainty, therefore, can lead to insecurity among Russia’s elite, and even panic. (One US diplomat compares it to “a feeding frenzy among those currently in high positions who fear their snouts could soon be torn from the trough.”) As Putin prepares in 2007 to vacate the Kremlin – enacting a stage-managed transfer the following May to the post of prime minister – nervousness within the Kremlin erupts into full-blown clan warfare. This vicious tribal rivalry blows up four years later when Putin successfully manoeuvres to get his old job as president back. In 2006, while a fellow at the Reuters Institute of Journalism at Oxford University, and while embarking on the long task of learning Russian, I ask one of the members of the Russian faculty what he thinks about the Putin regime. “Opaque nastiness,” he replies.

         But by the late autumn of 2007, some light is being shed into the Kremlin’s normally dark corners. As well as claims about Putin’s personal corruption – previously discussed only in whispers – other intriguing details begin to emerge of Kremlin business deals, involving Russia’s giant staterun energy corporations and billions and billions of dollars. In November 2007 a previously obscure fund manager, Oleg Shvartsman, gives an interview to Russia’s Kommersant newspaper, in which he claims that he manages the finances of a group of very senior FSB officers. Shvartsman explains that the group – which also includes members of the SVR, Russia’s foreign intelligence service – are involved in what he calls “velvet re-privatisations”. The term is a confusing one. But it refers to the model of state capitalism that Putin and his bureaucratic team has built up since 2000.

         In the 1990s a small group of businessmen had, with the help of Boris Yeltsin, become billionaires when Russia’s state-owned industries were privatised, invariably acquiring valuable national assets for obscenely small sums of money. During the post-Yeltsin era, however, Putin had re-asserted control over the country’s strategic natural resources. Suddenly, it was the state, in the form of the Kremlin’s top bureaucrats and the siloviki, who controlled Russia’s vast oil and gas reserves. Putin’s cronies and associates became directors of Russia’s leading energy companies.

         Igor Sechin, Putin’s deputy chief of staff and the leader of the Kremlin’s hardline siloviki faction is chairman of Russia’s state oil company, Rosneft, a post he will hold till 2011. Dmitry Medvedev – an ex-lawyer and Kremlin insider whom Putin endorsed in December 2007 to succeed him as president – runs the state gas monopoly Gazprom. Other ministers control Russia’s railways, a nuclear energy conglomerate, and the aerospace industry. It is, as Perry Anderson writing in the London Review of Books puts it, a uniquely Russian form of cumul des mandats – the accumulation of mandates. Others sum it up more pithily. They call it “Kremlin Inc”.

         But this system of state-managed bureaucratic capitalism can hardly be described as disinterested. The officials who manage Russia’s strategic industries grow very rich indeed. According to Shvartsman, senior FSB officers are keen to become even richer – by forcibly “de-privatising” successfully run private firms, threatening their owners with dire consequences if they fail to co-operate, and turning the firms into larger, and much more inefficiently managed, state corporations.

         Shvartsman’s embarrassing revelations appear part of a wider power struggle within the Kremlin. They are clearly damaging to the siloviki Kremlin faction led by Sechin. This group is made up of Kremlin officials with backgrounds in Russia’s military and its intelligence services, including the FSB. It includes Nikolai Patrushev, the FSB’s director, deputy Alexander Bortnikov, who succeeds Patrushev in 2008 as FSB chief, and Putin’s aide Viktor Ivanov. It also numbers Mikhail Fradkov, who in late 2007 swaps his job as prime minister to become the new head of the SVR, as well as Rashid Nurgaliyev, Russia’s interior minister.

         In WikiLeaks cables, US diplomats make much of this intra-elite battle. They depict it as a struggle for Russia’s soul between the cold-war-obsessed siloviki and the more western-friendly modernisers. The siloviki are cast as the most influential opponents of Washington’s engagement agenda with Moscow – a fact that diplomats attribute to their lack of experience of Europe or the US. Bortnikov spends his entire career within the FSB working on economic issues, including a stint as head of the FSB’s Economic Security Directorate. He also reputedly helps spearhead Putin’s campaign against any possibly unreliable oligarchs. Fradkov, by contrast, a former Soviet intelligence agent in the 1970s, does at least have some connections abroad; he serves as Russia’s ambassador to the EU between 2003 and 2004.

         The White House views these divisions in ideological and conceptual terms. A cable from US ambassador John Beyrle to FBI director Robert Mueller describes the siloviki as a group that believes a strong state “exercising effective control is the answer to most political and economic problems”. According to the ambassador, the siloviki’s main enemies are a group of “liberals” or modernisers. They include Medvedev, who, unusually for a senior Kremlin figure, has no background in Russia’s repressive security services. Others in the Medvedev clan include Abramovich, who is close to both the Putin and the Yeltsin families, and Alisher Usmanov, the Uzbekborn billionaire and Arsenal FC shareholder. The US ambassador believes the modernisers “recognise that Russia’s future depends on integration with the world economy and that confronting some of the country’s most stubborn problems – such as corruption – requires transparency and the impartial application of the law”.

         Over a second cup of espresso, however, Belkovsky is snortingly dismissive of the Americans’ good-guys-bad guys analysis. “There are many groups, not just two. I estimate there are some 15 groups [inside Russia’s power structures],” he says. “They can be united around some big discussions. But there is no difference in ideology between them.” He continues: “There are certainly no liberals or siloviki. It isn’t a liberal/siloviki conflict. It’s about money and security, and providing security for their money. Nothing more. They are business competitors with the same purposes and goals.”

         Money is what counts in Russia, according to Belkovsky. He describes Putin’s team as “really devoted adherents to the money religion … This regime is a classical third world kleptocracy, established and governed and ruled by people with no metaphysical needs, and who believe there are no ideologies at all.” Putin’s preferred method of dealing with a political problem – indeed his solution to most of Russia’s economic and social difficulties – is to throw money at it, Belkovsky says. Putin remains sceptical of liberal methods such as reform. “He’s quite sure that money is a universal stimulus. For the past eight years in power Putin has got some proofs that this thesis [is correct],” Belkovsky concludes.

         Like what, I ask. Belkovsky points to the fact that in 2005 Putin hired Gerhard Schröder – just out of a job as German chancellor – to become chairman of the controversial Nord Stream consortium, building a gas pipeline under the Baltic. (It turned out the chief executive of the project was none other than a former East German secret police officer whom Putin knew from his KGB days.) Belkovsky adds: “Putin’s also bought Silvio Berlusconi. Ridiculous? Not if WikiLeaks cables published a couple of years later are to be believed.

         
            *

         

         In the autumn of 2007 Russia finds itself gripped by vicious intra-clan warfare. In October the FSB detains General Alexander Bulbov, the deputy head of the Federal Drugs Agency, and part of the “liberal” group. His arrest sees a surreal standoff between his personal bodyguards and FSB agents, who waggle their machine guns at each other. The following month the Sechin clan strikes again – when Russia’s bearded deputy finance minister Sergei Storchak – another “liberal” – is arrested and charged with embezzling $43.4 million. His boss, finance minister Alexei Kudrin, part of the liberal clan, defends Storchak and says he is innocent. This isn’t enough, however, to get Storchak out of Lefortovo prison – though he is eventually released. (I later meet Storchak at a party. I ask him why he was arrested. “No idea,” he replies. He adds that he spent a lot of time in jail reading the Bible.)

         In the dying days of 2007, then, the question of who will succeed Vladimir Putin as president preoccupies the Kremlin’s twitchy elite. This isn’t just a question of political preferences but of financial – possibly even personal – survival. In theory, any new president can take away the old elite’s assets, just as Putin did with Yeltsin-era oligarchs like Khodorkovsky. Yeltsin was canny enough to strike a deal with Putin, his successor: Putin’s first act as president was to grant Yeltsin and Yeltsin’s family immunity from prosecution. “Once Putin leaves power he will be accused. Inevitably. It’s the great tradition. When Putin quits he faces the question of how to legalise his funds, and all his friends’ funds and assets in the west,” Belkovsky says. “This is a very painful and sensitive question for Putin.”

         As WikiLeaks shows, this question is critical in determining whom Putin endorses as his Kremlin successor. For much of Spring 2007, the smart money is on Sergei Ivanov, the smooth, impressive, English-speaking first deputy prime minister. Ivanov is given star billing at the St Petersburg economic forum. But in the late autumn Putin plumps instead for Medvedev, a less charismatic and much weaker figure. At less than five feet and four inches tall, Medvedev has a stocky upper body and short legs. He is of even smaller stature than Putin, in a cabinet of already quite diminutive men. The choice is – on the face of it – a surprising one.

         But for Putin, Medvedev’s selection is entirely logical. In an illuminating WikiLeaks dispatch, the US deputy assistant secretary of state David Kramer refers to Putin’s “hidden assets”, and suggests that they play a crucial part in Russia’s Byzantine succession process. Citing opposition sources, Kramer repeats the view that Putin won’t stay on as president for an unconstitutional third term. Instead, Kramer writes to Beyrle, Putin “is nervously trying to secure his future immunity from potential law enforcement investigations into his alleged illicit proceeds”.

         The president’s chief concern, as he prepares to exit the Kremlin, is to find a weak and, above all, loyal successor, Kramer writes, in a cable with some names redacted:

         
            XXXXXXX said that popular opinion in Moscow believes that Sergei Ivanov is out of the running for president. He commented that Putin was afraid of Ivanov, deeply distrustful, and that he needed a weaker figure to succeed him instead. He argued that Putin understands that under the system he has created there is no real rule of law and that at any time anyone can be arrested or businesses destroyed. Since Putin reportedly had secret assets tied up abroad (working through proxies like oligarch XXXXXXX), he worried that with a strong successor like Ivanov the tables could be turned on Putin, making him the object of law enforcement investigations and Interpol warnings.

         

         The question for me is what to do with this sensational story, alleging that Putin has secretly accumulated billions of dollars, and is one of the world’s richest men. I’m conscious the leak about Putin’s finances could be malicious and/or planted rumour. But Belkovsky is no maverick or crackpot: he is the head of a respected Moscow think tank, the National Strategy Institute. He is quoted frequently in the press, including in pro-Kremlin publications. He writes books, plays and commentaries. I later learn from WikiLeaks that he is a regular interlocutor for the US; embassy officials keenly seek out his views.

         At the same time, others are also publicly comparing the Russian regime to a mafia organisation. I’m struck by a piece written by Garry Kasparov. Published in the Wall Street Journal, it appears four months before my meeting with Belkovsky. Kasparov, the former world chess champion, is a well-known critic of the Kremlin and an opposition leader. And yet it’s hard to disagree with his logic. He describes the Putin government as “unique in history”. It is, he writes, “part oligarchy, with a small, tightly connected gang of wealthy rulers”, and a “partly feudal system, broken down into semi-autonomous fiefdoms in which payments are collected from the serfs, who have no rights”.

         He continues: “If you really want to understand the Putin regime in depth I can recommend some reading. No Karl Marx or Adam Smith. Nothing by Montesquieu or Machiavelli, although the author you are looking for is of Italian descent … Instead, go directly to the fiction department and take home everything you can find by Mario Puzo.”

         Kasparov recommends that students of the Russian government should turn to The Godfather for enlightenment, while not leaving out Puzo’s later titles such as The Last Don, Omertà and The Sicilian. I read: “The web of betrayals, the secrecy, the blurred lines between what is business, what is government, and what is criminal – it’s all there in Mr Puzo’s books … A Puzo fan sees the Putin government [more] accurately: the strict hierarchy, the extortion, the intimidation, the code of secrecy and, above all, the mandate to keep the revenue flowing. In other words, a mafia.” His commentary is titled “Don Putin”.

         Even with a team of legal experts, and reams of secret Kremlin documents, though, it would be almost impossible to untangle the president’s finances. But, I conclude, there is enough material for a carefully written story, setting out what has been alleged. Belkovsky’s claims, moreover, are already circulating on the web.

         After my chat with Belkovsky, I interview several other analysts, including Elena Panfilova, the head of Transparency International in Moscow, and a formidably eloquent observer of Russia’s political scene.

         Panfilova confirms the general thesis. In normal times there is an “intervertical loyalty”, as she puts it, that stops the Kremlin’s rival influence groups from attacking each other. This has now broken down, she suggests. The Sechin-FSB group and a “liberal” Kremlin clan are furiously dishing the dirt about each other. These leaks are not designed to promote greater transparency but to influence Putin, whom Panfilova dubs “the ultimate reader”.

         I resolve to write a story for the Guardian. My article runs on 18 December 2007 on the Guardian’s front page, under the headline, “Putin, the Kremlin war, and a secret $40 billion fortune”. It begins: “An unprecedented battle is taking place inside the Kremlin ahead of Vladimir Putin’s departure from office, the Guardian has learned, with alleged details being revealed of the president’s billion-dollar fortune. Rival clans inside the Kremlin are embroiled in a struggle for the control of assets as Putin prepares to transfer power to his hand-picked successor, Dmitry Medvedev, in May.”
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