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            CFREU


          



          	

            Charter of Fundamental Rights of the European Union


          

        




        

          	

            DPA


          



          	

            Data Protection Authority


          

        




        

          	

            ECHR


          



          	

            European Convention on Human Rights


          

        




        

          	

            EU


          



          	

            European Union


          

        




        

          	

            GDPR


          



          	

            General Data Protection Regulation


          

        




        

          	

            GLAAD


          



          	

            Gay and Lesbian Alliance Against Defamation


          

        




        

          	

            GSD


          



          	

            Gender and Sexual Diversities


          

        




        

          	

            ILGA


          



          	

            International Lesbian, Gay, Bisexual, Trans and Intersex Association


          

        




        

          	

            LGBT+


          



          	

            Lesbian, Gay, Bisexual, Transgender and plus


          

        




        

          	

            NCC


          



          	

            Norwegian Consumer Council


          

        




        

          	

            NGO


          



          	

            Non-Governmental Organization


          

        




        

          	

            PrEP


          



          	

            Pre-exposure prophylaxis


          

        




        

          	

            U.S.


          



          	

            United States


          

        




        

          	

            UN
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    1. 




    Introduction




    1.1. Problem definition




    The research area of this master’s thesis is linked to the access and use of personal and sensitive data belonging to members of the LGBT+ community by third parties, particularly through dating apps – with a focus on gay, bisexual men and transgender people, bearing in mind the complexity involved in discussing the LGBT+ community as a whole.




    According to Article 4, paragraph 12 of the General Data Protection Regulation (GDPR), a “personal data breach” means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise processed. In other words, the GDPR establishes that data breaches can result from both accidental and deliberate causes. Thus, from this definition, this study will examine why and how data breaches in the digital era pose new threats to the LGBT+ community. It will also explore how dating apps can be used as surveillance tools and imperil LGBT+ rights, posing the question: Do dating apps have positive obligations to keep data safe and be transparent about how they use it?




    As a starting point, the first chapter will discuss the existing legal framework in the European Union regarding the prohibition of discrimination on grounds of sexual orientation and gender identity and the importance of the rights to non-discrimination and equality as human rights. Additionally, it will clarify the reasons why sexual orientation is classified as sensitive data under the GDPR and its importance.




    As part of the introductory chapter, some practical examples will be given to demonstrate how companies can profit from having access to the personal and sensitive data of members of the LGBT+ community and how this can potentially harm this specific group. Hence, it will attempt to tackle the main concerns of collecting data from the LGBT+ community, showing its pros and cons.




    In a later stage, in the second chapter of this master’s thesis, it will be debated some real cases of data breaches caused by dating apps of worldwide magnitude, and in a similar fashion, it will be discussed how dating apps, such as Grindr, have been used so far as surveillance and persecution tools of gays, bisexual men and transgenders, even without the existence of data breaches. Further, it will be assessed whether the GDPR imposes security and transparency obligations to data processors in order to evaluate what behavior and measures LGBT+ users can legitimately expect from dating apps regarding their data.




    Last but not least, in the third and final chapter, the privacy policies of some dating apps, namely, Grindr, Tinder and Hornet, will be examined in an attempt to assess what they do to provide their users with enough security and transparency regarding data processing and whether they are in compliance with the GDPR.




    Moreover, a deeper look at the GDPR and the privacy policies of dating apps will be necessary to conclude whether their transparency and safety provisions are enough to safeguard LGBT+ rights or if there is a gap that needs to be filled. Finally, at the end of this study, it will be analyzed how the data protection of the LGBT+ community could be reinforced through the implementation of a standard code of conduct by dating apps.




    1.2. Research question




    The main goal of this study is to answer the question:




    Do dating apps have positive obligations to keep data safe and be transparent about what they do with it? 




    Notwithstanding, a number of other questions will also need to be addressed in this thesis. For instance:




    1. Why is sexual orientation a special category of personal data under the GDPR?




    To answer that question, it will be clarified the importance of granting extra protection to data related to sexual orientation. Additionally, any gaps in the GDPR concerning data related to transgender and transsexual identity will also be addressed.




    2. How can the gathering and use of data related to the LGBT+ community be both lucrative and potentially harmful to individuals?




    From this question, it will be verified how companies can profit from collecting data related to LGBT+ individuals and what are the potential consequences of it.




    3. Why are data breaches arising from dating apps considered new threats to the LGBT+ community? 




    In order to answer this question, the impact of unauthorized disclosure of personal and sensitive data of LGBT+ people to third parties will be analyzed.




    4. How do dating apps used by gay, bisexual men and transgender people serve as surveillance tools to persecute LGBT+ individuals? 




    Based on reports made available mainly by online newspapers, it will be verified how authorities and groups with malicious intent have been using dating apps to persecute LGBT+ people.




    5. What does the GDPR say about transparency and security measures for data processing?




    Aiming to provide a response to this question, which is intrinsically connected to the research question of this thesis, the provisions of the GDPR will be studied in order to evaluate whether there are transparency and security obligations imposed on data controllers.




    6. Is there a connection between the GDPR and the LGBT+ rights?




    Regarding this point, the GDPR will be evaluated, aiming to determine whether its scope and LGBT+ rights are somehow convergent.




    7. What could be the impact of adherence to a standard code of conduct by dating apps?




    Finally, as the closing item of this thesis, the answer to this question will be provided after investigating whether a standard code of conduct could ensure more efficient and trustworthy data processing.




    1.3. Research method




    Considering the legal-oriented approach of this thesis, the methodology employed for this work is the doctrinal method. In this sense, for the development of this study, the EU legal framework will be broadly studied to assess what are the provisions currently in place to reinforce the human rights to non-discrimination and equality of the LGBT+ community. In addition to that, decisions of the European Court of Human Rights and reports issued by NGOs, the European Parliament and the European Commission will also be analyzed. On the other hand, concerning data breaches, the GDPR and complaints brought to the attention of Data Processing Authorities will also be used as the basis for this study, as well as the privacy policies and other terms of dating apps used by the LGBT+ community.




    1.4. Contribution to the field




    Even though so much research has been done and published about data breaches, there is not much information available about the particularities of data breaches involving the LGBT+ community. Although it is true that data breaches can be an issue for everyone who has their personal information exploited, certain people – particularly minority groups – might be more vulnerable to the consequences that they may trigger. For that reason, this thesis aims to contribute to the field by explaining the particularities of data breaches involving the LGBT+ community.




    Furthermore, this study also aims to contribute to the field by drawing a picture of how transparent (or not) dating apps are regarding the processing of data related to LGBT+ individuals, and what security measures they have adopted so far to keep users’ personal data safe and avoid data breaches. Most importantly, this study will evaluate whether the GDPR imposes positive obligations to dating apps regarding transparency and security and whether the provisions of the GDPR are enough to safeguard the LGBT+ community or if there are gaps that need to be filled.


  




  

    2. 




    Chapter I




    2.1. The prohibition of discrimination on grounds of sexual orientation and gender identity in Europe 




    Before making a statement regarding the impacts of data breaches involving the LGBT+ community, it is important to understand and analyze the current legal framework in Europe that grants protection to this minority group in order to further discuss how data breaches can effectively violate these rights. Therefore, as a starting point, it is essential to highlight the existing principles and rights to equality and non-discrimination under the European Convention on Human Rights and EU law related to sexual orientation and gender identity.




    As it is widely known, throughout the history of humankind individuals that do not follow “heterosexual standards” and are considered “gender traitors” have been and are still being persecuted, tortured, humiliated, mocked, discriminated and killed for being who they are and loving who they want. Countless lives have been reaped as a consequence of hate, misinformation and ignorance, and for many years several countries and communities around the world had a legal basis to condemn someone to prison or death due to their sexual orientation or gender identity, on grounds of religious beliefs, cultural constructions and/or morality and “good manners”.




    Although it is undeniable that in many jurisdictions the criminalization of homosexuality was abolished, there are still many places where discrimination based on sexual orientation and gender identity is still endorsed by the law. According to a survey done by the International Lesbian, Gay, Bisexual, Trans and Intersex Association, as of March 2019, an impressive number of seventy States criminalize same-sex consensual activity, and four of them – United Nations Member States – impose death sentence1.




    In spite of the fact that some countries no longer directly criminalize homosexuality, they still cannot be considered liberals when referring to the LGBT+ community. A good example is Russia, where the so-called “gay propaganda laws”, which are enforced in regional spheres since 2003 and in the federal sphere since 20132, prohibit any kind of propaganda of “nontraditional” sexual relationships among minors, aiming to weaken and discourage protests and discussions of homosexuality in public places or in media that can be accessed by children3, and as consequence reinforce existing social prejudices, hate speech and homophobia, a clear juxtaposition when comparing to recommendations such as the Recommendation 211 (2007) of the “Congress of Local and Regional Authorities of the Council of Europe on freedom of assembly and expression for lesbians, gays, bisexuals and transgendered (sic)4 persons”.




    Fortunately, nowadays all the 27 Member States of the European Union do not criminalize same-sex relationships, and the ECHR enshrines in its Article 14 the prohibition of discrimination “[…] on any ground such as sex, race, colour, language, religion, political or other opinion, national or social origin, association with a national minority, property, birth or other status”.4
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