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On 21 October 1941, four of the leading codebreakers at Bletchley Park wrote to the Prime Minister, Winston Churchill:




Secret and Confidential


Prime Minister only


Hut 6 and Hut 8,


(Bletchley Park) 21st October 1941


 


Dear Prime Minister,


 


Some weeks ago you paid us the honour of a visit, and we believe that you regard our work as important. You will have seen that, thanks largely to the energy and foresight of Commander Travis, we have been well supplied with the ‘bombes’ for the breaking of the German Enigma codes. We think, however, that you ought to know that this work is being held up, and in some cases is not being done at all, principally because we cannot get sufficient staff to deal with it. Our reason for writing to you direct is that for months we have done everything that we possibly can through the normal channels, and that we despair of any early improvement without your intervention. No doubt in the long run these particular requirements will be met, but meanwhile still more precious months will have been wasted, and as our needs are continually expanding we see little hope of ever being adequately staffed.


We realize that there is a tremendous demand for labour of all kinds and that its allocation is a matter of priorities. The trouble to our mind is that as we are a very small section with numerically trivial requirements it is very difficult to bring home to the authorities finally responsible either the importance of what is done here or the urgent necessity of dealing promptly with our requests. At the same time we find it hard to believe that it is really impossible to produce quickly the additional staff that we need, even if this meant interfering with the normal machinery of allocations.


We do not wish to burden you with a detailed list of our difficulties, but the following are the bottlenecks which are causing us the most acute anxiety.


 


1. Breaking of Naval Enigma (Hut 8)


Owing to shortage of staff and the overworking of his present team the Hollerith section here under Mr Freeborn has had to stop working night shifts. The effect of this is that the finding of the naval keys is being delayed at least twelve hours every day. In order to enable him to start night shifts again Freeborn needs immediately about twenty more untrained Grade III women clerks. To put himself in a really adequate position to deal with any likely demands he will want a good many more.


A further serious danger now threatening us is that some of the skilled male staff, both with the British Tabulating Company at Letchworth and in Freeborn’s section here, who have so far been exempt from military service, are now liable to be called up.


 


2. Military and Air Force Enigma (Hut 6)


We are intercepting quite a substantial proportion of wireless traffic in the Middle East which cannot be picked up by our intercepting stations here. This contains among other things a good deal of new ‘Light Blue’ intelligence. Owing to shortage of trained typists, however, and the fatigue of our present decoding staff, we cannot get all this traffic decoded. This has been the state of affairs since May. Yet all that we need to put matters right is about twenty trained typists.


 


3. Bombe testing. Hut 6 and Hut 8


In July we were promised that the testing of the ‘stories’ produced by the bombes would be taken over by the WRNS in the bombe hut and that sufficient WRNS would be provided for this purpose. It is now late in October and nothing has been done. We do not wish to stress this so strongly as the two preceding points, because it has not actually delayed us in delivering the goods. It has, however, meant that staff in Huts 6 and 8 who are needed for other jobs have had to do the testing themselves. We cannot help feeling that with a Service matter of this kind it should have been possible to detail a body of WRNS for this purpose, if sufficiently urgent instructions had been sent to the right quarters.


 


4. Apart altogether from staff matters, there are a number of other directions in which it seems to us that we have met with unnecessary impediments. It would take too long to set these out in full, and we realize that some of the matters involved are controversial. The cumulative effect, however, has been to drive us to the conviction that the importance of the work is not being impressed with sufficient force upon those outside authorities with whom we have to deal.


We have written this letter entirely on our own initiative. We do not know who or what is responsible for our difficulties, and most emphatically we do not want to be taken as criticizing Commander Travis who has all along done his utmost to help us in every possible way. But if we are to do our job as well as it could and should be done it is absolutely vital that our wants, small as they are, should be promptly attended to. We have felt that we should be failing in our duty if we did not draw your attention to the facts and to the effects which they are having and must continue to have on our work, unless immediate action is taken.


 


A. M. Turing


W. G. Welchman


C H O’D Alexander


P. S. Milner-Barry


 


We are, Sir, Your obedient servants,





On receipt of this letter, the Prime Minister minuted as follows to General Ismay on 22 October 1941 (reproduced in facsimile on the opposite page; PRO HW 1/155):




Secret


In a locked box


Gen. Ismay


 


Make sure they have all they want on extreme priority and report to me that this has been done.


 


WSC


 


22.x
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DRAMATIS PERSONAE







Hugh Alexander joined Hut 6 in February 1940. He became deputy head of Hut 8 in March 1941, and its head during the autumn of 1942. He later worked on Japanese naval codes and cipher machines.


Gustave Bertrand was a member of French military intelligence, in its cryptology section. He supplied vital documents on Enigma to Polish intelligence and the Government Code and Cypher School (GC&CS).


Frank Birch joined the German naval section at Bletchley Park in September 1939, and later became the head of the naval section.


Joshua (Josh) Cooper joined GC&CS in October 1925 to specialize in Russian codes and ciphers, later becoming head of the air section.


Alastair Denniston was the operational head of GC&CS from its establishment until February 1942. He was then appointed the Deputy Director (Civil) (DD(C)) in charge of the section responsible for diplomatic and commercial codebreaking. He retired in 1945.


Thomas (Tommy) Flowers was the engineer at the Post Office Research Station who designed Colossus.


Hugh Foss joined GC&CS in December 1924. He devised a method to solve non-plugboard Enigma in the late 1920s, and was head of the Japanese naval section in 1942 and 1943.


William Friedman was the founder of the US Army Signal Intelligence Service (SIS), and its head until 1941. He was appointed the Director of Communications Research in November 1942.


Harold (Doc) Keen was an engineer at the British Tabulating Machine Company, which made the British bombe. He was responsible for the detailed design of the bombes.


Dillwyn (Dilly) Knox was the chief cryptographer (cryptanalyst) at GC&CS. He was severely ill from 1941 onwards, and died in February 1943. He specialized in breaking non-plugboard versions of Enigma.


Stewart Menzies (‘C’) became the head of MI6 in 1939 and, as such, was also the Director of GC&CS (Director General from March 1944).


Stuart Milner-Barry joined Hut 6 in early 1940, becoming its head in September 1943.


Maxwell (Max) Newman was the head of a GC&CS section known as ‘the Newmanry’, which attacked the Tunny cipher machine.


Marian Rejewski was the Polish cryptanalyst who first solved plugboard Enigma, in 1932.


Telford Taylor was a lawyer who joined US Army Intelligence in 1942. He made an extended visit to GC&CS in April 1943, and later worked in Hut 3.


John Tiltman was the head of the military wing at Bletchley Park, and GC&CS’s top cryptanalyst on non-machine ciphers. He was appointed chief cryptographer in 1944.


Alan Turing joined GC&CS in September 1939, and was head of Hut 8 until autumn 1942. He also worked on Tunny.


Edward Travis was a deputy to Alastair Denniston until February 1942, when he was appointed Deputy Director (Services) (DD(S)) in charge of the services’ side of GC&CS. He became the Director of GC&CS in March 1944 (when Menzies’s title was changed).


Gordon Welchman was the head of Hut 6 from its establishment until about the autumn of 1943, when he became the Assistant Director, Mechanicisation.
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BLETCHLEY PARK IN PRE-WAR PERSPECTIVE


CHRISTOPHER ANDREW





Bletchley Park may well have been the best-kept secret in modern British history. The 10,000 men and women who worked there were, in Churchill’s famous phrase, ‘the geese who laid the golden eggs and never cackled’. Ultra, the intelligence produced at Bletchley Park from the breaking of high-grade enemy ciphers and the analysis of intercepted signals, was the best intelligence in the history of warfare. But if the secret had leaked out, Ultra would have been worthless. At the end of the Second World War most of those who had been ‘indoctrinated’ into Ultra believed that it would never be revealed. Not until the secret was declassified in the mid-1970s did the geese begin to cackle. A student at my Cambridge college told me how, together with his parents and his sister, he had watched the first BBC documentary on Bletchley Park which showed wartime Wrens (members of the Women’s Royal Naval Service) operating the ‘bombes’ used to break the German ‘Enigma’ machine ciphers. At the end of the programme, his mother turned to the rest of the family and told them, ‘That’s where I worked. That’s what I did.’ Until that moment neither her husband nor her children had had any idea that she had been a wartime codebreaker. The most extraordinary thing about this extraordinary episode is that, so far as the codebreakers were concerned, it was not unusual. Shortly before the publication in 1979 of the first volume of Sir Harry Hinsley’s official history, British Intelligence in the Second World War, he addressed a large reunion of Bletchley Park veterans and their spouses. After the address, the husbands of a number of former Wrens told Hinsley, ‘She never breathed a word to me.’


For the mostly youthful wartime recruits to Bletchley Park indoctrination into Ultra was an unforgettable emotional experience which had few, if any, previous parallels in the entire course of British history. Until their recruitment, hardly any of these people were even aware that Britain had a signals intelligence (Sigint) agency. Yet they suddenly found themselves, during Britain’s ‘finest hour’, in possession of a secret whose revelation might do irreparable damage to the war effort. No wonder that some, perhaps many, suffered from nightmares in which they unwittingly gave the secret away. The extraordinary success with which the Ultra secret was kept for so long reflected in part a national culture which embodied far greater respect for official secrecy and deference to authority than is imaginable today. Despite joining the anti-war movement only six years before he arrived at Bletchley Park, Alan Turing, one of the greatest of the wartime codebreakers, seems to have been untroubled even by peacetime doubts about the essential importance of official secrecy. During the Abdication Crisis of 1936, though at first ‘wholly in favour of the King [Edward VIII] marrying Mrs Simpson’, Turing had second thoughts after ‘It appeared that the King was extremely lax about state documents, leaving them about and letting Mrs Simpson and friends see them.’


In itself, however, a traditional national culture of official secrecy is an inadequate explanation for the extraordinary success with which the Ultra secret was maintained for so long. Some of the secrets of British codebreaking during the First World War had begun to leak out almost as soon as the war was over. In his great history of the war, The World Crisis, Winston Churchill, later among the staunchest defenders of the Ultra secret, vividly recalled his excitement while First Lord of the Admiralty for the first nine months of the war at receiving decrypted German naval radio messages which, on occasion, were delivered to him even in his bath, where he eagerly ‘grasped [them] with dripping hand’. During the 1920s, some of the early successes of Britain’s newly established peacetime Sigint agency, the Government Code and Cypher School (GC&CS), against the Soviet Union were revealed in both the press and government statements. Churchill’s own attitude to Sigint security at the time now seems remarkably naive. He wrote in the summer of 1920 that the ‘perfidy and treachery’ contained in Soviet diplomatic decrypts was such that their contents should be made public:




I have carefully weighed the pros and cons of this question, and I am convinced that the danger to the State which has been wrought by the intrigues of these revolutionaries and the disastrous effect which will be produced on their plans by the exposure of their methods outweighs all other considerations.





In September 1920, the Daily Mail and the Morning Post published details from the decrypts of secret Soviet subsidies to the socialist Daily Herald. In May 1923, the Cabinet authorized the Foreign Secretary, Lord Curzon, to quote Soviet diplomatic decrypts in a protest note to Moscow, chiefly concerned with Soviet subversion in India and India’s neighbours. The protest note, swiftly christened the ‘Curzon ultimatum’, was unprecedented in the history of British diplomacy. Not content with quoting from Soviet decrypts, Curzon repeatedly taunted Moscow with the fact that its secret telegrams had been successfully intercepted and decrypted by the British:




The Russian Commissariat for Foreign Affairs will no doubt recognize the following communication dated 21st February 1923, which they received from M. Raskolnikov … The Commissariat for Foreign Affairs will also doubtless recognize a communication received by them from Kabul, dated the 8th November, 1922 … Nor will they have forgotten a communication, dated the 16th March 1923, from M. Karakhan, the Assistant Commissary for Foreign Affairs, to M. Raskolnikov …





The new ciphers, introduced by Moscow in an attempt to make its diplomatic traffic more secure after the Curzon ultimatum and other British breaches of Sigint security in the early 1920s, were successfully broken by British cryptanalysts after varying intervals. In 1927, however, Britain’s ability to decrypt Soviet diplomatic traffic was fatally undermined by another extraordinary governmental indiscretion. The Baldwin Cabinet, of which Churchill was a member, decided to publish a selection of Soviet intercepts in order to justify its decision to break off diplomatic relations with Moscow. Austen Chamberlain, the Foreign Secretary, gave his message to the Soviet chargé d’affaires breaking off relations a remarkably personal point by quoting a decrypted telegram from the chargé to Moscow ‘in which you request material to enable you to support a political campaign against His Majesty’s Government’. A. G. Denniston, the operational head of GC&CS, wrote bitterly that Baldwin’s government had deemed it ‘necessary to compromise our work beyond question’. Henceforth Moscow adopted the theoretically unbreakable ‘one-time pad’ for its diplomatic traffic. For the next twenty years British cryptanalysts were able to decrypt almost no high-grade Soviet diplomatic traffic (though they continued to have some success with communications of the Communist International).


The lessons learned from the Sigint catastrophe of 1927, as a result of which Britain lost its most valuable interwar intelligence source, were crucial to the later protection of the Ultra secret. No politician took those lessons more to heart than Winston Churchill. After he became prime minister, at his personal insistence the circle of those who shared the secret of the cryptanalysts’ ‘golden eggs’ was limited to only half a dozen of his thirty-six ministers. The Special Liaison Units set up to pass Ultra to commanders in the field were the most sophisticated system yet devised to protect the wartime secrecy of military intelligence. The profound change in Churchill’s attitude to Sigint security is epitomized by the contrast between his published accounts of the two world wars. In his memoirs of the First World War, Churchill had written lyrically of the importance of Sigint; in his memoirs of the Second World War there is no mention of Ultra.


As well as being crucially dependent on the lessons learned in 1927, Ultra also owed much to precedents set in the First World War. The creation of GC&CS in 1919 was itself a consequence of the fact that Sigint had proved its value during the war. Without the expertise painstakingly built up by Denniston on minimal resources between the wars, Bletchley Park’s wartime triumphs would have been impossible – despite the invaluable assistance provided by the Poles and French on the eve of war. The breaking of Enigma in its wartime variations required a major new intelligence recruitment. In 1937, the Chief of the Secret Service, Admiral Sir Hugh ‘Quex’ Sinclair, told Denniston that he was now ‘convinced of the inevitability of war’ and gave ‘instructions for the earmarking of the right type of recruit immediately on the outbreak of war’ – chief among them what were quaintly called ‘men of the professor type’. The most active recruiters of ‘professor types’ were two Fellows of King’s College, Cambridge, who had served in Room 40, the main First World War Sigint agency: Frank Adcock (later knighted), Professor of Ancient History, and the historian Frank Birch, who left Cambridge for the stage in the 1930s. Both inevitably looked for recruits in the places they knew best: Cambridge colleges in general and King’s in particular. A total of twelve King’s dons served at Bletchley during the Second World War. By great good fortune the King’s Fellowship included Alan Turing, still only twenty-seven at the outbreak of war, one of the very few academics anywhere in the world to have carried out research into both computing and cryptography. Turing’s pioneering paper, ‘Computable Numbers’, now recognized as one of the key texts in the early history of modern computer science, was published early in 1937, though it attracted little interest at the time. Three months before its publication Turing, then at Princeton, wrote to tell his mother that he had also made a major breakthrough in the construction of codes. In view of his later exploits at Bletchley Park, Turing’s letter now seems wonderfully ironic:




I expect I could sell [the codes] to HM Government for quite a substantial sum, but am rather doubtful about the morality of such things. What do you think?





Turing went on to become the chief inventor of the ‘bombes’ used to break Enigma.


The search for ‘professor types’, of whom Turing was probably the most remarkable, even in a highly distinguished field, followed two important precedents established during the selection of British codebreakers in the First World War: the recruitment of unusually youthful talent and of original minds who would have been regarded as too eccentric for employment by most official bureaucracies. (The two categories, of course, overlapped.) Two of Britain’s leading codebreakers in the two world wars, Dillwyn ‘Dilly’ Knox and Alan Turing, both Fellows of King’s, were also among the most eccentric. Knox, a classicist, did some of his best work for Room 40 lying in a bath in Room 53 at the Admiralty Old Building on Whitehall, claiming that codes were most easily cracked in an atmosphere of soap and steam. Frank Birch wrote affectionately of Knox in his classified satirical history of Room 40, Alice in ID25:








The sailor in Room 53


has never, it’s true, been to sea


but though not in a boat


he has served afloat –


in a bath in the Admiralty.











Knox’s bathtime cryptanalysis continued during his time at Bletchley Park, once causing fellow lodgers at his billet, when he failed to respond to shouted appeals through the bathroom door, to break down the door for fear that he might have passed out and drowned in the bath.


Turing’s eccentricities make such engaging anecdotes that they are sometimes exaggerated, but there can be no doubt about their reality. His ability from a very early age to disappear into a world of his own is wonderfully captured by a drawing of him at prep school by Turing’s mother, which she presented to the school matron. The drawing, entitled ‘Hockey or Watching the Daisies Grow’, shows the ten-year-old Turing, oblivious of the vigorous game of hockey taking place around him, bending over in the middle of the pitch to inspect a clump of daisies. At Bletchley Park he chained his coffee mug to a radiator to prevent theft, sometimes cycled to work wearing a gas mask to guard against pollen, and converted his life savings into silver ingots which he buried in two locations in nearby woods. Sadly, he failed to find the ingots when the war was over. The informality and absence of rigid hierarchy at Bletchley Park enabled it to exploit the talents of unconventional and eccentric personalities who would have found it difficult to conform to military discipline or civil service routine.


Most of the dons and other professionals recruited by Room 40 had been young. The ‘professor types’ selected by Bletchley Park were, on average, younger still. In the summer of 1939, Alastair Denniston wrote to the heads of about ten Cambridge and Oxford colleges, asking for the names of able undergraduates who could be interviewed for unspecified secret war work. Among the twenty or so recruited during the first round of interviews (repeated on a number of later occasions during the war) was the twenty-year-old Harry Hinsley, who was about to begin his third year as an undergraduate historian at St John’s College, Cambridge. After Pearl Harbor, when Bletchley Park needed more cryptanalysts and linguists to take newly devised crash courses in the Japanese language, the recruitment included sixth-formers as well as undergraduates – among them Alan Stripp, recruited after winning a classics scholarship to Trinity College, Cambridge, who later co-edited with Hinsley a volume of memoirs on Bletchley Park. During a visit to Bletchley, Churchill is said to have remarked ironically to Denniston, as he surveyed the unusually youthful staff, ‘I told you to leave no stone unturned to get staff, but I had no idea you had taken me literally.’


Recruitment to Bletchley Park broke with one important but misguided precedent established during the First World War. Room 40 had made no attempt to recruit professional mathematicians, whose supposedly introverted personalities were thought to be too far removed even from the realities of daily life for them to engage with the horrendous problems posed by the First World War. Though a prejudice normally associated with arts graduates, this jaundiced view of mathematicians appears to have been shared by the Director of Naval Education, Sir Alfred Ewing, a former Fellow of King’s and Professor of Engineering at Cambridge, who seems to have been chiefly responsible for the recruitment from King’s (where his son-in-law remained a Fellow) of Adcock, Birch and Knox. Despite his own mathematical training, Ewing evidently considered the experience of classicists, historians and linguists in making sense of difficult and complex texts a more relevant skill for cryptanalysis than mathematical expertise. Similar prejudices continued to influence the recruitment of British cryptanalysts between the wars.


Polish military intelligence realized at the end of the 1920s that the attempt to break Enigma would require the recruitment of professional mathematicians (one of whom, Marian Rejewski, was to make the first major breakthrough in the attack on it). In the summer of 1938, Denniston finally reached a similar conclusion and began including a limited number of mathematicians among the ‘professor types’ who were being earmarked for Bletchley Park. Initially, however, the mathematicians were treated with considerable caution and some suspicion. The first mathematics graduate recruited by GC&CS, Peter Twinn of Brasenose College, Oxford, was told after he began work early in 1939, that ‘there had been some doubts about the wisdom of recruiting a mathematician as they were regarded as strange fellows, notoriously unpractical’. Twinn owed his recruitment, at least in part, to his postgraduate work in physics. Physicists, he was told, ‘might be expected to have at least some appreciation of the real world’ – unlike, it was believed, most mathematicians.


Though the first wave of ‘professor types’ to arrive at Bletchley Park at the outbreak of war consisted chiefly of linguists, classicists and historians, it also included two brilliant Cambridge mathematicians: Turing from King’s and Gordon Welchman from Sidney Sussex College, who may originally have been earmarked because his mathematical brilliance was combined with skill at chess. According to the Cambridge Professor of Italian, E. R. ‘Vinca’ Vincent – probably the first ‘professor type’ to be selected – ‘Someone had had the excellent idea that of all people who might be good at an art that needs the patient consideration of endless permutations, chess players fitted the bill.’ Among other chess experts to arrive at Bletchley Park in the early months of the war were Hugh Alexander and Stuart Milner-Barry. Turing, Welchman, Alexander and Milner-Barry were jointly to sign the celebrated Trafalgar Day memorandum in 1941, which Churchill minuted, ‘Action This Day’. Whatever the original reasons for their recruitment, the first professional mathematicians at Bletchley Park made themselves indispensable so quickly that the recruiting drive was rapidly extended to mathematicians without a reputation as chess players.


Though GC&CS operated on a very much larger scale after its wartime move to Bletchley Park than it had done between the wars, at least one aspect of its original organization remained both of crucial importance and considerably ahead of its time. Denniston considered the ‘official jealousy’ which had prevented any collaboration between naval and military cryptanalysts from October 1914 to the spring of 1917 ‘the most regrettable fact’ in the history of British wartime Sigint. The establishment of GC&CS in 1919 was intended to avoid any repetition of such interdepartmental feuding. Within a few years of its foundation the new agency achieved the successful co-ordination of diplomatic and service cryptanalysis under overall Foreign Office control, though for most of the interwar years diplomatic decrypts yielded much more valuable intelligence than service traffic. That co-ordination, equalled by no other major Sigint agency abroad, was one of the secrets of Bletchley Park’s success.


For much of the 1930s the bitter rivalry between US naval and military Sigint agencies closely resembled that between their British counterparts during the First World War. Each sought to crack independently the same diplomatic codes and ciphers in order, according to a declassified official history, to ‘gain credit for itself as the agency by which the information obtained was made available to the Government’. Though there was limited interservice collaboration at the end of the decade, the rivalry resumed after the breaking of the Japanese Purple diplomatic cipher by military cryptanalysts in September 1940, as naval codebreakers sought to prevent the Army from monopolizing Magic (Japanese diplomatic decrypts). After lengthy negotiations, an absurd bureaucratic compromise was agreed, allowing the military Signal Intelligence Service (SIS) to produce Magic on even dates, and its naval counterpart, OP-20-G, to do so on odd dates. This bizarre arrangement continued to cause confusion until the very eve of Pearl Harbor. On the morning of Saturday 6 December, a naval listening post near Seattle successfully intercepted thirteen parts of a fourteen-part message from Tokyo to the Japanese embassy in Washington, rejecting US terms for a resolution of the crisis and making clear that there was no longer any prospect of a peaceful settlement. (The fourteenth part was intercepted on the following day.) This critically important intercept was forwarded by teleprinter to the Navy Department in Washington. But since 6 December was an even date, the Navy Department was obliged to forward the message to the military SIS for decryption shortly after midday. SIS, however, found itself in a deeply embarrassing position since its civilian translators and other staff, as usual on a Saturday, had left at midday and there was no provision for overtime. Doubtless to its immense chagrin, SIS was thus forced to return the intercept to the Navy. While OP-20-G began the decryption, SIS spent the afternoon gaining permission for its first Saturday evening civilian shift. By the time the shift started, however, it was too late for SIS to reclaim the partly decrypted intercept from OP-20-G. And so, for the first time, on the eve of Pearl Harbor, the rival agencies produced Magic together. SIS was able to decrypt two of the thirteen parts of the intercepted Japanese message, though the typing was done by the Navy. The Sigint confusion in Washington, at one of the most critical moments in American history, highlights the immense importance of the successful resolution of interservice rivalry by GC&CS two decades earlier.


Equally essential to Bletchley Park’s success was Churchill’s passion for Sigint. By a remarkable – and fortunate – coincidence, Churchill became war leader shortly after the first Enigma decrypts, one of the most valuable intelligence sources in British history, began to come onstream. Churchill’s passion for Ultra was equalled only by his determination to put it to good use. On the tenth anniversary in 1924 of the founding of Room 40, he had described Sigint as more important to the making of foreign and defence policy than ‘any other source of knowledge at the disposal of the state’. He was also well aware that, despite some successes during the First World War, the advantage gained by breaking German codes had sometimes been wasted. The indecisive battle of Jutland in 1916, the greatest naval battle of the war, might well have ended in a decisive British victory if the Sigint provided by Room 40 had been properly used by the Admiralty. Churchill’s own use of Ultra during the Second World War was, of course, far from infallible. The exaggerated sense of Rommel’s weakness in North Africa which he derived from his over-optimistic interpretation of Enigma decrypts, for example, made him too quick to urge both Wavell and Auchinleck to go on the offensive.


Even when due account is taken of Churchill’s limitations, however, he still remains head and shoulders above any other contemporary war leader or any previous British statesman in his grasp of Sigint’s value. That grasp depended on an experience of Sigint which went back to the founding of Room 40 early in the First World War and on his ability to learn from his mistakes in the handling of it. Had Churchill come to power in May 1940 without previous experience of Sigint, Bletchley Park might well have found his untutored enthusiasm for Ultra a dubious asset.


Great war leader though he was in most other respects, President Franklin D. Roosevelt was simply not in Churchill’s class when it came to Sigint. Despite a general awareness of the importance of wartime intelligence and a particular fascination with espionage, dating back to his experience of naval intelligence in the First World War, Roosevelt failed to grasp the importance of Sigint. Though Magic provided by far the best guide to Japanese policy during the year before Pearl Harbor, he showed only a limited interest in it. As well as sanctioning the absurd odd-even date division of labour between naval and military cryptanalysts, he also agreed to a further bizarre arrangement by which his naval and military aides took turns in supplying him with Magic in alternate months. This arrangement led to predictable confusion, including the suspension of the Magic supply in July 1941, after FDR’s military aide breached Sigint security by absentmindedly leaving Japanese decrypts in his wastepaper basket. Not until November did the President finally lose patience and insist that Magic henceforth be communicated to him exclusively through his naval aide, Captain John R. Beardall. When shown Japanese decrypts, Roosevelt very rarely commented on them. Not until three days before Pearl Harbor did he discuss with Beardall the significance of any of the Magic revelations.


Churchill would never have tolerated the confusion allowed by Roosevelt in both the production and the distribution of Magic. He also showed far greater appreciation both of his cryptanalysts and the intelligence which they produced. Captain Malcolm Kennedy, one of the leading Japanese experts at Bletchley Park, wrote in his diary on 6 December 1941:




… The All Highest (… Churchill) is all over himself at the moment for latest information and indications re Japan’s intentions and rings up at all hours of the day and night, except for the 4 hours in each 24 (2 to 6 a.m.) when he sleeps. For a man of his age, he has the most amazing vitality.





It would never have occurred to Roosevelt to ring up his cryptanalysts for the latest news. (Had he done so on 6 December, he would have discovered the confusion in the decryption of the fourteen-part Japanese telegram caused by the odd-even day arrangement.) Churchill also showed far greater determination than Roosevelt to ensure that his cryptanalysts had adequate resources. The American intelligence failure to provide advance warning of the Japanese attack on Pearl Harbor was due primarily to the difficulties in reading the latest variant of the main Japanese naval code, JN-25B. Though Magic contained no clear indication of plans for the surprise attack, undecrypted naval messages did. ‘If the Japanese navy messages had enjoyed a higher priority and [had been] assigned more analytic resources,’ writes the official historian of the NSA (the current US Sigint agency), Frederick Parker, ‘could the U. S. Navy have predicted the Japanese attack on Pearl Harbor? Most emphatically yes!’ JN-25B was not read to any great extent before Pearl Harbor because only a total of between two and five cryptanalysts had ever been assigned to work on it. The success in breaking Japanese naval codes, when the number of cryptanalysts was increased after Pearl Harbor, was a crucial element in the US victory at Midway only six months later.


In the months before Pearl Harbor, when OP-20-G lacked the resources required to read JN-25B more fully, it did not occur to American naval cryptanalysts to appeal directly to Roosevelt. At exactly the same time, faced with a less critical though still serious shortage of resources, Bletchley Park’s leading cryptanalysts appealed directly to Churchill. The most junior of them, Stuart Milner-Barry, delivered the message personally to Number 10. Churchill’s response was immediate: ‘ACTION THIS DAY. Make sure they have all they want on extreme priority and report to me that this has been done.’
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THE GOVERNMENT CODE AND CYPHER SCHOOL AND THE FIRST COLD WAR


MICHAEL SMITH





Introduction




Our view of espionage is now so dominated by the period known as the Cold War, that it is easy to forget that between the First and Second World Wars, Britain and the Soviet Union fought a first Cold War every bit as bitter as the second. The predecessors of the KGB regarded Britain as ‘the main adversary’ and there were widespread attempts to collect intelligence, to subvert British society, and to recruit agents within the British establishment, of whom the members of the Cambridge spy ring were only the most prominent. The following chapter traces the early beginnings of GC&CS and examines the part played by the British codebreakers in this first Cold War. It also dismantles the myth that once the Germans turned on the Russians - in June 1941 - the British stopped collecting intelligence on their newfound Soviet allies. Although their armies were united in the ‘hot war’ against Germany, the intelligence services on both sides would very soon be positioning themselves to fight the new Cold War that would follow the victory over the Nazis.


MS





Britain’s codebreakers enjoyed a very successful First World War. Perhaps the best known of their achievements was the breaking, by the Royal Navy’s Room 40, of the Zimmermann Telegram, which brought the United States into the war. But even before Room 40 was created, on the orders of the then First Lord of the Admiralty, Winston Churchill, the Army’s MI1b had achieved considerable success against German military codes and ciphers.


The Army and Navy codebreaking units rarely spoke to each other, engaging in a turf war apparently fuelled by the Army’s resentment of the greater influence of the upstart in the Admiralty. Alastair Denniston, who for much of the war led Room 40, or NID25, as it was more correctly known, later bemoaned ‘the loss of efficiency to both departments caused originally by mere official jealousy’. The two departments finally began to exchange results in 1917, but there remained little love lost and the situation came to a head a year after the Armistice, when the question of whether or not there should be a peacetime codebreaking organization was under consideration.


Although there were inevitably some within government who were keen to axe the codebreakers as part of a peace dividend, there were many more who were just as eager to continue to receive the intelligence they were providing. It was decided to amalgamate the two organizations and a conference was held at the Admiralty in August 1919 to consider who should be in charge of the new body. The War Office wanted their man. Major Malcolm Hay, the head of MI1b, while the Navy was equally determined that Denniston was the worthier candidate.


But Hay appears to have overplayed his hand, insisting he was not prepared to work under Denniston, while the latter expressed a willingness to do whatever was asked of him. The generals were embarrassed by Hay’s attitude. It was not for junior officers to decide who they were or were not prepared to serve under. Denniston was subsequently given charge of what was to be known as the Government Code and Cypher School (GC&CS), with a staff of just over fifty employees, of whom only a half were codebreakers. ‘The public function was “to advise as to the security of codes and cyphers used by all Government departments and to assist in their provision”,’ Denniston later recalled. ‘The secret directive was “to study the methods of cypher communications used by foreign powers”.’


GC&CS came under the control of the Director of Naval Intelligence, Admiral Hugh ‘Quex’ Sinclair, a noted bon viveur who installed the School in London’s fashionable Strand, close to the Savoy Grill, his favourite restaurant. The material it dealt with was almost entirely diplomatic traffic. Its main target countries were America, France, Japan and Russia, with the last providing what Denniston said was ‘the only real operational intelligence’.


‘The Revolutionary Government in 1919 had no codes and did not risk using the Tsarist codes, which they must have inherited,’ Denniston said. ‘They began with simple transposition of plain Russian and gradually developed systems of increasing difficulty.’ One of the reasons that the Bolsheviks were unwilling to use the old Tsarist codes was the presence among the British codebreakers of the man responsible for devising a number of them. Ernst Fetterlein had once been the Tsar’s leading code-breaker, solving not just German and Austrian codes but also those of the British.


‘Fetterlein was a devotee of his art,’ one of his former colleagues in the Russian Cabinet Noir recalled. ‘I was told that once, when he was sent to London with dispatches, he sat morosely through breakfast until suddenly a complete change took place. He beamed, began to laugh and jest, and when one of the embassy officials asked him what the matter was, confessed that he had been worried by an indecipherable word which occurred in one of the English telegrams he had deciphered. Someone had in conversation mentioned the name of a small English castle to which the King had gone to shoot and this was the word in the telegrams which had bothered him.’ He sported a large ruby ring given to him by Tsar Nicholas in gratitude for his achievements, which included deciphering a message that led to the sinking of a number of German ships in the Baltic in 1914. This had a valuable spin-off for Fetterlein’s future employers. The Russians recovered a naval codebook from the light cruiser the Magdeburg, which they passed on to the British.


Fetterlein fled from Russia during the October Revolution on board a Swedish ship. He and his wife narrowly evaded a search of the ship by the Russians, one of his new colleagues recalled him saying. ‘As the top cryptographer in Russia he held the rank of admiral and his stories of the day the revolution occurred, when workmen stripped him of many decorations and bullets narrowly missed him, were exciting. It is said that the French and the British organisation were anxious to get him and Fetterlein simply sat there and said: “Well gentlemen, who will pay me the most?”’


The British evidently offered the most money. Fetterlein was recruited by Room 40 in June 1918, working on Bolshevik, Georgian and Austrian codes. ‘Fetty, as we addressed him, would arrive precisely at 9.30 and read his Times until 10 when he would adjust a pair of thick-lensed glasses and look to us expecting work to be given to him. He was a brilliant cryptographer. On book cipher and anything where insight was vital he was quite the best. He was a fine linguist and he would usually get an answer no matter the language.’


Fetterlein and his team, who included two female refugees from Russia and the occasional British Consul thrown out by the Bolsheviks, were easily able to keep on top of the relatively simple Bolshevik ciphers. This allowed them to ensure that the government of David Lloyd George was fully informed of the machinations of various elements of the Russian Trade Delegation, led by the Bolshevik Commissar for Foreign Trade, Leonid Krasin, which arrived in London in May 1920.


The messages decrypted by GC&CS were known as BJs because they were circulated in blue-jacketed files, as opposed to the red files used for reports from the Secret Intelligence Service (SIS), now better known as MI6. The Russian BJs showed Lenin telling Krasin that he must be tough with the British. ‘That swine Lloyd George has no scruples or shame in the way he deceives,’ said the Soviet leader. ‘Don’t believe a word he says and gull him three times as much.’ Lev Kamenev, the head of the Moscow Communist Party, was sent to London to take charge of the delegation. Very soon the decrypts showed that he was actively involved in the setting up of ‘Councils of Action’ across Britain, with the intention of using them, like the Russian Soviets, to prepare for a communist revolution in Britain. They also disclosed that the Russians were pouring money into the London-based Daily Herald newspaper.


To many of those in authority, it appeared that Britain was perilously close to its own communist insurrection. Field Marshal Sir Henry Wilson, the Chief of the Imperial General Staff, wrote a furious memorandum to Lloyd George. The telegrams showed ‘beyond all possibility of doubt … that Kamenev and Krasin, while enjoying the hospitality of England, are engaged, with the Soviet Government, in a plot to create red revolution and ruin this country’. He received support from Admiral Sinclair, who surprisingly urged the Government to publish the decrypted telegrams. ‘Even if the publication of the telegrams was to result in not another message being decoded, then the present situation would fully justify it,’ claimed Sinclair.


Lloyd George then sanctioned the publication of eight of the telegrams as long as the newspapers claimed to have obtained them from ‘a neutral country’. But The Times ignored the official requests to keep the true source secret, starting its report with the words: ‘The following telegrams have been intercepted by the British Government.’ The Prime Minister called in Kamenev, who was due to return to Russia for consultations and told him there was ‘irrefutable evidence’ that he had committed ‘a gross breach of faith’. He would not be allowed back into the country.


Despite the Times report, and further press leaks after Kamenev’s departure, the Russians did not change their ciphers. There was no doubt that they were aware of what had happened. Krasin told Maxim Litvinov, the Bolshevik Deputy Commissioner for Foreign Affairs, that the British ‘had complete knowledge of all your ciphered telegrams … which had strengthened the suspicion that Kamenev is the teacher of revolutionary Marxism and was sent here with the express purpose of inspiring, organizing and subsidizing English Soviets’.


But the Russian ciphers were still not changed until three months later, when Mikhail Frunze, Commander-in-Chief of the Bolshevik forces fighting the White Russians in the Crimea, reported that ‘absolutely all our ciphers are being deciphered by the enemy in consequence of their simplicity’. He singled out the British as one of the main perpetrators. ‘All our enemies, particularly England, have all this time been entirely in the know about our internal military operational and diplomatic work,’ he added. A week later, the trade delegation in London was told to send correspondence by courier until they received new ciphers. They arrived in January 1921 and by April, Fetterlein had broken them.


The main source of the coded messages coming into GC&CS was the international cable companies. Under a section added to the 1920 Official Secrets Act, they were obliged to hand over any cables passing through the United Kingdom – a requirement that was quite openly put down to the ‘general state of world unrest’ created by communist attempts to replicate the October Revolution across Europe. But many of the messages emanating from Moscow were intercepted by Royal Naval intercept sites – based at Pembroke and Scarborough – and Army sites at Chatham, Baghdad and Constantinople. Although GC&CS remained under Admiralty control, the vast bulk of the messages it decrypted were now diplomatic rather than military or naval and in 1922, Lord Curzon, the Foreign Secretary, decided that the Foreign Office should take charge of the codebreakers. One senior member of staff attributed this to a conversation with the French ambassador during which the Foreign Secretary ‘expressed certain views which did not coincide with the views of his colleagues in the cabinet’. These were duly passed back to Paris, decrypted by GC&CS and circulated among Curzon’s cabinet colleagues. The codebreakers were moved from their Strand headquarters to 178 Queen’s Gate and a year later again put under the control of Admiral Sinclair, who was now the Chief of MI6.


Despite his interest in the codebreakers’ intelligence product, Curzon showed little regard for its security. When further evidence of the Russian attempts to subvert Britain and its empire emerged in 1923, he used the deciphered telegrams to draft a protest note to the Soviet Government – the so-called Curzon ultimatum – which not only quoted the telegrams verbatim but made absolutely clear that they were intercepts, most of them passing between Moscow and its envoy in Kabul. These were almost certainly intercepted, and probably deciphered, in India where there was a well-established signals intelligence operation.


One of the leading cryptographers in India at the time was Captain John Tiltman, who was undoubtedly one of the best codebreakers in Britain, if not the world. He had been offered a place at Oxford at the age of thirteen but had been unable to accept. He subsequently served with the King’s Own Scottish Borderers in France during the First World War, where he won the Military Cross, and spent a year with GC&CS before being posted to the Indian Army headquarters at Simla in 1921. There was already a military intercept site at Pishin on the Baluchistan-Afghan border and Tiltman’s arrival coincided with the opening of another intercept station at Cherat, on the North West Frontier.


Tiltman later recalled that he was part of a small section of no more than five people based at Simla. It not only deciphered the messages, but also garnered intelligence from the locations of the transmitters – which were determined by direction finding – from the way they operated, and from the routine communications, a process still known today as traffic analysis. ‘We were employed almost entirely on one task, to read as currently as possible the Russian diplomatic cipher traffic between Moscow, Kabul in Afghanistan and Tashkent in Turkestan,’ he said. ‘From about 1925 onwards, I found myself very frequently involved in all aspects of the work – directing the interception and encouraging the operators at our intercept stations on the North West Frontier of India, doing all the rudimentary traffic analysis that was necessary, diagnosing the cipher systems when the frequent changes occurred, stripping the long additive keys, recovering the codebooks, translating the messages and arguing their significance with the Intelligence Branch of the General Staff. I realize that I was exceptionally lucky to have this opportunity and that very few others have had the chance of acquiring this kind of general working experience. Between 1921 and 1924, I paid three visits to the corresponding unit in Baghdad and on several occasions, sitting amongst operators in the set-room of the Baghdad intercept station, worked directly on the red forms fresh off the sets, to the benefit not only of my own experience but also to the morale of the operators.’


The Indian signals intelligence operation, which was regarded as part of Sinclair’s overall organization, took any Russian traffic it could, including the communications of the OGPU, forerunner of the KGB. It achieved ‘very considerable cryptographic success’, according to one military official. A Wireless Experimental Station was opened at Abbottabad on the North West Frontier with a further intercept site at Quetta. Meanwhile, the site in Constantinople was withdrawn to Sarafand, near Jaffa, in Palestine, as No. 1 section of 2 Wireless Company, with Baghdad forming No. 2 section. Like the Indian operation, Sarafand had its own cryptographers, producing intelligence for the British Middle East Command. It also sent raw Russian traffic back to London where it was passed on to GC&CS, considerably increasing the amount of Russian traffic available to Fetterlein and his assistants.


The increased amount of traffic coincided with yet another change in the Soviet ciphers, leading to calls for more Russian experts. One of those recruited as a result was J. E. S. ‘Josh’ Cooper, who was to become another leading light at Bletchley Park. He heard of the openings at GC&CS through a friend, the novelist Charles Morgan.




I joined as a Junior Assistant in October 1925. Like many other recruits, I had heard of the job through a personal introduction – advertisement of posts was, at that time, unthinkable. I was one year down from University of London, King’s College, with a first in Russian and had nothing better to do than teach at a preparatory school at Margate. My father was bewailing this at tea with the Morgans one day, and one of Charles’s sisters said she had a friend who worked at a place in Queen’s Gate where Russian linguists were wanted.





Cooper already knew Fetterlein, having been introduced to him by one of the teaching staff at King’s College.




His experience and reputation were both great, and I was fortunate to find myself assigned to work with him on Soviet diplomatic, which at that time consisted of book ciphers, mostly one part, reciphered with a 1,000-group additive key. He took very little notice of me and left it to an army officer who had been attached to GC&CS, Capt. [A. C.] Stuart Smith, to explain the problem and set me to recover some Russian additive key. Traffic was scanty and it was hard to get adequate depth. Also the book I was working with had been solved in India by Tiltman and Col. Jeffrey and nobody had worked on it at home. It took me some time to realize that almost every group had two meanings. After about six weeks’ work, during which I rubbed holes in the paper with endless corrections, at last I read my first message which was from Moscow to the Soviet representative in Washington and was concerned with repudiation of debts by American states.





Despite Cooper’s problems with the cipher he was put to work on, the amount of Soviet messages continued to increase with the opening of a new Royal Navy intercept site at Flowerdown, near Winchester, an army site at Chatham, and an RAF site at Waddington, in Lincolnshire. Sinclair moved both the code-breakers and his MI6 staff to a new joint headquarters at 54 Broadway, close to Whitehall, in 1925. He also added to the intercept facilities by co-opting the resources of a small Metropolitan Police intercept operation, which was run by Harold Kenworthy, an employee of Marconi who was on indefinite loan to the police. It operated out of the attic at Scotland Yard, employing a number of ex-naval telegraphists to intercept illicit radio stations.


The Metropolitan Police unit had first shown its capabilities during the 1926 General Strike. Although the strike broke out largely for socioeconomic reasons, the BJs had shown the Soviet Government keen to provoke industrial action to the extent of subsidizing the striking miners to the tune of £2 million. It was scarcely surprising therefore that when, on the first day of the General Strike, the Metropolitan Police operators intercepted an unusual wireless transmission using apparently false callsigns and emanating from somewhere in London, there were suspicions of Russian foul play. Kenworthy informed the assistant commissioner in charge of the Special Branch who in turn contacted Admiral Sinclair. The MI6 Chief sent over the GC&CS radio expert Leslie Lambert, better known as the BBC ‘wireless personality’ A. J. Alan, and together they constructed a miniature direction-finding device small enough to fit into a Gladstone bag, Kenworthy recalled.




The portable set was put to good use. Influence by Assistant Commissioner and SIS [MI6] made it possible to get access to roofs of buildings in the vicinity of the suspected source of signal which had been roughly located by taking a completely empty van and sitting on the floor with the Gladstone bag. It was gratifying that the work put in was finally rewarded by actually ‘walking in’ from the roof tops into the top of a building housing the transmitter whilst the operator was using it. The result was an anti-climax as the transmitter had been set up by the Daily Mail, who thinking that Post and Telegraph personnel would be joining the strike at any moment, decided to try and be ready for a ‘coup’. The call sign AHA was derived from [the newspaper’s proprietor] Alfred Harmsworth. As a matter of high policy nothing was ever published about this exploit.





The illicit radio transmitter may not have been run by the Russians, but the General Strike and Moscow’s attempts to inspire revolution in China and to take control of Afghanistan – and thereby threaten India – increased the general feeling within the Conservative-led establishment that the Bolsheviks were determined to subvert Britain and its Empire.


Government ministers were also influenced by MI5 and Special Branch reports of Soviet espionage centred on ‘the firm’, a cover name for the All-Russian Co-operative Society (ARCOS) based in Moorgate, ostensibly set up to facilitate trade between Britain and Russia. None were anywhere near as successful as the later Cambridge spy ring, but their attempts to obtain military and naval intelligence outraged those like the intensely anti-Bolshevik Home Secretary Sir William Joynson-Hicks, who put pressure on the then Foreign Secretary Sir Austen Chamberlain to back action against Russia. Throughout 1926, Chamberlain continued to defend his policy of pragmatic dealing with Moscow rather than lose the new trade links. But by 19 January 1927, he accepted that there was a need ‘to review in Cabinet our relations with Russia’, asking the President of the Board of Trade what Britain’s ‘actual trade interests’ amounted to, and for some sense of ‘the sentiment of traders’ about them. Five days later, he drafted a protest note to the Russians. He suspected that it would not satisfy Joynson-Hicks, or the other hardliners like Winston Churchill, now Chancellor of the Exchequer, and he was right. But it was the start of a process that would soon lead to a complete diplomatic break with Moscow.


What exactly made Chamberlain accept the need for action is still unclear. But some time during 1926, the codebreakers had received a new source of telegrams. MI6 had already managed to acquire the Bolshevik cables passing through the Tehran post office, of crucial interest with regard to Russian threats to Afghanistan. Now it supplied the Soviet telegrams sent via Peking, allowing the codebreakers to break complete substitution tables for the first time and producing a rich harvest of intelligence for the cabinet hardliners. The addition of Alfred Dillwyn ‘Dilly’ Knox to Fetterlein’s team may well have contributed to this success. Dilly’s early promise at Eton – he beat John Maynard Keynes to take first place in the scholarship for King’s College, Cambridge – had been confirmed by his work in Room 40, where he and Nigel de Grey broke the Zimmermann Telegram in January 1917. Six days before Chamberlain’s letter to the President of the Board of Trade, Knox’s work had given him an unexplained reason to celebrate. He bought himself a new Burberry overcoat and ordered dinner at an expensive restaurant. ‘These expenses might pass as unremarkable,’ his niece Penelope Fitzgerald recorded in The Knox Brothers. ‘But with Dilly they could only mean celebration and it is at least possible that the Government had agreed, in his own phrase, to “get something from the post office”.’


Whatever the celebration was about, the messages obtained from the Peking post office were to have a devastating effect on Anglo-Soviet relations. Over the ensuing weeks, further examples of Soviet espionage were detected and on 12 May, the police raided the ARCOS headquarters. The Russians had been warned of the impending raid and, despite three days of searching by the police, nothing of significance was discovered.


In order to justify the decision to break with Moscow, the Prime Minister Stanley Baldwin resorted to reading out the text of some of the deciphered Peking telegrams in Parliament. He was followed two days later by Chamberlain who, reminding MPs that there had been a recent anti-British demonstration outside the British embassy in Washington, read an extract from a message sent a month earlier by Moscow to its representatives abroad. Clearly taken from a deciphered intercept, it said: ‘It is absolutely essential to organize in the shortest possible space of time meetings against England and to demonstrate where possible in front of British embassies and legations.’ Chamberlain followed this extract from one of the decrypts with a succession of other examples. Although these were at least paraphrased rather than quoted verbatim, the Russians had got the message. Where they had previously been slow to change their cipher systems, they now adopted the one-time pad system (OTP), which if used properly was impossible to break.


The codebreakers were horrified. There was a brief period during which the old ciphers continued to be used in more remote places like Central Asia. But very soon the decipherable diplomatic messages dried up. ‘HMG found it necessary to compromise our work beyond any question,’ recalled Denniston. ‘From that time, the Soviet Government introduced OTP for their diplomatic and commercial traffic to all capitals where they had diplomatic representatives.’


Josh Cooper, speaking with the benefit of hindsight, after misuse of the system had led to at least two other one-time pad systems being broken, said that it might have been possible to break the Soviet diplomatic system if only there had been enough codebreakers to allow ‘long shots’.




Tiltman went so far as to read a few groups of “wrapover” texts when a pad was used to a depth of two at the end of some messages. This we felt to be interesting but of little practical value. It might, however, if persisted in, have led to the discovery of re-use of pads. We knew from previous experience of their old diplomatic systems that the Russians were capable of re-using additive tables.





Although the Russian diplomatic material had dried up, the Soviet Union provided GC&CS with a second interwar success via the communications of the Comintern, the organization set up in 1919 to promote communism and revolution around the world. It controlled all of the various communist parties, each of which formed a so-called ‘Section’ of the Comintern and was bound to follow its direction. They were also required to set up parallel ‘illegal’, or more accurately underground, organizations that would be controlled by the Comintern in order to prepare for a general strike and armed insurrection that it was hoped would precede fresh revolutions. An additional role of these ‘illegal’ organizations was to carry out espionage.


The first sign of illicit transmissions linking the Communist Party of Great Britain to Moscow came in early 1930, when the various intercept units began picking up a large number of unauthorized radio transmissions between London and Moscow. ‘Peacetime GC&CS did have one experience of successful work on clandestine traffic,’ Denniston recalled. ‘This, unlike the diplomatic, necessitated close co-operation between interception, T/A [Traffic Analysis] and cryptography before the final results were made available only to a small select intelligence section of SIS.’ The operation, codenamed Mask, was run by Tiltman, who had returned from India in 1929 with a great deal of experience in Soviet wireless and cipher practice. ‘The analysis of this traffic was studied closely and from it emerged a world-wide network of clandestine stations controlled by a station near Moscow,’ Denniston recalled. ‘It turned out to be the Comintern network.’ The attack on the Comintern ciphers ‘met with complete success’, he said.


The ‘small, select’ MI6 section to which the decrypted material was sent was the two-man counter-espionage department known as Section V (five). It was led by Major Valentine Vivian, a former Indian police officer. The material was also discussed with B Branch of MI5, which at the time was responsible for Soviet subversion and espionage. J. C. ‘Jack’ Curry, who was in charge of MI5 operations against subversion for part of the 1930s, recalled that the messages dealt with a variety of subjects. ‘The London/Moscow transmissions were part of a large network with a number of stations in different parts of the world and the material dealt with a variety of the affairs of the Comintern and its sections in different countries. Those from Moscow included directions and instructions regarding the line to be taken in propaganda and in party policy generally. They gave, among other things, details regarding subsidies to be paid by Moscow, a large part being allocated to the Daily Worker.’


Many of the messages were obscure and difficult to understand without an appreciation of the context and the cover names of those to whom they referred. Curry said. ‘Major Vivian was, however, able to extract useful intelligence from a number of messages and, in particular, obtained a certain picture of some of the details of Comintern finance and its measures for subsidising its Sections in other countries. Information about the names of couriers and active Communists, including certain British crypto-communists, was obtained from this source.’


The information culled from the Comintern decrypts appears to have allowed MI6 to recruit a number of agents inside the Comintern in France, Holland and Scandinavia. But the best source it had within the Comintern was a ‘walk-in’, a spy who offered his services to MI6. Johann Heinrich de Graf (Jonny X), was a German communist who was recruited by Soviet Army intelligence, the GRU. He walked into the MI6 station in Berlin to volunteer his services and was run by its head, Frank Foley, who was to become far better known for his work in helping Jews to escape from Nazi Germany. Jonny X had been involved in the organization of the Comintern ‘illegal’ network in Britain and was able to provide vital information not only on the workings of the Comintern but also on its attempts to subvert the governments of Britain, China and Brazil.


There was often no love lost between MI6 and MI5 during this period, but Curry was full of praise for the ‘close and fruitful collaboration’ on the Comintern. The intelligence from the MI6 agents, and particularly from Jonny X, whom he singled out as ‘very valuable’, was augmented and amplified by the intercepted Comintern messages.


As Denniston suggested, the Mask operation was also notable as a rare early example of close collaboration between the code-breakers and the Metropolitan Police intercept operators, who during the early 1930s moved to a new location in the grounds of the Metropolitan Police Nursing Home at Denmark Hill, south London. Harold Kenworthy and Leslie Lambert set out to track down the source of the London messages, as they had with the Daily Mail’s transmitter. Since the radio messages were always sent at night, their early attempts to home in on the signal met with suspicion from ordinary police officers and they were handicapped in any explanation by the need to keep what they were doing secret.


MI6 supplied a van in which they could place the direction-finding equipment while driving around London looking for the transmitter. But Kenworthy recalled that they had to be provided with a special pass after the very act of loading the equipment sparked off a police investigation into an assumed robbery.




Some exciting moments were experienced – particularly on one occasion, after going round a neighbourhood for some time a police car stopped us. On being asked: “What have you got in that parcel?” – the parcel being a portable short-wave set, Mr Lambert said: “I don’t want to tell you.” After that remark, there was nothing to it but for the pass to be shown. On another occasion, we spotted a PC waiting for us in the middle of a narrow crossing. We literally backed out of this by reversing round a corner and making off in another direction.





They used a large direction-finding (DF) set in the van to find the general direction and then deployed the portable set to ‘walk in’ on the transmitter. ‘It took a long time to get final results,’ Kenworthy recalled. ‘The search for the unauthorised wireless station went on for some months. We were only one and often after all the preparations the London station would be on the air perhaps two minutes only and then off until the following evening. These chancy sort of conditions made the effort a very long drawn out affair, but it was finally rewarded by locating the station in Wimbledon.’


An MI5 surveillance operation was then set up. The house was found to belong to Stephen James Wheeton, a Communist Party member. MI5 officers followed him to regular meetings with Alice Holland, a prominent party member, at which the messages were handed over and collected. The transmitter was later moved to north London but it was not long before Kenworthy and Lambert again located it in the home of another party member called William Morrison.


The Mask operation was inadvertently sabotaged in 1933 when the Moscow station began interfering with a frequency used by the GPO to send telegrams. Since the call sign used by Moscow was similar to those used by the Admiralty for sending diplomatic signals, the GPO rang Henry Maine (the official in charge of liaison with the Post Office to obtain drop copies of enciphered telegrams). The GPO official asked Maine if he knew what station used that particular call sign. ‘He did, and not thinking it necessary to warn them not to take action, told them it was Moscow. The GPO immediately sent a service message to Traffic Controller Moscow Commercial Services to the effect that the transmitter was causing interference to one of their frequencies and would they please shift its frequency.’ Moscow denied any knowledge of the station, Kenworthy said, but it immediately went off the air and did not return for many months. ‘When it did, a completely new system had been devised using more frequencies, numerous call signs and of course an entirely new cipher.’


This period saw the first co-operation between the British and French codebreakers that was to be so helpful to the later attempts to break the German Enigma machine cipher. Tiltman recalled going to Paris with the then Assistant Chief of MI6, Colonel Stewart Menzies, to meet Colonel Gustave Bertrand, the head of the French codebreaking unit.




An arrangement had been made for the exchange of information regarding Russian cipher systems between the Government Code and Cypher School and French cryptanalysts. I had worked for 10 years on Russian ciphers, nearly nine years in India, and three years on Comintern ciphers and Commander Denniston, the Director of GC&CS, chose me to go to Paris as having more general knowledge of Russian systems than anyone else in the office (except perhaps Ernst Fetterlein). I flew to Paris on May 24 1933 with General, then Colonel, Stewart Menzies. I spent the whole of May 25 with Bertrand and two other Frenchmen.


I had been instructed before leaving England that I was not to disclose any knowledge of Russian use of long additives or of one-time pads unless I was satisfied that the French were aware of this usage. I was also told not to discuss Comintern cipher systems at all. It was characteristic of Bertrand as I got to know him later that, immediately after I was introduced to him, he handed me a typewritten statement to the effect that the French were fully aware of the nature of Russian high grade systems. I was therefore free to describe for them the various Russian systems (nearly all diplomatic) I had worked on since joining GC&CS in London in 1920, particularly in India 1921–1929. Much of this was new to them – I don’t remember that they told me anything significant that I didn’t know already.





The Mask operation led by Tiltman continued until the middle of 1937. Its significance is confirmed not just by Curry but by Josh Cooper who remarked that while the work carried out by Kenworthy’s police unit was of no particular interest to the police it was ‘of great importance to the future GCHQ’.


Exploitation of Soviet armed forces traffic during the interwar period appears to have been less systematic and therefore less successful than that of the diplomatic and Comintern networks. It is not clear how much military material was deciphered in India. But both Simla and Sarafand had limited success with Russian military ciphers. There was also some early work on the ciphers of the KGB. But during the 1920s and early 1930s, the main focus inside GC&CS with regard to Soviet armed forces was on the Russian Navy.


William ‘Nobby’ Clarke, a former member of Room 40, was one of a number of GC&CS members unhappy at the way in which the codebreakers and the intercept operators were increasingly being asked to work on diplomatic material at the expense of service traffic. He managed to persuade the Admiralty that there should be a naval section within GC&CS and then made the rounds of Royal Navy establishments and ships, coaxing a number of officers into agreeing to intercept Russian, French and Japanese wireless communications in their spare time while at sea. The Royal Navy intercept station at Flowerdown also began taking Russian naval material and the Army station in Sarafand covered the Black Sea Fleet. But the use of one-time pads and a lack of depth ensured that few messages were deciphered.


Clarke’s report on Naval Section work for 1927 admitted that there had been very little naval traffic intercepted, all of it between shore-based establishments. There had, however, been some success in solving a super-enciphered system in which encoded messages were reciphered before transmission, a practice designed to make them more difficult for an eavesdropper to read. The messages were first encoded using a codebook, which provided groups of randomly selected figures for common words or phrases. This produced a series of groups of figures, normally uniformly four-figure or five-figure groups. The operator then took a stream of predetermined but randomly selected figures, placed them underneath his encoded message, and added the two together figure by figure, using non-carrying arithmetic, to produce the reciphered message.


In an attempt to find out whether it was worthwhile continuing to work on the Russian Navy ciphers, Clarke decided to see the problems faced by his volunteer intercept operators for himself: ‘In the hope of clearing up the problem of Russian naval ciphers, I joined HMS Curacao for the Baltic cruise of the 2nd Light Cruiser Squadron … Unfortunately the amount of intercepts available does not permit of much work being undertaken on this kind of traffic nor is it considered that it would be profitable.’ The situation improved slightly in 1929. Although no messages had been broken, enough intercepts were coming in to allow some limited traffic analysis.


During late 1929 and 1930, the Naval Section launched a concerted effort to try to solve the Russian naval codes and ciphers. Josh Cooper was sent to Sarafand to carry out a fifteen-month investigation of Black Sea Fleet communications while Lieutenant-Commander G. A. ‘Titts’ Titterton, a former member of the Naval Section, returned from a Russian interpreter’s course to work on Russian Navy material in London.


Cooper’s report shows that there were a number of different codes and ciphers in use, ranging from relatively simple systems to high-grade ciphers. But while the lower grade systems proved vulnerable he was not able to break any of the high-grade systems and Titterton seems to have had even less success. He left GC&CS briefly in December 1932 and, as one senior codebreaker noted, was replaced by another officer whose ‘skirmish with Russian was also short and unsuccessful’. The lack of success and the need to divert resources to Italian systems as a result of the 1935 Abyssinia Crisis eventually led to Russian Navy coverage being dropped.


But as the attack on Russian Navy systems waned, the Army Section of GC&CS, set up in 1930 under John Tiltman, was beginning to get to grips with an upsurge of Russian Army traffic. This had become available in 1933 as a result of an arrangement with Estonia’s codebreakers, who offered all the material they were intercepting in return for radio equipment. With Tiltman busy, first on the Comintern traffic and later on super-enciphered Japanese army systems, P. K. Fetterlein, the brother of Ernst, was recruited to work on the Estonian material. The creation in 1936 of an Air Section of GC&CS, led by Cooper, gave fresh impetus to this work. Cooper’s experience of Russian material and Tiltman’s preoccupation with Japanese systems appear to have been the main reasons for the Air Section being asked to deal with the Estonian material, since little if any of it was from Russian Air Force units. ‘The Russian traffic was a mess,’ Cooper said. ‘What we received was a mixed bag from a wide range of stations (some of them in the Leningrad Military District, just over the border, some from at least as far away as the Ukraine), with little or no continuity. Some of the material was in very low-grade systems, which had usually been broken by the Estonians before we got it; the content was of no face value. There was also a variety of higher-grade systems but never enough of any one line to make a crypt attack possible. Controlled interception of selected lines of traffic with good T/A backup might at this time have produced very interesting results, but we could not control the Estonians.’


By 1938, with war against Germany beginning to look inevitable, the main priority had become the breaking of the German Enigma machine cipher, although Russia still remained high on the GC&CS list of target countries. Lieutenant-Commander Titterton had now returned to Broadway and the Home Fleet had resumed interception of Russian Navy traffic. As late as mid-1938, two new junior assistants were recruited solely for their knowledge of Russian, one of them being Alexis Vlasto, whose A Linguistic History of Russia to the End of the Eighteenth Century remains a standard textbook. Russia also remained a high priority in India, where the codebreakers had broken the Soviet secret service super-enciphered code.


The responsibility for the Russian material was subsequently handed back to the military section, together with the services of P. K. Fetterlein. The 1939 co-operation with the Polish and French codebreakers, that was to be of immense importance in the breaking of the German Enigma machine cipher, had the added bonus of providing a batch of material from Lithuanian and Latvian codebreakers, Cooper recalled. ‘The raw material was similar in quality to the Estonian and work on this untidy mass of miscellaneous Soviet services was co-ordinated in the Military Section with Vlasto as Air Section’s contribution. There was only one consignment of Lithuanian and Latvian. Estonian went on, I think, for a while with deliveries by diplomatic bag.’


By now, the codebreakers had been moved out of London to the MI6 ‘War Station’ at Bletchley Park, designated Station X. This was not, as is sometimes supposed, a mark of mystery, but simply because it was the tenth in a number of properties acquired by MI6, all of which were designated using Roman numerals. The number of staff remained limited – only 137 of those who went to Bletchley in August 1939 were members of the GC&CS codebreaking sections. But the alliance between Stalin and Hitler continued to ensure that Russian material retained a high priority. Co-operation with the French was expanded. A dedicated Russian section was set up under Tiltman’s tutelage at Wavendon, a country house close to Bletchley Park, and another Russian section was set up at Sarafand, in Palestine.


The crucial breakthrough on Russian armed forces material came during the Russo-Finnish War in late 1939 and early 1940. The large amount of traffic created by the Russian Army’s invasion of Finland, and the Finns’ determined defence of their territory, gave the codebreakers enough depth to solve two high-grade Russian systems: the Soviet Army’s GKK super-enciphered code and the OKF super-enciphered naval code.


It is not clear who made the break into the two Russian high-grade systems, but it seems likely that Tiltman was yet again involved. He was in charge of the section, had worked on a number of similar Japanese Army systems and, the previous year, had broken the Japanese Navy’s main super-enciphered code, known to the Allies as JN-25, within weeks of its introduction. It was also Tiltman who set up an arrangement with the Finnish Army’s codebreaking unit in order to obtain as much of the Russian traffic as possible to allow further recovery of the system. ‘He had the foresight to note the extreme importance of Finnish collaboration in our Russian work,’ Denniston said. ‘He spent a fortnight in Finland and established a close and friendly liaison with their cryptographic unit and his persistent drive … may well seal an alliance which should prove of the greatest value to the intelligence departments of all three services.’


Tiltman agreed a similar deal to that with Estonia, promising to provide radio equipment in return for the traffic. Unfortunately, there were immediate complications. No sooner had he returned to England than the Russo-Finnish War came to an end. Nevertheless, the Finns insisted that they were still determined to expand their Sigint operations against the Russians. There was then difficulty persuading Stewart Menzies, who had succeeded Sinclair as Chief of MI6, to pay for the Finnish equipment. Even once he had agreed, some of the wireless receivers went missing. But eventually the arrangement began to work and the Finns provided an increased flow of Russian military and KGB traffic as well as five captured codebooks: three Russian Army codebooks – two of which had already been partially worked out by the Russian section – and two Soviet Navy codebooks. These were the KKF2 code used by the Black Sea Fleet and the KKF3 code used in the Baltic, which the British had broken a few months earlier but had not totally reconstructed.


This provided fresh impetus to the work against the Russian Navy. Russian armed forces traffic now became the subject of a major effort by GC&CS and its outstations. Radio receivers were installed in the British Legation in Stockholm. Scarborough joined Flowerdown in monitoring Russian Navy frequencies. Vlasto was sent out to bolster the Russian section at Sarafand which, along with India, weighed in with a full range of interception, traffic analysis and codebreaking, sending high-grade cipher back to England via the diplomatic bag. The RAF set up an experimental intercept site in Baghdad to target Russian army and air circuits in the Caucasus. It also monitored Russian Navy intercepts from Cairo. The Royal Navy intercept sites at Dingli in Malta, Alexandria in northern Egypt, and Ismailia on the Suez Canal took Russian Navy material and fixed locations of the transmitters using direction finding. The Far East Combined Bureau (FECB), the main British Sigint outpost in the Far East, began taking Russian traffic from the Vladivostok area and kept watch on Baltic Fleet frequencies. It even asked the Australian and New Zealand Navy intercept organizations to provide any Russian naval material they could. At GC&CS itself, French naval code-breakers, who had been transferred to Britain, began working on high-grade Baltic and Black Sea Fleet ciphers.


The flow of material from Estonia dried up in June 1940 when Russia occupied the Baltic States. But the fall of France brought willing replacements in the form of Polish wireless operators and codebreakers who, having escaped Poland to work with Gustave Bertrand, had now been forced to flee the German Blitzkrieg for a second time. Based at Stanmore in west London, they found they were able to monitor Russian material from the Ukraine and were co-opted by Denniston to provide more material for the Russian section.


The increased effort brought yet another break, this time at Sarafand where the KKF4 Black Sea Fleet super-enciphered code was broken in November 1940. A few weeks later, the British and Americans exchanged Sigint material primarily relating to the Axis countries. The exchange took place at Bletchley Park in February 1941 and as part of their contribution, the British handed over four Russian codebooks: the OKF high-grade Baltic Fleet super-enciphered code broken at Wavendon and Bletchley; the EPRON codebook used by the Russian Navy Salvage Corps, which had also been worked out by GC&CS; the KKF4 Black Sea Fleet codebook broken at Sarafand; and the KKF3 Black Sea Fleet codebook provided by the Finns.


The British operation against the Russian armed forces traffic was subsequently disrupted by a major change in codes and ciphers. But Denniston told Menzies that there was no doubt that it had ‘benefited largely by the increased interception from the Poles and that our Finnish liaison is becoming really attractive. This liaison, owing to recent changes in all Russian codes, is of first importance.’ By the beginning of June, there was serious concern that the increasing collaboration between the Finnish and German General Staffs might compromise the arrangement with Finland, leading the Germans to question how vulnerable their own ciphers were. The Poles were asked to reinforce their Stanmore operation and Tiltman even sought the advice of the MI6 Head of Station in Helsinki as to whether the Finns could be trusted to keep the secret. However this debate was overtaken by events, in the shape of Operation Barbarossa – the German invasion of Russia – which began on 22 June.


According to the official history of intelligence, all intelligence operations against the Soviet Union now came to an abrupt halt on Winston Churchill’s orders. The reality was nowhere near as clear-cut. Indeed, initially, coverage was increased. There was a long drawn-out debate over whether or not to drop Soviet traffic. The codebreakers in India were only too happy to dispose of their Russian Air Force and KGB tasks which had produced ‘nothing of intelligence value’. But there were concerns that the lack of continuity would hamper attempts to break the Russian codes and ciphers in the future. As a result, it was not until December 1941 that the Russian section was closed down. Even then the Poles were told to continue intercepting traffic and trying to break it, while the British kept two sets monitoring known Russian frequencies at the Scarborough Royal Navy site and the RAF station in Cheadle.


Within weeks, the Metropolitan Police intercept site at Denmark Hill and the Radio Security Service, an organization set up to monitor clandestine radio stations which now came under the aegis of MI6, had begun to pick up messages between Moscow and its agents in Europe. Despite the Churchill edict, MI5 had continued to keep a watch on the Russians and their links to the CPGB. But it was unaware of the ‘bundles of Russian traffic’ that had been intercepted until February 1943 when it discovered through its own sources within the party that Jean Jefferson, a party member, had been asked to resign in order to take an ‘illegal’ post operating the radio link to Moscow. Sir David Petrie, the Director-General of MI5, had a fraught discussion with Menzies at which it was agreed that Soviet espionage links should be monitored. This was subsequently refined to interception and decryption of the links between Moscow and communist parties across Europe. A small Russian team was secretly set up at a GC&CS outpost overlooking London’s Park Lane to break the cipher. The keys were taken from an English edition of Shakespeare’s plays, in order to avoid the risk of the operator being caught with a codebook. By the late summer of 1943, less than two years after they had closed their Russian section, ostensibly for the duration of the war, the British code-breakers were again reading Soviet traffic. The end of the Second World War was almost two years away, but the preparations for the second Cold War had already begun.
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REMINISCENCES ON THE ENIGMA


HUGH FOSS





Introduction




Although Bolshevik codes and ciphers had been the main target of the interwar years, by the time the codebreakers moved to Bletchley Park in late August 1939, these had been replaced by the attempts to break Enigma. It has been suggested that it was not until shortly before the war that the GC&CS codebreakers began to make any effort to break an Enigma machine. Although it is certainly true that Enigma had not enjoyed the highest priority during the interwar years, it was far from ignored. As the late Hugh Foss, who joined GC&CS in 1924, explains in the following chapter, he first looked into the possibility of breaking the machine in 1927, paradoxically with a view to seeing whether the British might want to use it themselves.


The workings of the machine will be explained in later chapters. But for those as yet unfamiliar with the subject, it looked essentially like a small typewriter in a wooden box. On most models, there was a standard continental QWERTZU keyboard, as opposed to the British QWERTY, and above that a lampboard with a series of lights, one for each letter of the alphabet. Inside the machine were a series of three, or sometimes four, rotors, which were the main elements of the encipherment system. The operator typed in the letters of the plain-text message. The action of depressing the key sent an electrical impulse through the machine and the enciphered letters lit up on the lampboard. On the later Wehrmacht models, there was a plugboard, or Stecker system, which increased the variations of encipherment to around 159 million million million possible settings. Put like that, it seemed impossible to break. But the reality was that there were still only twenty-six letters in the German alphabet and that gave the codebreakers a chance. Examining the commercial C Model he was given, where the number of different possible settings was merely several million, Foss decided that it had a high degree of security but, given certain conditions, it could be broken. If you knew a piece of original plain-text, a ‘crib’, that was at least 180 letters long, the wiring of the first two wheels could be worked out; and if the wiring was known, a crib of just fifteen letters would be sufficient to break the machine settings.


GC&CS did a very small amount of work on the machine during the early 1930s. But it was not until the Spanish Civil War in 1936 that there was any real attempt to break live Enigma traffic. After some initial work by Josh Cooper, an Enigma machine, given by the Germans to the Italians and Spanish (the K Model), was broken by Dilly Knox on 24 April 1937, using an improved version of the system recommended by Foss ten years earlier.


Here, in a paper written in September 1949, Foss describes the early British work on the commercial ‘C Model’ Enigma, and the beginning of the contacts with the French and Poles that were to become so important to the subsequent British breaks. The mention of the QWERTZU, or diagonal, in this paper is a reference to the order of the wiring between the keyboard and the first set of contacts inside the machine. The British had been unable to work out the order in which the keys were connected to the ‘entry plate’ in the Wehrmacht’s plugboard machine. Given the enormous number of different permutations available to the Germans, Foss and Knox had not imagined that it might simply be in alphabetical order. This was probably the most important single piece of information that the Poles provided.


MS





My earliest recollections of the Enigma date back to 1926. We then knew of two models: large typing [B model] and small index [C model], I never saw the large machine and don’t know if it was ever widely used. It was the small index model that was later developed and used by German services and others.


It will be best to dispose of the large Enigma in a few paragraphs to avoid confusion. Its UK patent specification was 231,502, application date 25 March 1925, convention date (Germany) 25 March 1924. A letter from the Aeronautical Committee of Guarantee, Berlin, to the Air Ministry, dated 19 June 1924, said: ‘The invention, in an incomplete state, was examined in about 1921 by Lieutenant Hume, Office of the Military Attaché, British Embassy, Berlin, and it is believed, an expert was sent out from the War Office.’


[A letter from] Hume to [Edward] Travis, 29 July 1926, says that the company have informed him that they have sold out all the big machines and no more of this pattern will be manufactured. An improved model may be ready in 10 months’ time. Perhaps the Admiralty would meanwhile like to buy a model of the small machine. The improved model of the large machine was on view in 1928.


There is a brochure in French ‘La Machine à Chiffrer, Enigma’ issued by Chiffriermaschinen Aktiengesellschaft, Berlin W, 35 (undated, but presumed about 1924). This deals with the machine from the user’s point of view and gives no details (apart from the usual astronomical number of key variations) of the ciphering. There is also a brochure in German.


An undated report describes a demonstration of the large machine at the Foreign Office on 27 March (possibly 1926). It was a typewriting model (called the ‘Typing Machine’ as opposed to the small ‘Index’ machine) and worked from the main current (DC). It had previously been demonstrated in Stockholm. It was a one-way machine (i.e. it had no reflector wheel), with four drums which were moved by four ‘gap-tooth’ cog wheels with different numbers of teeth on each, some of the teeth being operative and others not.


Sometime in 1927 or so Travis gave me a small machine to examine. I was not told where it came from, but presumed it had been bought as a sample. This was the Enigma referred to [in the GC&CS history] German Abwehr Cryptographic Systems and their Solution vol. 1 (The Unsteckered Enigma).




A worker [Keith Batey] on the SD (Sicherheitsdienst) Enigma having recovered the upright, the next most natural step to take was to see whether any known machine had a wheel defined by this upright. This led to a most surprising discovery: that the wheel recovered was identical with wheel I of a certain commercial machine said to have been purchased by Mr [Dilly] Knox in Vienna in 1925. It had in fact been lying in a cupboard behind the person who made the original break.





The only difference between the two machines was that the turnover notch had been transferred to the tyre [ring] [in the SD machine]. I don’t know when this model [the small (Index) machine] was first made. It had movable tyres but the turnover notch was on the wheel and not on the tyre. Incidentally, the Air Ministry used this model as an inspiration for Typex* which also had turnover notches on the wheel and not on the tyres.


I wrote a paper entitled ‘The Reciprocal Enigma’ (the large Enigma was not reciprocal) in which I showed how, if the wiring was known, a crib of fifteen letters would give away the identity and setting of the right-hand wheel and how, if the wiring was unknown, a crib of 180 letters would give away the wiring of the right-hand and middle wheels. The methods I used were rather clumsy as they were geometrical rather than algebraical and, when Dilly Knox came to study the subject ten years later, he invented the ‘rods’ and the process known as ‘buttoning up’, which used the same properties as I had done, but did so in a more effective way.


In January 1939, the French cryptanalysts showed Denniston, Knox and myself their methods, which were even clumsier than mine, and ended with a flourish and a dramatic ‘Voici la méthode Française’. They asked Knox if he had understood and he replied in a very bored way ‘’Pas du tout’, meaning (I think) ‘Pas du tout à fait’ [sic]. Denniston and I rushed in with conciliatory remarks. The French were, however, delighted with the rods when Knox explained them and by the next interview had made a set of ‘réglettes’ of their own.


At these two interviews, the Poles were mainly silent but one of them gave a lengthy description in German of the recovery of throw-on indicators when the operators used pronounceable settings. During this exposition Knox kept muttering to Denniston, ‘But this is what Tiltman did’, while Denniston hushed him and told him to listen politely. Knox went and looked out of the window.


Some time in 1938 or 1939, I can’t remember when – Josh Cooper places the time as the autumn of 1938 and that suits me – we were given by the Poles or French cribs of four long steckered Enigma messages and, I believe, the Stecker-pairings. I think that at the time we did know how the Stecker worked, but I can’t remember who told us. There is an undated translation of a secret German document published in 1930 which describes the method of plugging of the Stecker, but does not give the cryptographic effect. This may have been the document given us by the French in 1931. Knox, [Oliver] Strachey, R. R. Jackson and I all worked on it in an effort to reconstruct the wiring, including the basic ‘diagonal’, which on the steckered Enigma was ABCD … Z and not QWERTZU … I don’t know why the others failed, but the reason I failed was because I assumed the turnover notch was on the wheel and not on the tyre. I believe Knox and Strachey were allowing for the turnover notch to be on the tyre. Later on, at Warsaw, the Poles, who must have considered us all very stupid, gave us the complete answer.




* The high-grade cipher machine used by the British armed forces during the Second World War
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BREAKING AIR FORCE AND ARMY ENIGMA


RALPH ERSKINE





Introduction




GC&CS’s wartime solutions of plugboard Enigma owe much to Polish cryptanalysts, who were the first to solve it - in 1932. As is now well known, the Poles gave GC&CS a clone of plugboard Enigma in August 1939, following a meeting in Warsaw at the end of July. But it was not until January 1940 that GC&CS was able to solve any Enigma using new rotors that had come into service in December 1938. Hut 6, as it became known, did so using Polish methods until May 1940, when the Heer (German Army) and Luftwaffe (German Air Force) changed the indicating system used with Enigma. But even before then, Dilly Knox had improved significantly on the Polish methods. Alan Turing had also invented the British ‘bombe’, which bore little resemblance to the Polish bomba and was the basis of virtually all GC&CS’s successes against Enigma during the war after 1940.


 Chapter 4 illustrates the fundamental importance of good intercept facilities, which were in short supply for much of the war. Indeed, Hut 6’s successes ultimately depended on the skills of the humble intercept operator and good, easily operated intercept sets. Although the contribution of the US Navy bombes to Hut 6’s work is now better known, it is not generally appreciated that the British intercept stations had enough high-quality sets only because of superior American production facilities and know-how. A British history of the important Army intercept station at Beaumanor concluded that the intercept war ‘was won, in a very large measure, as a result of the availability of American communication receivers’.


Breaking Enigma is sometimes thought to have been a task carried out by a few cryptanalysts, working on their own in back rooms. In fact, most of the work was done by relatively unskilled staff, and the cryptanalysts were very much in a minority - and seldom eccentric. There was so much traffic that Hut 6 had to adopt production-line methods to deal with it. Running Hut 6 as a well-organized and flexible unit, while maintaining staff morale at a high level, required considerable leadership and management skills, especially since many staff were doing boring and monotonous work under difficult conditions. Fortunately, Gordon Welchman, the first head of Hut 6, and his successor, Stuart Milner-Barry, rose to the challenge well. Not every unit at Bletchley was so well managed.


It is sometimes claimed that Hut 6 was completely on top of Enigma by the end of 1944, and that it was often quickly and easily broken then. Chapter 4 shows that nothing could be further from the truth. In November 1944, when Hut 6 was attacking about sixty-five Heer and Luftwaffe Enigma ciphers, Hut 6’s demands for bombe time became prodigious, and it required considerable help from US Navy bombes in Washington. The US Navy had generously agreed in November 1943 to handle Hut 6 ciphers on its bombes on exactly the same basis as Kriegsmarine (German Navy) ciphers, except for the main naval cipher. Shark: it kept to that decision for the rest of the war, despite being worried about impinging on the functions of the US Army codebreakers, which was always a highly sensitive issue.


Chapter 4 describes the methods used by Hut 6 to penetrate Heer and Luftwaffe Enigma, and shows the many difficulties that they faced, especially with Heer ciphers. It was a close-run thing, especially in late 1944 and 1945, when Milner-Barry thought that Hut 6 was on the verge of losing its hold on Enigma.


RE





The Polish Cipher Bureau, Bureau Szyfrow (BS), had attacked German codes successfully in the 1920s until 1926, when the German Navy adopted two simple versions of Enigma. In 1928, the Bureau became blind against much of the German Army traffic, which had also started to use Enigma. The Cipher Bureau realized that a machine cipher required special talents to solve it, and in 1929 gave selected mathematics students a course in cryptology. The only three to complete the course, Jerzy Różycki, Henryk Zygalski and Marian Rejewski, were recruited by the Bureau, although initially they worked only on a part-time basis.


The German Army added a plugboard to Enigma in 1930, but it was not until September 1932 that Rejewski, who was the star among the young cryptanalysts, was given the plugboard Enigma to attack on his own – the older cryptanalysts in the Bureau had been trying to solve it since its introduction, but had completely failed. By the end of that year, Rejewski had reconstructed the wiring of Enigma’s rotors mathematically, using permutation theory, in an outstanding feat of cryptanalysis. The fatal flaw in Enigma had been its indicating system, which used doubly enciphered message keys (see Appendix II). Rejewski described the system as ‘the third secret’ of military Enigma, although he also received invaluable help from Enigma key-lists which had been received from Gustave Bertrand, in French military intelligence: Bertrand had bought them from Hans-Thilo Schmidt, who was working in the German Defence Ministry’s Chiffrierstelle (Cipher Centre). The indicating system was also exploited by the Poles to solve Enigma traffic in 1938 and 1939 using electro-mechanical machinery known as bombas (bombes), and a system of perforated sheets invented by Zygalski. Rejewski also reconstructed the wiring of rotors IV and V when they were introduced in December 1938.


Plugboard Enigma, which was the only type used by the Wehrmacht during the war, measured about 28×35×15 cm (11×14×6 in) and weighed about 12 kg (26 lb). Its main components were a keyboard, lampboard, rotors, reflector (Umkehrwalze) and plugboard. A battery provided the electric current for the internal circuitry (see Figure 4.1). The standard machine used three rotors, which during the war were chosen from a set of five for the army, or eight for the navy. Rotor turnover notches were in a different place on rotors I to V – a weakness that was later to be exploited by Huts 6 and 8. Double notches in the special naval rotors, VI to VII, were in the same positions in all three rotors, which made it impossible for Hut 8 to differentiate between them in a procedure known as Banburismus. Unlike the rotors, the reflector in three-rotor Wehrmacht Enigma could not move. A later version of naval Enigma, M4, used a rotor as part of a settable reflector, but it did not rotate during use.


The plugboard contained twenty-six dual sockets, into which cables with jacks were inserted to connect pairs of letters – A to P, B to K, and so on. It was reciprocal: in the previous examples, P swapped for A, and K for B. Ten pairs of letters were generally connected during the war, although eleven pairs would have produced the maximum number of combinations. Without a plugboard, Enigma was relatively easy to solve, but the plugboard version was a very impressive machine.


Dilly Knox, GC&CS’s chief cryptanalyst, and other members of GC&CS tried to reconstruct Wehrmacht Enigma’s wiring in the 1930s, but were thwarted by one factor - the wiring to Enigma’s entry disc or rotor (the Eintrittwalze). Knox called the wiring the ‘QWERTZU’, on account of its link to Enigma’s keyboard. It had also stalled Rejewski, although only for a relatively short time. In January 1939, three representatives from GC&CS, including Knox, met two senior members of the Polish Cipher Bureau and Bertrand in Paris, but the Poles were under orders to disclose nothing substantive about their successes. They did well: one of the GC&CS party wrote about the Poles: ‘Practical knowledge of [Wehrmacht] enigma nil.’ However, Knox and Alastair Denniston, the operational head of GC&CS, together with Bertrand and a French cryptanalyst, were invited by the Poles to Warsaw at the end of July. To their great surprise, a Polish clone of Enigma was revealed to them on 26 July at the Cipher Bureau’s centre at Pyry, outside Warsaw, and they were told that the wiring to the entry rotor was the identity permutation (A wired to A, B to B, and so on). Knox was far from pleased that the Poles had beaten him to it, maintaining ‘a stony silence’ during the conference. The Polish methods to solve Enigma signals were explained at some length; the visitors were shown the bombas during the second part of the conference. Fortunately, when they met the Poles the next day, ‘Knox was his own bright self & won the hearts & admiration of the young men with whom he was in touch.’ 
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Figure 4.1 Path of current through Enigma








Surprisingly, one cryptanalyst at GC&CS, a ‘Mrs B. B.’ (it has not been possible to identify her) ‘had seriously contemplated’ that the wiring was indeed an identity. But she had not been given a crib (known plain-text) supplied to GC&CS by Bertrand, either because organization was not Knox’s forte, or because he thought that she would be wasting her time in following it up: she had therefore been unable to make any progress. Even more surprisingly, although Knox understood her hypothesis about its wiring, he had not pursued it himself, probably because he could not believe that the Germans had been so stupid. Knox wrote that ‘had she worked on the crib we should be reaching them [the Poles]’. However, in this he was somewhat over-optimistic, since it is most unlikely that GC&CS could have recovered the wiring of rotors IV and V. Rejewski had been able to do so only because the Sicherheitsdienst (SD) continued to use a pre-15 September 1938 indicating system when the new rotors were introduced. It is almost certain that the British were unable to intercept the SD traffic at that stage, since it seems to have been sent at low-power, and British intercept facilities were very thin on the ground.


The Poles disclosed the design of the Zygalski sheets (called ‘Netz verfahren’ - net method) at the Warsaw meeting, and sent Enigma clones to London and Paris in August. GC&CS soon began to prepare two sets of sheets, based on Zygalski’s design, although the actual punching of the sheets could not start until mid-November, since a special machine to print the positions of certain repeated indicator letters, known as ‘females’, had first to be made. The first set of Zygalski sheets was completed around late December 1939, in one third of the time predicted by Knox. Making the sheets so quickly was a major achievement, since sixty sets (one for each rotor order), each with twenty-six sheets, had to be prepared, with many of the sheets containing about 1,000 holes cut precisely to give the relevant co-ordinates. Knox apparently had to resort to subterfuge and contravene Denniston’s orders for preparing them, in order for them to be ready so soon.


The British cryptanalysts must have been dismayed when they started to use the sheets, since they could not solve any Enigma traffic with them. Unknown to GC&CS, crucial data received from the Poles about rotors IV and V had been incorrect. GC&CS’s failure with the sheets may have been the reason why Denniston asked Brigadier Stewart Menzies (‘C’, who was also the director of GC&CS) to see whether Rejewski and his colleagues could visit GC&CS to help with Enigma. Menzies duly wrote to Colonel Louis Rivet, the head of the Cinquiéme Bureau de l’État Major de l’Armée (Fifth Section of the Army General Staff – the Services de Renseignements et de Contre-Espionnage militaire), whose functions included radio intelligence. But Rivet was unwilling to send the Polish cryptanalysts, who were working with the French Army at the Château de Vignolles, in Gretz- Armainvillers, near Paris, after escaping from Poland. He felt that since his Service was paying the Poles, it was entitled to keep them.


Part of a second set of Zygalski sheets was sent to the Poles in France on 28 December 1939, together with a set of Jeffreys sheets (which were a punched sheet catalogue of the effect of two rotors and the reflector). Alan Turing took the balance of the Zygalski sheets soon after they were completed around 7 January 1940. According to Knox’s accounts, Denniston did not want the balance to be sent, perhaps for reasons of security. Knox had to threaten to resign unless they were sent immediately. It was fortunate that he took such a strong line, since GC&CS would not otherwise have learned the correct data for rotors IV and V so quickly, which might well have had disastrous consequences for its attack on Enigma. The Poles used the sheets to make the first break into wartime Enigma on 17 January, when they solved Green (the cipher used by the Heer in Germany’s military districts, the Wehrkreis) for 28 October. At around this time, the GC&CS Enigma section moved into Hut 6, pursuant to a decision taken in early December 1939.


Hut 6 solved Green for 25 October, the first wartime key to be broken in Britain, almost immediately after Turing’s return from France with the correct information about rotors IV and V. There was great relief when soon afterwards it broke Red (the main Luftwaffe cipher, which was widely employed for operational and administrative purposes) for 6 January, since there had been fears that the indicating system might have changed on 1 January. Hut 6 solved about fifty daily keys in Red, Green and Blue (a Luftwaffe practice cipher) between mid-January and late March 1940 using the Zygalski sheets. A new cipher, Yellow, was first intercepted on 10 April, during the Norwegian campaign, and was then broken each day until it went out of service on 14 May. Yellow carried both Luftwaffe and Heer traffic, and also gave some information about ship movements and German intentions. However, little use could be made of the decrypts operationally. Hut 3, which was responsible for analysing and collating the intelligence contained in the decrypts, as well as translating them, was formed into three eight-hour watches. At this stage its staff were mostly ‘amateur soldiers and airmen, unversed in the ways of military intelligence’, and lacking the necessary experience to deal with the plethora of codenames, abbreviations, arcane technical terms and other mysteries in the decrypts. There were not even enough staff or teleprinters to handle the flood of intelligence from Yellow and Red. To compound matters, the service departments had been expecting a silent war where radio silence ruled, and were insufficiently organized to handle the copious intelligence produced by Huts 3 and 6.


On 1 May, the inevitable happened: all the ciphers except Yellow dropped doubly enciphered message keys. The Germans had at last realized that doubly enciphered message keys made Enigma vulnerable. All Enigma except Yellow became unreadable until 22 May, when Red for 20 May was solved using a highly ingenious method called ‘cillies’ (see Appendix IV), which had been discovered by Knox around late January 1940. Hut 6 abandoned work on other Enigma to solve about 1,000 messages on Red each day for the rest of May. The resulting flood of operational intelligence was teleprinted to Whitehall much more quickly than during the Norwegian campaign, and this time Whitehall was ready to forward it to the operational commands. Hut 6 depended completely upon cillies and related methods until the first bombe with a diagonal board entered service in August 1940, and continued to rely on them substantially for the remainder of 1940, and yet later whenever it had no other cribs. Red remained breakable with practically no gaps throughout the war, and was always the largest source by far of Hut 6 Ultra.


At the July meeting with the Poles, Knox had realized immediately that the Polish methods were completely vulnerable to a change in the indicating system, since they depended upon doubly enciphered message keys. Knox and Turing therefore decided to develop a British bombe which would be immune to any such change. The first British bombe was ordered before 1 November 1939. It was completely different from the Polish model, since it used cribs to test certain assumptions about a key’s components, and did not merely check for ‘females’, which was the technique used by the Polish bombas. ‘Doc’ Harold Keen of the British Tabulating Machine Company at Letchworth was responsible for its detailed design, although the basic design concept, which defeated the all-important Stecker with their 150 million million key space, was the product of Turing’s genius. The bombes were not, despite some claims to the contrary, even remote forerunners of the computer, since their internal architecture bore not the slightest resemblance to that of a computer. Nor was Colossus (the Bletchley Park electronic computer) ever used against Enigma, as is sometimes suggested.


The first bombe, named Victory, entered service on 14 March but it lacked the diagonal board designed by Gordon Welchman, and therefore produced far too many ‘stops’, which had to be tested by hand – a very time-consuming process. It was therefore only used against naval Enigma in a somewhat basic way, and not in attacking Luftwaffe or Heer Enigma. The first improved bombe (named Agnus, later corrupted to Agnes or Aggie), with a diagonal board, came into service in mid-August 1940. Bombes comprised thirty-six banks of high-speed electrically driven Enigmas (except for a few early models, which had thirty banks), with three or more diagonal boards. The diagonal board made it much easier to devise bombe menus, and reduced the number of false stops by 99 per cent – from 676 to four with an eleven-letter menu giving two ‘closures’. Depending on the composition of a menu, up to three rotor orders could be run on a single bombe. Setting up a bombe menu took thirty-five to fifty minutes, and changing a wheel order, ten minutes. A complete bombe run lasted about fifteen minutes, after the bombe was set up. Each bombe had two Wrens assigned to it: an operator and a tester, who made a preliminary check on the stop data to see whether they should be sent to a ‘testing party’ in Hut 6 for further examination. The two bombes in service in 1940 broke about 180 daily keys, all but a few (probably under ten) being Luftwaffe Enigma – mostly Red, which comprised about 120 keys. The daily keys (including naval Enigma keys) solved by the British bombes rose to a peak of 9,064 in 1943, and declined slightly to 8,444 in 1944, when US Navy bombes also solved a substantial number of keys.


From about the end of 1940 onwards, the bombes were the essential basis of Hut 6’s solutions of Heer and Luftwaffe Enigma. Bombes at Bletchley Park were an inter-service resource, and were not ‘owned’ by any one Hut. Demands for bombe time by Hut 8 therefore had to be fitted in with the much more complex situation on Hut 6 ciphers. When Hut 8 suddenly needed a large number of machines, it could badly disturb the Hut 6 programme. Fortunately, very few issues of bombe priority had to be referred to Whitehall for guidance, since it would have been far too time-consuming a process: one example was at the end of March 1942 when the Y Board (which was responsible for overall Sigint policy) considered a proposal to allot six bombes out of about twenty then available to work on Shark (the four-rotor cipher used by the Atlantic U-boats) for about twenty-five days. In the event, only 7 per cent of the total bombe time was allocated to Shark in April – about forty-two bombe days out of 600. It was just as well, since the original proposal would have severely disrupted Hut 6’s work. Another major decision on priorities was taken in July 1942, when the PQ 17 convoy was under way and the fighting in North Africa had also become critical. It was decided that the threat to PQ 17 justified priority being given to the naval work on Dolphin. There were remarkably few disputes about sharing the bombes, partly due to the close friendship between Stuart Milner-Barry in Hut 6 and Hugh Alexander in Hut 8, and the fact that Milner-Barry fully appreciated the critical importance of the Battle of the Atlantic. A panel of five ‘bombe controllers’ – Milner-Barry, John Manisty and John Monroe from Hut 6, and Shaun Wylie and Hugh Alexander from Hut 8 – was established in mid-1942. The controller on duty settled all questions of bombe priority without leading to any friction between the two Huts.


By May 1943, fifty-eight ‘standard’ three-rotor bombes, which did not print stop data, and fourteen ‘Jumbos’, which gave a printout, were being run by 900 Wrens and maintained by seventy-five RAF mechanics. By May 1945, 1,675 Wrens and about 265 men, virtually all from the RAF, were running and maintaining 211 bombes, including 66 four-rotor bombes for naval work. The bombe efficiency rate (the number of possible solutions, less those missed due to a bombe fault) hovered around 96 per cent throughout the war. Since each bombe contained about eleven miles of wire and 1,000,000 soldered contacts and received no preventative maintenance it was a minor miracle that they worked so well, twenty-four hours a day, seven days a week. A US Army contingent, the 6812th Signal Security Detachment, arrived in February 1944 to operate a bank of about eight bombes in the Eastcote bombe outstation from October onwards. The 6812th achieved a high degree of efficiency, with a daily average of 71.5 runs in April 1945 (twenty minutes per run, including the set-up time, etc.). It was a considerable accomplishment, since the theoretical maximum was seventy-two – the highest recorded figure by the Wrens was fifty-seven (twenty-six minutes per run).


A good crib for the bombes consisted of between twenty and thirty letters, but about fifteen would do at a pinch (for example, ‘Geraetklarmeldung’ - equipment ready). Cribs comprising as many as seventy-five letters were not uncommon, while occasionally they were 200 or more letters long. Considering that for all practical purposes cribs had to be letter perfect, it is amazing that so many long cribs were found. The following crib was part of a series called ‘Sultan’s Meldung’, which broke Red on no fewer than six separate days in April 1943:




EINS X MELDUNG KLAM X LUDWIG KLAM YY … YY SULTAN X ROEM X EINS CAESAR X GEHEIM [One Report. (Ludwig) … Sultan Roman one Caesar [=Ic (the intelligence officer)]. Secret]





It was easily recognizable, since it was transmitted daily on specific frequencies at three set times by the Luftwaffe’s Fliegerkorps X (codenamed ‘Sultan’).


A frequent crib on Phoenix, which was used by Panzerarmee Afrika for its high-level operational communications between divisions and Corps, read:




NAQT RUHIG YY KEINE BESONDEREN VORKOMMNISSE YY [Quiet night. Nothing special to report.]





To Welchman’s regret, the general responsible for the unit sending it was captured, with the result that the crib died out.


Hut 6 benefited greatly from the German reluctance to make the Stecker in Heer and Luftwaffe key-lists completely random. Stecker were not repeated on two successive days: if B and X were connected on Friday, that combination was not used on Saturday. The compilers of Luftwaffe key-lists also had a rule by which a letter was not connected to the next letter in the alphabet (B was not connected to C, C to D, and so on). Bletchley added a ‘Consecutive Stecker Knockout’ (CSKO) modification to the bombes to take account of this restriction, by eliminating stops which included consecutively steckered letters. A different rule prevented any rotor being used on consecutive days in the same position in the machine. Thus in the day before and after rotor order II, V, I was used, rotor II could not be used in the left-hand (slow) position, rotor V in the middle position or I in the fast (right-hand) position, reducing the rotor orders to be tested to thirty-two, instead of sixty. In addition, a rule under which no rotor order was used more than once a month was very helpful, especially towards the end of a month. And some ciphers started to use only half the available rotor orders, which became known as ‘Nigelian’ wheel orders (possibly being named after Nigel Forward, a member of Hut 6).


Hut 6 also derived considerable help from the following basic mistakes by the German cipher operators:




a) ‘Psillies’ – psychological cillies. In an indicator such as ROMXLV, XLV would probably be the enciphered message key ‘MEL’ (making ROMMEL when combined with the Grundstellung ‘ROM’), while TOBKST might be derived from TOBRUK.


 


b) ‘Nearnesses’, which occurred when a cipher clerk, after selecting the Grundstellung (say HTB), calculated what the rotor positions would be three letters later (HTE here, if no rotor turnover was involved), typed them, producing, for example, DXX as the enciphered message key. Since his rotors were then at HTE, he did not have to reset them, and could therefore start typing the message text straightaway. The message key was then very ‘near’ to the Grundstellung – three letters away, so that this particular type of nearness was sometimes known as a ‘003’.


 


The ROMMEL type of psilli and nearnesses each gave a three-letter crib, linking the unenciphered and enciphered message key.





In September 1940, Hut 6 had broken Brown, which was used by the Luftwaffe’s KGr 100, a pathfinder type unit, and by the Sixth Company of the Luftwaffe’s Signals Experimental Regiment. Until Brown ceased in late 1941, it gave indirect warnings of many KGr 100 raids, as well as information which later enabled an advanced ‘beam’ radio bombing system known as the X-Gerät to be jammed. The Brown radio operators were so ‘peculiarly incautious in their radio chat’ that quite a lot of the intelligence attributed to Brown in fact came merely from ‘scarcely disguised plain language’ and not from decrypts. Daily keys could sometimes be solved by hand, especially on Brown, since it employed only six or seven pairs of Stecker instead of the usual ten. Moreover, Brown days were paired, with the letters linked by Stecker not being repeated on the second day of a pair.


Heer Enigma was always much more difficult to break than Luftwaffe traffic, because Heer cipher discipline was always much higher than in the Luftwaffe, although the Luftwaffe improved in 1943. Heer Enigma included few cillies, or stereotyped beginnings or endings. Even in mid-1943, Dennis Babbage, the chief cryptanalyst in Hut 6, was worried that increased security precautions, such as the inclusion of ‘padding’ words at the start of messages and ‘burying’ addresses instead of leaving them at the start of signals, would soon prevent most Heer and Luftwaffe Enigma from being broken. Hut 6 wanted to find purely cryptanalytic or statistical methods to solve Enigma, but was never able to do so. Its worries and problems were to increase greatly as the war went on.


In January 1942, Hut 6 was receiving about 1,400 intercepts per day (43,600 per month), including Railway Enigma traffic, and producing 580 decrypts each day (18,000 per month). By May 1943, the number of daily intercepts varied between 3,300 and 6,000 – between 102,000 and 186,000 per month. No figure for decrypts is available for May 1943, but it would probably have been about half of the intercepts. To handle so much traffic clearly required a very efficient and flexible organization. By May 1943 (the period to which the description in the next four paragraphs relates), Hut 6 had evolved into five main sections, with a total of about 400 staff: a central party known as No. VI Intelligence School (later renamed Sixta), control party, operations group, operational watch and research party (see Figure 4.2).


The traffic intercepted by the Y service intercept stations was sent to Hut 6 by teleprinter so far as possible: the signals were preceded by a register with their preambles, which were transmitted immediately a full page was ready. Incoming traffic was first sorted by an identification party in the Hut 6 watch registration section into operational traffic, which was processed urgently, and non-operational, which had to wait. Operational messages then went to Registration Room No. 1, where a ‘discriminatrix’ sorted them by cipher system, using their discriminants and other data. Their preambles were then registered in a ‘blist’ (Banister list).





[image: ]

Figure 4.2 Hut 6 organisation chart 17th May 1943, Head Gordon Welchman (400 staff)








Operational messages were examined immediately by the cryptanalytic operational watch, which selected some from which to construct bombe menus. When a key was found by the bombes, the traffic using it was sent to the decoding room, where the signals were run through British Typex cipher machines, which had been converted to emulate Enigma. This part of deciphering the traffic was far from being a straightforward process: up to two-thirds of the messages could present deciphering difficulties – so-called ‘duds’ – messages which would not decipher, generally because they had the wrong indicators or contained garbled cipher text. The resulting decrypts were first routed through a room called the ‘cubicle’ for indexing, before being sent to Hut 3 for translation and analysis. A small section in the bombe control room (which was part of Hut 11A, where the Bletchley Park bombes were housed) processed duds. If the section could not decipher a message, it was sent to the log readers in the central party. By late 1944, the number of ‘tries and duds’ being attempted by Hut 6 had increased enormously, to an average of 1,125 per day (compared with 2,050 decrypts) in the week ending 7 October. Stuart Milner-Barry, the head of Hut 6 from September 1943 onwards, considered that a 2:1 ratio was about ‘the best that we can do under favourable circumstances’.


The central party analysed the logs kept by the intercept operators in order to build up a geographical picture of the complex German radio nets, which constantly changed call signs and frequencies in order to outwit the British. Since Enigma cryptanalysis was inseparable from traffic analysis, the central party’s work made an indispensable contribution to Hut 6’s successes. By early 1943, it was a far cry from the days when GC&CS ‘did not think that the results of traffic analysis were ever likely to help cryptanalysts’, and when Gordon Welchman was ‘deeply suspicious of Colonel Butler’s efforts to expand the W/TI [traffic analysis] organization’. John Coleman’s traffic research section in the control party was responsible for identifying the call signs used by the German transmitting stations under an intricate allocation system.
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