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It’s Him


If Satoshi Nakamoto, the pseudonymous inventor of Bitcoin, was who I believed him to be, he was not going to acknowledge it. He probably wouldn’t talk to me. And seeing him was going to mean sitting on a plane for twenty hours and driving another eight. But I needed to try to have a conversation with him, and it had to be face to face.


Nakamoto had disappeared in the spring of 2011. I learned about him that summer, when I wrote Wired’s first feature article about Bitcoin, the internet-based currency that operated beyond the control of a government or bank. Twelve years later, Bitcoin’s creator remained unknown and his enormous fortune untouched. His anonymity and restraint were a confounding rebuttal to the acclaim and riches that would be his were he only to step out of the shadows. The modern history of science supplied no precedent for someone who conceived a revolutionary technology and brought it into the world without taking credit.


Acolytes of Bitcoin, denied a flesh-and-blood human to venerate, had conferred on the pseudonym the halo of legend. In 2022, you could see Kanye West, as he stepped from an Escalade in Beverly Hills, wearing a Satoshi Nakamoto baseball hat. In Budapest, adherents had unveiled the first statue of Nakamoto, a depiction in bronze of a hooded, spectral figure. In the Vanuatu archipelago in the South Pacific Ocean, real estate developers sold shares in a utopian paradise named Satoshi Island. A trio of libertarians bought a decommissioned cruise ship, christened it the MS Satoshi, and recruited settlers for the world’s first sovereign Bitcoin-powered society. More than one fellow technologist lobbied for Satoshi Nakamoto to receive a Nobel Prize.


But the riddle of Nakamoto’s identity stubbornly defied solution. Elon Musk and Peter Thiel, among others, speculated about it. Obsessed Nakamoto hunters strove to unearth new clues or remix existing ones in a more convincing way. By this point, more than one hundred different suspects had been fingered.


The intrigue transcended technology. In a world where the internet shone a pervasive light into every corner, there were vanishingly few unanswered questions of this kind. We’d learned who Bob Woodward’s secret source was. We finally knew the proof of Fermat’s Last Theorem. We’d been informed that Thomas Pynchon likely copped his bagels at Zabar’s.


When I first set out to write about Nakamoto, I couldn’t have foreseen that more than a decade later his identity would be the last big mystery. It would have been still more ludicrous to imagine that the ghost behind the world’s first cryptocurrency, and the drive to decipher him, would bring with them lawsuits, a car chase, a bounty, a $75 billion fortune, extortion attempts, death threats, a SWAT team, a suicide, a fugitive arms dealer, a serial forger, a hidden society of paranoiacs known only by pseudonyms, a big-hearted genius trapped by disease in his own body, a nuclear bunker in Europe, frozen corpses in the Arizona desert, and a British spy in a locked duffel bag.


Prior attempts to unmask Nakamoto had failed, sometimes spectacularly. Even 60 Minutes, with untold resources and a deep bench of seasoned investigative journalists, had thrown up its hands and declared the challenge “mission impossible.” Yet now, against all odds, I believed I had cracked it.


I was nervous about what this might mean. The Bitcoin world was hostile toward projects like mine. But that wasn’t my main concern. When I’d locked in on Nakamoto’s real identity, I’d been surprised that he wasn’t a usual suspect. This was someone who’d gone to great lengths to be unfindable. And what I learned about him was disturbing. He was nothing like how people had imagined Satoshi Nakamoto. He may have been talking himself up but he repeatedly described himself as dangerous. He had guns.


Before I flew around the world to meet him, I needed to be certain that I knew where he was. He owned at least four properties on two continents. I’d initially thought he was hiding out in a remote part of Hawaii’s Big Island. More recently, I’d come to believe that he lived on the east coast of Australia, in a small beach community north of Brisbane. It was dawning on me that I’d have to hire private investigators to surveil the property and confirm his presence.


I was in the midst of fretting about all this when I met my sister for dinner at a Mexican restaurant in Manhattan and told her what I’d learned.


“It’s him,” she said, with a certainty I didn’t feel.


She coolly sipped her margarita while I made doubtful noises.


“It’s him,” she repeated.


I told her my anxieties, but she had more experience with this sort of thing. She’d been a TV news producer for twenty years. During a period when she worked at 48 Hours, she’d been onsite in Montana after the FBI raided the Unabomber’s property and arrested him.


She suggested I take professional security people with me. And that I wear a bulletproof vest. And give local police a heads-up.


“Thanks,” I mumbled.


I felt a little better. This was a plan. TV news people did this all the time. She wasn’t worried. I needn’t worry.


Later that night, she texted me.


“Couldn’t sleep not sure why.”


It was 4:09 a.m.


“Two thoughts. Maybe doorstep him in a public place if he ever leaves the house. Also might be worth having someone video the encounter (from a safe distance) for evidence.”









A Straight-Up Legend


Eighteen months earlier, on New Year’s Eve 2021, an email had arrived in my inbox.


“Subject: New information re Satoshi.”


Ever since writing the Wired article, I’d periodically received emails like this. Bitcoin, and the broader cryptocurrency industry it begat, was still young enough that if you’d bought some as recently as 2017, you were an “OG”; journalists who’d covered the story in its earliest years were graybeards, and natural targets for anyone with a Satoshi theory to sell. Someone was always shopping a new Satoshi theory.


Usually, I paid little heed to these emails. Nakamoto news would rekindle a fleeting hope of learning something fresh and inevitably prove unconvincing. I was inured to the likelihood that the mystery would persist. This particular email hardly inspired confidence, being unsigned. I clicked it open anyway. There was no text, but a link led to a blog post titled “I’m the SpaceX Intern Who Speculated Satoshi Is Elon Musk. There Is More to the Story.” The author, Sahil Gupta, had briefly produced a ripple on the internet four years earlier with another post making the case that Musk was “probably” Nakamoto. Now he presented further evidence: an account of an interaction he’d had with Musk’s chief of staff, Sam Teller. It seemed slight and ambiguous, and I didn’t respond.


Two days later, I received another unsigned email from the same address. This one contained a link to a page on GitHub, a website where software programmers share their work, featuring a detailed breakdown of Gupta’s case for Musk as Nakamoto. Maybe because Musk was by then a fixture in the news, over the next few weeks I found myself mulling over Gupta’s theory. I didn’t know what to make of his arguments, which ranged from vague to highly technical. Finally, I wrote back to Gupta, who’d clearly sent the emails. He had, after all, in looking for someone to amplify his theory, singled me out.


“Thanks for taking the call,” Sahil began. “I’ve emailed hundreds of reporters.”


He was at home near San Jose, and we were on a video call. He wore a magenta T-shirt and silver can headphones and the shadow of a beard.


“It’s remarkable how negative a caricature of Musk they have,” Sahil continued, with an antsy energy. “They think he built a rocket and a car company by a fluke.”


Sahil then described how he’d come to discover Nakamoto’s real identity.


In 2015, when Sahil was an undergraduate at Yale University, he’d been impressed by what SpaceX was doing and had scored a summer internship writing inventory management software at its rocket factory in Hawthorne, California. “It was an amazing experience,” Sahil recalled. Musk was in the office maybe three days a week, and Sahil would see him now and then in the hallways. After a “rapid unscheduled disassembly,” the company’s term for one of its rockets blowing up, Sahil was present as Musk gave a speech about how SpaceX was going to improve the technology and fix the problem. “It was very inspiring,” Sahil said.


It was after his internship ended that he made the connection to Bitcoin. Sahil was majoring in computer science, and for a senior thesis he collaborated with two other students to propose a central bank digital currency called Fedcoin. “What if the U.S. could improve the dollar, taking the best aspects of Bitcoin?” he explained later. The paper’s acknowledgments ended by thanking “Satoshi Nakamoto for being a straight up legend.”


While researching the thesis, Sahil steeped himself in cryptocurrency literature, starting with the nine-page white paper where Nakamoto first described Bitcoin. Sahil had learned only recently that Nakamoto’s true identity was a famous mystery. Reading the Bitcoin creator’s writing, he was struck by similarities to Musk’s language. Both spoke of “order of magnitude” reasoning and used the word bloody. Both argued from first principles. Nakamoto talked about money in a conceptual way, as Musk had done when he was an executive at PayPal in the early 2000s. Sahil learned that Musk, like Nakamoto, had a history of programming in the C++ language and was knowledgeable about economics and cryptography. Nakamoto also had demonstrated a mission-driven selflessness of a sort. “That’s Musk,” Sahil told me. He began to wonder: Might the inventor of Bitcoin have been in front of us all along, hiding in the dazzle of his own celebrity?


When Sahil graduated from college, he decided he wanted to work directly for Musk, in the office of the CEO. After emailing Musk several times, he got a phone interview with Teller, the chief of staff. Sahil told Teller about his background, but Teller said that he wasn’t a good fit. Teller was looking for an administrative assistant; Sahil would be better off starting his own company.


“It was good advice,” Sahil said.


As the call with Teller drew to a close, Sahil took a chance:


“Is Elon Satoshi?”


“Teller didn’t say anything for fifteen seconds,” Sahil told me. “Then he said, ‘Well, what can I say?’”


“That was another big clue,” Sahil said. “It’s pretty clear what’s going on. Like, I surprised him. The answer I got is pretty telling.”


Later that year, Sahil wrote his “Elon Musk Probably Invented Bitcoin” blog post. He omitted what had been a private conversation with Teller, but he described the other parallels he’d found. And he argued that the Bitcoin community, which had been riven by strife over how and whether to mainstream the technology, would benefit from the return of its founder to guide it. A few cryptocurrency blogs picked up Sahil’s theory, and Bloomberg News covered it. Musk himself tweeted: “Not true. A friend sent me part of a [bitcoin]* a few years [ago], but I don’t know where it is.”


Sahil eventually did go to work for Musk, getting hired in 2018 to help code Tesla’s cloud software. He found it thrilling and fascinating how Musk, defying industry norms, located software engineers under the same roof as production workers. This was during the Model 3 ramp-up, and Sahil saw firsthand how Musk persevered through skepticism. Sahil told me that his Elon-is-Satoshi advocacy hadn’t been a problem for his work at Tesla. “I admitted my attitude toward it. I really think Elon is Ben Franklin. I think my manager asked me about it once.”


In time, Sahil left to start his own company, doing 3D virtual modeling for sites like Shopify. But as the years passed, and he connected more dots, his belief that Musk was Nakamoto became a conviction. He came across something Luke Nosek, a cofounder of PayPal, had once said while speaking on a panel at Davos: the company’s original goal was to develop a currency free from banks. Sahil got a tip that Musk, like Nakamoto, had a history of using two spaces after a period in his writing. A colleague mentioned that Musk regularly flew in and out of Van Nuys Airport, which matched up eerily with perhaps the only security lapse Nakamoto had ever made: early in Bitcoin’s history, an email from Nakamoto to another software developer inadvertently betrayed an IP address in North Los Angeles. Sahil learned that early Bitcoin coders had considered Satoshi “bossy”; Musk was certainly that. And what was Musk’s brand, in those pre-Twitter days? Doing difficult things: making electric cars cool; landing a rocket on a barge.


In late 2021, Sahil decided that the moment was ripe to make another public push. Nakamoto was now seen almost universally as a benevolent genius, and Sahil felt that a rare window had opened when the media might finally accept that Nakamoto and Musk were the same person. SpaceX had successfully docked a capsule at the International Space Station, and Musk had recently been named Time’s Person of the Year. He had even tweeted playfully about Dogecoin, a meme cryptocurrency. When Sahil published his new blog post, the one that prompted his email to me and hundreds of other reporters, he recounted the story of his interaction with Musk’s chief of staff for the first time.


Now, on my computer screen, Sahil was saying he was “99 percent sure” about his theory. He chalked up others’ doubts to prejudice against Musk. “I’m surprised people are skeptical of Musk’s capabilities. That tells me there’s a deep rut in society where people are not able to look at objective facts.”


I had a few questions. Musk was an unusually capable person, but he had once described 2008—when he went into debt, got a divorce, and saw the third Falcon rocket in a row fail to launch—as the worst year of his life. Nakamoto had released the Bitcoin white paper in 2008. Could Musk possibly have had the bandwidth to create the world’s first viable cryptocurrency, and then personally manage the software project for nearly two years, all while he was willing into existence an e-car industry and a successful private space company?


Sahil was ready with answers. He said he’d seen an interview in which Musk recalled that in 2007 he was spending only three days a month on Tesla. And hadn’t Musk shown a prodigious ability to work on several unrelated projects at the same time? He even had a history of releasing a bold product idea in a white paper: in 2013, without fanfare, Musk had published fifty-eight pages online detailing a new kind of transportation system he called a hyperloop.


Okay, but Musk had done that under his own name, and he wasn’t humble, so why, if he was Bitcoin’s creator, would he deny being Nakamoto? To Sahil, this was no contradiction; it was further evidence of Musk’s savvy. “Unlike a company that needs marketing, Bitcoin was stronger and could grow faster, in the early days, when it had the aura of an anonymous founder.”


And why did Sahil think it important to share Musk’s secret with the world? “It’s an amazing story,” Sahil said. He wanted Musk to receive the glory he was due. Sahil’s goal was to help spur “sufficient public will, asking Musk to take credit.”


Whether Sahil was right or not, I couldn’t say, but I could relate to his fixation. Bitcoin had recently hit an all-time high of nearly $70,000 for a single coin, and the market value of all bitcoins in circulation had passed $1 trillion. El Salvador had recognized bitcoin as legal tender. In 2011, it hadn’t seemed like such a big deal that no one knew who Nakamoto was. But how was it possible that even now no one knew?


Six months later, I quit my job to devote myself full-time to unraveling the mystery that had first beguiled me a decade earlier.





_______________


* Bitcoin is capitalized when referring to the system and lowercased when referring to the currency.









Pretend Internet Money


Have you heard of Bitcoin?” Jason Tanz asked.


I had not.


“Do you know about Silk Road?”


I did not.


Jason was an editor at Wired. It was June 2011.


Jason mentioned a recent Gawker story about Silk Road, the dark web marketplace where bitcoin, described as an “untraceable digital currency,” was the coin of the realm. Not yet three years old, Bitcoin had already traced a three-act arc from utopian software project to improbable $130 million-a-day market to shady network beset by crime, scandal, and a price crash. But with Occupy Wall Street only a few months in the future it felt timely. And Jason explained how Bitcoin was truly new. Past attempts at creating digital cash had failed because the same feature that made the internet revolutionary— instantaneous, borderless distribution with no central authority— had also led to something called the double-spending problem. If the internet was a Xerox machine, and digital cash just a string of bits, what was to stop a person from copy-pasting the same one over and over again? Bitcoin’s architect, Satoshi Nakamoto, had ingeniously solved this problem.


“Are you interested?” Jason asked.


I was a former English major, knew nothing about computer science, and was an egregiously late adopter. When the internet started becoming popular in the 1990s, I’d been mystified: Why was everyone treating what was merely the latest in a long line of incremental human inventions like some kind of paradigm-shifting technology? “It’s a toaster,” I’d scoff.


“That sounds amazing,” I told Jason.


The Economist had published a detailed breakdown of how Bitcoin worked. Fred Wilson, a prominent venture capitalist, had likened it to WikiLeaks and the Arab Spring in its world-changing potential. And the story was irresistible. The idea of a rogue, parallel money system evoked the underground postal service in Thomas Pynchon’s novel The Crying of Lot 49. Bitcoin’s staunchest backers were a vivid cyberpunk mélange of hackers, goldbugs, anarchists, and Ayn Rand freaks. And I was captivated by the enigma of Satoshi Nakamoto.


The idea that no matter how detailed our maps became there were still blank, unaccounted-for spots had an enduring hold over me. When I was a kid, I’d kept, beneath my bedside table, a largeformat book, rich with wild illustrations and grainy black-and-white photos, that was a collection of unexplained mysteries like the Loch Ness Monster and the Bermuda Triangle. Eventually my interest in these legends, with their whiff of unreality, gave way to a fascination with a species of public figure that abounded in the late 1970s and early 1980s, the iconic fugitive or recluse: On-the-lam members of the Weather Underground and the Baader-Meinhof Gang. Third Reich alums holed up in the Paraguayan jungle. Blue-blooded kidnap victim turned machine-gun-toting bank robber Patty Hearst. Footloose terrorist Carlos the Jackal. Media-allergic writers like Pynchon and J. D. Salinger. We were surrounded by and imprinted with these stories. Maybe, as a devoted young reader of each new Robert Ludlum novel, I’d been overly susceptible. But to my mind now, Satoshi Nakamoto, this elusive figure who might or might not exist, had done something more extreme than any of them.


I began calling around to Bitcoin people and subwaying from Brooklyn, where I lived, to meetups. Some took place in a dingy fifth-floor office suite in midtown Manhattan that housed a small web video production company whose owner was obsessed with Bitcoin, others at a bubble-tea cafe near Union Square.


I learned that three years earlier, on Halloween 2008, Nakamoto had posted a short write-up outlining “a peer-to-peer electronic cash system” on an obscure, moderated email list about cryptography that was informally known as Metzdowd. He described a new kind of money. It would run on a network of volunteers’ computers, which anyone could join or leave at will. It would solve the double-spending problem by using a transparent public ledger collectively maintained by the network, rather than relying on a bank’s or government’s database of debits and credits. Nakamoto included a link to a more detailed formal description that would come to be known as “the Bitcoin white paper,” but that was the high-level idea.


Nakamoto’s timing for launching an alternative money was canny. Plenty of people, just then, were mad at banks: the prior month, Lehman Brothers had filed for the largest bankruptcy in U.S. history, and the Federal Reserve had used taxpayer money to bail out AIG, one of the world’s biggest insurance companies. Decentralization, or not putting all your eggs in one basket, was more attractive than ever.


Nakamoto’s choice of forum to announce Bitcoin was also adroit. Technically astute libertarians—people both good at computer science and hostile to authority—were amply represented on Metzdowd, with its cryptography focus. That none of its subscribers had heard of Satoshi Nakamoto didn’t strike anyone as odd. Metzdowd was frequented by people devoted to the mathematics of secrecy. They were used to aliases.


A few members of the list who were particularly interested in the promise of digital cash gave Nakamoto feedback on the software he was writing, and he gamely welcomed it. “Thanks for bringing up that point,” he told one person. “I appreciate your questions,” he told another in a private email, before adding, “I actually did this kind of backwards. I had to write all the code before I could convince myself that I could solve every problem, then I wrote the paper.” In early January of 2009, Nakamoto released an alpha version on SourceForge. At the time, it was a popular site for open-source software projects, collaborative endeavors that welcome any programmers who want to take part. The first day, according to one early Bitcoiner, 127 people downloaded the Bitcoin software.


A lot of the first participants were programmers who thought money was overdue for a product update. Paper bills and coins faded, wrinkled, tore, wore down, got dirty, spread germs. They were available only in fixed denominations, could be counterfeited, and were hard to move in any significant quantity. Bitcoin was money 2.0: durable, unforgeable, almost infinitely divisible. It might finally realize the internet commerce dream of microtransactions. You could send any amount of it, anywhere, instantly.


Many people in that initial wave held especially strong feelings about their personal autonomy. Bitcoin, as a currency based on 0s and 1s in a cloud maintained by far-flung, ordinary individuals, was immune to meddling by central powers. Unlike bars of gold, bitcoin couldn’t be seized. Unlike a bank account, it couldn’t be frozen. Unlike a national currency, it couldn’t be devalued at the whim of a central bank or subjected to capital controls by a dictator. Unlike credit cards and bank wires, it didn’t impose excessive transaction fees.


The earliest adopters tended to have an idiosyncratic mix of motives and beliefs. A typically atypical example was Dustin Trammell, who went by Druid online. Dustin was a thirty-year-old hacker who liked to learn by participating; away from his computer, he was a cosplay enthusiast. He’d dabbled in metal-backed alt-currencies, such as one called the Liberty Dollar, and donated his computers’ spare processing cycles to SETI@home, a long-running UC Berkeley experiment in crowdsourcing analysis of radio-telescope data as part of a search for extraterrestrial intelligence. After learning about Bitcoin, Dustin diverted half of those computers to run its software, just because he saw it as a cool tech project. Later, he’d become interested in libertarian monetary ideas. Dustin exchanged a few emails with Nakamoto, letting Bitcoin’s creator know that “electronic currency and cryptography are two things that I am very interested in” and offering to help with the project. “We definitely have similar interests!,” Nakamoto responded. “You know, I think there were a lot more people interested in the 90’s, but after more than a decade of failed Trusted Third Party based systems (Digicash, etc), they see it as a lost cause. I hope they can make the distinction, that this is the first time I know of that we’re trying a non-trust based system.”


At the heart of Nakamoto’s creation was something called the blockchain, an ever-lengthening record of all transactions (buy, sell, etc.) that had occurred in the system. Approximately every ten minutes, the latest batch of transaction records were bundled into a “block,” and the block was “chained” onto the block that had preceded it using some clever math that made it impractical for anyone to go back and tamper with the block’s contents. This record, or ledger, which in traditional finance would be maintained by an institution such as a government or bank, was in Bitcoin maintained by a network of volunteers’ computers, each of which ran the Bitcoin software, communicated with the other computers in the network, and stored more or less identical, constantly updating copies of the ledger. The price of entry to this network, for a computer, was to try to solve a math puzzle generated by the system every ten minutes. Much as websites distinguish humans from bots by asking computer users how many bridges are in a grid of landscape photos, this requirement, called “proof of work,” deterred bad actors from taking over the system. Why would anyone bother wasting his computer power on this strange activity? Nakamoto cleverly engineered the system so that the first computer to solve each puzzle received a multibitcoin reward. In a stroke, he’d found a way to both attract sincere participants and dissuade insincere ones, while also creating a predictable mechanism for releasing new bitcoins into the money supply. Though the main purpose of the puzzle-solving race was to ensure the integrity of the system, it came to be called “mining” because of the multibitcoin reward. (The enormous energy used by hundreds of thousands of computers constantly working to solve these puzzles is also what gives Bitcoin its bad reputation among environmentalists.)


All this could sound arcane to civilians, but a centerless money was something the world had never seen. Its invention was an intellectual tour de force. Zooko Wilcox, whose obsession with the idea of decentralized money began when he was a politically inclined nineteen-year-old coder attending the University of Colorado Boulder, had been thinking of little else in the decade before Bitcoin appeared. “It was one of my favorite bedtime activities for twelve years, or whatever it was, to try to figure it out,” he told me. “My instinct of Nakamoto consensus, and its integration with the incentive mechanisms, is it wouldn’t have been discovered by anyone else. It would have taken another hundred years.”


Whether you mined bitcoins or bought them from someone who had, there was an allure to getting in early. Nakamoto’s software included a cap on how many bitcoins would ever be minted, 21 million, which the system was projected to hit around the year 2140. Instead of being at risk of inflation or hyperinflation, Bitcoin was deflationary: if the technology spread, you were holding an asset that would appreciate. “I love the idea,” Nakamoto wrote in a post to the P2P Foundation’s social network, “of virtual, non-geographic communities experimenting with new economic paradigms.”


I found Bitcoin mind-bending, like a portal to a world, or a worldview, that I hadn’t realized existed. Alienated libertarians already saw everyday money as mere fiat—they pronounced the word with audible, contemptuous italics—valuable only by decree of government. But for the rest of us, to encounter a currency that existed outside of a familiar context was to be like David Foster Wallace’s fish who don’t know they’re in water—and then to be yanked gasping from it and, for the first time, see.


What made bitcoin worth anything? The U.S. dollar was legal tender backed by one of the world’s most stable governments. You could use it to pay your taxes. Merchants were required to accept it. But what could possibly give a string of numbers and letters value? When a bitcoin exchange named New Liberty Standard launched in October 2009, it priced a single bitcoin (BTC) at less than a tenth of a penny, based on the cost of the electricity required to mine it. But bitcoin’s price took on a life of its own. In early 2011, the market rate passed $1, and by the time Jason called me, a bitcoin cost more than $17. Much of the value, in those early days, seemed to derive from a belief in bitcoin’s potential as a kind of digital gold with a worldwide market, and from rank financial speculation.


I was drawn to the frontier fizz. “It’s fascinating to bootstrap a new currency,” Jeff Garzik, a Bitcoin programmer who lived and worked in a 1984 Fleetwood Southwind RV in North Carolina, told me. “It’s arguably the world’s first global currency.” In Brooklyn, I met Mark Suppes, a tinkerer who was building a bitcoin ATM in his Bedford-Stuyvesant loft, feet away from the DIY nuclear fusion reactor he was also building. A bearded, bandanna’d anarchist who posted to YouTube as The Real Plato was driving from Connecticut to California, Jack Kerouacstyle, and attempting to fund the trip solely with bitcoin. Rare-coin enthusiasts spoke of a time years hence when people would trade unusual bitcoins—like those from the so-called Genesis Block, the first in the chain—as eagerly as if they were 1933 Double Eagles.


Even as I got caught up in the excitement, certain aspects escaped me. I could see how this new money might be attractive in a place like Argentina, where hyperinflation and currency controls were real. Likewise in Mexico or the Philippines or much of Africa, where more than 60 percent of the population didn’t have bank accounts. But I didn’t understand the beef the American Bitcoiners had with traditional financial institutions. Federal deposit insurance worked well enough. ATMs were convenient. What did these people have against banks?


I also struggled to fathom Bitcoin’s technical underpinnings and how the system’s parts interacted. At the meetups, I’d nod along as people talked about “one-way hash functions” and “Nash equilibria” and then go home and spend hours, until my eyes hurt, reading up on them. I’d think I finally understood it all, only to watch my newfound clarity slip away when I tried to explain it to someone else a few days later. I felt slightly less dim after Garzik, one of the project’s main software developers, told me, “Bitcoin is really, really difficult to understand.”


Bitcoin was also difficult to buy, to store, to use, and to hold onto. It was extremely volatile: the month I learned about it, it briefly lost more than 99 percent of its value, dropping from $17 to $0.01. Online exchanges, unregulated and unaccountable, often turned out to be fly-by-night operations, with anonymous owners who’d take in customer deposits and then, one day, simply abscond with them. Even Mt. Gox, the biggest exchange, had had 25,000 BTC, worth $500,000 at the time, stolen by hackers; this was what had precipitated the flash crash in bitcoin’s price.


The alternative to storing your bitcoin on an exchange was “self-custody”-ing a private key, typically a fifty-one-character string of numbers and letters that was the cryptographic equivalent of a password, in a bitcoin “wallet,” which was really more like a keyring. You could scribble your key on a piece of paper, etch it on a steel plate you buried in your backyard, save it on a virgin computer, or simply memorize it. That was the ultimate in self-sovereignty, and there was something thrilling about the idea that you could walk across an international border, key in brain, and you’d effectively just moved your money.


Not that anyone would advise doing this, given that a single misremembered digit could cost you your assets. Self-custody, an ideal that would come to be enshrined in the crypto-head mantra “Not your keys, not your coins,” carried its own set of problems. Stefan Thomas, a Swiss programmer, had stored copies of the keys to 7,002 bitcoins in three places, putting his main wallet on a “virtual machine” air-gapped from the internet and backing it up both with TrueCrypt software and on an IronKey, a secure piece of hardware resembling a thumb drive. But then, while updating his operating system, he accidentally deleted the virtual machine. And when he logged into his TrueCrypt, which was stored in Dropbox, it, too, was deleted; it turned out that it could be overwritten if more than two machines were logged in at the same time. As for his IronKey, he’d simply misplaced the password. The value of the lost coins at the time was $140,000. “I spent a week trying to recover it,” unsuccessfully, Stefan told me. “It was pretty painful.”


In late 2021, the coins would be worth $473 million. But Stefan wasn’t alone in his misfortune. The data firm Chainalysis estimated that 20 percent of all outstanding bitcoins had been lost.


I found Gavin Andresen to be a likable first guide to this esoteric world. Approaching forty-one, he wore his brown hair plastered across his forehead and the label “Geek” literally on his chest, as a patch on a short-sleeve button-down shirt he owned. He was a soft-spoken suburban father of two. Where someone else deprecating his own powers of recall might say, “My wife can tell you all about how poor my memory tends to be,” and leave it at that, Gavin would elaborate with “I’ve seen the research on how fallible our memories are” and proceed to detail it for you. He rode a unicycle.


Bitcoin had shown up in Gavin’s life at an opportune time. In 2009, his wife Michele, a geology professor at the University of Massachusetts, went on sabbatical, Gavin left a salaried position working on machine learning at the university, and the family moved to Australia. Gavin spent the next six months in Queensland juggling coconuts, running on the beach, snorkeling, being bitten by sand flies, rescuing a beaked sea snake, drinking XXXX beer, and shaving off the goatee he’d worn for the past seventeen years, among other pastimes. He planned to launch a start-up when the family returned to the United States, but in May 2010 he still hadn’t found an idea that stuck.


Then he read a tech-blog post about a handful of open-source software projects, including Bitcoin. Gavin had graduated from Princeton University and worked for Silicon Graphics. He sat on the legislative body in his small New England town, took an active interest in local school politics, and had volunteered to help with the Amherst League of Women Voters’ website. But the idea of money not controlled by an elite group at the Federal Reserve appealed to him. He liked individual freedom, the wisdom of crowds, organic grassroots processes instead of top-down control. He believed in evolution over revolution, “small steps toward a better world.”


His main reaction to Bitcoin, though, as he told me later, was How could this possibly work? He puzzled over how the system created new coins and how it prevented double-spending. He googled “Bitcoin” and got just four pages of results. Then he downloaded the code and started reading. It was clear that the programmer knew what he was doing. Gavin ran the software and mined some coins. Still, “I had to really think hard about it to convince myself that I can’t see holes in the scheme.” By the time we spoke, he was “pretty darn confident there’s no fundamental flaw.”


A month after learning about Bitcoin, Gavin created the Bitcoin Faucet. A bitcoin cost half a penny then, and Gavin spent $50 to buy 10,000 and set up a website to give them away. Anyone could solve a CAPTCHA and receive five bitcoins for free. The idea was to make this experiment welcoming to newcomers. Gavin understood that the only way a money became valuable was if people used it.


The Bitcoin Faucet was well suited to Bitcoin’s cottage industry quaintness in those early days. One time, Gavin had lunch with David Forster, a farmer who lived near him in Massachusetts and was selling alpaca socks for bitcoin. Bitcoiners became positively giddy after Laszlo Hanyecz, who lived in Florida, paid 10,000 bitcoins for two large pizzas from Papa John’s. In later years, people would never tire of revaluing those pies at whatever the current bitcoin price was— $690 million pizza! “I don’t feel bad about it,” Laszlo told me when those bitcoins were worth a mere $85,000 or so. “The pizza was really good.”


Soon Gavin was asking and answering questions on the Bitcoin forum and sending off bits of code to Nakamoto to patch the inevitable holes present in any new software. He knew little about Nakamoto. They’d never met in person or talked on the phone. Gavin’s sense of his main work collaborator drew solely from their written correspondence. In emails and private messages, Gavin found Nakamoto businesslike and prickly and self-sufficient and brilliant. Gavin worried about legal issues. The government had prosecuted previous creators of alternative currencies. Could he be arrested? Michele enjoyed teasing him about this “pretend Internet money,” but soon Gavin was spending all his time on it.


He was working on the project because it interested him, but he also admired how well Nakamoto had tailored Bitcoin to human nature. As soon as you had some bitcoin, you wanted to help the system, whether by mining bitcoin, or using it, or promoting it, or working on the code, so that your bitcoin would be worth more tomorrow than it was yesterday. As the price went up, Gavin was being materially rewarded in real time. His involvement was “enlightened self-interest.” Gavin thought bitcoin could become a major world currency and in time possibly even replace the dollar as the global reserve currency.


Although Bitcoin was an open-source project, an it-takes-a-village group effort notionally immune to individual agendas, someone needed to be in charge, and for the first twenty months that had been Satoshi Nakamoto. He would release code, other developers would suggest patches, and he would integrate the ones he liked.


Four months after Gavin began contributing, his dedication, computer science chops, and community-minded earnestness seemed to have won Nakamoto’s trust. First, Nakamoto gave Gavin direct access to the source code. Then, around September of 2010, Nakamoto told Gavin that he was getting busy with other projects, and over the coming months he would hand over control of both the code repository on SourceForge and the project’s “alert key,” which allowed the broadcasting of urgent messages to all machines running the Bitcoin software. For an open-source project, these were the closest things to a leadership badge, and at that point Gavin effectively became the project’s head developer, guiding a team of five other volunteer coders.


Over the next few months, Nakamoto continued to chime in occasionally on technical questions, but his reclusive tendencies chafed against Gavin’s openness. After PayPal and Visa froze WikiLeaks’ accounts, a faction of Bitcoiners argued that Bitcoin could be helpful to the controversial organization and that the association might help promote Bitcoin. “Bring it on,” someone wrote on a forum called BitcoinTalk. But Nakamoto bristled. “No,” he replied. “Don’t ‘bring it on.’ The project needs to grow gradually so the software can be strengthened along the way. I make this appeal to WikiLeaks not to try to use Bitcoin. . . . The heat you would bring would likely destroy us at this stage.”


The idea of WikiLeaks accepting bitcoin donations prompted an article in PC Magazine. Some Bitcoiners welcomed the spotlight, but Nakamoto did not. “It would have been nice to get this attention in any other context,” he wrote. “WikiLeaks has kicked the hornet’s nest, and the swarm is headed towards us.”


For journalists covering Bitcoin, Gavin had become the natural person to call first. He had a mild, reasonable manner, a capacity for political moderation, and a tolerance for working under his real name, making him the Bitcoin ambassador Nakamoto had never been. But Nakamoto seemed increasingly uncomfortable with Gavin’s interactions with media. In late April of 2011, Nakamoto emailed Gavin: “I wish you wouldn’t keep talking about me as a mysterious shadowy figure, the press just turns that into a pirate currency angle.”


This turned out to be the last time Gavin heard from Nakamoto. When I first spoke with Gavin that July, he said he hadn’t communicated with Nakamoto “in a couple months.” After Gavin ingenuously told Nakamoto in an email on April 26 that he’d agreed to give a talk on Bitcoin to the crypto-curious CIA at its headquarters in Langley, Virginia, Nakamoto never responded. Around the same date, he wrote emails to at least one other programmer who’d worked on the project.


Then he went silent.









Shiny Pony


“So,” I said, “do you know who Satoshi is?”


If anyone knew, it would be Gavin.


“I don’t know his real name,” Gavin said. “I’m hoping one day he decides not to be anonymous anymore, and I’ll meet him, but I expect not.”


Gavin and the other developers agreed on a few things. The second place Nakamoto had announced his white paper was the website of the P2P Foundation, an idealistic nonprofit dedicated to peer-topeer networks of all kinds. In his profile on the site, Nakamoto gave his residence as Japan. But no one really believed he was Japanese. His English was flawless, with the supple confidence of a native speaker. He sounded British, or at least from a Commonwealth country. The Genesis Block had had embedded within it a headline from the London Times, and in both the Bitcoin source code and his posts to the BitcoinTalk forum, Nakamoto favored Anglo spellings like colour and optimise. The Times headline hinted at Nakamoto’s motivation: “Chancellor on Brink of Second Bailout for Banks.”


It was also striking how closely Nakamoto guarded his identity. When registering the domain bitcoin.org, he had done so through a masking service called anonymousspeech.com, which itself had been registered from a temporary-housing broker in Tokyo. That service gave him an email address at vistomail.com, which offered the option of manipulating the date and time an email was sent. A third email address Nakamoto used was from gmx.com, another free webmail provider. Michael Marquardt, who ran BitcoinTalk under the name Theymos, was convinced that Nakamoto was hiding his IP address by using TOR, the same browser-anonymizing software required to reach dark web sites like Silk Road. And Nakamoto expressed himself with a practiced opacity. He’d answer technical questions, according to Gavin, like “one programming geek talking to another programming geek.” Any attempts to draw Nakamoto out on personal matters were ignored.


Nakamoto’s code told its own story. Gavin felt that programmers had authorial styles as distinct as Kurt Vonnegut’s was from Jackie Collins’s. There were some indications that Nakamoto might be a bit older. His coding style struck Gavin as slightly dated, and an Irish developer named Mike Hearn, who worked for Google in Switzerland, observed that Nakamoto used Hungarian notation, a convention of variable naming popular among Windows programmers in the 1990s. It was also a bit unusual to see a Windows person running an open-source project; the open-source movement had arisen largely in reaction to closed systems like Windows.


The Bitcoin programmers disagreed on other points. Gavin thought Nakamoto was in the top 10 percent of programmers, in terms of ability. But Amir Taaki, an early Bitcoin dev and anarchist hacker—he lived in a squat in London and would later become an activist for 3D-printed guns and fight alongside the Kurds on the front lines of Syria’s civil war—told me he didn’t think Nakamoto even had a computer science background. While Amir found the concept of Bitcoin solid, he thought the code was poorly written, with everything globbed together into two unwieldy files instead of broken into modular components, the way a pro would organize it. It made him think that Nakamoto might be a professor. “When you do programming for many years, if you’re working with a team of people, you start thinking, How can I write this source code so it’s understandable by many people? You learn to abstract things in a way that makes it obvious and understandable—you learn basic design patterns, standard ways of doing things—but these are things that academics don’t learn. Engineers are concerned with: How can I build this bug-free and easy to understand?” Amir had a math background, and what he sensed when he read the white paper was a sure-handedness with mathematical and statistical tools.


Gavin had the impression that the Bitcoin code had been written by a small group or even just one person. When programmers collaborate, they tend to insert regular comments in their code, telling one another what this or that block of instructions is supposed to accomplish. The Bitcoin software contained few of these. Others felt that Bitcoin was too clever, and worked too smoothly from the moment it launched, to be the product of a single brain. The white paper used “we.” Satoshi Nakamoto must be the catch-all for a group of people or an institution.


By the time I learned about Bitcoin, members of its young community had begun asking who Nakamoto might be. Speculation predated his disappearance. By January 2011, even before Nakamoto evaporated, he was coming to be revered. When it became clear that Bitcoin needed smaller units, the community took to calling a hundredth of a bitcoin “a Satoshi.”* The same month, someone noticed that Nakamoto’s last BitcoinTalk post had been on December 13. There was a panic. Had Nakamoto left the project? Had he died? Who would lead them? A few people openly wondered, for the first time, about Nakamoto’s true identity.


Someone floated the idea that Nakamoto was “along the lines of Nicolas Bourbaki,” referring to a small group of French mathematicians who’d begun publishing papers in the 1930s using a collective pseudonym. Someone else pointed out that the mystery lent Bitcoin a useful glamor. Another person suggested that “the guy just wants some privacy. And this is good, because that shows clearly that it’s not the fame he is after, but ideals. IMHO we should respect that and leave his identity alone.” But people couldn’t help throwing names around: Could Nakamoto be Neal Stephenson, the novelist whose Cryptonomicon had anticipated digital money? Julian Assange, the Australian founder of WikiLeaks? Grigori Perelman, a hermitic Russian genius who’d turned down a million-dollar math prize?


The freakout proved unwarranted. On January 13, Gavin reassured the community: Nakamoto had emailed him that day “about a tricky bug. . . . He’s just busy.” But on April 16, 2011, a BitcoinTalker named Wobber, noting that a “long time [had] passed since he last posted in here,” started a new thread: “Who is Satoshi Nakamoto?”


Wobber pointed out how varied Nakamoto’s expertise was, and how unusual his behavior—to come up with something so innovative, not take credit for it or exploit his stature, and leave without telling anyone. Someone likened Nakamoto to Zorro, or a masked David who’d aimed his slingshot at the Goliath of banks and governments. Someone else wondered whether Nakamoto might be Gavin Andresen. Gavin did have an Australia connection, having been born there before moving to America as a child—which would explain Nakamoto’s distinctive use of both American and Commonwealth spellings. Another person questioned whether Nakamoto would go to the length of creating a fake persona to interact with himself.


With so little to go on, sleuths seized on the smallest details. Might the name contain a clue? Satoshi Nakamoto, roughly translated from Japanese, could mean “central intelligence.” Perhaps this pointed to the role of spies in Bitcoin’s creation. Maybe the National Security Agency was playing a long game, launching an off-the-books financial network it could use either to pay assets in the field, anywhere in the world, or as a honeypot where adversaries would transact with a false sense of security, while the spooks at Fort Meade monitored their every move.


It wasn’t a totally crazy idea. The U.S. Naval Research Laboratory had birthed The Onion Router, the anonymizing software known as TOR that enabled the dark web. The FBI would later secretly create its own line of encrypted phones and a messaging service, ANOM, that were unwittingly adopted by organized criminals, resulting in more than eight hundred arrests. And in the summer of 1996, three researchers in the Cryptology Division of the NSA’s Office of Information Security Research and Technology had internally published a lengthy paper, later made public, titled “How to Make a Mint: The Cryptography of Anonymous Electronic Cash.”


You could also read Nakamoto’s name as a portmanteau of big tech-company names—SAmsung, TOSHIba, NAKAmichi, MOTOrola—so maybe a corporate cabal was behind it. Redditors pooled their deciphering skills, eventually finding Satoshi Nakamoto to be an anagram of, among other phrases, “Ma, I took NSA’s oath” and “So a man took a shit.”


For the first time, people scrutinized why Nakamoto had used a pseudonym. Was it because of the hassle of celebrity? The history of governments going after cryptographers? A desire to avoid bullying? “The enemies Bitcoin could make?” “Maybe he just wanted to be anonymous.” Maybe he didn’t want to mix this venture with other businesses he had.


In May, Gwern Branwen, himself a pseudonymous coder and writer with a following on certain blogs popular in Silicon Valley, sketched his own idea of Nakamoto. “Satoshi could be anybody,” he wrote. Bitcoin required “no major intellectual breakthroughs of a mathematical/cryptographic kind”; it was more a clever bundling of existing technologies, he argued, so “Satoshi need have no credentials in cryptography or be anything but a self-taught programmer!”


Stefan Thomas, the Swiss Bitcoiner who’d lost more than 7,000 coins, approached the question methodically, graphing the time stamps of every one of Nakamoto’s five-hundred-plus forum posts. These revealed a pronounced dip in posting activity during hours corresponding to nighttime in North America. “Mike swears he has a British accent,” Stefan told me, referring to Mike Hearn, the Bitcoin dev. Stefan had a vague profile of Nakamoto in mind: a single person living in the U.S., even if not an American. “Occam’s razor,” he said. A simple explanation trumped a complicated one.


When Stefan posted his graph to BitcoinTalk, it was greeted with a chorus of dissent: Wouldn’t Nakamoto have been most likely to spend time on Bitcoin when he wasn’t working? In that case, his posting hours could correspond to western Europe. “Since when does a hacker sleep at night?” someone protested. Someone else noted that the pattern should change for weekends but didn’t.


Dan Kaminsky, a thirty-two-year-old computer security researcher who’d shot to prominence three years earlier when he discovered a technical glitch that could have undermined the entire internet, thought Nakamoto might be a group at a bank. “I suspect Satoshi is a small team at a financial institution,” Dan told me. “I just get that feeling.”


Nakamoto’s identity was “a shiny pony,” Dan added. “But I don’t think it’s that critical to what Bitcoin is. Bitcoin is larger than Satoshi.” This jibed with a sentiment I’d heard voiced more than once: the whole idea of Nakamoto as an unknown pseudonymous entity who’d dematerialized was an integral part of Bitcoin’s design.


I couldn’t stop thinking about Bitcoin. I couldn’t stop thinking about its creator. Maybe this didn’t have to be so hard. The internet sometimes seemed to consist largely of recirculated air. The laptop Sherlocks graphing time stamps and scrutinizing variable names hadn’t bothered to pick up the phone. Beliefs considered fact online often dissolved when they made contact with reality. Perhaps Nakamoto was twiddling his keyboard-callused thumbs in an ergonomic gaming chair, just waiting for someone like me to call. I wrote to him at satoshin@gmx.com, the address Gavin said he’d used, and requested an interview.


While I waited for a response, I reached out to a couple of plausible Nakamoto candidates. One was Adam Back, a British cryptographer who in the 1990s had written Hashcash, spam-prevention software that used computational puzzles—so-called proof of work—to force machines to show they were “honest.” This was the same technology that Nakamoto later incorporated into Bitcoin. In fact, Back was the first person publicly known to have been contacted by Nakamoto, whom he’d never heard of and who had written to him in August of 2008 to ask how to properly cite Hashcash in the Bitcoin white paper, as Back later revealed.


We exchanged emails, but I found myself convinced by what Amir Taaki had told me: “Adam has a consistent style across his projects. His style does not match Satoshi’s.” Amir elaborated that Back followed standard programming conventions, wrote in C, and was a Unix/Linux programmer, while Nakamoto was stylistically erratic, wrote in C++, and was a Windows guy. Back was also known at the time as a privacy absolutist, someone likely to balk at Bitcoin’s anonymity trade-offs; the point and pitfall of a blockchain was that everyone could see everything that happened on it. I also thought it implausibly clumsy for someone trying to elude detection, who’d cited only a handful of precedents, to include his own work among them.


The most obvious potential Nakamoto was David Chaum, a girthsome, Birkenstock-wearing e-cash entrepreneur who’d had one of his first eureka moments while driving a Volkswagen van in Northern California, and another while sitting in a hot tub. Chaum had designed the cryptographic protocols that made anonymous transactions possible, held several patents for untraceable digital money, and through his company DigiCash, in the Netherlands, had come as close as anyone to making it a reality. He also seemed like a pseudonym kind of guy. When a Wired reporter, years earlier, had innocently asked how old he was, Chaum said, “I don’t tell that to people.” When I emailed Chaum, he wrote back, “Kind of tied up,” and didn’t reply to further emails.


But when I phoned Stefan Brands, a Dutch cryptographer who’d worked closely with Chaum for many years, he was confident that Bitcoin was not Chaum’s. “He will not do anything that does not truly have strong anonymity,” Stefan said. He also noted that Chaum had a PhD and “stellar academic credentials,” while in Stefan’s judgment whoever created Bitcoin was “probably a security engineer at the bachelor’s level.” Stefan thought Bitcoin showed a knack for high-level design, but he was most impressed by the marketing incentives baked into the system. He did wonder whether Gavin Andresen might be Nakamoto. Gavin denied it, I said. “Obviously whoever did this made a deliberate effort to hide their identity,” Stefan replied, “so if it is him, he’s not going to say ‘Yes.’”


One thing clear to Stefan was that, because Bitcoin required a basic knowledge of cryptography and was apparently motivated by the libertarian economic idea of decentralization, whoever authored it was almost certainly tied to a radical group that had been active in the early 1990s. Stefan wasn’t the only person who pointed me toward the group, which a former member described as “mathematicians with guns.”





_______________


* ultimately, “a Satoshi” would come to mean one hundredth of a millionth of a Bitcoin.









Mathematicians with Guns


At noon on a Saturday in September 1992, twenty revolutionaries gathered in a living room in Oakland, California. It belonged to Eric Hughes, a long-haired, Mormon-raised grad student in mathematics who was partial to fringed suede jackets. Hughes had only recently bought the house and not yet furnished it, so people brought pillows to sit on.


Tim May, a friend of Hughes, addressed the gathering. May was a tall, bearded physicist who as an early employee at Intel had solved a critical problem that led to a redesign of its chips; with stock options, he was able to retire when he was thirty-four, which gave him a lot of time to read and write. Among the inspirations that swirled in his brain were two works of fiction. One was Ayn Rand’s novel Atlas Shrugged, with its elitist libertarian fantasy of a mountain enclave named Galt’s Gulch where the world’s intellectuals could shrug the humdrum atlas and its populace of mediocrities. The other was Vernor Vinge’s science fiction novella True Names, which told the story of a group of hackers who had to operate under the cloak of “nyms” (pseudonyms) in virtual reality, against a variety of adversaries including the True Enemy (the government), in order to protect themselves in the physical world. May became convinced that the technology now existed to make these visions real: the anonymous digital cash devised by David Chaum, and the breakthroughs in cryptography that had made Chaum’s dream possible.


For more than two thousand years, cryptography, the science of secret writing, had been symmetric: the secret key used to scramble a message was the same as the secret key used to unscramble it. This meant that the key had to be transmitted between the communicating parties, which presented both a vulnerability and a limitation: interception of the key was a risk, and sender and receiver had to know each other in advance. This had worked imperfectly for centuries, when the parties were, say, an emperor communicating with one of his military commanders.


But at the dawn of the internet, far-sighted technologists began imagining a world when billions of strangers would want to encrypt their online communications, and symmetric cryptography wouldn’t be sufficient. In the 1970s, Whitfield Diffie and Martin Hellman at Stanford, and Ralph Merkle at Berkeley, separately made a remarkable discovery: a way to generate pairs of mathematically related keys. You’d keep the first one private. The second, which was derived from the first but from which you couldn’t figure out what the first was, would be distributed publicly. Anyone else could then encrypt a message with the public key, and the message would be decipherable only by the private key. For the first time, strangers would be able to communicate securely. You could also reverse the process. You could “sign” (scramble, really) a document with your private key, and anyone could then prove you were the one who’d signed it by testing whether it could be unscrambled using your public key. Thus were born digital signatures, or the ability to prove your identity online.


May synthesized these ideas in a manifesto, and now, in Hughes’s living room, he read it aloud. “A specter is haunting the modern world,” he told the crowd sitting cross-legged on the floor, “the specter of crypto anarchy.” May meant this in a positive way. He described a future with secure, untraceable email and online payments, impervious to government scrutiny or intervention. He imagined criminal misuses of this—most of which didn’t seem to trouble him—but considered public-key cryptography as revolutionary as the printing press had been in disrupting medieval institutions or barbed wire had been in changing the American frontier. “So too,” he declared, “will the seemingly minor discovery out of an arcane branch of mathematics come to be the wire clippers which dismantle the barbed wire around intellectual property.”


Beyond his imagined utopia, which May called “Libertaria in Cyberspace,” he was motivated by an imminent threat. Phil Zimmermann, a bearded former antinuclear activist, had released PGP, which stood for Pretty Good Privacy and was freeware that made public-key crypto available to anyone. Just load a copy onto your computer, and you could encrypt your emails before sending them. And the U.S. government, which deemed strong cryptography a munition in the same class as Tomahawk cruise missiles, was pursuing possible legal action against him. May, Hughes, and John Gilmore, an early employee of Sun Microsystems who’d also been able to retire early and then cofounded the Electronic Frontier Foundation, wanted to put cryptography in the hands of the masses.


After May read his manifesto, a rare female attendee named Jude Milhon, who was known as St. Jude, proposed that the group be called “cypherpunks.” They would focus on real action in the real world: “Cypherpunks write code,” in Hughes’s words.


Then everyone spent hours playing the Crypto-Anarchy Game, an exercise May and Hughes had designed to make math protocols and abstractions like anonymity and digital money tangible and stimulate fresh thinking. Everyone was assigned a role: some people played drug dealers looking to conduct business and evade scrutiny, others counterintelligence agents hunting moles, others information brokers. May and Hughes passed out fake currency representing “emoney,” and empty envelopes inside of other empty envelopes to simulate remailers, services that stripped away identifying information from email and made it harder for outsiders to track senders and recipients. The event was chaotic, with many messages misrouted and people putting the wrong postage on their envelopes, but the group had fun.


Those drawn to the cypherpunks were nearly all men but otherwise eclectic. One member claimed to be a prince of Liechtenstein. Another came to meetings in full leathers. A cypherpunk named John Draper was better known as Captain Crunch, because in the 1970s he’d figured out how to make free long-distance phone calls when he’d discovered that the giveaway whistles in Cap’n Crunch cereal boxes happened to emit the precise frequency, 2,600 hertz, needed to spoof AT&T’s call-routing system. (For this, Draper served time in federal prison.) The group would also come to include BitTorrent inventor Bram Cohen, Grateful Dead lyricist and Electronic Frontier Foundation cofounder John Perry Barlow, Signal creator Moxie Marlinspike, and Julian Assange.


Though the Bay Area cypherpunks met in person once a month, their main gathering spot was an email list anyone could join. Many posters went by their real names, but there were also well-respected regulars known only by handles like Black Unicorn and Pr0duct Cypher. Using nyms to post to the list under multiple identities became a game for some and a tool for others. The internet was still an unsettled frontier, ripe for exploring the new kinds of relationships with strangers it made possible. Nyms also stood for an idea: being judged for your ideas instead of your credentials.


The cypherpunks were decidedly not people who beheld the embryonic web and thought: pffft. Instead, they saw vast opportunity and had in common both a piercing foresight about how a digitally networked world would endanger personal privacy and the conviction that only cryptography could safeguard it. This mattered whether you were a leave-me-alone antistatist, a civil rights activist concerned about the safety of dissidents in autocratic countries, or a regular person who just wanted to write emails without prying eyes reading them. Cryptography, as Hughes liked to say, was “the mathematical consequence of paranoid assumptions.” (Hughes himself, according to a cypherpunk named Jim McCoy, “was keeping his car immaculately clean, so if he got pulled over, the police would have no excuse to search it.”)


Since a core cypherpunk tenet held that “code is speech,” any restrictions on it were seen as infringements of the First Amendment. The government wanted to criminalize a computer program? Adam Back started selling a T-shirt printed with an export-banned encryption formula; any self-respecting cypherpunk could blithely wear it as he boarded an international flight. Other cypherpunks, to the same end, got tattoos of the outlaw algorithms. When a grand jury was considering indicting PGP’s Zimmermann, cypherpunks helped disseminate his software, exporting printed and digital versions to make it so widespread abroad that the U.S. government would have no recourse. After the Clinton administration in 1993 pressed phone makers to equip their products with the Clipper Chip, a backdoor to enable government surveillance, cypherpunks marched into electronics stores and slapped stickers reading “Big Brother Inside” on compromised machines.


Some cypherpunks also had more personal reasons for their interest in privacy. Gene Hoffman, a onetime executive at PGP, told me the group wasn’t united solely by abstract ideals. Privacy rights are “a hard thing to care about,” Hoffman said. “A lot of people in the cypherpunks movement had some part of their life they did want to shield. The overlap between cypherpunks and BDSM is not low.” When I bounced this off a cypherpunk named Doug Barnes, whom Neal Stephenson has credited with coining the term meatspace, he disagreed: “Most of the cypherpunks I know are kind of chronic oversharers,” he said, acknowledging the irony. “There were a lot of people who were notoriously polyamorous.”


Mixing revolution and technology sometimes made for an unstable compound, and there was a hard-edged faction among the cypherpunks who styled themselves crypto-anarchists. They were more radical than libertarians, believing that technology could eliminate the need for any government at all. Tim May imagined an anonymous information market he called BlackNet, where corporate secrets could be illicitly sold and insider trading abetted. Other cypherpunks spoke hopefully about using digital cash to evade taxes. A cypherpunk named Jim Bell wrote an essay called “Assassination Politics,” in which he proposed a website where people using anonymous digital cash could fund a large reward for anyone who correctly guessed the date of death of a particular public official; this would presumably incentivize someone else to “guess” a date and try to make the death happen then, while theoretically keeping the original funder(s) free from criminal culpability. Bell later spent years in federal prison, first for tax evasion and then for stalking and harassing IRS agents.


PGP’s Phil Zimmermann, a gentle man facing the threat of criminal prosecution, had worn a suit every day for the past three years to present a respectable image in the court of public opinion. He was shocked when, at a cypherpunks meeting hosted by PGP, a member who went by the name Lucky Green reached into his duffel bag, announced that “the Cypherpunks Gun Club is going shooting next Saturday, and you’re all invited,” and proceeded to pull out an AR-15 assault rifle with an ammo clip. “PGP’s offices were in a bank building,” Phil recalled.


Some cypherpunks were dogmatic, and a certain amount of their activity tended toward windy quarrels that irritated professional cryptographers and working programmers and hackers. “I know at the time, there was this saying, ‘Cypherpunks write code,’” recalls Jon Callas, who worked for PGP and later Apple and who attended many of the early meetings. “I was like, ‘I’m too busy coding to be a cypherpunk.’” When Bram Cohen later ran a hacker convention, he announced that it would explicitly exclude topics like “mathematical cryptography lacking practical implementation” and “political debate about key escrow.” But the sense of living in a time and place where you were shaping history was inescapable. To be a cypherpunk was to feel a covered-wagon thrill. You were leading the charge into a brave new future, propelled by a righteous cause.


Given the focus on pseudonyms, decentralization, and libertarian economics, there were obvious ways in which Satoshi Nakamoto had an air of cypherpunk about him. But the main reason Stefan Brands and others had pointed me toward the rebel technologists was that they had been consistently vocal about the need for digital cash. Many cypherpunks considered it their ultimate goal, the capstone to May’s Libertaria in Cyberspace. While serial numbers and bankers made old money traceable, future money would be anonymous. While old money was connected to politics and governments, future money would stand on its own. Private digital currency became a fixation for the more radical cypherpunks, because it represented a threat to governments, with their monopolies on money issuance and the power of taxation.
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