
   [image: Cover: The Future of Trust by Ros Taylor]


   
      
         
            
               [image: ]

            

         

      

   


   
      
         
            Contents

         

         
            
               
	Title Page

                  	Foreword 

                  	A Brief History of Trust 

                  	The COVID-19 Pandemic 

                  	Law 

                  	The Metaverse 

                  	Artificial Intelligence 

                  	Neo-Luddites 

                  	Neom 

                  	Deepfakes, the Media and the BBC 

                  	Police 

                  	Climate 

                  	Conclusion 

                  	About the Series 

                  	Author’s Acknowledgements 

                  	Copyright 

               



         

      

   


   
      
         
            Foreword

         

         Love, if you believe the stories, is the supreme force that makes life bearable. ‘We must love one another or die,’ wrote W. H. Auden as the Second World War began. When the bombs start falling, humans naturally turn to the most fundamental and powerful of emotions. But it is not love that lets people save money in a bank. It is not love that means a police officer can carry a Taser or a gun. It is not love that allows them to stay calm as anaesthesia flows into a vein; it is trust.
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         I began to think properly about trust when I was involved in a project at the London School of Economics called Truth, Trust and Technology, which looked at the crisis in public information. It was two decades after I had started work at something called the New Media Lab, which was charged with giving The Guardian newspaper an online presence. We were regarded with some mistrust by many of the newspaper journalists, who thought we were not proper reporters, and feared that the paper would sell fewer copies as people read it online. They were right. Yet slowly, inevitably and sometimes painfully, The Guardian became, first and foremost, a website. It was an early lesson in how new technology can create wholly new relationships, even as it transforms institutions and habits that were thought to be untouchable.

         Newspapers are traditionally scrappy, cynical places. The Guardian felt it was different. For many years it has been rated as the most trustworthy newspaper in Britain.1 I knew not everyone liked it – to its detractors, the paper gave off an air of intolerably self-righteous smugness – but I was proud to work there. It feels good to be trusted. Yet there is no escaping it: my profession is distrusted by nearly half the population and, frankly, I understand why.2 Good journalists are driven by a desire to uncover the truth about society. But many fall prey to the pitfalls of journalism: the fact that your proprietor is usually more interested in viewing figures, clicks or sales than investigative reporting; the knowledge of what they do and don’t want to hear, and the need to tailor your work accordingly; and the difficulty of getting at a version of the truth on deadline and to the satisfaction of your viewers, readers or listeners.

         Asked if they want journalists to tell the truth, people will say they do. But what they often prefer to turn to is the version of the truth that best reflects their instincts and preferences. This is as true of readers as it is of media proprietors, and can be just as serious a problem on the left as it is on the right. Trust, then, is not always a matter of trusting someone to tell you the truth. Sometimes it is simply about delivering on a promise to make sense of the world – to deliver what feel like fundamental truths, untrammelled by the demands of accuracy. The satirist Stephen Colbert dubbed it truthiness.3 How else would it be possible for Donald Trump to launch an app called Truth Social? (This is one of the reasons why the question ‘Do you trust X?’, which pollsters ask with increasing frequency, tells us only a partial story about trust. I trust X to do this but not that; I trust her to console me, but not necessarily to tell me the whole truth; I understand his motives, and that’s enough for me. I quote plenty of these stats about trust in this book because they reveal shifts in public opinion that tell us something about the direction of society, but at their heart they try to quantify a sense of the intangible. I’m sorry to say this, but don’t always take them on trust.)

         More hearteningly, trust can also be a powerful force for good in politics and journalism. It gives a reporter or leader the authority to deliver news that an audience doesn’t want to hear. It creates the right conditions for empathy – the glue that holds societies together, especially unequal ones, where lived experiences are so different.

         This ability to inspire personal loyalty is the most sought-after quality in politics. One of the most powerful things one person can say to another is simply: I trust you. Yet very often we need to delegate that judgment to someone, or something, that’s better able to make it. Sometimes that’s a government. Increasingly, it’s a tech company. In Britain, the NHS is a symbol of the trust we place in medicine and in the ability of the state to look after us. But in the past decade we have experienced a series of crises that have shaken people’s faith in the ability of governments to make the right decisions quickly and fairly. Now we face probably the biggest crisis of all – the climate emergency – which will test their legitimacy even further.

         In the future, we are going to delegate more of our trust to artificial intelligence. And while sometimes that may be cheap, fast and even necessary, we should think very carefully about the repercussions of those decisions. Who do we blame when things go wrong? How many of us will truly be able to understand how an AI is weighing up the data we give it? Are we using AI as an ethical cop-out for decisions we’d just rather not have to make ourselves?

         We spend more and more of our time in virtual and quasi-virtual spaces, where we’re forced to establish credibility and trust quickly. In these places, the things that define us in the real world will often vanish, and we can build new, free-floating identities. And we are developing ever more sophisticated ways of deceiving each other, many of which are extremely profitable. That doesn’t only mean online fraud: we need to pay attention to the huge profits to be made in the attention economy, and how it is transforming politics as much as, say, the beauty industry.
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         None of this means that we’ll become less capable of trust. But the things in which we place our trust are going to change. Democracies may become less attractive than a surveillance state that feels secure. The authority of rights-based law will be challenged, because much of it was written in a pre-digital world and because we enforce it in ways that favour the better-off. The media will have to compete with algorithms that will become steadily better at interpreting the world in ways that people find compelling. The police, who have traditionally acted as a bridge between the public and the law, will be confronted with crimes they are ill-equipped to tackle and subjected to tests of integrity which many will fail.

         What will this new social contract look like? In this book, I try to avoid too many dire warnings and prognostications. (At the back of my mind hovered Life of Brian’s Bloody Boring Prophets, which still cracks me up on the twentieth viewing.)* If we carry on doing this bad thing, even worse things will happen is not, when repeated often, a very compelling narrative. And I take for granted that writing about the future is bound to reveal more about the preoccupations of the present than it can reliably tell us about what’s to come. Nor, in a short book, did I have space to explore some trust-based relationships, such as those between doctors and their patient, teachers and pupils, or between colleagues like soldiers or football players – fascinating though these are. Instead, I trace how artificial intelligence and the metaverse are transforming ideas about trust, and why the way that we enforce the law and underfund the legal system has eroded people’s faith in its fairness. The COVID-19 pandemic showed how fragile societal trust can be and has lessons for the way we handle other emergencies, especially global heating. And I imagine how these upheavals will bear on the lives of a few people living between now and the 2040s. 

         But first we need to understand the very first thing in which people trusted – and how, as they fought less and traded more, they started to develop sophisticated ways of establishing whether they could put their confidence in each other.

         
            Notes

            1. ‘Guardian judged to be most trustworthy newspaper’ (20 January 2005), https://www.theguardian.com/media/2005/jan/20/theguardian. pressandpublishing; ‘The Guardian is most trusted by its readers’ (13 August 2020), https://www.theguardian.com/media/2020/aug/13/the-guardian-is-most-trusted-by-its-readers-among-uk-newspapers-finds-ofcom

            2. Edelman Trust Barometer 2023, https://www.edelman.com/trust/2023/trust-barometer

            3. ‘Truthiness voted 2005 Word of the Year by American Dialect Society’ (6 January 2006), https://americandialect.org/Words_of_the_Year_2005.pdf

         

         
            * ‘The whore of Babylon shall ride forth on a three-headed serpent, and throughout the lands, there’ll be a great rubbing of parts …’

         

      

   


   
      
         
            A Brief History of Trust

         

         People may let you down, but God never did. ‘Me have trust to God’s help,’ wrote a monk a thousand years ago, in one of the Oxford English Dictionary’s first recorded uses of the word. And again: ‘Blessed is the man, that maketh the Lord his trust.’ Islam has a word, tawakkul, which roughly means ‘perfect trust in God’. Trust was the test of faith: the willingness to believe in what could not be seen.

         It is difficult, nowadays, to conjure up what it was like to live in a society where trust in God was implicit in daily life. The trust He deserved was ineffable and unquestionable. ‘Trust in the Lord with all your heart and lean not on your own understanding,’ say the Proverbs. The Bible makes it clear that trust in God was greatly to be preferred to any trust in government. The book of Isaiah warns that trusting in Pharaoh was like leaning on a staff made of a broken reed: if you leant on it, it would splinter in your hand. ‘You can’t depend on anyone, not even a great leader,’ says a modern version of Psalm 146 baldly.4

         When it first emerged, Christianity was an insurgent religion whose followers were persecuted, so it made sense to warn Christians that people in authority were not to be trusted. But soon the Church created its own leaders, whom they declared the ultimate source of authority. Frustrated by the Pope’s intransigence over his marriage, Henry VIII solved the problem to his own satisfaction by rejecting papal authority and creating a state religion, the Church of England.

         The idea that a king ruled by divine right lingered. But as democracies emerged, they increasingly sought to draw a line between the church and the state, making belief a private matter and a citizen’s obligations to their government quite independent of any God they might believe in. The idea of the social contract, in which citizens obeyed the law in exchange for security, became the norm. As John Locke put it in 1689:

         
            Political power is that power, which every man having in the state of nature, has given up into the hands of the society, and therein to the governors, whom the society hath set over itself, with this express or tacit trust, that it shall be employed for their good, and the preservation of their property.5

         

         Institutional trust became – in theory, at least – reciprocal. It gave people the confidence to obtain the life they wanted. Interpersonal trust made us human. Institutional trust makes us citizens. To put it another way, interpersonal trust gives you the confidence to step onto the zebra crossing when a car is approaching. Institutional trust means that if the car runs you over, you know that an ambulance will take you to hospital and the driver will be punished. Only when the institutional trust is there would many of us dare to step into the path of an oncoming SUV.

         
            [image: ]

         

         Indeed, by the time Locke was writing, people had already begun to put their trust in institutions other than the Church. Banking as we now understand it had begun in the late fourteenth century with three wealthy Italian families, including the Medici. Gradually, as companies were able to borrow more and trade across borders, it became possible for a company to operate in different countries. Then banking opened up to more and more people. By 1975, even women could open a bank account in their own names in the UK. Today, some of my financial data is handled by corporations based thousands of miles away. These digitised acts of trust are now so routine that they barely touch our consciousness. Yet even a century ago, most of them would have been profoundly strange. How can you be so trusting? The answer is a shrug. Because I must; because not to do so would be to cut myself off from much of modern life.

         For anyone living and working in a town or city, trust takes thousands of forms every day. Most of this trust is not based on confidence in individuals. Banks play a role in it, but not an exclusive one. It’s vested in a company, a government or an organisation, not a person, and nowadays it is overwhelmingly digital. Checks are made and permission is granted. In the morning, I board a train carrying several hundred people who have all established their right to travel by buying a ticket. No physical money changed hands when I paid my fare, but I trust that the train company – or is it another institution acting for the train company? I don’t really know, and it doesn’t seem to matter – they will shift the right digits from my account to theirs.

         I buy a salad for lunch from a popular sandwich chain; I have no idea where it was grown, or who handled it; but I trust that it contains 679 calories, because one institution (the government) has made a law compelling another institution (the sandwich chain) to publish how much energy it contains. That law, in turn, recognises that restaurants are good at hiding how unhealthy their food can be, and removes the need for me to trust my own judgment about how fattening the sandwich will be. The government is offering me a cognitive shortcut, a trust-substitute, that it thinks will help me make better decisions. Sometimes I would rather it didn’t. The salad accounts for quite a lot more than the 378 calories that my watch tells me I’ve burnt moving around today, but my doctor and the authorities haven’t yet asked me to share this information, so I hope that the tech company that manufactured it won’t abuse my trust by doing so anyway.

         I take a bus home and a CCTV camera films me. What happens to that footage? I trust that it will be deleted eventually and only used if a crime is reported. Maybe it will, maybe it won’t. The Metropolitan Police recently began to scan people’s faces on the street and compare them to a database of wanted criminals.6 This is happening even though only 42 per cent of Londoners trust the Met, according to YouGov.7

         In China, where the government has introduced facial recognition technology to monitor people’s movements more closely and reward or punish them accordingly, there is less need for the authorities to invoke the threat of crime as a justification for surveillance. In an authoritarian state, technology is introduced without consulting people, and the pandemic offered another excuse to expand it. But perhaps, with a different understanding of what the state should do, I would trust the government to use it for the benefit of society, and to knock me into line if I was undermining the collective good.

         Sitting in a traffic jam, I’m listening to a podcast. Zero trust, boasts an ad for an online security service. This is initially confusing, but I eventually grasp that the message is that the company doesn’t trust anyone, so I should know that I can trust it. It’s another way that institutional trust overcomes the challenge of living in a city and negotiating thousands of online connections: there are just too many people for me to trust them all.
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         Institutional trust, with its checks and built-in scepticism, is very different from the intangible bundle of faith, hope and confidence that we now call interpersonal trust. Interpersonal trust is also a fairly recent phenomenon. Before humans began to gather in towns and trade things regularly with strangers, trust was based on personal acquaintance. Most people knew a few dozen others, and had an informed opinion, based on their experience of their behaviour, of whether they could trust them. (Dunbar’s number, which is an estimate of how many people with whom we can maintain stable social relationships without the need for laws and restrictions, is thought to be around 150.) This is the trust that we still have in most of our family, friends and close neighbours. It’s unquantifiable, and it has a quality that actively resists interrogation. Indeed, it breaks down if we try to scrutinise it too closely. We can’t fully understand it, and that’s the whole point. Perfect knowledge would make it redundant.

         I don’t trust that I have ten fingers; I can see them in front of me. I trust my husband, my bank and my kids to tell me the truth. I can’t verify any of these things. I don’t even think that I would want to. As soon as I began to read their WhatsApp messages or open their bank statements, I would have tacitly admitted that I didn’t trust them, and if they found out they would be able, justifiably, to say: You don’t trust me. Something in our relationship would have been lost.

         Trust in your family is usually the most powerful kind, because it is understood to have specific obligations. Almost all of us trusted a parent once – which is probably why the killing of a child by their mother or father has a special power to horrify us. Far more than the end of a romance or the failure of a friend to repay a debt, it represents the ultimate betrayal of trust. We trust before we have any notion of what trust is, or whether someone is worthy of it.

         Quite a bit of what we call adolescence amounts to working out who is trustworthy, how to deal with people who let us down, and how much you can safely share with other people. Later, adulthood means learning how to become a trustworthy person, and often signing up to one of the ultimate tests of trust: a marriage or civil partnership. As Robert De Niro’s Jack Byrnes puts it in Meet the Fockers when he’s getting to know his prospective son-in-law:

         
            Let me put it very simply. If your family’s circle does indeed join my family’s circle, they’ll form a chain. I can’t have a chink in my chain.8

         

         After the Fockers’ ‘circle of trust’ – family – come friends. These are trusted too, but the trust is not unconditional. It can be withdrawn if we feel that someone has treated us badly. Then comes trust based on a little bit of personal acquaintance. I might feel this for a neighbour, or a colleague – someone whom I trust to do some things, but perhaps not others.

         Our willingness to trust other individuals whom we don’t personally know is termed interpersonal trust. Defining this is hard. You could call it a vibe: a feeling that the people around you are generally trustworthy, and if you needed their help, they would give it. Social scientists have spent a long time thinking about how to define and measure it. One of the most common is to ask people whether they agree or disagree with statements like these:

         
            
               I am convinced that most people have good intentions. 

               You can’t rely on anyone these days. 

               In general, people can be trusted. 

            

         

         People who have higher levels of interpersonal trust are more likely to vote, take part in a protest, go to church, join an organisation, and lend money. Americans have been doing less of some of these things in the last few decades, a phenomenon studied very extensively by the author of Bowling Alone, Robert D. Putnam. He found that they were spending less time bowling in leagues and more time bowling alone – which made them less likely to talk about politics with each other and so less interested in voting and going to political meetings. In 2000, he concluded that TV and the internet were playing a part in keeping Americans away from each other.9

         Of course, asking people how they feel is not necessarily a guide to how they will actually behave, just as more people actually vote Conservative than will say so to a polling company. People may consciously or unconsciously under- or overestimate how much they trust others, probably in an effort to avoid seeming either gullible or mean.

         Measuring how much people trust each other with their money is somewhat easier. To do it, researchers use variations on something called the ‘Trust Game’. In the game, someone is given a sum of money and can choose how much of it to pass on to someone else. They can pass on nothing at all if they choose. But they are also told that the gift will be tripled when it reaches the recipient. It is then up to the recipient to decide how much money to return to the giver.10 (Spoiler: most people give something back. Some give none. We can all think of someone who would keep it all, and you probably didn’t get your deposit back from them.)

         Yet it is easy to think of reasons why trusting someone with your money is not at all the same as interpersonal trust. Some people are bad with money but would rush to defend you if they saw you being mugged in the street. You might clean up at every Monopoly game but nonetheless believe in high taxes and a better welfare state. Some people can afford to be generous, others can’t. For these reasons, money games are not a very good way to draw conclusions about societal trust, though they are useful in predicting economic behaviour.

         Dickens’ novel Oliver Twist is a fine example of the limits of a transactional relationship and the way that money can come to substitute for deeper and more enduring kinds of trust. Fagin is the ringleader of a team of young pickpockets who bring him stolen goods in exchange for somewhere to sleep. Learning that one of his best pickpockets has been picked up by the police, he says: ‘It’s this mutual trust we have in each other that consoles me under heavy losses.’ Of course, Fagin doesn’t trust any of the gang and the gang don’t trust him: their relationship is based on need and greed. This kind of trust, with its fascinating potential for intrigue and betrayal, is the stuff of thrillers and spy stories everywhere. ‘Do you believe in God, Mr Le Chiffre?’ Mads Mikkelsen is asked in the Bond movie Casino Royale. ‘No. I believe in a reasonable rate of return,’ he replies.11
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         Nonetheless, money is one of the most fundamental practical ways in which people express trust in each other. Just think of the hurt of being cut out of a parent’s will, or the satisfaction of getting a pay rise because you do your job well and your employer wants to keep you. It’s no accident that UK banknotes say ‘I promise to pay the bearer on demand the sum of …’, although the promise to hand over the equivalent sum in gold is now formally meaningless. It simply says ‘You can trust the Bank of England.’

         Over the past three to four thousand years, we started lending each other money and promising to pay it back within a certain time with interest. (This proved to be a fraught business. For a long time, several religions outlawed it.) We began to write contracts. We made laws. We acquired land and property that we were confident other people could not steal. We paid taxes in the expectation that they would be spent judiciously. As these trust-based systems – the law, property, the welfare state – became more entrenched, they eroded the power of the Church, as more autonomy passed to the people and away from divine authority.

         That autonomy was not extended to everyone. The gradual widening of trust often deliberately excluded non-white or even non-Anglican people who were not deemed worthy of it. Women were also systematically excluded. Sometimes this was thought to be justified by their lack of education (which nonetheless continued to be denied to them, on the grounds that they could and would not use it). When it came down to it, as Viscount Helmsley told the House of Commons in 1912 during a debate about giving some women the vote, there was something – though he admitted he could not describe it very well – that made women unfit to be MPs. It was not that they could not be as intelligent as men, he conceded, but
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