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CHAPTER 1


The Death Star Canteen




‘China became the world’s factory floor. Consumer goods, which were hardly ever seen in the country in 1981, are now abundant.


The Made-in-China list today grows ever longer, its products more sophisticated . . . the world’s factory is now the world’s laboratory and marketplace.’


President Xi Jinping, October 2017





Among the more seasoned traders, the lobby bar of the Sheraton Hotel in the southern Chinese city of Dongguan was known as the Death Star canteen on account of the dizzying number of languages and dialects to be heard there. During the Canton Fair it was packed day and night with buyers who came from every corner of the planet to visit the world’s largest trade show. Rather in the manner of the fictional space station of the Star Wars movies, the bar did have a common language of sorts, its own version of ‘galactic basic’, with conversations punctuated by the universal commercial jargon of ‘lead times’, ‘MOQs’ (minimum order quantities), ‘costs’, ‘price’ and ‘schedules’. The bar was to one side of the hotel’s cavernous lobby, which was lined with artificial palm trees, tall mirrors and giant television screens looping kitschy videos – a log fire, coral reef, mountains. Large chandeliers hung from a distant ceiling. The traders huddled in excitable groups, barking loudly at each other or into mobile phones that transmitted their deal-making across multiple time zones. It was always a mystery to me why they preferred to discuss their business in the bar rather than in the privacy of their rooms, to which they would only occasionally dash to collect or deposit documents or samples. The atmosphere was always urgent, bordering on the neurotic, and when riding in the elevator with a group of traders it was wise to stand clear of the console as fingers stabbed manically at the door-close button at each stop, as if every micro-second lost was business forfeited. Perhaps it was.


An enormous fleet of minibuses stood ready to whisk the traders back and forth to the China Import and Export Fair Complex, the largest of its type in the world, consisting of forty-five hangar-like exhibition halls covering more than 1.6 million square metres.1 That is roughly equivalent to 225 Wembley football pitches and is larger than London’s Hyde Park. In the years before the Covid-19 pandemic hit travel and commerce, demand was so great that the event was split into two, one in the spring and one in the autumn, and together they regularly attracted around 400,000 buyers from more than 200 countries. Each fair lasted two weeks and was subdivided into three phases. Phase one included electronics and home appliances, lighting, vehicles and accessories, machinery, hardware tools, building materials, chemical products and energy. Phase 2 was given over to daily consumer goods, gifts, toys and home decoration, while the third and final phase included textiles and clothing, footwear, office, luggage and leisure products, medicine and health care, and food items. The changeover seemed seamless as the stands and displays of one army of factories gave way to the next. As a buyer, planning and focus were essential, as was stamina. Navigating the vast and crowded complex could be exhausting, and even veteran buyers admitted they’d only ever explored a fraction of it. If a product wasn’t on display it could be made to order, and some traders arrived armed with their own samples, marvelling at the ability of the factories to reverse engineer and then quickly reproduce the most complex of products at a fraction of the price. This truly was the workshop of the world, and it was easy to understand the buzz of the Death Star canteen as the buyers took in the enormity of it all as well as the raw and addictive power of ‘Made in China’.


The 500-room Sheraton Dongguan was not the closest of the countless hotels that serviced the Canton Fair complex, which was set on an island in the Pearl River on the outskirts of Guangzhou, the regional capital. However, it was convenient for its proximity to the factories, which were concentrated in a vast arch around the Pearl River delta, to the north of Hong Kong and Shenzhen. To those who came by car or train from the former British colony, this journey too was a revelation. The landscape was one of endless sprawling factories, tens of thousands of them, mostly identikit low, squat buildings with walls of stained white, pale blue or peach tiles and surrounded by tall fences. The blocks that housed adjoining dormitories were distinguished only by the laundry hanging from windows, the meagre possessions of the migrant workers on whose backs China’s economic miracle was built. Guangdong province, which hosts the Canton Fair, is China’s most populous and has the country’s largest transient population – more than a quarter of its 126 million people are migrants, mostly working in the factories.2 Across China, the annual return of migrants to their home provinces for Chinese New Year has been described as the largest movement of humanity on the planet, with an estimated 2 billion journeys taken during the holiday period. It is not so much a workforce as an army, a force which turned China into the world’s biggest exporter, dominating trade in everything from toys to textiles, mobile phones and other consumer electronics.


China even spawned a series of towns that traders less familiar with the Mandarin language named after their dominant product or service. There was ‘zipper and button town’ (Qiaotou in Zhejiang province), which dominated the international market in both; ‘bra town’ (Gurao in Guangdong province), which had an iron grip on global underwear; ‘jeans town’ (Xintang, also in Guangdong), which was built on denim; and ‘rubbish town’ (Guiyu, still in Guangdong), the world’s largest electronic waste dump, where mountains of e-waste were imported for recycling. By the time Xi Jinping came to power in 2012, labour costs in China were rising and many buyers of lower-end products, such as shoes and textiles, were looking at cheaper locations, such as Cambodia, Bangladesh or Indonesia. But the word among the hard-nosed buyers in the Death Star canteen was that this was easier said than done. The would-be usurpers simply couldn’t compete with the depth and sophistication of China’s supply chains. Not only could just about every imaginable product be bought or made in China, but so could all the components that made up those products, and the components that made up those components – all to a schedule and of a quality that was hard, if not impossible, for others to compete with.


Where rising costs did drive low-end manufacturers away from China, the Chinese Communist Party (CCP) did not mourn their loss, at least not officially, since it became a Party mantra that China needed to go upmarket. It was not enough to be the world’s factory, a manufacturing superpower, Xi Jinping wanted China to lead the world in innovation and the technologies of the future. In his eyes, Shenzhen, the gaudy high-rise gateway to southern China, was testament to the success of that policy. This was where China’s economic reforms began, a laboratory for paramount leader Deng Xiaoping’s ‘reform and opening’ policy, which we shall examine in more detail in the next chapter. It was China’s first Special Economic Zone, established by Deng in 1980, and initially was fenced off from the rest of the country. Back then, it was a sleepy settlement with a population of barely 30,000; at the time of writing, it is the fifth most populous city in China, home to nearly 18 million people and a forest of glistening skyscrapers, just across the border from Hong Kong.


Shenzhen led the way from low-wage manufacturing to more ‘value-added’ businesses, in the jargon of economists – or ‘high-quality growth’ as Chinese leaders called it, the city becoming a symbol of their high-tech ambition. In 2020, Chen Rugui, the city’s mayor, claimed it already hosted 70,000 tech companies and that the ‘new economy’ accounted for 60 per cent of GDP.3 The city’s Yue Hai district was the high-tech hub, boasting dozens of home-grown start-ups, nurtured with generous government support, and the mayor had a roll call of some of China’s leading tech giants. Shenzhen was the base of Tencent, a gaming and social media giant and owner of WeChat (Weixin in Chinese), the app for everything, and DJI, the world’s biggest manufacturer of consumer drones. Huawei, China’s telecoms champion, had a sprawling campus – a city within a city – on the edge of town. Also here was BYD, now vying with Tesla as the world’s top seller of electric vehicles. Shenzhen Inovance Technology, a big robot maker, aspired to supply the area’s factories with humanoids, preparing for the day when the supply of cheap migrant labour dried up. Even the city’s highways had a tech theme – including Science and Research Road and High Tech Road. The city was presented by officials as China’s answer to Silicon Valley. It boasted of being the country’s fastest growing metropolis, a city of youth and opportunity. A popular 2022 comedy drama, Qi ji – Ben xiao hai (Nice View), the story of a poor twenty-year-old who started out repairing mobile phones, overcoming numerous difficulties to achieve success, played to that legend.


Opening the Communist Party congress in October 2017, Xi Jinping boasted of how China had been transformed. ‘China became the world’s factory floor. Consumer goods, which were hardly ever seen in the country in 1981, are now abundant,’ he boasted. ‘The Made-in-China list today grows ever longer, its products more sophisticated . . . the world’s factory is now the world’s laboratory and marketplace.’4 Whether it was viewed from the rostrum of the Great Hall of the People or the bar stools of the Death Star canteen, China was not only indispensable to the global economy, but its rise to global dominance seemed inevitable and unstoppable.


In late 2018, in a speech marking four decades since the country embarked on its economic transformation, Xi promised that the economy would continue to produce ‘miracles that will impress the world’.5 China’s GDP per person grew by an average annual rate of 8.5 per cent over that period, faster than any other major economy, doubling incomes every nine years.6 In 1979, national income per head was less than $200, roughly on a par with Bangladesh or Afghanistan; in 2018 it was about to surpass $10,000, close to the world average, and China was considered a ‘middle income country’ with a thriving 300 million-strong middle class.7 In 1978, China’s exports were valued at $10 billion, less than 1 per cent of world trade; forty years later, the country was by far the world’s biggest exporter, shifting goods worth more than $4 trillion.8 The World Bank marvelled at how China had pulled almost 800 million people out of ‘extreme poverty’, as defined by incomes below $1.90 per day. Such poverty was near universal in China in 1979, but forty years later afflicted just 5.5 million people. ‘China’s economic growth and poverty reduction over the past 40 years are historically unprecedented, both in speed and scale,’ the World Bank said in a gushing report jointly published with the Chinese government.9 As the size of China’s economy closed in on that of the United States ($18 trillion for China against $25.5 trillion for the US in 2022) economists speculated as to when Beijing would take the psychologically important crown. For most it wasn’t a matter of if, but when, with 2030 as a popular date. When adjusted for what economists call purchasing power parity – broadly speaking, what you can buy for your money in different countries – China was already ahead.10


By 2018, China had also become the world’s biggest bilateral lender, with its giant state-owned banks issuing nearly $500 billion in international loans11 – a figure that was to more than double again over the following five years. China was the world’s largest source of overseas tourists, who were also the world’s biggest spenders.12 The country was also the largest source of international students.13 This economic clout was rapidly transforming into political and strategic influence, and also bankrolling one of the biggest military expansions and modernisation ever seen during peacetime. When China Rules the World, gloated the title of a book by one credulous British author who argued that not only would China replace the United States as the world’s dominant power, but that in the process the world would become more Chinese, not more Western.14 The phrase ‘the East is rising and the West is declining’ gained currency after the 2008 global financial crisis, which China weathered better than most, and which bolstered the confidence of Chinese leaders in the fundamental superiority of their own system. Over the years that followed, it became a catchphrase of state-owned media and government officials in describing their vision of the future. Xi Jinping argued that China’s model was not only superior, but one to be emulated, particularly by the Global South, a term used increasingly for the world’s less developed counties, which China aspired to lead. ‘The Chinese path to modernization is a sure path to build a stronger nation,’ Xi said. ‘Chinese-style modernization breaks the myth of “modernization equals Westernization”.’15


Xi’s ‘model’ has attracted many labels: ‘state capitalism’, a ‘socialist market economy’, ‘socialism with Chinese characteristics’, and numerous permutations, including the more recent and clunkier ‘socialism with Chinese characteristics for the new era (guided by Xi Jinping thought)’. Some are empty slogans, while others attempt to describe an evolving blend of market and state control. It is a system in which private companies are the most dynamic and innovative players, responsible for 60 per cent of GDP and 80 per cent of urban employment,16 but are kept on an increasingly tight leash, and where the market is supposed to do as the Party tells it. Among the characteristics of China’s ‘model’ are a capitalism at times so raw that it would make Victorian factory owners blush, with limited worker rights, minimum social safety net and a wilful indifference to environmental degradation. The primary drivers of the economy have been the massed ranks of exporters who grace the Canton Fair, together with vast state-backed investment in infrastructure and property. By one estimate, during just three years between 2010 and 2013, China poured more concrete than the United States did in the entire twentieth century.17 This has delivered apparently heady rates of growth, but the statistics need to be treated with caution; the system is still built around rigid five-year plans, with officials at all levels rewarded and penalised by their ability to hit growth targets – which have also provided an enormous incentive to cheat, and has resulted in the routine debasement of official statistics. Even China’s own officials have described the economy as ‘unbalanced’ and ‘unsustainable’.18 This economy operates beneath an autocratic political system in which the Chinese Communist Party is increasingly intolerant of any dissent.


For all the attempts to pin a label on it, none seems adequately to capture an economy that can be highly addictive to outsiders, but also predatory and surreal. Nor does one label come close to capturing the often bruising and mind-bending experiences of many of those seeking to navigate its seemingly arbitrary twists and turns. Western admirers have characterised the economy as essentially technocratic, overseen by skilled pragmatists, planning for the long term unlike their skittish Western counterparts – something to be praised and emulated. However, the CCP’s behaviour frequently resembles that of a mafia don and an international loan shark. At home, the economy is riddled with corruption and deceit, while globally China routinely uses its new economic muscle to bully and coerce, plundering foreign technology through all available means. Mao Zedong had a big thing about contradictions – they were the basis of life, driving it forward, he once mused.19 Yet even he might have struggled to understand the muddled dynamics of the modern Chinese economy. What follows is a story of that economy, of what really lies behind the transformation of China into what I characterise as a vampire state. It is a story of the Party’s single-minded efforts to bend economics and business to its own will and ambition – with the ultimate aim of ensuring its own survival, but which is now facing its biggest crisis since reforms began in the late 1970s.


The Covid-19 pandemic shut down the Canton Fair for three years, during which China closed its borders and imposed the world’s most draconian restrictions on its population in an ultimately failed effort to completely eliminate the virus. A fair of sorts was held online, but the vast China Import and Export Fair Complex sat eerily empty like some sort of lost world or decaying film set. The nearby city of Guangzhou saw some of the most severe lockdowns, with millions confined to their homes for weeks on end. When the fair reopened its doors again in 2023, traders reported that business was much slower. State media tried to talk up the occasion, pointing to a record 35,000 exhibitors and the greater presence of China’s burgeoning high-tech firms,20 but the atmosphere was more subdued, and the cavernous halls lacked the energy and optimism that had once been their hallmark.


The more perceptive traders who travelled by road will have noticed the changes as soon as they crossed from Hong Kong to Shenzhen. More than a quarter of Shenzhen’s office space was now empty, the highest rate of any major Chinese city, and the population had shrunk for the first time since reforms began as the tech giants cut their workforces.21 The city’s pioneering slogan had been ‘time is money, efficiency is life’, but now in the tech district, opposite the headquarters of Tencent, sat an artwork, a futuristic cube on which was etched a hammer and sickle and the words, ‘Follow the Party, start your business’ – the Party pointedly coming first.22 One of the most prominent of the empty office blocks was the forty-three-storey Excellence Centre, the former headquarters of Evergrande, which the bankrupt property giant abandoned in 2022.23 The world’s most indebted property firm was the first casualty of a bursting property bubble, which battered the nation’s developers and exposed a mountain of debt engulfing not only them, but also banks and local governments which had been swept along in the property mania.


Foreign investors were turning their backs on China, growth was stagnating, stock markets slumping and unemployment soaring among the young people on whom Shenzhen had once relied for its dynamism. The benign international environment that had abetted China’s rise was over, amid an intensifying technology trade war with the United States and worsening relations with the West in general. Geopolitical tensions were soaring, notably around Taiwan and in the South China Sea. China’s share of the global economy, which rose nearly twentyfold from 1 per cent in 1990 to 18.4 per cent in 2021, appeared to be going into reverse. After slipping slightly in 2022, it dropped by an estimated 1.4 per cent to 17 per cent in 2023.24 More sympathetic commentators argued that China would inevitably bounce back, that it had weathered problems before, and that this was all a blip after the economic strictures of the pandemic. However, by early 2024 the bounce back looked increasingly illusive, and the economic problems far more deep-seated.


Traders can be a hard-nosed and unsentimental crowd, especially those who routinely prowled the alleyways of the Canton Fair, one of the least sentimental places on the planet. They were laser focused on price and profit, and in the view of most of the buyers I met over the years neither messy geopolitics nor concerns over human rights should interfere with the serious business of striking a deal. As the Canton Fair resumed, that was a view the CCP sought to encourage, telling the world that China was once again open for business and that it remained committed to further ‘reform and opening’. Yet the policies pursued by Xi, his growing belligerence abroad and his strengthening of the role of the Party in every aspect of life at home, seemed to belie those assurances. The atmosphere in Xi’s China was altogether more hostile to foreigners. China’s openness and engagement with the Western-led global economic system seemed to have been opportunistic and temporary. Many of those gathered in the not-so-crowded Death Star canteen at the Sheraton concluded that China’s economic miracle was over; others questioned whether the miracle had ever been for real and whether the days of ‘Made in China’ might be drawing to a close. ‘Reform and opening’ was looking increasingly like an empty slogan, and even the most hardened traders realised the economic ground was rapidly shifting beneath them.





Chapter 2



The Myth of ‘Reform and Opening’




‘Coolly observe, calmly deal with things, hold your position, hide your capacities, bide your time, accomplish things where possible.’


Deng Xiaoping





The circular plaque is made of metal and is about the size of a saucer. At the centre is Deng Xiaoping’s head in profile, around which are etched the words in Chinese and English, OUR GENERAL DESIGNER. COMRADE DENG XIAOPING. It was presented to me in 1995 by officials in the town of Guang’an, Deng’s birthplace, at the end of a lengthy dinner of mouth-numbingly spicy Sichuan food with the local governor. The governor was a tall gregarious man with more than a passing resemblance to Mao Zedong, and the meal was punctuated by endless toasts in the local baijiu, a fiery sorghum liquor – to eternal friendship, brotherhood, and of course to Deng. The governor insisted on toasting each member of my team individually, and by the end of the meal, it was hard to know what we were drinking to, since the governor’s words were increasingly slurred, and he eventually had to be helped from the restaurant by his officials.


Guang’an lies around seventy miles to the north of the mega-city of Chongqing in China’s southwestern Sichuan province, and Deng was born here in 1904. At the time of my visit, he had not been seen in public for well over a year and was assumed to be close to death, though he hung on for another year and a half before passing away in February 1997, aged ninety-two. There was considerable speculation about whether the policies of ‘reform and opening’, so closely associated with Deng, would outlive him, and I was there to make a television news report speculating about that. Guang’an, whose population was barely 50,000 at the time, had clearly decided to cash in on Deng’s fame, and much of the scrappy town resembled a building site – multiple ‘development zones’, as the governor described them, to which he was confident the world would soon flock. Slogans strung across their dusty entrances conveyed that optimism: ‘Guang’an must go to the world and the world will know Guang’an well’, ‘Guang’an must be well constructed’, they read. However, it was the bustle and noise of market day that gave a better picture of China’s new energy. Vendors, many still wearing threadbare Mao-style suits, had come from miles around and just about everything and anything was for sale. Just walking a few metres was exhausting amid the hooting and shouting, the constant human traffic hauling bags and trollies laden with vegetables, fruit, ducks, pigs and chickens. One enterprising seller of rat poison had laid out in neat rows several dead rats, presumably to demonstrate the effectiveness of his product. Nearby, a traditional medicine seller hawking ‘bear’ and ‘tiger’ parts was being harangued by a farmer who clearly felt he knew a cow or buffalo bone when he saw one.


Deng’s family home lay just over a hill from downtown Guang’an, in a township called Paifang. The slogans along the roadside here urged the newly empowered farmers to obey the law, pay taxes and not steal electricity. Another urged them to ‘follow the socialist line’. The tax issue was particularly touchy in this region following riots a few months before my visit, which were blamed on corrupt officials extorting money from farmers, supposedly for new roads. ‘There was a problem with the peasants, when a few people organised them to attack schools and government buildings, and to burn cars,’ one official told me dismissively, assuring me that the troublemakers had been ‘dealt with’.


Deng’s family home was a sprawling seventeen-room farmhouse, built around an inner courtyard. The local authorities were turning it into a museum, with rooms devoted to different periods of his life, with pride of place given to a large bed made from lacquered wood. ‘And this is where Comrade Deng Xiaoping was born, right here,’ my guide said with evident pride. When I suggested the Deng family appeared to be quite well off, she quickly put me in my place. ‘It was a big family,’ she explained, uncomfortable with suggestions of bourgeois roots. ‘But not very rich. Middle level. Only middle level.’ For an additional fee I was invited to meet Deng Xiaoping’s cousin, a man called Dan Wenquan. Only, he appeared to be a rather distant cousin, who had never met his illustrious relative and had never been to Beijing. ‘Of course, if there’s a way, I’d love to meet him. Though I’m sure he’s very busy,’ he told me. Dan was enthusiastic about plans by the authorities to build a new tourist centre on the ridge above, complete with restaurant, karaoke bar, teahouse, hotel and souvenir shop – at which he clearly hoped he could further leverage his distant connection.


In a compound next door, I was taken to meet Wu Wei Chang who told me how she had seized the new spirit of enterprise to set up a small business distilling liquor from sorghum and wheat. She shrugged when I asked whether the governor was among her customers, since he seemed rather keen on the product. ‘Farmers are better off now. They can afford to buy more liquor,’ she said, serving a steady stream of customers before showing me the motorcycle she had bought from the profits. I was then taken to a nearby primary school, which had been built in 1946 to replace the one where Deng studied and where I was assured that the spirit of the paramount leader lived on, the students telling me mechanically that it was their duty to carry out reform, with only the sketchiest idea of what that meant. One teacher said that after the ‘glorious revolution’ in 1949, the triumphant communists had turned the school into what he described as a facility for ‘reform through labour’, before quickly changing the subject under the withering look of my local government guide.


On the way back to the centre of Guang’an, our car was stuck for a while behind an overloaded truck that had shed half its load of pigs and chickens, and the driver was frantically trying to round up the traumatised animals. It was hard to know quite what to make of the town. Deng Xiaoping, the man they called their ‘general designer’, had left there when he was sixteen, never to return, even when he was Communist Party boss in nearby Chongqing during the early 1950s. To ask local officials why Deng had never come back was to invite a vacant look not dissimilar to that of the dazed animals on the road in front of me. Guang’an was a chaotic place that was for sure, but not without a certain entrepreneurial energy. I’d witnessed a frenetic farmers market, been introduced to a booze merchant as a model of enterprise, met the governor who’d got blotto on that very product, been to a school that was also for a while a prison and met a man who claimed to be a distant cousin of Deng Xiaoping, but didn’t have much of a clue about him. The cousin and the school were very possibly both fakes. Yet in a way these very details said more about Deng and his reforms than a good many of the hagiographic profiles and empty platitudes produced over the years.


Who can forget the images of a smiling diminutive Deng, less than five feet tall, donning a ten-gallon cowboy hat at a Texas rodeo during a 1979 visit to the United States, proving, as one commentator put it at the time, ‘that he was not only good-humoured, but, after all, less like one of “those Communists” and more like “us”.’1 Or as another noted: ‘The whistling, cheering crowd watches with delight as Deng theatrically dons his new hat. And in one simple gesture, Deng seems to not only end thirty years of acrimony between China and America, but to give his own people permission to join him in imbibing American life and culture.’2


The visit came just weeks after Deng had supposedly seen off hardliners, consolidated control of the Communist Party and kicked off reforms at a key Party meeting. This followed a two-year power struggle following the death of Mao Zedong, and Deng would soon be telling the world that ‘to get rich is glorious’ and ‘It doesn’t matter whether a cat is black or white, as long as it catches mice’ – both presented as evidence of Deng’s pragmatism and lack of ideological baggage. This was, after all, a man who had been purged twice, once by Mao during the Cultural Revolution and later more briefly in 1976 as factions manoeuvred for power ahead of Mao’s death. ‘By orchestrating China’s transition to a market economy, Deng Xiaoping has left a lasting legacy on China and the world . . . The outcomes of Deng’s reforms have been without historical peer,’ as one commentary put it.3 In 1986, Time magazine named him its man of the year, hailing his ‘audacious effort to create what amounts almost to a new form of society’.4 It sometimes seemed that while Deng had eschewed a cult of personality at home, it was alive and well in the West.


The reality and the motives of ‘reform and opening’ were rather different. It is misleading to see the December 1978 leadership conference as a seminal moment, which is how it is presented in CCP propaganda. As noted by Bao Tong, a former aide to Party Secretary Zhao Ziyang, who was ousted after the 1989 Tiananmen Square massacre, ‘To put a halo on this meeting as a conference of reform and opening up is to concoct a myth.’5 The official communiqué of the meeting only referred twice to ‘reform’ and there was no mention of the market. Deng was reluctant to criticise Mao, and it would be six years before the term ‘reform and opening’ became more widely used.6 The process of market reforms, reducing the role of the state and allowing more private enterprise, together with opening China to trade and investment, was a faltering process – as it has remained. The slogans attributed to Deng are of dubious provenance or have been taken out of context. The phrase ‘To get rich is glorious’ has been cited thousands of times, and as a slogan it seemed to capture the mood of the times, but there is no evidence he ever said it.7 Deng’s black-and-white cat quote is also not quite what it seems. Alexander V. Pantsov, a biographer of Deng, has traced it to a 1962 Party session examining rural work at which Deng said: ‘In districts where the life of peasants is difficult, we can use various methods. The comrades from Anhui said, “It doesn’t matter if the cat is black or yellow, as long as it can catch mice it is a good cat”.’8 The context was in regard to efforts to restore agricultural production, the yellow cat would later become white, and Deng is quoting someone else.


Deng’s ten-gallon cowboy hat is now on display in a glass cabinet as part of ‘The Road to Rejuvenation’ exhibition in the National Museum of China on Tiananmen Square in Beijing. The museum, which opened in 2011, was plagued by infighting within the Party over what constituted ‘correct’ history. You will, for example, be hard-pressed to find any mention of the Great Leap Forward and Cultural Revolution, during which tens of millions of people died of starvation or abuse. The Great Leap, a campaign from 1958 to 1962 to transform the country’s economy, which resulted in the most severe famine in recorded history, merits the briefest of mentions: ‘The project of constructing socialism suffered severe complications.’ The Cultural Revolution, a decade-long campaign of political persecution and turmoil from 1966 to 1976, is marked by a single photograph.


It was Deng who in 1989 sent the People’s Liberation Army to murder hundreds, perhaps thousands, of protesting students in and around Tiananmen Square. The only reference in the museum to that period is a photograph of Deng meeting Mikhail Gorbachev, the then Soviet leader, who was visiting Beijing. Even the most ardent Western admirers of Deng accept that the massacre somewhat blotted his copy book – though he rehabilitated himself in the minds of many investors when he rebooted reforms three years later in what became known as his Southern Tour. He was ailing at the time, and his only title was honorary chairman of the China Bridge Association (the card game, that is), but he still wielded immense power and his visit to the places where reform began was seen as an endorsement of its continuation.9


Tiananmen Square was not the only dark and brutal episode in Deng’s biography. Between 1949 and 1952 he was Party enforcer in southwest China, based out of Chongqing, and charged with supressing counter revolutionaries and introducing agrarian reforms. The wave of public executions on his watch was so large that even Mao found the barbarity excessive, writing to Deng that ‘We should not kill too many people . . . If we kill too many, we will forfeit public sympathy and shortage of labour power will arise.’10 In Deng’s region the daily rate of killings then fell to nine or ten a day, as opposed to more than 400 previously. Called to Beijing, Deng would later lead a campaign against the intelligentsia, who had been encouraged to voice their opinions in what became known as the ‘Hundred Flowers Campaign’. Having flushed them out, Deng was tasked to ‘squeeze the pus out of the abscess’, something he undertook with relish.11 During this Anti-Rightist Campaign, which lasted from 1957 to 1959, beatings and torture were routine, and around half a million people were sent to ‘re-education through labour’ – very possibly utilising the school I had visited in Deng’s home town.


It has been argued that reforms in the countryside began not through CCP initiative, but spontaneously. After the death of Mao, the country was so impoverished and traumatised that many farmers took control of land from the hated communes. The household contract system, as it became known, whereby the land was in effect leased to farmers in return for a specified amount of harvest, proliferated locally before it was endorsed by Beijing.12 In essence reform and opening was forced upon the CCP because the country was in such a dire state and the Party itself was facing an existential threat. ‘It was in order to strengthen the Party. Deng Xiaoping realized that the Party on its then trajectory was doomed,’ Bilahari Kausikan, Singapore’s former top diplomat, told me. Or as China scholar Yasheng Huang has written, ‘The history of Chinese reforms is one of central leaders acknowledging and approving of fait accompli on the ground, not one of a wise ruler designing and micro-managing each reform measure.’13


Mao presided over three decades of endless campaigns, purges and persecution. While the Great Leap Forward and Cultural Revolution are usually given prominence by Western scholars, underground Chinese historians believe the silencing of critical thinking during the earlier Anti-Rightist Campaign, overseen by Deng, paved the way for the later madness since it gave Mao a free hand.14 Another of Mao’s campaigns frequently overlooked was his Third Front Movement, which entailed the mass shifting of heavy industry and the construction of a self-sufficient military-industrial base in China’s rugged interior. This initially covert campaign, which was at its most intense between 1964 and the mid-1970s, was motivated by Mao’s paranoia about possible attacks from the United States and the Soviet Union, and his obsession with self-sufficiency and putting industry beyond their reach. ‘With the Third Front, CCP leaders reconceptualized the entire country as one giant battlefield in which society and economy were militarized in advance in preparation for the perceived threat of a surprise attack,’ writes Covell F. Meyskens in his study of that period.15 Not only did this entail the mass mobilisation of often forced labour, but dispersing and hiding industry in mountainous locations which were difficult to access made no economic sense. It is little wonder that by the time Deng saw off his rivals and seized power in 1978, the country was isolated, with no serious trading partners, and a population living largely hand-to-mouth. Individual livelihoods were sacrificed to Mao’s brutality and his paranoid obsession with self-sufficiency and security – his own, as well as that of the country. Personal freedoms simply did not exist; the Party controlled every aspect of an individual’s life, from work and travel to the ability to marry and have children, with zero tolerance of dissent. This is the desperate base line from which reforms began.


There were times Deng clashed with Mao, but also times when he was happy to do his brutal bidding. Mao was a mass murderer and Deng willingly participated in some of the worst instances of that gratuitous violence. Deng was always a Party loyalist, and he can only be described as a pragmatist in the sense that he was willing to do whatever was necessary to protect the Party and maintain its dictatorship. In his memoir, Zhao Ziyang, who was China’s premier from 1980 to 1987 and general secretary of the Party from 1987 to 1989, writes, ‘Reforms were precisely intended to further consolidate the Communist Party’s one-party rule. Deng firmly rejected any reform that would weaken that.’16 Zhao advocated a more accommodating response to the Tiananmen Square protesters and as a result was ousted after the massacre. He spent the rest of his life under house arrest, during which he secretly recorded his thoughts and recollections, which were smuggled and published outside the country. ‘[Deng] despised systems in which powers were separated by checks and balances,’ Zhao writes.17 ‘Stability trumped everything else. His belief was that without stability, in the midst of chaos, nothing could be accomplished. In order to maintain stability, dictatorship was the ultimate weapon.’18 In Zhao’s telling, the early understanding of how to proceed with reform was ‘shallow and vague’. While there was a wide desire to move on from Maoist madness and a desperate need to improve livelihoods, the debate over the way forward was riven with suspicion towards private initiative and the outside world. Zhao is widely regarded as a liberal and a reformer, but even for him the Communist Party’s position was inviolable. If he considered political reform at all, it was to improve the administrative efficiency of the Party. Only later, during the long years of isolation in his courtyard home did he begin to believe in real political change and recognise that the roots of tyranny and corruption lay in the lack of accountability of a one-party state – a Communist Party that was above the law.


Deng spoke vaguely about putting ‘capitalist tools’ in socialist hands, but it was not until a Party congress in 1982 that he used the term ‘Socialism with Chinese characteristics’ to describe his approach. In the years that followed this came to mean an evolving blend of market and state control, though at the time Deng was vague about what it meant – perhaps because the messy process defied explanation. When author and academic Frank Dikötter explored local Party archives from the reform period he found a picture of chaos and confusion as local officials tried to combine remnants of the planned economy with what one economist described as ‘selected, pasteurized, partial, truncated, restricted and disjointed pieces of market and private property policy’.19 The Party continued to issue five-year plans and growth targets which resulted in the debasement of local statistics, which were subject to wholesale distortion and fabrication – which soon became a characteristic of CCP rule, which we shall examine later. Dikötter likens the good ship Reform to a tanker that looks surprisingly seaworthy from a distance, while below deck frantic sailors are pumping water and plugging holes to keep the vessel afloat and the officers themselves are engaged in interminable struggles for power.20


To take the tanker analogy a step further, Western governments and companies were only too happy to take the signals from the bridge at face value. As were we journalists, who knew that nothing satisfied the cravings of a news editor more than a story about old communists embracing capitalism, and the more absurdly rapacious the former comrades behaved the better. In boardrooms across the world, the promise and mystique of the China market were enough to suspend rational judgements, and when their firms were taken to the cleaners, they were all too often complicit in the process. China was a fiendishly difficult place to make money, but Western companies routinely exaggerated their successes and played down their losses – and continue to do so.


A high point of Western delusion was the 2001 decision to allow China to join the World Trade Organization (WTO), which more than anything else hastened China’s ascent to the title of ‘workshop of the world’. Beijing promised to improve the rule of law, to protect intellectual property rights, cut import tariffs, give greater access to its market, liberalise controls on its exchange rate, scrap trade barriers and much more. Few of these things ever happened, or where one barrier was removed, another was erected. China has never provided a level playing field for foreign companies but was able to flood the world with its own cheap exports, while Western companies flocked to outsource production and supply chains to Chinese factories, hollowing out manufacturing throughout the West. This led inextricably to the dependencies the West is now, decades later, trying to unwind and which have fuelled populist anger in developed economies.


With hindsight, rushing through premature WTO membership for China was a mistake, though the decision was also political, with then US President Bill Clinton saying during negotiations, ‘Membership in the WTO, of course, will not create a free society in China overnight or guarantee that China will play by global rules. But over time, I believe it will move China faster and further in the right direction.’21 In the years that followed, China did move – but in the opposite direction. It neither played by global rules nor liberalised. The arguments that economic progress begets political openness and liberalisation are still used by business people and politicians who advocate greater engagement, though these voices are quieter, and ‘engagement’ has increasingly become a self-serving veneer to justify doing business with tyrants. As policy on China has hardened, there is a prevailing view in Washington that over the decades the West showered enormous economic advantages on a rival that ended up turning against them. There is some truth in that, but also lots of naïvety, since Beijing was never in any meaningful sense ‘with’ the West. Quite the reverse. It is also to fundamentally misunderstand the purpose, pace and nature of economic reform as seen by the CCP, which was always, and remains, to strengthen the Party.


China scholars often refer to an oscillating pattern of political relaxing and tightening in China, the fang-shou cycle, detected by the expansion or contraction of economic reform and ideological control – the assumption is that two contending groups exist within the CCP, reformers and conservatives, who vie for supremacy. By this understanding, the period 1979 to 1982 was one of relaxing followed by one year of tightening (during a campaign against ‘spiritual pollution’), followed by more easing until the Tiananmen Square massacre, which heralded a three-year period of neo-totalitarianism and then more relaxing after Deng’s Southern Tour.22 As an analytic concept, it has some merit, but whatever the stage of the cycle the dictatorship of the Party has been non-negotiable. The pattern could equally be seen as a fluctuating measure of the state of the CCP’s deep-seated paranoia – with reform dialled up or down as needed. Survival is the Party’s primary instinct, economic reform a tool to that end, and periods of opening and closing are reflections of insecurities and perceptions – real or imagined – of threats to CCP rule.


In December 2018, the Communist Party marked the fortieth anniversary of ‘reform and opening’ with a conference in the Great Hall of the People, at which President Xi Jinping said, ‘Forty years of reform and opening up have taught us that Party leadership is the defining feature of socialism with Chinese characteristics . . . The Party exercises overall leadership across all areas of endeavour in every part of the country.’23 In the language of the fang-shou cycle, Xi was presiding over a period of considerable tightening, with the Party hardening control across all aspects of society – including the economy. The Party was to be everywhere, with Xi as its core. At the time of the conference, he had been Party boss for six years and was imposing polices that sharply reversed both reform and opening while at the same time seeking to usurp the slogan for himself and his family.


The Xi family has an awkward relationship with the Dengs, and in the run up to the anniversary conference, those tensions were played out in Shenzhen, the southern city where reforms began and where Deng is most revered. The entrance to an exhibition on reform was revamped four times before its opening. A panoramic sculpture depicting Deng Xiaoping touring the area was replaced by video screens and a quote from Xi praising the country’s economic transformation, which was then replaced by quotes from both men before the sculpture was eventually reinstated.24 Sharp-eyed China-watchers also noted that in the Wangfujing Bookstore, just a few minutes’ walk from the Great Hall in Beijing, a special section to commemorate the fortieth anniversary had relegated books related to Deng to the bottom shelf, with pride of place given to those by Xi.25 Xi sought to elevate the role of his father, Xi Zhongxun, in establishing Shenzhen as a special economic zone. For twelve years, Xi senior was Party boss of Guangdong province (of which Shenzhen is a part) and as the anniversary approached books and television programmes played up his role, while diminishing that of Deng.26 Newly commissioned paintings showed father and son side-by-side in thoughtful repose. Xi Zhongxun later fell out with Deng and retired to Shenzhen, where he died in 2002. His son’s efforts to repackage history around himself and his family culminated in 2023, when his father was hailed as a spiritual icon on the 110th anniversary of his birth. The Party secretary of Guangdong ordered Party committees throughout the province to ‘carry forward the spirit of reform and opening up’ of Xi Zhongxun.27


Xi’s two predecessors, Jiang Zemin and Hu Jintao, were both hand-picked by Deng; both had to contend with rival factions at the top of the Party, which resulted in a more collective form of leadership, and were subject to time limits on their rule – a system imposed by Deng in part to prevent the emergence of Mao-style despotism. Xi owed little to Deng, and quickly consolidated power, purging his enemies, often under the guise of an anti-corruption campaign. He removed time limits on the presidency, effectively allowing himself to become leader for life. Party gatherings made fewer and fewer references to Deng. Instead, they hailed the ‘new era’ to be guided by ‘Xi Jinping thought on Socialism with Chinese Characteristics.’ Xi’s ‘thought’ was a cultish potpourri of slogans, but at its heart was a near obsession with security and control, which became the primary drivers of policy, even at the expense of the economy, together with the ‘China dream’ of restoring national greatness. This was accompanied by an obsession with ‘self-sufficiency’ and a deep paranoia about the outside world – the United States in particular – which seemed to hark back to the darkest days of Mao.


It has been said that Xi also abandoned the old Deng maxim of ‘Coolly observe, calmly deal with things, hold your position, hide your capacities, bide your time, accomplish things where possible,’ the decades-long doctrine of keeping a low profile. This is true, but it would be wrong to see Deng’s words as an expression of his comparative humility. It was essentially a strategy. The devastated country he inherited from Mao was in no position to do anything other than bide its time, while it worked to raise incomes through engaging, copying and stealing from the West. As a strategy it worked, leaving Xi in charge of the world’s second biggest economy and a formidable military power – ready to throw off Deng-era restraint and to reassert its naturally imperialist instincts.


By his own admission, Deng Xiaoping had little grasp of economics, but he did recognise that China urgently needed foreign capital and technology if it wanted to improve livelihoods and catch up with the West. Science and technology had stagnated under Mao, as education was badly disrupted during the Cultural Revolution. The choice of location for the first special economic zones, close to Hong Kong and then opposite Taiwan, were specifically designed to attract investment as well as technical and managerial know-how from both. The need to ‘attract capital to the PRC [People’s Republic of China] and borrow Western technology, equipment and management expertise’ became a constant theme of the Party.28 Deng urged students and researchers to travel overseas to gain technical and scientific education.


Deng set China on a course to become the world’s greatest perpetrator of industrial and economic espionage. Under his leadership, the CCP disregarded intellectual property (IP) rights with systematic theft encouraged throughout the Party hierarchy. ‘Intellectual property from abroad was collected at the highest level and distributed down the command structure of the planned economy,’ writes Frank Dikötter.29 What began as the routine copying and piracy of the early reform years led inexorably to today’s industrial scale cyber espionage. The acquisition of Western technology and know-how by every and any means possible to power China’s economic growth and military modernisation is perhaps Deng’s most lasting legacy, with foreign firms seen as fair game, and theft and coercion at the very heart of the CCP’s development model. Yet, it is remarkable that more sympathetic China-watchers still depict IP theft as an unfortunate by-product of the country’s development, one of those inevitable things that happen during the catch-up process, and in which many countries have engaged.





CHAPTER 3


The Counterfeit Culture




‘The scale of the Chinese cyber threat is unparalleled – they’ve got a bigger hacking program than every other major nation combined.’


Christopher Wray, FBI Director





The old English mill town of Belper in Derbyshire might seem a world away from the counterfeit culture of Deng Xiaoping’s China or the legions of Chinese hackers who have built on Deng’s legacy. However, nowhere is more important to the history of industrial espionage. On the day I visited, rain swept in intense horizontal bursts across the bloated Derwent River, though it didn’t dampen the enthusiasm of my guide as she described the ingenious way in which the river’s water had been harnessed by the cotton mills. The hulking red-brick wall of Belper’s North Mill towered above us, a monument to Britain’s past industrial glory. In the late eighteenth century it had been part of the world’s largest mill complex under single ownership, incorporating the world’s first fireproof buildings. The technology deployed in the production process was the most advanced at that time. ‘We are determined to keep the heritage alive. It is so important,’ my guide said.


‘That’s Samuel Slater,’ she added, pointing to a portrait of a middle-aged, slightly taciturn-looking man on an information board in the small visitor centre. ‘Slater the traitor, we call him around here. Still, we’ve got over it by now.’ Though by her tone I wasn’t so sure she had. ‘He knew everything, and he took it to America. He couldn’t write it down, that would have been too risky, but he had it all up here,’ she said, tapping her head. Slater was born in Belper in 1768 and began working in the mill when he was ten years old. He became an apprentice to the mill owner, Jedediah Strutt, and by the time he was twenty-one there was little he did not know about the organisation and practice of cotton spinning based on the water spinning-frame pioneered by Richard Arkwright. At the time, the United States was the biggest exporter of cotton, but did not have the technology to process it. In its eagerness to modernise, the US government created a system of rewards for those willing to share industrial secrets. To protect its technological edge, Britain passed laws banning the export of designs and made it a crime for skilled textile workers to travel to America. Slater heard about the bounties on offer and couldn’t resist. He took a ship to the New World disguised as a farmer and shared the secrets of the water-powered spinning machine. Today, in his adopted country, he is celebrated as the ‘father of the American industrial revolution’.1 Slater settled in Pawtucket, Rhode Island, where he built a near-replica of the Belper mill. Belper is now twinned with Pawtucket, whose most famous corporate resident these days is Hasbro, the toys and games company. In 2001, the American town sent as a gift a two-metre tall sculpture of Mr Potato Head, a character from the Toy Story film franchise, dressed as an English settler in buckled shoes and a Quaker hat. Over the years that followed the giant spud was vandalised and kidnapped (or ‘spudnapped’, as a local newspaper described it) on so many occasions that the local council suggested sticking him on top of the bus station. That idea was abandoned over health and safety concerns, and eventually Mr Potato Head found a home in the courtyard of a shopping mall.2 Was this hostility anything to do with Slater? ‘It was just that the thing was so ghastly’, my guide replied. There was a concern that the potato was in such poor taste it might threaten the World Heritage status of the area. Among Hasbro’s other famous toys and games are Transformers, My Little Pony, a series of action figures from the Marvel comics, Play-Doh, Nerf blasters and the Monopoly board-game. The company, and the toy industry more broadly, are now themselves victims of large-scale piracy,3 with China as the biggest source of counterfeit toys – and just about every other knockoff.4


The story of Slater is cited by those with a more forgiving attitude towards China’s large-scale plunder of technology and know-how as evidence that ‘everybody did it’. They argue that the Chinese Communist Party is merely following a long tradition of emerging powers cutting a few corners as they play catch-up in an unjust world where the rules of trade, and the strictures of patent and copyright laws are stacked against them.5 Over time, it has been suggested, China will learn to play by the rules, but this is to ignore a major fundamental point. China can by no stretch of the imagination still be described as ‘emerging’. It is now the world’s second largest economy and a serious technological competitor to the West. As its ambitions to lead the world in technologies of the future have grown, so has the scale of the theft.


Intellectual property (IP) is the umbrella term used for creations of the mind, covering a spectrum of inventions, designs, symbols, names and images. They are usually protected by patents, copyright or trademarks, and today they supposedly enjoy significantly stronger legal protections than in the past – which China signed up for when it joined the World Trade Organization in 2001. The harvesting of foreign IP takes on multiple forms, formal and informal and often with the complicity of the victims themselves. It should be seen as a continuum from endemic counterfeiting of well-known brands, such as Hasbro’s toys, to today’s large-scale plunder of industrial, technical and business secrets by cyber espionage.


If there was a spiritual home of China’s vast counterfeit business during my time as correspondent in China it was the Silk Market in Beijing – an emporium of fakes spread over seven floors (and three basements), sitting in plain sight in Chaoyang, the capital’s business district. There were 1,700 vendors selling everything from shoes and clothing to perfume, handbags, luggage, watches, electronics and toys. The vendors were aggressive and frequently unorthodox. On one occasion I visited for the emergency purchase of a suitcase. I was sceptical about the quality of the ‘Samsonite’ wheely case that I was shown, so the sales woman demonstrated its strength by throwing it across the shop, pouring water over it and then stamping on the arm. I bought it, but it still broke three weeks later. The building was relatively new, opening in 2005 as a replacement for an outdoor market, the Silk Alley, which had been equally notorious for knockoffs. Diplomatic pressure led to the occasional perfunctory raid by the police, usually before high-profile international events in the city, after which business quickly returned to normal. A little to the north of the Silk Market was a road renowned for fake DVDs, computer games and software. The counterfeiters moved fast and would frequently obtain pirated copies of movies before they were even in the cinema.


China’s counterfeit culture ran deep and wide, and among foreign correspondents there seemed at times a competition to see who could find the most outrageous new rip-off: a Chinese motor company brought out a copycat Range Rover Evoque; the ‘Hiphone 6’ was an early and clunky copy of the Apple iPhone; a village in southern China became the centre for reproduction art, churning out thousands of fake Picassos, Rembrandts, Van Goghs and Da Vincis each year. A fake Apple shop that opened in the southwestern city of Kunming, complete with logo, wooden tables and all-round casual vibe was such a good copy that even the cheery staff thought they were working in the real thing.6 The annual sales of ‘Château Lafite Rothschild’ wine, a cool 50,000 yuan (£5,400) a bottle in top Chinese hotels, far outstripped the vineyard’s annual production. By one estimate, 70 per cent of the bottles sold in China were fake.7 On one occasion, an ATM at one of China’s top banks delivered to me ten fake 100-yuan (£11) notes, all with the same serial number. Brand-name pharmaceuticals, Lego, golf clubs, coffee shops, books, they were all fair game. On one occasion I met a private investigator whose speciality was searching for parallel production lines among the factories of southern China. It became a common practice for the Chinese partner of a Western company to take the blueprints they’d been given for the original product and then set up a separate facility, often in the same factory, to make copycats with their own logo. Sometimes it was so blatant that the factory hardly bothered to hide what they were doing. As Paul Midler notes in his classic 2009 book, Poorly Made in China: An Insider’s Account of the Tactics Behind China’s Production Game: ‘What manufacturers lacked in originality, they made up for in their ability to copy. They were masters of mimicry, and factory owners would simply insist: “We only need your product sample.” No matter whether it was a winter coat, a toaster oven, or a lamp, manufacturers could be counted on not only to reverse engineer the product with great precision, but also to replicate it with great speed.’8


In spite of this rampant piracy, there was still a feeling among Western manufacturers that China would grow out of it, that as the country got richer and developed its own brands it would begin to see the value in protecting intellectual property. Those hopes were encouraged by a number of high-profile cases: in 2019, Jaguar Land Rover won a landmark action in a Chinese court against the company that copied the Evoque,9 and a year later Shanghai police broke up a gang making fake versions of Hasbro’s Transformers, for instance.10 However, these were exceptions rather than the rule; the tide was too strong, piracy too entrenched. In July 2023, the chairman of China’s first intellectual property court was expelled from the Communist Party by graft busters who accused him of ‘improper sexual behaviour’ and ‘illegally accepting money and valuables to do favours for others’.11 Those familiar with the court suspect the rot went much deeper.


In its 2022 report on counterfeiting, the Office of the US Trade Representative said, ‘China continues to be the number one source of counterfeit products in the world. Counterfeit and pirated goods from China, together with transhipped goods from China to Hong Kong, accounted for 75% of the value (measured by manufacturer’s suggested retail price) of counterfeit and pirated goods seized by U.S. Customs and Border Protection (CBP) in 2021.’12 Counterfeiting was turbocharged by the explosion in online sales and facilitated by China’s e-commerce giants, but the report still had a few words for the capital’s notorious Silk Market, which ‘remains one of the biggest markets for counterfeit goods in Beijing’.13 The shift online and the dominant role of Chinese pirates were confirmed in a European Union study published in January 2023. ‘China is confirmed by far as the largest source of counterfeits and represents 85% of seizures related to online sales and 51% of global seizures of offline sales,’ it stated.14 The EU identified electrical machinery and electronics (30 per cent of seizures), clothing (18 per cent), perfumery and cosmetics (10 per cent), and toys and games (also 10 per cent) as the products most frequently pirated. The value of global trade in counterfeit and pirated goods has been estimated at $464 billion, or 2.5 per cent of world trade – which is roughly equivalent to the GDP of Austria or Belgium.15 On top of this, many fake goods are substandard, often posing serious health and safety threats to consumers.


China will not grow out of its piracy habit for the simple reason that disdain for foreign intellectual property rights is so deeply engrained in the world view of the Chinese Communist Party. The Party regards rules, treaties or other legal obligations as discretionary at best, to be bent, circumvented or ignored at will, especially when they are seen as obstacles in the way of China’s rightful rise. Foreign companies and their technologies and know-how are fair game. Piracy of well-known brands such as Hasbro’s toys is one of the cruder manifestations of this, but the Party has become increasingly audacious, ambitious and sophisticated in its efforts to hoover up know-how and gain a technological edge over the West by all available means.


The loss of American industrial information and intellectual property through cyber espionage has been described by General Keith Alexander, director of his nation’s National Security Agency (NSA) as ‘the greatest transfer of wealth in history’.16 And the White House, in a March 2023 cybersecurity strategy paper, warned that ‘The People’s Republic of China now presents the broadest, most active and most persistent threat to both government and private sector networks.’17 US officials have described the private sector as ‘the new geopolitical battlespace’, with the theft of American trade secrets costing the nation up to $500 billion per year, with China responsible for the lion’s share of it.18 The FBI estimates that China has around 30,000 military cyber spies and 150,000 other experts the CCP is able to call on in the nominally private sector.19 The British government in a 2022 National Cyber Strategy paper described China as a ‘highly sophisticated actor in cyberspace with increasing ambition to project its influence beyond its borders and a proven interest in the UK’s commercial secrets. How China evolves in the next decade will probably be the single biggest driver of the UK’s future cyber security.’20


In an unprecedented joint public address in London in July 2022, Christopher Wray and Ken McCallum, the heads of the FBI and MI5, the UK’s domestic intelligence agency, warned business leaders that Beijing was determined to steal their technology for competitive edge. The Chinese government posed ‘the biggest long-term threat’ to economic and national security,’ Wray said.21 Theirs was one of several public warnings given by intelligence chiefs on both sides of the Atlantic around this time, which were seen as efforts to open the eyes of business and academia to the scale of the threat they were facing. ‘The scale of the Chinese cyber threat is unparalleled – they’ve got a bigger hacking program than every other major nation combined,’ the FBI Director later told a congressional committee.22


Early Chinese cyber espionage was frequently clunky and noisy. The hackers did not cover their tracks well. In 2013, Mandiant, an American cybersecurity company, ran a groundbreaking investigation into People’s Liberation Army Unit 61398.23 The unit, formally the 2nd Bureau of the PLA General Staff Department’s 3rd Department, was reportedly the PLA’s main outfit for computer espionage. Mandiant tracked the hackers for six years from 2006, during which they stole technology blueprints, negotiating strategies, research results, marketing information and other secrets from almost 150 companies across twenty industries. The industries ranged from transportation to electronics, aerospace, energy and telecommunications. The cyber sleuths painstakingly collected digital evidence about the hackers’ tools and techniques. They watched them moving around inside computer systems and tracked their IP addresses. They even identified individual hackers from their social media accounts. So brazen were their operations that unit 61398 had even put a recruitment ad on the website of a leading Chinese university.24


Around the same time that Mandiant was publishing its investigation, a confidential report presented to the Pentagon by the US Defense Science Board claimed that more than two dozen of the country’s most advanced weapons systems had been compromised by Chinese hackers. These included designs for missile defence systems and combat aircraft and ships, including the F/A-18 fighter jet, the V-22 Osprey, the Black Hawk helicopter and the navy’s new Littoral Combat Ship. Also on the list was the F-35 Joint Strike Fighter, at the time the most expensive weapons system ever built.25 Chinese hackers were also blamed for a series of computer breaches at the government’s Office of Personnel Management, which began around March 2014. Some 22 million records were stolen, including security background checks and data on intelligence and military personnel. Other information, perfect for blackmail, included records of financial trouble, drug use, alcohol abuse and adulterous affairs. It was feared that Chinese counterintelligence agencies might be able to piece together the identity of US spies working undercover around the world.


Chinese cyber espionage was seemingly out of control, and President Barack Obama came under enormous political pressure to respond. In May 2014, the US indicted in absentia five PLA hackers for cyber espionage against US companies in the nuclear power, metals and solar products industries. ‘This twenty-first-century burglary has to stop,’ said David Hickton, US Attorney for the Western District of Pennsylvania, in the indictment.26 At the same time, the Obama administration tried in private talks with Beijing to make a distinction between legitimate espionage for military or political purposes and stealing to gain a commercial edge. A breakthrough came at a summit in September 2015, when Presidents Obama and Xi Jinping struck a deal, agreeing that ‘neither country’s government will conduct or knowingly support cyberenabled theft of intellectual property, including trade secrets or other confidential business information, with the intent of providing competitive advantages to companies or commercial sectors’.27 A month later, China reached a similar accord with Britain. It seemed like an important landmark for establishing ‘norms’ for behaviour in cyberspace and was endorsed by other G20 countries.


In reality, the deal was always doomed; China was never going to abide by it for any longer than needed for the simple reason that it never recognised Obama’s distinction between spying for reasons of state and spying for commercial advantage. To the CCP they are one and the same thing; Chinese companies, whether state-owned or nominally private, are instruments of state power and Party policy. And the hacking was too effective. The deal was useful to Beijing in the short term for blunting a growing threat of sanctions. It used the time to reorganise, retool and refocus its cyber forces – and then they came roaring back with a greater degree of ambition and sophistication.


As big companies hardened their defences, so Chinese hackers attacked their suppliers as a stepping stone into the computers of their true targets. It was reported that suppliers to Airbus were targeted as a sideways route into the computers of the European aircraft manufacturer. The hackers appeared to be after data on engines and avionics development, areas where China was weak.28 Chinese hackers were also blamed for a computer breach at a German software company behind Team Viewer, a popular system that allows users to access and share their desktops remotely or to take full control of other computers via the internet from anywhere in the world.29 A Bloomberg investigation revealed what it called a potentially devasting ‘hardware hack’, whereby a tiny microchip was placed on computer motherboards supplied from China, that would allow attackers to secretly open a ‘backdoor’ into the computer systems in which the motherboards were installed. The motherboard coordinates just about everything that happens in a computer, and the compromised boards reached almost thirty US companies. US investigators concluded that the chips, no bigger than a grain of rice, had been inserted in China during the manufacturing process with the aim of opening the door for hackers to gather high-value corporate secrets.30


Although multi-billion dollar figures are frequently quoted, it is in truth almost impossible to put a number on the costs of cyber espionage. They include everything from the cost of hardening systems, damage to hacked computers, and legal liabilities to market losses when plundered blueprints are handed to Chinese companies to develop rival and inevitably cheaper products. Take China’s new narrow-body jet, the C919, which completed its maiden flight in May 2023. Security researchers have alleged that the programme benefited from a state-sponsored hacking campaign designed to steal relevant know-how from Western aerospace companies, including Airbus.31 A December 2019 investigation by Industry Week was headlined, ‘How China Stole an Entire Plane’ and described ‘one of the most audacious industrial espionage schemes ever conducted by China’.32 The solar-panel industry, in which China now dominates the world, was built on stolen technology, a case we will study in more detail later in this book, and American and European companies have been decimated along the way. China has also targeted companies negotiating contracts in China in order to give the Chinese partner an inside edge, but again the cost is difficult to quantify. As a 2018 report from the Office of the United States Trade Representative put it, ‘It can be difficult to assess the full burden on U.S. commerce because of chronic underreporting, companies being unaware that their networks have been compromised or being unaware of the extent of the damage done.’33 Or as Robert Mueller said when he was director of the FBI, ‘I am convinced that there are only two types of companies: those that have been hacked and those that will be. And even they are converging into one category: companies that have been hacked and will be hacked again.’34


Because of their sheer scale, it is easy to label the piracy and IP theft of the early reform period and today’s cyber espionage as scattergun, trawler-like efforts to indiscriminately harvest know-how. However, evidence collected by Frank Dikötter suggests a far more methodical approach. In 1983, the Ministry of Chemical Industries and the Ministry of Agriculture, Livestock and Fisheries jointly published a directive entitled ‘On Maintaining Secrecy when Copying Foreign Pharmaceutical Products’, urging measures to cover their tracks.35 A notice that same year from the Ministry of Chemical Industries invited state enterprises to consult ‘information on science and technology obtained abroad through special channels’, while Shanghai’s Committee on Computing urged, ‘we need a unified approach towards copying’ in order that ‘the quality of the copied equipment can be guaranteed’.36 Fast forward four decades and security experts looking to identify Western companies most vulnerable to cyber espionage consult China’s five-year plans in which Beijing lays down its economic targets. When the CCP spelt out its technology goals in a plan called ‘Made in China 2025’, which lists ten cutting-edge technologies in which Beijing wants to build ‘national champions’ and lead the world, it was widely seen as a ‘shopping list’ for China’s cyber spies. These areas include robotics, artificial intelligence, telecommunications, aerospace engineering, gene editing, electric vehicles (EVs), synthetic materials and advanced electrical equipment. The plan was first unveiled to much fanfare in 2015, but has more recently disappeared from public discussion, largely as a result of the international backlash it created.37 However, the policy itself is alive and well, thriving through government subsidies and protectionism – and of course espionage.


The scale of those ambitions was one trigger for the trade war between the United States and China, and the Western push-back against Beijing more broadly. Another was the CCP’s explicit policy of channelling technology and know-how to its fast expanding and modernising military and security apparatus at a time of growing repression at home and increased aggression internationally. As tensions have intensified, Washington has sought to deny China access to advanced semiconductors and the machines to make them, and Western chip companies have raised their defences against hackers. In October 2023, the heads of the security services of the US, UK, Canada, Australia and New Zealand – the Five Eyes intelligence gathering network – met in San Francisco and warned of ‘unprecedented’ Chinese spying. ‘There’s a single common thread in just about every conversation about protecting innovation . . . and that is the Chinese government,’ said FBI director Christopher Wray, who hosted the meeting. And Ken McCallum, the director-general of MI5, warned technology firms, ‘If you’re anywhere close to the cutting edge of tech, you might not be interested in geopolitics, but geopolitics is interested in you.’38


The Chinese government has reacted to well-documented accusations of piracy and cybertheft with howls of outrage. ‘Groundless’, ‘slander’, ‘a malicious smear’, it claims, while insisting that China is the real victim.39 The CCP is a master of righteous indignation and manufactured outrage. It is a technique perfected by aggressive diplomats promoted by Xi Jinping and dubbed ‘wolf warriors’ after a series of Rambo-style movies of that name. They seemed to take to heart the slogan on the poster for Wolf Warrior 2, ‘Anyone who insults China – no matter how remote – must be exterminated,’ though their outrage was frequently as fake as the handbags in the Silk Market.


The road from the rampant piracy of the Deng years to industrial-scale cybertheft often took some intriguing turns. There emerged a cottage industry for the production of fake receipts, or fapiao. Transport hubs in major cities became centres for the sale of every conceivable type of receipt. ‘Fapiao, fapiao,’ would ring out as you waited for a bus or train. Whether it was for apartment rental payments, tax or travel, fakes were all available. The sellers advertised on e-commerce sites, via text messages sent to mobile phones and left business cards in elevators and on the underground railway, typically charging around 2 per cent of the face value of the receipt. They were extremely popular with those seeking to defraud their employer, the tax authorities, clients or competitors, and the sellers were extremely proud of their handiwork. ‘I once printed invoices totalling $16 million for a construction project!’ boasted one.40 Here was a microcosm of the almost routine prevalence of fraud, but it also pointed to another central feature of China’s economy, which began under Deng and has been vastly expanded over recent years: the routine debasement of statistics and other data.





CHAPTER 4


Lies, Damned Lies and Communist Party Statistics




‘In the end the Party would announce that two and two made five, and you would have to believe it. It was inevitable that they should make that claim sooner or later: the logic of their position demanded it.’


George Orwell, Nineteen Eighty-Four





In January 2024, China’s premier, Li Qiang, led a large delegation of officials to the Swiss ski resort of Davos, where he told global business and political elites attending the World Economic Forum that the Chinese economy was making steady progress and that ‘Choosing investment in the Chinese market is not a risk, but an opportunity.’1 He insisted that the Chinese economy was rebounding and had grown by 5.2 per cent in 2023, slightly above the official target of 5 per cent. At the same time, Beijing released new youth jobless figures, which had been suspended the previous summer after they reached a record 21.3 per cent. The new figure was 14.9 per cent after the National Bureau of Statistics introduced what it called a new methodology, though without providing full details. Both sets of statistics were greeted with widespread scepticism. ‘Adjusting how they calculate the [jobless] figures at this moment may even exacerbate the public’s distrust in official data,’ declared Dan Wang, chief economist at Hang Seng Bank China.2 Economists at the Rhodium Group, a research and advisory company, were among those who believed the GDP figures were ‘significantly overstated’, and the real figure was likely around 1.5 per cent.3


Li was keen to show that the economy was recovering after a slowdown blamed on the Covid-19 pandemic. However, it had been a year since the borders reopened and the recovery remained elusive. Foreign investors were increasingly wary, and Li’s welcoming words were at odds with the increasingly hostile environment they found in Xi Jinping’s China. The pandemic had also provided further stark evidence of the Chinese Communist Party’s debasement of data. When it abruptly lifted all Covid controls in late 2022 with little preparation, the virus rapidly spread across the country, leading to a surge in deaths, which the CCP sought to cover up. Figures briefly released online by Zhejiang, a populous and wealthy coastal province, about the number of cremations during the first quarter of 2023 showed they had surged by 73 per cent compared with the previous year. International experts found the data consistent with estimates that across China there had been 1.6 million excess deaths during that period.4 This was also supported by anecdotal evidence of crematoria and hospitals inundated with Covid patients – but was almost twenty times the CCP’s official Covid-19 death count for that period. As bodies piled up, local authorities told hospitals to keep ‘Covid-19’ off death certificates, instead attributing deaths to ‘pneumonia’ or ‘heart disease’, to the anger and consternation of grieving relatives.5 It is remarkable that the Zhejiang cremation data remained online for all of three days; across China, provincial-level cremation figures, which had been routinely released on a quarterly basis, alongside marriage registrations and other civic data, were scrapped. At national level, the Ministry of Civil Affairs abandoned its compilation of countrywide data.6 Mike Ryan, the World Health Organization (WHO)’s director for health emergencies, said the Chinese statistics ‘under-represent the true impact of the disease’ and pointed to China’s ‘narrow definition’ of a Covid death.7


Falsifying death statistics was only one element of the CCP’s Covid deceit. The Party covered up the initial outbreak at the end of 2019, and systematically obstructed efforts to investigate the origin of the virus, blocking access to information, people and facilities, while muddying the waters with conspiracy theories unsupported by any evidence. The European Union diplomatic service accused China of running ‘a global disinformation campaign to deflect blame for the outbreak of the pandemic’. It said that ‘both overt and covert tactics have been observed’.8 All of which may seem far removed from Davos and the rarefied world of global finance. However, trust and confidence are important and fragile commodities in that world, and although corporate memories can be short and crocodile smiles expansive, the CCP’s Covid deceit added to the growing wariness towards China. Premier Li’s statistics on economic growth were politely received, as were his claims that China remained ‘committed’ to opening its economy, but there was little to disguise the scepticism resonating through the Alpine bars and restaurants.


One of my first encounters with statistics with the CCP characteristics came while filming an economic story in Dongguan, southern China in September 2009. The area is carpeted with factories, and many were struggling in the wake of the 2008 global financial crisis. I wanted to get a sense of how bad things had become for the area’s export-led economy. However, the local authorities were keen to show that all was well, that the area was recovering on the back of a vast economic stimulus. One company I visited was run by an American entrepreneur who acted as a facilitator for international firms looking to source from the area. Tom (not his real name) was a middleman, which meant he was well informed and had a strong understanding of local economic conditions, which he was always willing to share. ‘Companies are struggling,’ he told me, but warned that I’d never find the truth in local statistics. He explained that it had been a tough year for his own firm, whose financial figures looked less than rosy.


‘They show a loss,’ his worried accountant told him.


‘That’s right,’ Tom replied, ‘business hasn’t been good’.


Tom’s accountant shook his head. ‘But you can’t show a loss,’ he said.


‘But we made a loss. Look at the figures,’ responded a puzzled Tom.


His accountant was the former head of the local tax bureau and was used by Tom because of those connections and his understanding of the often opaque workings of the authorities. The accountant calmly explained that there had been a government directive instructing that there must be no losses that year. Losing money was not acceptable. He said that a failure to show a profit might result in closer scrutiny of past and future earnings. Tom adjusted his figures accordingly.


A Western financial analyst based in Shanghai once described Chinese economic statistics to me as ‘one of the greatest works of contemporary Chinese fiction’. Few analysts took them seriously, and they employed an array of esoteric techniques to try and ascertain what was really going on with the economy. The search for the economic truth spawned its own cottage industry.9 They pored over figures on diesel and electricity demand, the fluctuating levels of the country’s chronic air pollution, car sales and congestion, job postings and construction – even the sale of underwear or pickled vegetables. One enterprising analyst regularly sent spies to Shanghai port to count the ships and throughput of trucks. Others have studied satellite images, looking for clues in traffic flows or the number of empty parking spaces at shopping malls. There was much amusement among analysts when Wang Bao’an, director of China’s National Bureau of Statistics, angrily criticised those with a more bearish view of the Chinese economy. That was ‘just one school of thought’, he said. ‘Facts speak louder than words.’10 A few days later he was arrested for ‘serious disciplinary violations’ – the usual euphemism for corruption. His disappearance was accompanied by dark jokes about whether he had cooked the books too much or too little for the satisfaction of his bosses.


No less an authority than former Premier Li Keqiang developed his own way of measuring economic performance that became known as the ‘Li Keqiang index’. When he was head of Liaoning province, he let slip to a visiting American diplomat that local GDP figures were ‘unreliable’ and that instead he focused on electricity consumption, rail cargo and bank lending as a proxy.11 Many Western financial institutions working in China have used a variation of the ‘Li Keqiang index’ as the basis of their internal systems for measuring the true state of the economy. Li appeared to be hinting at the perverse incentives of the Chinese system, whereby local authorities were under enormous pressure to manipulate data in order to be seen to fulfil the Party’s growth targets, for which officials were rewarded or punished. In a striking piece of research, Luis Martinez, an economist at the University of Chicago, suggested that such manipulation is fundamental to dictatorship.12 He compared the self-reported GDP of autocracies, as classified by Freedom House, with the brightness of night-time lights in those countries as recorded over time by satellites, which he used as a proxy for actual growth. He identified Beijing as an outstanding manipulator, estimating that over a twenty-one-year period between 1992 and 2013, China’s actual growth was a third less than claimed. Martinez also noted that as countries become more democratic and rely on wider means of legitimacy, such as elections, their figures grew less suspicious. In contrast, as dictatorships harden and accountability and oversight crumbles, as has been the case in China under Xi Jinping, so official statistics become increasingly unreliable.
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