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Introduction:
‘Love the Party, Protect the Party’



When a novel coronavirus first emerged in the Chinese city of Wuhan in December 2019, the Communist Party covered up the outbreak and persecuted those who sought to tell the truth. Not until 20 January 2020 did officials admit publicly what doctors had suspected for weeks – that Covid-19 was spreading from person to person. Three days after that admission, the authorities quarantined Wuhan, sealing off and shutting down the city. But even then, they continued to drag their feet on sharing crucial information with the international community; it was not until mid-February that a full World Health Organization delegation with international experts was allowed to visit Wuhan. The delays and a seemingly wilful lack of transparency cost the world time, and countless lives.


China’s initial response was depressingly familiar; what followed was less so. As the lockdown spread to other Chinese cities and regions, the Communist Party put on a chilling demonstration of a new sort of power. It deployed the full force of a surveillance state that Xi Jinping has been constructing since he became Party leader in 2012, tapping into a trove of data on the movements and behaviour of China’s 1.4 billion people – all complemented by a casual brutality towards those who resisted quarantine after being flagged by the Party’s hungry algorithms.


The surveillance tools ranged from a vast network of facial recognition and thermal imaging cameras calibrated for face coverings, to smartphone tracking, as well as fine-grained analyses of social media behaviour, and the monitoring of social interactions. Freedom of movement was determined by a colour-coded smartphone app – the ‘traffic light’ app, as it became known. The program crunched the data and awarded its user a red, amber or green code according to its determination of infection risk. If you were green you could move around; red meant immediate quarantine. The code had to be presented at checkpoints that blanketed the country – even in taxis, and at the entrances to shops and apartment blocks – where automated readers checked the code and sucked data from the smartphone. Drones swooped down on those not wearing masks or who lingered for too long outside, ordering them to obey the rules. Covid-19 gave this Orwellian system its day in the sun; with more than 500 million people in China under travel restrictions by mid-February, it could be field-tested on a massive scale – and all in the name of tackling a health emergency.


By mid-March, the Party claimed to have largely brought the virus under control, though by then it was rapidly spreading internationally. The early weeks of the outbreak in China had seen a rare outbreak of open criticism on social media and the emergence of a brave band of citizen journalists, determined to discover what was really happening. But now the Party moved to silence its critics, rounding up and jailing the more outspoken, stepping up censorship and closing social-media accounts. Party propaganda outlets proclaimed Xi Jinping the hero of the hour.


Anybody who thought China would emerge from the pandemic with humility was sorely disappointed. With Western democracies distracted and stumbling in their response to the virus, the Party went on the offensive, claiming its resolute action had bought the world time. It used a multitude of fake Twitter and Facebook accounts to spread disinformation worldwide about the origin of the virus and to highlight the missteps of others – actual and invented. For a regime that bans most Western social media in its own country, the Party and associated organisations have become prolific users to spread disinformation internationally.


It threatened and insulted countries which called for an independent international investigation into the origins of the coronavirus. Australia, which led those calls, was hit by an economic boycott and sweeping cyberattacks. Personal protective equipment, of which there was a dire shortage worldwide, was leveraged as a propaganda tool. China is the world’s biggest producer, and shipments were accompanied by demands for public displays of gratitude from desperate recipients, usually in front of the assembled cameras of Chinese state media.


Beijing stepped up its belligerence in other ways – further cracking down on Hong Kong’s democracy movement and imposing a draconian national security law on the territory. This not only rips up the ‘one country two systems’ formula of semi-autonomy under which the territory has been governed since returning to Chinese rule in 1997, but is a clear breach of the Sino-British Joint Declaration, a legally binding international treaty. China also staged aggressive military manoeuvres around disputed islands in the South China Sea, intensified its sabre rattling towards Taiwan and scuffled with India along a disputed Himalayan border.


This accelerated a reassessment by Western democracies of their relationship with Beijing – and with it a growing, if belated, recognition that Xi Jinping could not be trusted. The United States, already taking a harder line before the coronavirus pandemic, stepped up sanctions amid talk of a new Cold War. Washington’s rhetoric was no doubt turbo-charged by President Donald Trump’s calculation that bashing China would help his faltering campaign for re-election. Whatever his motives, a tough new realism is spreading. China scepticism is a bipartisan sentiment in America.


Dominic Raab, the British foreign secretary, was articulating a commonly held feeling among US allies when he told a Downing Street press conference at the height of the pandemic, ‘There is no doubt we can’t have business as usual after this crisis.’1 Within a few short weeks Britain had excluded Huawei, the Chinese telecoms giant, from its 5G networks on national security grounds and was trading barbs with Beijing over Hong Kong. The relationship had seemingly gone from ‘golden era’ with Britain as China’s ‘best partner in the West’ (as articulated by the David Cameron government), to the deep freeze.


Many China-watchers were puzzled by Xi’s actions; upsetting so many people on so many fronts seemed guaranteed to accelerate the global push-back. But that is to assume that Xi any longer cares what the world thinks. He has particular disdain for criticism from Western democracies, which he regards as weak, divided and in decline. By this reasoning, there could not be a better moment for China to assert itself.


John Sawers, a former head of MI6, wrote in the Financial Times in early July 2020, ‘The last six months have revealed more about China under Xi Jinping than the previous six years.’2 Which does rather beg the question of what he and his former employer were doing for all that time. Xi’s behaviour has certainly been a wake-up call, opening the eyes of the world to the reality of his China. But the world – and Britain in particular – should really have been paying more attention to his accumulation of power, his increasingly repressive rule, and his paranoid and combative world view. Had it done so, then China’s actions during the pandemic would surely have come as no surprise at all.


Xi Jinping became Communist Party leader on 15 November 2012 – and he was almost an hour late for his first public appointment. I was among journalists invited to an ornate room of the Great Hall of the People on Tiananmen Square for what was billed as a presentation of China’s new leadership to the world’s media. It came at the end of the Party’s 18th National Congress, an event held every five years, and the culmination of a secretive selection process. As we waited alongside banks of cameras, the delay provoked all kinds of speculation. Had there been some sort of glitch – some last-minute manoeuvring within the Party’s notoriously opaque and, at times, brutal system of power?


Then Xi entered the room, leading the new seven-strong standing committee of the Politburo, the most powerful men in China – and they were all men, all with dyed black hair, and all wearing dark suits and red ties, with the exception of Wang Qishin. His tie was blue, a hint, perhaps, of what was to come – of the special status that Wang would occupy as Xi’s personal enforcer, his anti-corruption tsar, cleansing the Party of Xi’s enemies in the name of fighting graft.


Xi seemed remarkably relaxed, his manner informal. It wasn’t what we’d come to expect from usually stiff Chinese leaders. The men stood in front of a huge landscape painting, which stretched the full length of the wall behind them and waited to be introduced by Xi. He looked towards the madly clicking cameras, the faintest of smiles. ‘Sorry to have kept you waiting,’ he said – an apology, another first.


Xi’s elevation to Party leader had been well flagged, but that didn’t dampen speculation about a vicious behind-the-scenes power struggle. Just months before the congress, Bo Xilai, the charismatic Party chief in the south-western province of Chongqing and a man considered a principal rival to Xi, was removed from his post and eventually given life imprisonment for corruption and abuse of power. Bo’s wife, Gu Kailai, was convicted of the murder by cyanide poisoning of a British businessman called Neil Heywood, who fronted deals for the Bo family. He was allegedly shifting money out of the country on Gu’s behalf at the time of his death, which was originally declared accidental and blamed on alcohol poisoning. Chongqing’s police chief was convicted of covering up the murder; he sought asylum in the US consulate in the city, but the Americans handed him back – presumably after their own detailed debriefing.


Bo and Xi had much in common. They were both ‘princelings’, the sons of revolutionary founders of the People’s Republic of China; both of their fathers were companions of Mao Zedong, and both were purged during the Cultural Revolution and subsequently rehabilitated. That gave their sons enormous status in the Party. Bo Xilai was the more flamboyant of the two. He created a powerbase in Chongqing, where he pioneered a noisy populism, driven by Maoist nostalgia and a ruthless crackdown on ‘lawlessness’ – a populism that Xi Jinping would later emulate. Bo made little secret of his leadership ambitions. His trial was unusual because he contested the charges and mounted a spirited defence. The case presented an unusually detailed window on thuggery and corruption at the highest levels of the Party, but in spite of all the lurid details, many remain convinced that it was not his actions, but his challenge to Xi and his lack of contrition that led to his very public downfall. It was an early lesson in what lay ahead in Xi’s China.


But the questions we struggled to answer on that November day were: who is Xi Jinping, and what does he stand for? His bare-bones Party résumé gave very little away. He was born in 1953, making him fifty-nine when he became general secretary of the Party. From 1975 until 1979, he studied chemical engineering as a ‘worker-peasant-soldier-student’ at Beijing’s prestigious Tsinghua University. That was followed by a course in Marxist theory and ideological education, before working his way up through the Party ranks in four provinces – first in Hebei, and then in three of China’s more prosperous coastal areas, culminating in the top Party job in Shanghai. He became a member of the Politburo’s standing committee in 2007, and a year later was appointed vice-president and presumed heir-apparent to then Party leader Hu Jintao.


He appeared to have kept his head well down; he was well-connected, but had toed the Party line and avoided making enemies. That made him the perfect apparatchik, though in policy terms, the man who stood before us was a blank piece of paper. It was impossible to know what his priorities would be, though he appeared to grasp the crisis of legitimacy facing a Party riven with graft. ‘There are also many pressing problems within the Party that need to be resolved, particularly corruption, being divorced from the people, going through formalities and bureaucratism caused by some Party officials. We must make every effort to solve these problems. The whole Party must stay on full alert. To address these problems, we must first of all conduct ourselves honourably,’ he said.


Many China-watchers were quick to declare him a liberal and a reformer, largely on the basis of his family history. Not only had his father been persecuted during the Cultural Revolution, but Xi Zhongxun later become a leading economic reformer under paramount leader Deng Xiaoping, only to be sidelined again after opposing the military crackdown in Tiananmen Square in 1989. A sister of Xi Jinping died during the mayhem of the Cultural Revolution, during which Xi was sent to work in a remote farming village for seven years – an experience that has subsequently been much mythologised as the Party has sought to present him as a ‘man of the people’. He has been married twice, and at the time of his selection as leader, his second wife, a famous folk singer called Peng Liyuan, was better known among Chinese people than her husband. Their daughter studied at Harvard University under an assumed name. And he’d once visited the United States, an educational study tour in 1985, during which he had stayed with an American family.


These biographical nuggets were assembled into a narrative that led some China-watchers to describe Xi as ‘China’s Gorbachev’, likening him to Mikhail Gorbachev, who brought glasnost (transparency/openness) and perestroika (restructuring) to the Soviet Union. It was the wildest of wishful thinking. Gorbachev also brought the collapse of the Soviet Union, and while Xi Jinping did obsess about him, it was not as somebody to emulate, but as personifying a nightmare future the Chinese Communist Party had to avoid at all costs. Gorbachev was an object of disdain for Xi. Through a lack of discipline and ideological rigour Gorbachev had recklessly destroyed the Soviet Communist Party, and with it the Soviet Union and its socialist allies. With hindsight, a more appropriate comparison for Xi would be ‘China’s Putin’. Xi’s experience of the Cultural Revolution did not turn him against Mao, but instilled in him an almost pathological obsession with order, discipline and stability – to be achieved via the primacy of a powerful Communist Party, which under him would extend its reach into all walks of life.


Xi Jinping’s China contains many of the familiar repressive trappings of dictatorship. Opponents are purged, often under the pretext of fighting corruption. Critics are silenced – the crackdown on dissidents, their lawyers and civil society in general has been unrelenting. Censorship becomes progressively tighter – Xi setting the tone early in his tenure, telling journalists during a tour of state media newsrooms that they must ‘love the Party, protect the Party, and closely align themselves with the Party leadership in thought, politics and action’.3 They needed little encouragement, fuelling a growing personality cult, slavishly portraying Xi as a wise and strong leader.


‘If you want to marry, marry someone like Xi Dada, a man full of heroism with an unyielding spirit,’ urges a song that went viral on the internet. ‘Dada’ means ‘uncle’ or ‘big daddy’, and the title and the image of Xi as a man of the people was heavily promoted. Online videos instructed people how to dance to the song. To older Chinese this provokes uncomfortable memories of the personality cult that surrounded Mao, and of the Cultural Revolution when a ‘loyalty dance’ to Mao was sometimes mandatory.4


Xi dramatically stepped up the role of the Party in all walks of life. Party members are urged to study his words, branded ‘Xi Jinping Thought’, which has been written into the constitution, alongside that of Mao Zedong. At the same time, Xi’s crackdown on civil society and dissent has been described as ‘arguably the most severe since the crushing of the student demonstrations in Tiananmen Square in 1989’.5 According to official figures, spending on domestic security now exceeds that of the defence budget by around 20 per cent.6


‘Xi Jinping Thought’ nods towards Marxism – or ‘socialism with Chinese characteristics’ – even though there is little that is socialist or Marxist about contemporary China. The Chinese Communist Party is communist in name only, and now represents itself as the inheritor of 5,000 years of continuous history. Xi’s ideology (as far as one can be identified) is a hotchpotch that draws selectively from that history and from classical Chinese philosophy. There is a touch of Maoist nostalgia mixed in there too, all overlaid with an aggressive and at times paranoid nationalism, bordering on xenophobia. The Party routinely denounces Western ideas and influence in schools and universities, and blames the ‘dark hand’ of foreign powers for unrest in Xinjiang and Hong Kong. Victimhood is a constant theme, and Xi’s much-promoted ‘Chinese Dream’ is a nationalistic vision of the rejuvenation of the country after a century of humiliation at the hands of rapacious foreign powers. Though this anti-colonialist narrative is somewhat undermined by the colonial nature of China’s signature foreign investment programme, the Belt and Road Initiative, and by the way it subjugates its own ethnic minorities.


This has been accompanied by a growing assertiveness abroad. China has aggressively pushed its territorial claims in the South China Sea, snatched dissidents from the streets of Hong Kong and Thailand, and has generally been far more willing to use its growing economic clout to push its global interests. Xi has abandoned the famous dictum of paramount leader Deng Xiaoping: ‘Hide your strength, bide your time.’ Under Donald Trump, America abandoned global leadership, accelerating a retreat of liberal democracy. China is challenging the West militarily, economically and politically. The heavily used slogan of ‘China’s peaceful rise’ was always more myth than reality, but Beijing no longer tries to hide its ambition to replace America as the world’s pre-eminent power. Chinese diplomats have abandoned diplomacy for threats and abuse against those who criticise Beijing. Critics are branded as enemies out to ‘thwart China’s rise’ and to deny Beijing its rightful role as a world power.


It is remarkable how many China scholars in the West still echo these slogans and deny the reality of Xi’s China; others have been blinded by their hostility to America, particularly in its Trumpian form. Against all the evidence, they cling to the notion that China’s rise is benign and it is the West, and the United States in particular, that is intent on turning China into an enemy. There are scholars and business people who argued until very recently that Xi is poorly misunderstood, that there is a method behind his repression, and that once he has cleared out his stubborn opponents, the real reformer will emerge and all will be sweetness and light. This is mostly self-serving nonsense. Business and academia have compromised principles for access (and for money), wilfully ignoring the obvious. If China is becoming an enemy – or at least an adversary – it is almost entirely of its own doing. Western democracies have shown remarkable forbearance, together with a greed and naïvety that is encapsulated by Britain’s muddled China policy – if indeed it can be characterised as policy at all.


The desire to reset relations with Beijing, to push back, is no longer just the preserve of China hawks; it is increasingly mainstream. The biggest surprise is that is has taken so long to reach that point, that Beijing was given the benefit of the doubt for so long while it gamed the international economic system so effectively that Xi now believes he no longer needs it and can forge his own way. The exasperation in Washington is captured by former president Barack Obama, who tried very hard to engage China. He writes in his memoir, A Promised Land, that China’s economic rise has seen Beijing ‘evading, bending, or breaking just about every agreed-about rule of international commerce’. There is now a realisation that a richer China does not mean a more liberal and open China, and that engagement (and tolerance of China’s repression, cyber espionage, predatory business practices and influence operations) has been a failure. This realisation has been slowest in Britain.


The centralisation of power around Xi was formalised in early 2018 when China’s rubber-stamp parliament approved the removal of the two-term limit on the country’s presidency, one of the trinity of top posts he holds alongside Party boss and head of the military. While the Party role is the most powerful, the move was seen as opening the door to Xi remaining in power for life. The time limit, along with a more collective leadership, had been introduced after the violence and chaos of the Mao era, and was designed to prevent the concentration of power in one person’s hands. That safety net no longer exists.


The harshness of Communist Party rule in China since the Cultural Revolution has ebbed and flowed – periods of opening and then tightening that China scholars refer to as the fang-shou cycle. This reflected the relative strength of those favouring economic reform and a degree of political liberalism against those advocating more repressive controls and a bigger role for the state in the economy. The mid to late 1980s, until the Tiananmen Square protests and massacre, when hundreds, perhaps thousands, died at the hands of the People’s Liberation Army (PLA), and the decade from 1998 to 2008, are generally considered more liberal periods. The latter is associated with the early days of the internet, which was hailed at the time as a tool for democratic change and accountability – even in China, where for a while it became a lively forum for discussion and criticism. When Xi Jinping came to power, it was one of his first targets, a tool of ‘Western hostile forces’, as his generals described it. China must ‘resolutely protect ideological and political security on the invisible battlefield of the internet’, thundered the People’s Liberation Army Daily.7 The harshest period in the fang-shou cycle is usually judged to be the three years after Tiananmen Square, but the repression of that period is now more than matched by that of Xi Jinping.8


Party rule has often been described as a sort of ‘deal’ with the Chinese people, the Party providing economic progress and stability, together with greater economic and social freedom, in exchange for political docility and compliance. This ‘deal’ in as far as it ever was true is now under severe strain. China’s economic model is no longer sustainable; it is far more fragile than commonly appreciated, and the accelerating decoupling with America – and Western democracies more generally – will be an enormous challenge. It is partly with that in mind, that the Party is bolstering its repressive toolkit.


Xi has turned himself into the most powerful leader since Mao. His is a totalitarianism tailored for the twenty-first century, and at its heart are tools of surveillance and social control that Mao could never have dreamed of. It has been characterised as a surveillance state, although in many ways communist China always has been. It is the tools that have been upgraded, enabling a ‘Chinese Dream’ that puts Orwell’s Nineteen Eighty-Four to shame. Xi Jinping’s repressive rule is defined by technology. It is what increasingly underpins and sustains a Communist Party which now answers to him alone, harnessing the unrestrained power of surveillance and other repressive technologies. It is a system the likes of which the world has not seen before. Xi is building a digital totalitarian state – where Big Brother meets big data.


It has become a popular pastime to ask which of the great dystopian novels of the twentieth century ‘got it right’. Was it George Orwell’s Nineteen Eighty-Four, or possibly Aldous Huxley’s Brave New World? Maybe even Yevgeny Zamyatin’s We?


Nineteen Eighty-Four had the telescreen, the two-way television-like device that watches and listens. The truth is whatever the Party says it is. Winston Smith, the main character in the novel, works in the Ministry of Truth, rewriting history for a living, expunging people from the records, turning them into ‘unpersons’. Wearing an improper expression that betrays anti-Party beliefs is a ‘facecrime’. And, of course, there is Big Brother.


The people who inhabit Huxley’s Brave New World, are part of a genetically engineered caste system. They are not so much cowering before Big Brother, as watching it – or a similar mindless soap – on television, kept in line by crass entertainment, hypnotism and mind-bending drugs. In We, the people of Zamyatin’s OneState are given numbers, not names. There is no privacy, since everybody lives in buildings with glass walls, constantly watched by a secret police he calls ‘the Guardians’. The blinds only come down during a state-mandated ‘sex hour’.


There are echoes of all of these in Xi Jinping’s China, though the technology imagined by Orwell, Huxley and Zamyatin seems quaint and clunky in comparison with the surveillance state being built in China. In Nineteen Eighty-Four, Winston Smith expresses relief that at least the telescreens don’t know what you’re thinking. Today’s algorithms increasingly do. For all the idealism of the early techno-libertarians, the internet has opened possibilities for social control that Orwell never imagined. So have advances in surveillance and machine learning that give the ability to harvest and rapidly analyse vast amounts of personal data about every facet of behaviour offline and online. Xi’s China is embracing these technologies with unrestrained enthusiasm.


This book is the story of Xi Jinping’s surveillance state. It begins in Xinjiang, the country’s remote western province, as big as Britain, Germany, Spain and France combined – and the scene of one of the greatest abuses of human rights of the twenty-first century. In a moving letter to the Chinese ambassador to London, the president of the Board of Deputies of British Jews, noted the ‘similarities between what is alleged to be happening in the People’s Republic of China today and what happened in Nazi Germany 75 years ago: People being forcibly loaded onto trains; beards of religious men being trimmed; women being sterilised; and the grim spectre of concentration camps.’9


Xinjiang, which the ethnic Uighurs refer to as East Turkistan, is ground zero for the surveillance state, a proving ground for a terrifying array of repressive technologies. In the name of fighting terrorism, China has turned Xinjiang into a police state like no other.


Many aspects of repression are familiar – the fear, the paranoia, the checkpoints, the late-night knock on the door. But it is repression powered by algorithms. It is a place where every move, every conversation, every action, online and offline, is monitored. It is a place where facial recognition cameras are not only able to identify faces, but the emotions they are wearing. It is a place where, by law, everyone must have spyware pre-installed on their phone. ID cards carry DNA information and ‘reliability status’, and any deviation in what the algorithms consider ‘normal’ behaviour or attitudes can lead to arrest. And, as a direct result, China has incarcerated civilians on a scale not seen since the Nazi concentration camps of the Second World War. As many as 1.5 million, one in six of the province’s Turkic-speaking Muslim population, are being forcibly held in ‘re-education’ camps.


In Xinjiang, China has gone faster and further in implementing a system of total surveillance and control, but its component parts are being rapidly adopted across the country. Chapters 2–5 examine the components in more detail. China is the world leader in marrying surveillance to artificial intelligence and facial recognition – systems able to recognise expressions and supposedly moods, as well as the way an individual walks. With a network of 600 million surveillance cameras (almost one for every two people), the government is hoovering up vast amounts of data. It is working with nominally private tech companies on systems able to reference rapidly millions of pieces of data, right down to micro-expression technology able to identify fifty-four brief, involuntary expressions, which the face often creates before the brain has a chance to control facial movements. China leads the world in electric vehicles, every one of which must, every thirty seconds, send data to the Chinese government, including the car’s position, direction and speed, enabling its location to be pinpointed to within a metre.


Then there is the internet. The Communist Party has not just tamed it, cutting it off from the rest of the world, but has weaponised it as an instrument of social control. The internet was supposed to be liberating. For early pioneers, it was beyond the law and would challenge authoritarian rulers. There were early hopes in China that it could hold the Communist Party accountable. That now seems terribly naïve. Phase one was the Great Firewall, the most comprehensive system of censorship on the planet, employing hundreds of thousands of censors, blocking objectionable websites and keywords. Phase two is ‘social credit’, a system that will enable the authorities to track every detail of online behaviour and rate citizens according to their loyalty. It is already being used to limit access to goods and services, as well as travel, loans, education and jobs.


Orwell famously wrote, ‘Who controls the past controls the future. Who controls the present controls the past.’ History has always been manipulated by the Communist Party for its own purposes. Writing and rewriting, snipping opponents from the picture, in order to justify events and leaders of the present. Events such as the 1989 Tiananmen Square massacre are excluded from books and from the media, and have been scrubbed from the internet. Now, digital technology is being used in the service of the Party, taking censorship and the rewriting of history a step further. China is digitising its historic archives and, in the process, systematically deleting and rewriting Chinese journal and textbook articles that challenge the views of Xi Jinping. For academics who rely on databases for research, it suggests a much deeper rewriting of history. In the past it required the physical removal of articles in magazines. Now it is being done at the click of a mouse.


None of this would be possible without the close collaboration of China’s nominally private technology companies. Many people were surprised when Jack Ma, the creator of China’s e-commerce giant Alibaba, was identified as a Communist Party member. They should not have been. The surveillance state is a joint venture between the Communist Party and China’s Big Tech companies, who control the digital infrastructure (mobile phones, networks) and the data. These companies are closely bound to the Party and to the goal of ‘national security’, and this marriage is crucial to the system of mass surveillance and control.


Chapters 6–9 look at the implications for the rest of the world. Western companies and institutions have aided and abetted the construction of the surveillance state. Some unwittingly, where technology is stolen; others grudgingly – feeling obliged to hand over technology or to censor their products as a condition for market access; some willingly. Tech companies are the worst offenders. For example, Apple fights FBI demands to access data in the US, but without protest censors apps in its China app store on behalf of the Communist Party. Facebook has cosied up to Beijing in an effort to regain entry (it is currently banned); Google has explored a China-friendly search engine (i.e. heavily censored). Western companies are investors in the private Chinese firms at the heart of the surveillance state. Western universities and elite schools have set up campuses in China, where they are subject to Party oversight, and Western academics collaborate with companies and research servicing the surveillance state.


Every state seeks influence in international relations, but a belligerent new China has crossed the line into interference, combining largesse with threats and bullying, while perfecting the art of righteous indignation when called out. We are used to reading about Russia’s influence operations, its attempts to undermine democratic elections in the West and to spread disinformation. Beijing’s influence operations are more extensive and smarter. They range from pressuring and co-opting Western academics to weaponising trade and investment – even big-spending tourists – in an effort to curb criticism and punish those who question its policies. The Communist Party is exercising ever greater control over the army of Chinese students studying in the West (and on whose fees Western academic institutions are heavily reliant – especially in the UK), disrupting talks given by dissidents, and shaping academic curriculums and research though carefully directed grants and investment.


China is aggressively exporting its model of state capitalism with tight social and political control, together with the technology to enforce it – an inspiration to dictators (and would-be dictators) everywhere, and aided by the retreat of Western liberal democracy. A multi-billion-dollar scheme with the clunky title ‘Belt and Road Initiative’, offers massive infrastructure loans along a new Asian ‘Silk Road’ and beyond. It is an exercise in neo-colonialism, generating vassal states. It is riddled with corruption and creating debt bondage, but with a clear ambition: to snatch global leadership away from the United States and remake the world economic order in Beijing’s image.


Huawei in particular has become a corporate standard-bearer of the surveillance state and a lightning rod for China’s critics in the growing US–China showdown. Its technology is cheap, widely used in the latest 5G telecommunications networks, but deeply suspect in the eyes of Western intelligence officials. Policy towards the company has split Western allies. After much agonising and intense pressure from Washington, Britain is phasing out Huawei from 5G networks, but the company will retain its role in earlier 3G and 4G systems. Britain allowed itself to become highly dependent on Huawei, and now faces delays and extra expense. Huawei has splashed money on research facilities and has courted leading universities. It has also controversially bought a stake in the company that commercialises research at Oxford University, giving it access to a treasure trove of early-stage science developed by British academics.


China’s behaviour towards dissidents overseas has become more aggressive, as has its assertion of dubious territorial rights, notably in the South China Sea. Dissidents have been snatched from Thailand, as well as Hong Kong and Macau (which supposedly had separate legal systems). Others have been intimidated (including in the US), their families in China threatened.


Beijing uses cyber espionage to plunder industrial and economic secrets from Western companies, a theft that has aided China’s technological rise and which former US intelligence officials have described as ‘the biggest transfer of wealth in history’.10 State-sponsored hackers also target dissidents and other critics – the use of cyber weapons against the Hong Kong democracy movement is the biggest and most extensive ever seen against a dissident group. President Obama thought he’d done a deal to curb China’s wholesale plunder of American industrial and economic secrets. His cyber ‘non-aggression’ pact was widely applauded, and Beijing’s cyber espionage did appear to fall for a while. In reality it was wishful thinking on Obama’s part. China never accepted the American distinction between hacking for political reasons and hacking for economic gain. Beijing has reorganised and refocused its cyber forces, and their level of activity and expertise is now higher than ever. During the Covid-19 pandemic, it was accused by Western intelligence agencies of hacking into British and American research facilities to steal data about vaccine development. Beijing has identified the twenty-first century technologies with which it wants to lead the world, and the list closely corresponds to the targets of China’s latest round of cyber snooping.


Chapter 10 looks at the push-back from Western democracies – a reaction that was hesitant, lacklustre and complacent at first, particularly in the UK, is now gaining momentum. Xi Jinping’s plan to lead the world in futuristic technologies has been a wake-up call in America. His ‘Made in China 2025’ plan, pouring billions of dollars into research in fields ranging from biotechnology to artificial intelligence and robotics, has triggered what has been described as a technological arms race. Others have warned of a new Cold War, though the analogy is not accurate, since Western and Chinese economies are far more intertwined than were the Soviet Union and the West, and the world is a far more complicated place than it was in the days of the two rival blocs. What is happening now is better described as a decoupling, as the West looks to lessen its economic dependence on an increasingly capricious and aggressive China. It is also a competition about values and ideas, as embedded in rival systems of innovation and oversight.


Donald Trump penalised Chinese companies and launched a trade war. His motives were mercantilist, and he cared little about human rights issues. Although Joe Biden has a record of engagement with China, a more robust stance towards China is one of the few policies that commands bipartisan support in America, as well as the growing backing of allies. Even the innately cautious EU is re-examining the way it does business with China and is looking to restrict access to technology, and scrutinise the purchase by China of strategic assets. Western companies, for so long at the beck and call of Beijing, are beginning to look more closely their supply chains and broader relations with China. Beijing has miscalculated the degree of pent-up anger at its behaviour. Trump’s erratic and unilateral ‘America first’ foreign policy played into the hands of China. He alienated allies, pushing some countries into the arms of an unloved Beijing. Biden seems intent on re-building alliances and restoring trust in America. Beijing believes it can face him down and divide the EU. A post-Brexit Britain, searching for allies and markets, is particularly vulnerable. The UK is dangerously dependent on Chinese money and technology, as evidenced by the agonising over Huawei’s role in next generation telecoms. British politicians have been especially short-sighted in their dealings with Beijing.


The uprising in Hong Kong, and Beijing’s attempt to stifle it, is a particular flashpoint between the West and China. While the draconian national security law imposed on the territory may dampen protest, it will only deepen the festering discontent. Though the protests were driven primarily by the demand for democracy, there is also a deep fear of the surveillance state. For the moment, this remains the only part of China able to read about the horrors of Xinjiang. The democracy movement has been targeted by state-sponsored hackers on an unprecedented scale. Amid the street battles and protests, Hong Kong became a testing ground for anti-surveillance technologies. The self-governing democratic island of Taiwan, which Beijing claims as its own and has threatened to invade, watches warily, determined to protect its freedoms. Together, Hong Kong and Taiwan represent an arch of resistance to Xi’s digitally driven totalitarianism.


Inside China, support for Xi may not be as solid as often portrayed. When internal Party documents about the Xinjiang camps were leaked to Western journalists in 2019, they revealed new details about the organisation of the camps, but also suggested something else: internal Party dissent. The Communist Party is an opaque and secretive organisation. There are rarely leaks. Yet somebody wanted the world to know about Xi’s culpability.


China is often compared to a pressure cooker. Arguably, in the early years of the internet, the online world acted like a vent for pent-up anger and frustration. In closing the vents, and just about every other avenue for dissent, Xi Jinping may be setting the scene for an even larger explosion. His anti-corruption campaign has certainly made him many enemies. In the absence of any meaningful ideology, the Party falls back on nationalism and a growing economy as a means of legitimation. That is a potentially dangerous tactic; nationalism, once inflamed, is an unpredictable emotion, difficult to contain. And growth is slowing, the economy far more fragile than is commonly appreciated.


The surveillance state is a threat, but it is also a warning to us all. It is not some distant dystopian nightmare. It is happening now, and is a frightening demonstration of what can happen when repressive new technologies are imposed without debate, restraint or oversight, and in an environment of large-scale indifference.


There are other reasons for vigilance. In the new high-tech ‘arms race’, China has one big advantage: lots of data, and data has been called the new oil, the raw material that fuels the hungry algorithms of artificial intelligence. Beijing faces no constraints on the way it is gathered or used, since no serious notion of privacy exists in China. Internet users are often described as ‘running naked’ online.


The final chapter examines in more detail China’s response to Covid-19. That response graphically brought together many of the themes examined in this book – from the frightening array of surveillance technologies deployed and the casual brutality and repression of criticism, to the bullying and threatening of those countries outside China who questioned its handling of the coronavirus. But if Covid-19 was a watershed moment, when the world woke up to the reality of Xi Jinping’s China, it also illustrated the strengths and weaknesses of the surveillance state. It was the moment when Xi Jinping’s ‘Chinese Dream’ of a rejuvenated nation was exposed as a dystopian nightmare. It also begs the question: Are his actions those of a strong and confident leader or those of a paranoid dictator at the helm of a regime far more brittle than commonly understood?


Throughout this book, I will refer to Xi Jinping’s two volumes of speeches and written works – The Governance of China I and II. For a man who claims to be widely read, a master of Western and Chinese classical literature, according to Party propaganda, these books are mind-numbingly dull. They are for the most part written in Party jargon; if there is a contemporary version of Orwell’s newspeak – the fictional language of Oceania, his totalitarian superstate, with a deliberately restricted and convoluted vocabulary and grammar designed to limit freedom of thought – then this is surely it. Nevertheless, the books do provide some pointers towards what drives him, his thinking and his priorities.


Many recent studies of China refer to the ‘Party-state’, as shorthand for the one-party state and in recognition of the overwhelming power of the Communist Party in Xi Jinping’s China, where any notion of the ‘state’ or ‘government’, or ‘the authorities’ are subordinate to the interests of the Party. I share that view, which is clear in the narrative that follows, but have chosen to mix up the references, finding it stylistically easier than constant reference to the clunkier ‘Party-state’.


The Dutch historian Frank Dikötter knows a thing or two about dictators. He is the author of ‘The People’s Trilogy’, three books which examine the impact of communism on ordinary lives in China. The first in the series, Mao’s Great Famine: The History of China’s Most Devastating Catastrophe, 1958–1962, estimates that during those four years, 45 million people were worked, starved or beaten to death during the madness of the Great Leap Forward, Mao’s attempt to catch up with the West. More recently he has written a biography of eight of the twentieth century’s most prominent dictators.11 In the introduction he says, ‘naked power has an expiry date’. That may be so, but Xi Jinping believes he can push back that date, if not eradicate it completely. That is a chilling ambition. Can a surveillance state entrench and empower dictatorship in a manner not seen before, or will it all come tumbling down, buried under a beeping and flashing pile of SIM cards, chips and surveillance cameras? That is the question at the core of this book. It might also be the defining question of our generation.


I have Sting to thank for inspiration for the title of this book. When in 1982 the then frontman for the band The Police wrote the hit single ‘Every Breath You Take’, it was seen by some as being about a stalker; others misinterpreted it as a love song, and it became popular at weddings. He clarified the meaning in a 1983 interview with the New Musical Express, saying: ‘It’s a nasty little song. Really rather evil. It’s about jealousy and surveillance and ownership.’12 It could not be a more appropriate title for a book about Xi Jinping’s China.





CHAPTER 1


Xinjiang – Ground Zero


Zharkent is a small desert town in Kazakhstan with a rich history and a hopeful future. The name of its main street, which translates as Silk Road, is an expression of both. The border with China is just under twenty miles away, and the promise of Chinese investment to reinvigorate the old trade route is bringing a fresh buzz to a town with the distinction of being one of the furthest places on earth from an ocean.


Ordinarily there’d be little reason to stop there, yet in July 2018, the town’s three-story pastel green courthouse was packed as Sayragul Sauytbay, a forty-one-year-old kindergarten teacher, was led into the room. A guard removed her shackles and placed her in a glass-fronted pen. The eyes of her family and supporters followed her in, as did those of three Chinese diplomats, who sat impassively at the rear of the courthouse.


Sauytbay, a Chinese citizen and an ethnic Kazakh, had been arrested at the behest of China, who demanded she be sent back after she crossed illegally into Kazakhstan. She sat facing the judge, wearing a white T-shirt and a look of steely determination, her dark hair swept back, a sheet of paper in front of her. The courtroom fell silent as the judge asked her to deliver her statement.


‘In China, they call it a political camp, but in reality it’s a prison in the mountains,’ she said. ‘They took me there in 2018.’


Her emotional testimony provided the first public evidence of what China was strenuously denying – a network of detention centres across the country’s Xinjiang province in which as many as 1.5 million Uighurs, Kazakhs, Kyrgyz and other Muslim minority groups were being incarcerated. Her testimony was all the more powerful because Sauytbay had worked in one of them. She said she had no choice, that she’d been ordered to teach at a camp in the mountains close to the border because she could speak fluently both Mandarin and Kazakh.


She said that in her camp alone there were 2,500 people. She spent four months there before being allowed to return to her kindergarten. She was horrified by what she witnessed and desperate to join her husband and two small children in Kazakhstan. Her passport had been confiscated, so she crept across the border. She told the judge that because she was disclosing state secrets to the court, she feared for her life if she was deported. Her lawyer was more explicit. ‘A death penalty is all that awaits her if she returns,’ he said.


Kazakhstan was in a bind. Beijing wields enormous and growing economic clout in the region and was applying intense pressure to hand her back. But Kazakhstan could not ignore popular anger at the treatment of ethnic Kazakhs in neighbouring Xinjiang. The court found her guilty of illegal border crossing, but refused to deport her. Instead, it ordered her released with a six-month suspended sentence, a verdict that was greeted with cheers and applause by her supporters in the court. A video news report from Radio Azattyq (part of the Radio Free Europe/Radio Liberty network) showed the Chinese diplomats striding quickly and angrily away across the court compound.1


In an interview with Canada’s Globe and Mail shortly after the verdict, Sauytbay said the camp was surrounded by high walls and barbed wire. It was ‘very, very scary. Just one glimpse would frighten you.’ She said she taught Mandarin, but also how to sing the Chinese national anthem and other propaganda songs, and that if a person refused to learn they would be threatened. She said there was never enough to eat. ‘People didn’t dare to speak even a single word out loud. Everyone was silent, endlessly mute.’2


Seven thousand miles away, in the Australian capital of Canberra, twenty-two-year old Nathan Ruser was beginning work as an analyst at the Australian Strategic Policy Institute’s International Cyber Policy Centre. He has a fascination with satellite imagery and mapping, and an extraordinary ability to ferret out information from high-resolution images, cross-referencing with other open-source data. As a student, he’d already made a name for himself – and embarrassed security agencies – by highlighting how running routes used by US troops at their Syria base were exposed by data from an exercise app. He’d also used imagery to highlight the abuse of the Rohingyas in Myanmar. Now he turned his attention to Xinjiang.


There appeared to be a construction frenzy in the Chinese province, images showing hundreds of large and rapidly expanding compounds, with high walls, watchtowers and barbed-wire fencing clearly visible. He and his colleagues closely examined twenty-eight of the facilities that covered the ‘equivalent of 43 Melbourne Cricket Ground stadiums’. They matched the images with building tender documents and other open-source data they found on the internet that pointed to the rapid recruitment of police and other security personnel. One tender document sought bids for building what it called a ‘transformation through education’ facility. Gathering the online documents became a race, since China’s censors were deleting them from the internet almost as quickly as researchers were finding them. But the censors were not fast enough, and Ruser came to one inescapable conclusion: China was constructing a sprawling gulag of fortified facilities – a vast system for extra-legal detention and forced indoctrination. ‘Moreover, the structures being built appear intended for permanent use. Chillingly, stories of detainees being released from these camps are few and far between.’3


Information continued to seep out of Xinjiang. Exiled Uighurs and other Turkic Muslim minorities reported they were no longer able to contact family members in the province. The Washington Post interviewed three former detainees who had escaped to Kazakhstan, and described days spent singing propaganda songs, such as ‘Without the Communist Party, there would be no new China’. They described nights locked in crowded cells; one man claimed to have been water-boarded.4 Singers, artists, academics, civil servants – even a well-known comedian – were among those to have disappeared into the camp system.


A month after Sauytbay’s testimony, UN human rights experts in Geneva said they had received ‘credible reports’ that China had detained a million or more ethnic Uighurs. Gay McDougall, a member of the United Nations Committee on the Elimination of Racial Discrimination, said that in the name of combatting religious extremism, China had turned Xinjiang into ‘something resembling a massive internment camp, shrouded in secrecy, a sort of no rights zone’. She said that accounts from the region pointed to Muslims ‘being treated as enemies of the state, solely on the basis of their ethno-religious identity’.5


Beijing reacted furiously, flatly denying that camps existed and accusing the West of stirring up trouble. Hu Lianhe, a senior Chinese Communist Party official, told a UN human rights panel: ‘There is no such thing as re-education centres.’ Allegations that 1 million Uighurs had been forcibly detained were ‘completely untrue’.6


But it was a fiction increasingly difficult to sustain in the face of mounting evidence, and two months later, in October 2018, China admitted for the first time to the existence of what Xinjiang governor, Shohrat Zakir described as ‘a vocational education and training program in Xinjiang’, established to combat the ‘three evil forces’ of terrorism, extremism and separatism. ‘The purpose is to fundamentally eliminate the environment and soil that breeds terrorism and religious extremism,’ the governor said. He attacked what he called ‘scandalous lies’ about the camps, and denied any mistreatment. He said the ‘trainees’ were learning new skills, including Mandarin, in order to ‘accept modern science and enhance their understanding of Chinese history and culture’.7


The authorities organised tightly controlled visits to three of the facilities for a small group of foreign journalists and diplomats. In a report, the Reuters news agency described inmates sitting at desks, staring blankly at a book entitled ‘Our motherland is so vast’; others glanced awkwardly at the reporters. In another classroom the inmates gave a lively rendition in English of the song ‘If You’re Happy and You Know It Clap your Hands,’ which appeared to have been arranged specially for the visit. Inmates allowed to speak to reporters praised China and parroted Beijing’s line about ‘re-radicalisation’. Visible security was kept to a minimum during the visit.8


Human rights groups and Uighur exiles came to their own conclusion: that China’s purpose was nothing less than the destruction of Uighur identity and that of other Turkic Muslim minorities. ‘The Chinese government is conducting human rights abuses in Xinjiang unseen in the country in decades,’ said Sophie Richardson, China director at Human Rights Watch, which accused Beijing of mass arbitrary detention without any due process.9


Researchers increased their estimates of the number of detainees to 1.5 million spread over hundreds of facilities, an astonishing one in six of the adult Turkic-speaking population of Xinjiang. The figure is twice the daily peak reached in Nazi concentration camps in January 1945, and creeping towards the 2 million level of the Soviet gulag system.10 Poring over the satellite imagery and official documents, researchers also identified factories built close to or inside camps, suggesting the authorities were eager to put their ‘trainees’ to work.11


Boarding schools were also constructed to accommodate the large numbers of children separated from their parents. At first this looked like a tragic side-effect of such a vast system of detention. But official documents suggest that while the issue of ‘double detained’ children was a headache for the authorities, it was also seen as an opportunity for indoctrination, as the ‘left-behind children’ could now study ‘under the loving care of the Party and the government’.12


As more details emerged, Britain was among Western democracies calling for the release of those detained and for the UN to be given access. But mostly the world shrugged, and the shrug was biggest from those countries which have received Chinese largesse. Most Muslim-majority nations remained silent. The human rights commission of the fifty-seven-member Organisation of Islamic Cooperation issued a report ‘commending the efforts of the People’s Republic of China in providing care for its Muslim citizens’. Although Kazakhstan resisted the deportation of Sayragul Sauytbay, not wanting to inflame Kazakh nationalism, it avoided openly criticising the camps, while in interviews with the Financial Times, the leaders of Pakistan and Indonesia claimed they knew nothing about what was happening in Xinjiang.13


The New York Times quoted from a critical private account of a Malaysian diplomat who had been taken to visit the area, in which he said he could sense the fear and frustration of those in the camps, and referred to the usually bustling Xinjiang cities of Hotan and Kashgar as ‘zombie towns’. The diplomat suggested China was ‘using the threat of terrorism as an excuse to “sanitise” Uighur Muslims until they become acceptable Chinese citizens’. The Malaysian Foreign Ministry expressed ‘serious displeasure’, not at China, but at the publication of the report.14 Turkey, which has cultural and linguistic ties with the Uighurs, did break the silence. Its foreign minister described the camps as ‘a shame on humanity’. But he was quickly slapped down by Beijing, whose ambassador in Ankara warned in a Reuters interview, ‘If you choose a non-constructive path, it will negatively affect mutual trust and understanding and will be reflected in commercial and economic relations.’15


Beijing could scarcely conceal its glee when fifty-four UN member states took that to heart and dutifully issued a statement in support of China. In a commentary, the state-run Xinhua news agency declared, ‘There is no so-called “human-rights issue” in Xinjiang.’ It questioned America’s ‘sinister intentions’ and declared its counter-terrorism and de-radicalisation measures a great success. ‘In the past three years, no terrorist attack has happened in the region, and the whole society remains peaceful and stable.’16


The policeman stubbed out his cigarette in a plastic lunch box, which was filling fast with butts and ash amid the soggy residue of his noodles. He wiped his brow with the sleeve of his stained blue shirt and then barked another question. I didn’t really need the translation, since it was the same question he’d been repeating on and off for hours, but the translator dutifully turned his words into English. ‘He wants to know who told you about Happiness Garden. He asks who else was part of the conspiracy.’ I repeated that my source was none other than Wang Lequan, Xinjiang’s top Communist Party official at the time, and that if he didn’t believe me he should ring Wang’s office. He lit another cigarette.


It was June 2008, two months before the Beijing Olympics, and I was getting my first lesson in terrorism with Chinese characteristics. China claimed to have thwarted a terrorist plot against the Games,17 and Wang had given an interview to state media in which he described a raid on a terror cell during which police were met with a hail of grenades. Seven officers were injured before they eventually overcame the fifteen militants, killing two of them. The way Wang told it, the ‘terrorists’ had been holed up in a fourth-floor flat at Happiness Garden, and it had been one hell of a firefight. I had travelled with a film crew to Urumqi, the capital of what China calls the Xinjiang Uighur Autonomous Region, but which many Uighurs prefer to call East Turkistan, and located the apartment complex in the north-west of the city. On the fourth floor where the shoot-out supposedly took place, we were invited in for tea by a rather bemused young Chinese woman who laughed heartily and told me, ‘There was nothing like that at all.’


We were arrested shortly after we left the apartment block. The surveillance state was in its infancy back then, but every complex had informers, and news of our presence had quickly reached the police. We were taken to a shabby neighbourhood police station, where they too had no knowledge of the fierce firefight described by Wang. When we were released late in the evening, I detected the faintest of smiles on the face of the interrogating officer, who’d become more amiable as the hours ticked by. I felt sure that he and the young woman in the apartment were laughing at me as much as they were at the claims I was investigating. If they had one thing in common, it was astonishment that anybody could possibly believe the words of a top Party official.


‘Terrorism’ and ‘terrorist’ are very elastic terms in China, routinely used to taint political opponents engaged in activities that would be regarded as perfectly legitimate in the West. More recently, the Chinese authorities have used the terms against pro-democracy protesters in Hong Kong.18 In Xinjiang, ‘terrorism’ has become a staple of Party propaganda, though it has not always been that way.


There has been sporadic unrest in Xinjiang ever since the People’s Liberation Army in 1949 marched in and put an end to a short-lived East Turkistan Republic. Until 2001 most violent incidents of resistance went unreported or else were referred to as ‘hooliganism’, ‘accidents’ or ‘sabotage’. It was only after the 9/11 attacks on the World Trade Center in New York that Beijing re-branded previous unrest as ‘terrorism’ and from then on ‘terrorism’ has been the lens through which all opposition to Chinese rule is viewed.


China has faced sporadic Uighur violence against civilians: in October 2013, an SUV was driven into a crowd and burst into flames beneath the portrait of Mao Zedong in Tiananmen Square, killing two tourists, as well as the occupants of the vehicle. Five months later a knife-wielding attacker killed thirty-one people at Kunming railway station; a similar attack the following month at Urumqi railway station, killed three. In May 2014, explosives thrown from the window of two SUVs killed forty-three people in an Urumqi market street. But, as horrific as these individual incidents were, most experts agree that the threat is exaggerated and the response excessive. Xinjiang is not awash with bombs and extremists. Furthermore, much of the unrest is localised and rooted in deep-seated grievances against heavy-handed Chinese rule. Christian Tyler’s words in his 2003 history of Xinjiang are as pertinent today:




The Han discriminate partly because their history has taught them to, partly because they live in fear of the people they are colonizing. They are afraid to travel on Uighur buses, to walk alone in Uighur areas. Many Chinese in the east are under the impression that Xinjiang is a no-go area, that some kind of war is being fought there. Fear leads the Han to take extreme measures. By clamping down on all expressions of difference or dissent, under the cloak of fighting ‘splittism’, ‘nationalism’, ‘fundamentalism’ or ‘terrorism’ – depending on the season – they have turned a minority of Uighurs to violence, and reduced the majority to an impotent and resentful silence.19





In July 2009, eleven months after the Beijing Olympic Games, Urumqi was rocked by ethnic rioting. An initially peaceful protest at the killing of Uighur migrant workers by Han Chinese at a factory in southern China exploded into violence. Uighur attacks on Han Chinese and their property were followed by two days of revenge attacks and killings. The authorities said 200 people died; the true figure is thought to be much higher.


I arrived in the city to find streets strewn with debris and lined with smouldering gutted shops and charred cars. Trucks full of armed police cruised the streets. The city was tense, the mostly poor Uighur districts seethed with anger and resentment. After heavy Chinese migration, Uighurs were now a minority in this, the main city in Xinjiang. ‘Our situation is too tragic,’ one woman told me. ‘It would be better to shoot and kill us than live like this.’ Police watched as hundreds crowded into the courtyard of the city’s main mosque, where another man said: ‘This is our land, but we can’t survive in our own land.’ Another woman wept as she showed me a photograph of her fifteen-year-old daughter, missing since a security clampdown on the area. Tracing loved ones was all the more difficult because the authorities cut the mobile phone lines and the internet. It would be another nine months before they were fully restored.


When the People’s Liberation Army marched into Xinjiang in 1949, Han Chinese comprised 6 per cent of the population; the latest figure is around 40 per cent of the province’s 22 million people. Uighurs now comprise around 45 per cent, with the rest made up of ethnic Kazakhs like Sayragul Sauytbay, and other Turkic-speaking Muslim minorities. The mineral-rich region is China’s biggest oil and gas producer. China claims it has brought prosperity, but the settlers have been the biggest beneficiaries of Xinjiang’s ‘development’. There are huge disparities of wealth. Around one in six of the population, most of them Han, live in separate communities run by an organisation called the Xinjiang Production and Construction Corps, or Bingtuan. It is an apartheid-like system in which many Han Chinese behave like colonial overlords, making little effort to interact with Uighurs, who have been made to feel like third-class citizens in their ancestral land. As Tyler writes in his history, China has always regarded the far west with a mixture of fascination and fear. ‘For the Han Chinese, the Uighur’s way of life is a problem. On the one hand, they have been taught to see Uighurs as primitive, superstitious, reactionary, treacherous – and dangerous. On the other, they find them exotic, amusing and attractive.’20


The Uighurs have faced an extraordinary blend of repression and humiliation. Where culture has not been assaulted it has been turned into a kitschy song and dance show for tourists. Fine for entertainment, but an obstacle to development and to assimilation. Arbitrary detention and mistreatment at the hands of the police has been routine, even before the camps were established. The Uighur language has been marginalised, Mandarin replacing it as the main language of instruction from kindergarten to university. Little is now published in the Uighur language. Religious activity has been curtailed, including a ban on veils and ‘abnormal’ beards that could ‘whip up religious fanaticism’, and on naming babies with names that ‘exaggerate religious fervor’.21 Fasting during Ramadan has been banned, with restaurants forced to stay open and officials checking people’s homes to see they are not secretly observing the practice.22


Never one for historical accuracy, the Communist Party claims the region has been an ‘inseparable part of China’ since 206 BC,23 though few serious independent scholars give this much credence.24 25 The Alaska-size region contains vast tracts of mountain and desert, including the Taklamakan, ‘the worst desert on earth’ in the view of Charles Blackmore, who led a 1993 expedition across that inhospitable expanse of sand.26 It was where China tested its nuclear weapons. More recently it has become crucial to the success of Beijing’s Belt and Road Initiative, a vast programme of investment in trade and infrastructure that’s touted as a new Silk Road. ‘Stability’, always an obsession of the Communist Party, has become even more important in Xinjiang, even if that means turning the area into a vast prison camp. It is partly the promise of billions of dollars of investment that has enabled China to gag its Central Asian neighbours over the camps.


Sayragul Sauytbay’s court testimony at first emboldened the exiled Uighur community in Kazakhstan, but the authorities, under Chinese pressure, told them not to speak out. Anti-Chinese protesters were arrested, as was Serikhan Bilash, a campaigner who had collected testimony from former camp inmates. He was eventually released, but only after agreeing to end his activism.27 Sauytbay feared that Chinese agents might simply snatch her, as they have done with dissidents elsewhere in the world. Kazakh authorities did not want her to remain in the country, and after ten months her family was granted political asylum by Sweden.


Their new home is a sparsely furnished apartment in the port city of Trelleborg in southern Sweden. It was a grey, rainy day when I arrived to meet her, a bitter wind blowing from the Baltic Sea. The town’s most popular sculpture in the main shopping street is of a group huddled under umbrellas. It could not be further removed from the deserts of Xinjiang, but there was little disguising Sauytbay’s enormous sense of relief. ‘It’s been a long time since we’ve felt safe,’ she told me, before adding cautiously, ‘But China has a very long reach.’


Her memories of arriving at the camp are still raw. ‘I was mortified, filled with dread. The fear in that place was paralysing. It was more scary than any prison that exists.’ Even though she was taken there to teach, she was hooded for the journey, the camps still at that time shrouded in secrecy. The guards were heavily armed and aggressive. ‘I was told that my main duty was to teach the inmates Chinese, but if there were other tasks I would carry them out without question. This included teaching the culture of everyday Han Chinese people, the songs they play, what a Chinese wedding looks like, their burial rituals, and the ideas as well as the principles of the Communist Party and Xi Jinping.’


As a teacher, Sauytbay was given separate accommodation, but the inmates slept twenty to a small room. They ranged in age from thirteen to eighty-four, were shaven-headed and shackled. Everywhere was monitored by cameras. ‘They had cameras in every room, in every corner, in the hallways. There was no corner left unseen. There was no form of privacy, even when going to the toilet.’ There was one exception to this blanket surveillance: the ‘Black Room’, so-called because what took place there was never recorded. It was the punishment room.


Sauytbay is not a tall woman, but she has a powerful presence. She spoke clearly and confidently, pausing only to adjust her floral headscarf. It was easy to imagine her commanding the attention of a class of school children, but her voice cracked, and she wiped away a tear as she described what happened in the ‘Black Room’.


‘The main purpose of this room was torture and punishment for not paying attention to the rules,’ she said. This might include low grades in language and propaganda tests, or not demonstrating sufficient enthusiasm for the ‘lessons’. Sometimes there seemed to be no real reason at all for an individual to be singled out. ‘You could hear the bloodcurdling screams of these people pleading for their lives, pleading for mercy.’


She was once taken to the ‘Black Room’ herself after comforting an eighty-four-year-old woman who had been sent to the camp after being accused of ‘conspiracies using her phone’. The woman said she didn’t own a phone. Sauytbay was beaten with batons and starved for two days. ‘There were so many tools and weapons in that room that I could hardly see the wall. There was a chair with nails embedded in it . . . and an electric chair, police batons and stun sticks. Many of the things I could not recognise, things I’d never seen in my life before.’


Listening to Sauytbay talk, my mind went to George Orwell’s Nineteen Eighty-Four and its Room 101. In the novel, Room 101 is the punishment room that contains a person’s ultimate phobia or nightmare. The mere thought of it generates almost paralysing fear. ‘The thing that is in Room 101 is the worst thing in the world,’ says O’Brien, the novel’s dark Party official.


‘We were not seen as human beings, more like cattle,’ Sauytbay told me, hinting also at sexual abuse at the hands of the guards. ‘The young girls, the more beautiful women, they felt the least safe.’ It is impossible to verify such allegations, which are strenuously denied by Beijing, but they are consistent with other claims of torture, medical experimentation, beatings and even rape made by former inmates.28 29 30


When Sauytbay eventually left the camp and was returned to her school she felt like she had lost all feeling. ‘I felt so hopeless I could hardly think. I was like an empty shell. A human without a soul.’ She soon came under suspicion herself because her family were in Kazakhstan, and she feared that she would be returned to the camp – this time as an inmate. She made her plans to escape.


She knew that would not be easy. The camps are not some standalone monstrosity, but at the pinnacle of a wider system of surveillance and control, the likes of which has not been seen before. ‘There is no respect for life anymore. We are just numbers. The whole of Xinjiang is like a prison,’ Sauytbay said. Beijing has turned Xinjiang into a technology-driven police state, in which every aspect of life – every movement, every conversation, every relationship – is monitored and evaluated for signs of disloyalty. It has become a place with the familiar trappings of a police state, but where repression is increasingly driven by an algorithm.


Sauytbay remembers the building blocks of this digital cage being put in place. The explosion of police checkpoints, surveillance cameras sprouting around lamp posts and rooftops like clusters of invasive plants until it was impossible to move without being followed by their prying eyes. And she remembers the sudden official concern for the health of the non-Chinese people of Xinjiang. ‘There was a new law that everyone had to come in for a physical examination once a year.’ The programme was called ‘Physicals for All’, and presented as a benevolent and caring government inviting its minority citizens to come for a free health check. Some invitations were sent by text message; in other areas officials went from door to door. It was an offer they couldn’t refuse.


‘There were all kinds of tests. They swabbed around my eyes, then I had to do different facial expressions, from crying to laughing, while they took photographs. They recorded my voice, then made me wear a device to check my eyes.’ They also took blood and fingerprints. It was like no health check that she had been through before.


The ‘health checks’ began in September 2016, and Xinhua, the state news agency, reported that over a two-year period 36 million were carried out in Xinjiang, bringing great ‘benefits’ to public health.31 Similar collections were made when residents were required to upgrade their IDs to ‘third generation’ digital cards.


It was a vast scheme to harvest biometric data, feeding photographs, DNA samples, fingerprints, iris scans and blood types of all residents between the age of twelve and sixty-five into a central searchable database. Official guidelines for the programme, obtained by Human Rights Watch, say the collection of biometric data has to be comprehensive, that officials must ‘ensure that (information from) every household in every village, every person in every household, every item for every person’ is collected.32


At the same time, teams of officials conducted home visits, which they called fanghuiju. They went door to door, asking a broad array of personal questions, the information from which was used to compile dossiers and identify what they deemed undesirable attitudes or behaviour.33 It wasn’t a random operation, but one guided by an app. The authorities were looking for thirty-six ‘person types’, which included those who engaged in religious activities – donating to mosques or preaching the Koran – and those who’d been abroad or had relatives overseas. There was also a category for persons who had switched from a smartphone to an analogue one (presumably a sign they were trying to evade eavesdropping), and a type who ‘does not socialise with neighbours, seldom uses front door and acts suspiciously’. Another cause for suspicion was failing to appreciate the Communist Party, a person who ‘for no apparent reason, [is] unwilling to enjoy the policies that benefit the people or fails to participate in activities organised by the local government or the Party’. They also asked whether people owned exercise equipment, suggesting that keeping fit was also potentially subversive. The use of network tools, such as WhatsApp, Viber and VPNs was also regarded as suspicious.


These details were obtained by Human Rights Watch, who reverse-engineered a copy of the police app.34 They had experts disassemble it, looking at the data and the app interface. The app requires the user to log in and submit a range of information about a person. As well as the ‘person types’ page, it requires information about personal appearance, such as hair colour and height. The app had facial recognition and search functions.


The app feeds into what is called the Integrated Joint Operations Platform (IJOP), the ‘brain’ of the system, to which all the data is uploaded. The IJOP’s ‘algorithms of repression’ are hungry, they have a voracious appetite for data. As well as the information fed into it from the fanguiju home visits, the platform is able to track people by the GPS location data on their smartphones, and also harvest other information from those phones. Every person in Xinjiang is required by law to have spyware installed on their mobile phones, enabling the authorities not only to track them, but to monitor calls and messages, and other online and social media activity.


Information also comes from tracking vehicles and scanning ID cards at police checkpoints, which blanket the province, particularly in Uighur-majority towns and cities. These checkpoints also have data extraction cradles for smartphones, able to suck the data for upload to the IJOP – just in case there is anything they have missed. It is an offence to refuse to hand over a password, an act that in itself would be seen as evidence of malign intentions. There are smaller checkpoints at the entrance of banks, parks, petrol stations, schools, apartment blocks and mosques. These will frequently have facial recognition cameras and iris scanners. Doorplates of apartment blocks have been fitted with QR codes, readable by handheld devices and giving the police instant access to the personal information of those living in the building


Then there are the ubiquitous surveillance cameras, able to recognise people from their faces or the way they walk. On a visit to Hotan, a predominantly Uighur city in the south-west of Xinjiang, The Economist reported seeing poles with clusters of cameras at intervals of 100 to 200 metres along every street.35 Around 80 per cent of Uighurs live in the south-west of Xinjiang, and consequently this is the area with the most intense surveillance. There have been reports of the testing in Xinjiang of cameras able to identify not only faces, but the emotions on those faces. At a tech show in the southern city of Shenzhen, a Party official from Altay City in Xinjiang told the Financial Times he was already using it. ‘Using video footage, emotion recognition technology can rapidly identify criminal suspects by analysing their mental state . . . to prevent illegal acts including terrorism and smuggling,’ he boasted.36


More data is gathered by WiFi ‘sniffers’, typically located at airports, stations and checkpoints. These are able to penetrate local networks and monitor the traffic both for content and for IP addresses of computers, smartphones and other devices using the network, and from which the owner can be identified. There have been reports of tourists and traders having an app able to extract emails, texts and contacts installed on their phones upon entry into Xinjiang.37


The IJOP algorithms crunch the data, looking for any deviations from what is considered ‘normal’ behaviour. This might include leaving your village without permission, obtaining a new phone number, or contacting friends or relatives abroad. It ‘aggregates data about people and flags to officials those it deems potentially threatening; some of those targeted are detained and sent to political education camps and other facilities,’ according to Human Rights Watch.38 Others are kept under house arrest, confined to their village, or subject to extra surveillance. The police are sent on additional ‘investigative missions’ via the app. The authorities themselves have described the system as a series of ‘sieves’ or ‘filters’ to sift out undesirable elements. Others describe it as a ‘virtual cage’ with a simple purpose: ‘To transform them [the Uighurs] into secular citizens who will never challenge the ruling Communist Party.’39


To further that cultural assimilation, local families are required to ‘adopt’ officials. These Han ‘relatives’, as official media describes them, pay regular visits to Uighur households, even moving in for short periods of time in order to demonstrate their superior ways to the backward Uighurs – a ‘pairing and assistance program between officials and the ethnic minority citizens to promote communication and interaction’, with the aim of ‘bringing advanced technology and views to rural districts’, as the programme is officially described. In the two years up to September 2018, 1.1 million civil servants were ‘paired up’ with 1.69 million ‘ethnic minority citizens’ to ‘improve unity’, according to the Global Times, a Party newspaper.40 Sayragul Sauytbay shakes her head as she recalls the humiliation of having to live with her government-assigned minder. ‘I was forced to share everything with my Chinese “relative”. Some days I would live with him, or he would live with me, and I would have to live the way he lives. I had to adapt to his way of life.’


At local level, the surveillance operation has been described as a ‘grid management system’, dividing towns into units, each containing several hundred people. Every unit has a ‘convenience police station’, which, in spite of their cuddly name, are typically grey, windowless concrete bunker-like structures. In bigger towns they can be seen every few hundred metres. Each unit of the grid operates like a cell in the surveillance system.


Leaked Communist Party documents, obtained by the International Consortium of Investigative Journalists, underline the enormous scale of the security dragnet and call for ‘strict secrecy’ about the camps. They contain detailed instructions about how the camps should be built and run, describing a system of complete physical and mental control in which inmates could be kept indefinitely and where ‘preventing escape’ is a top priority. The documents say that during just one week in June 2017, the IJOP flagged more than 24,000 ‘suspicious persons’ in the four southern districts of Xinjiang alone, two-thirds of whom were sent to the camps.41


A leaked spreadsheet from the south-western district of Karakax contains the names and ID numbers of 300 local residents sent to the camps, and confirms that religious activity was the main reason for detention, including praying, giving up alcohol, attending a mosque and growing a beard. It designates households as ‘trustworthy’ or ‘not trustworthy’, their attitudes graded as ‘ordinary’ or ‘good’. It divides families by their ‘light’ or ‘heavy’ religious atmosphere.42


One irony of this vast surveillance operation is that the authorities (and the companies supplying the technology) have not always been very careful about protecting the mass of data they are harvesting. In early 2019, Victor Gevers, a Dutch cybersecurity investigator found online an unsecured database containing real-time data on 2.5 million people from Xinjiang. As well as basic information such as names, birthdates, home addresses and places of employment, there were notes on where they had most recently visited – including hotels, mosques and restaurants. SenseNets, a Chinese facial recognition company, had left the database unsecured for months. The real-time data appeared to come from facial recognition cameras and was being constantly updated with GPS coordinates.43


In the Turkic language Sayragul translates as ‘Singing Flower’. Aziz Isa Elkun was so moved by the courage of the kindergarten teacher that he wrote a poem to her:




You are a voice for the voiceless – sing, Sayragul


You are a freedom fighter – sing, Sayragul


You are an envoy for freedom – sing, Sayragul


You hover like an eagle – sing, Sayragul!





Aziz is a Uighur activist, poet and scholar who now lives in Britain, where he was given political asylum in 2001. He has watched in mounting horror as China not only built a cage around his homeland, but reached out through the bars and targeted exiles like him in an effort to silence them. ‘There’s no room anymore to express dissent. Nothing. I don’t know what will be next,’ he told me.


When I met Aziz in north London, home to most of Britain’s small Uighur community, he had not been able to speak with his seventy-eight-year-old mother or any other family member in Xinjiang for two years. The last time he spoke to his mother was shortly after his father died in November 2017. The Chinese embassy refused him a visa to visit his father in his final days. He remembers the uncertain, nervous tone of his mother on that last call, as if she knew the call was being monitored. Perhaps there were police in the room with her. The call ended abruptly. ‘It’s a bit difficult to talk at the moment,’ were her final words. ‘Since then I have had no news about my mother or other relatives from our village. I hope for the best that my mother is still alive,’ Aziz said.


China has effectively cut communication between Uighurs at home and those abroad. Where it allows contact, it is using relatives to pressure activists overseas. Many exiled Uighurs have reported receiving calls or text messages from loved ones that are stilted and awkward, as if being read or at least guided. The content was remarkably similar in each case, praising the Communist Party for improving their lives, and urging the overseas activists to think of their family’s safety. The Guardian interviewed Uighurs living across Europe and the United States. ‘Tales of threats are the rule, not the exception,’ the paper reported.44


Up to 1.6 million Uighurs live outside China, and Chinese embassies have been tasked with tracking them down, collecting information and recruiting informants, according to an Amnesty International report. ‘Individuals reported being warned that family members would be detained if they did not return to Xinjiang or that they would not be able to see their family again if they refused to provide information about other Uighurs living in their communities,’ the report says. Often the only way of communicating with friends and relatives in Xinjiang is via the Chinese messaging app WeChat, which is heavily monitored. Amnesty reported widespread threats, including intimidating calls and messages. ‘The result of these measures is that Uyghurs in diaspora communities often live in fear and refrain from speaking about the situation in Xinjiang.’45


Aziz learned from friends that his sister had been detained in an internment camp for one and a half years and that his mother was still alive. There was no news of other relatives. Then he saw his mother, and heard her voice again – but the context was chilling. She was used as a prop in a video shown on CGTN, China’s international propaganda channel, in which she is compelled to condemn her son and refute allegations that the authorities are destroying Uighur graveyards. Her words are stilted, as if they are being dictated, and for the first time that Aziz could ever remember she is not wearing a hijab. Aziz was appalled, ‘Let her be united with her son, to give her a chance to live in peace in her late years,’ he said.


The crude video appeared to be a response to Aziz speaking out about the plight of his family and the razing of his father’s grave. Blocked from travelling to Xinjiang, the last he’d seen of his father before he passed away was in a video, sent by a relative and showing a frail but dignified old man walking slowly with the aid of a stick. When he died, his body was placed in a family tomb close to his home. Over the months that followed, Aziz ‘visited’ the grave regularly but remotely via Google Earth – until one day it was no longer there. It had been destroyed, the area replaced by a flattened empty field.


It appears to have been part of a wider campaign in which the authorities have destroyed hundreds of burial grounds, shrines and even mosques on a scale not seen since the Cultural Revolution, according to evidence collected from satellite photography.46 47 The Global Times, a Communist Party mouthpiece, denied the destruction, claiming the authorities were merely ‘relocating graves to public cemeteries’.48 Others saw it as a further assault on Uighur culture and religion.
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