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			SINCE THE LATE 1990s, with the spread of the internet, words such as interaction, collaboration, exchange, recombination and sharing have come not only to organize the grammar of digital networks but also to influence the social dynamic itself. It is a set of expressions related to forms of production and distribution of information and knowledge that uncover new scenarios, demanding reflexive efforts to understand its effects on communication and culture, as well as on education, economy and politics.

			Today, the reach of the digital connection networks in a country of continental dimensions such as Brazil is evident. If, on the one hand, internet promotes an unprecedented enhancement in remote interactions and an exponential increase in access and production of content, on the other hand, there is a fierce dispute over attentions (and accessions) in its environment, which are increasingly narrowed to a limited range of platforms, sites and applications.

			With the growing use of networks in the country, issues such as freedom, human rights, social equality, censorship, gender and race populate the daily life of virtual forums, often providing alternatives to the type of approach developed in traditional media such as radio, the TV and the written press. This is due, among other factors, to the relativization of the division between those who dictate and those who consume information, as this boundary is currently being erased.

			Since the expansion of the network leverages the multiplication of data volume and its corresponding dissemination in the public sphere, and it also stimulates the participation of an increasing number of people in the discussions on subject matters of common interest, we should ask ourselves about the real impact, in the public eye, of this way of circulating information and voices.

			In this sense, it is promising to create a collection that aims to bring together Brazilian authors dedicated to thinking about the dynamics of digital connection networks, investigating their influence on the direction of democracy. Edited by the sociologist and PhD in Political Sciences Sergio Amadeu da Silveira, the Digital Democracy series invites researchers from the field of digital culture to scrutinize, from different approaches, the recent history of this ambivalent relation.

			Beyond machines of loving grace: hacker culture, cybernetics and democracy is the result from the investigative work of the journalist and PhD in Social Anthropology Rafael Evangelista. Focusing on hacker culture, it starts from the 1950s to collect a set of notes about the incidences of this cultural practice in the democratic process. A determinant in the construction of the communication systems that we know today, hacker activity has developed a set of devices capable of expanding remote contact and access to sources of knowledge, shortening distances and breaking down barriers based on the principles of free information and the decentralization of information flows.

			With a clear and direct language, the Digital Democracy series also seeks to awaken the interest of researchers in the area of technology and communication, as well as that of a more comprehensive readership, who are surrounded in their daily life by permanently connected technological devices. This publication in digital format makes use of a support capable to expand the possibilities of accessing studies about central aspects of contemporary life. In this way, it reinforces the role of reading as a key feature in education conceived on an emancipatory basis, using digital technology as a tool propitious for a critical, inventive and renewing social space.

			Danilo Santos de Miranda

			Regional Director of Sesc São Paulo


		


		
			[image: ]

		


		
			CAN THE OLD DILEMMAS OF THE DEMOCRATIZATION of power be overcome by information and communication technologies? Will online social networks play the role of twenty-first century agoras? Will totalitarian thinking lose strength in the face of distributed networks? Will the new technological processes annul the old ideologies? Lastly, are the collectives of digital network activists building platforms for a new world?

			The Digital Democracy series aims to discuss such issues born of the interaction between digital culture and democracy. The themes dealt with here emerge from the complex relations between society and technology, one of the most exciting phenomena in contemporary times. Promises of a new world clash with the denunciation of surveillance and control risks. Contentions and doubts are renewed when thinkers focus on the technological implications of fundamental issues such as social participation, distribution of opportunities, freedom, diversity and fairness.

			Far from definitive answers, this collection fosters an informed debate about the potential and meaning of the changes that digital technologies have brought to democracies. In order to problematize this spectrum of ambivalences, this volume brings a crucial theme to understand everyday life from the point of view of communicational networks: hacker culture. Hackers are typical and singular characters of the information society, the cyber world, surveillance capitalism, dromocratic geopolitics and digital economy. Feared by some, respected and acclaimed by others, hackers are simultaneously real, virtual and mythological figures. 

			After all, how do hackers and their behavior affect democracy? The text presented here by researcher Rafael Evangelista brings an original historical approach to the actions and thoughts of the hackers, those individuals passionate about technology who acquire prestige among their peers facing complex problems and acting creatively in software development. With illuminating examples of hacker behavior and culture, Evangelista confirms Alexander Galloway’s overwhelming realization that hackers know computer code as if it were their mother tongue. However, this may contain undemocratic outlines and an uncertain future trend.

			Far from exaggerations, Evangelista shows us how hacking was consolidated in the free software movement and how this technological mobilization rooted in collaborative practices, in the production of the common, found in Brazil a fertile ground for its expansion. But what can hacker culture do in the face of surveillance capitalism, clearly undemocratic? Can the example of Julian Assange, from Wikileaks, be considered the ultimate expression of hacking or just a minor strand? For most hackers, freedom requires knowledge. Those who cannot master the devices that control their daily lives are not autonomous. Freedom for information and, above all, for knowledge lies at the heart of hacker culture, in all its possibilities and uses.

			André Gorz called hackers the “dissidents of capital”, because he expected from them a major reaction to the concentration and secrecy of knowledge. But the principles of hacktivism and the events of the last few years do not seem to encourage Rafael Evangelista to conclude for the insertion of hackers into a battlefield for democratic freedoms. Ultimately, here is an indispensable reading for anyone who wants to understand and explore three contemporary articulations: democratic culture, digital culture and hacker culture.

			Sergio Amadeu da Silveira
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			IT WAS A COLD WINTER MORNING in Norway in January 2000 when a police squad of the Economic Crimes Department knocked on the door of an ordinary house in a residential neighborhood in the southern part of Oslo. To the astonishment of Mr. Per Johansen, the men were looking for his son, Jon, then only seventeen. Jon was arrested and taken to testify, after the house was searched and his computers seized. That was just the beginning of a saga involving international pressure from the United States and the entertainment industry on Jon’s father and also on the cold European country. From then on, the boy would be known internationally as DVD Jon, the teenager who infuriated the association of Hollywood studios by making life easier for film lovers around the world.

			At that time, the distribution of films on DVDs followed regional restrictions. If someone owned a DVD player purchased in Brazil, for example, he could only watch movies that were in media destined for that specific region. A DVD purchased in the USA did not run on a Brazilian device and vice versa. This was also true for players installed on computers, since the execution programs followed regional standards.

			If the computer had a free operating system installed, such as GNU/Linux, the situation was even more difficult. There was no software capable of running DVD movies sold by the industry. Free software is produced largely by the development community, and at the time much of it was done on an amateur basis. These developers do not accept regional restrictions and do not agree that a computer program should have its distribution geographically restricted. For them, information has to be free. Therefore, their ideas are incompatible with the restriction scheme of the film industry.

			Enter Jon and his group of hackers, MoRE, formed by two other members who remain anonymous to this day. Jon wanted to exercise his simple right to watch movies, which he had bought legally, on his computer with free software. In the late 1990s, several groups had been trying to break the CSS (content scramble system), which protects against improper display, but also against unauthorized DVD copies. MoRE created a reverse engineering process of the protection code and was able to make a DVD player in free software. Jon was in charge of the graphical interface of the program and gained the spotlight, but also the attention of the police for having been the first to publish the code, called deCSS.

			With this code in hand came hundreds of other derivative programs. The industry acted with force, suing sites that hosted deCSS. But a collective and community effort in favor of the freedom of information began to arise, with the emergence of thousands of mirror sites. The 2600.com group, for example, sued by Universal Studios, withdrew the code from their servers, but placed links to other sites that had the same content. One of them listed 42 ways to share deCSS, ranging from concealment in the middle of another program’s code to more prosaic ways, such as sharing deCSS analogically, by mail, or even turning it into the opening titles of a movie, like that which appears in the first few minutes of the Star Wars franchise episodes.

			In 2003, Jon was cleared. He claimed not to have been directly involved in breaking the protection, restricting himself to writing the graphical interface. His defense further alleged that Jon only accessed the copyrighted material he owned legally – a DVD of the movie Matrix –, which is permitted by Norwegian law. Several initiatives for the perpetuation of deCSS exist to this day, such as a video that plays with the work of George Lucas, available on YouTube. Parts of these codes are still used by many media players found on the internet. The regional protection of DVDs became a fiction like the one contained in the media that it intended to block. Not only are unlocked players now at a distance of a few mouse clicks, but the internet has been flooded with movies copied from protected DVDs. Information circulated and the world was forced to adapt.

			*  *  *

Another turning point like that happened in 1979, when 15-year-old Mario Teza witnessed the wave of strikes that shook Brazil and prepared the ground for the creation of the Workers Party (Partido dos Trabalhadores, PT). Since then, he has become irrevocably linked to left-wing politics. From his school years to the student movement, from the student movement to the union – the National Federation of Workers in Data Processing Companies – and from there to the PT, the direct heir of the strikes in the late 1970s, which would redesign the Brazilian left.

			Nineteen years later, in 1998, Teza traveled from Porto Alegre to Brasilia, where he participated in wage negotiations with Serpro, the federal state-owned computer company. He was aware of the crisis in the workers’ movement, which had made enormous progresses but was incapable of subverting the social order. Having reached maturity at the beginning of the country’s re-democratization, Teza felt a generational displacement and the insufficiency of traditional institutions: more was needed.

			“Free system challenges Windows rule”, printed in bold letters the tech affairs section of a newspaper from São Paulo1 . The article told of the operating system produced as a “collective work” in which autonomous programmers contributed on an equal footing with companies, where workers’ cooperatives were formed to provide services. “A worldwide and invisible technical support network, made up of volunteers and employees.” It was the spark.

			Back in Porto Alegre, Teza began to articulate a network of friends with the same technical trajectory and similar political views. In that same year, the PT was to govern the state of Rio Grande do Sul, which meant a good number of contacts in key state institutions. Clarice Coppetti was the commercial director of the Data Processing Company (Companhia de Processamento de Dados) of Rio Grande do Sul; Marcelo Branco, a friend of the students and trade union movements, was the company’s technical director; Marcelo Mazoni, Branco’s childhood friend, was the president.

			As a developer who recruits collaborators for his collective project, Teza went on to study the political potentialities of the free software philosophy and to articulate a group of supporters. In his mind was the idea, if not of directly opposing capitalism, at least of seeking to transcend it; to challenge the ownership system of society starting with intellectual property.

			The supporters network responded very quickly, proving that there was some connection, that the fundamental ideas of free software resonated as a political alternative for a left that sought to reinvent its utopias after years of being massacred by neoliberalism in the wake of the fall of the Berlin wall.

			In 1999, the following year, Teza’s group was fundamental in the drafting and presentation of Bill 2226/1999, signed by federal representative Walter Pinheiro (PT-BA), also a technician and colleague of the trade union movement. The bill proposed that public companies give preference to the purchase of free software rather than expensive proprietary licenses. It contained in its justification a very skillful argument, on the one hand in favor of the rationalization of state spending, on the other in favor of the exercise by a state of a role that would induce more democratic technological change and not favor the computer programs in the market.

			The following year, the Rio Grande do Sul group organized the first International Free Software Forum (Fórum Internacional de Software Livre, FISL), with the presence of the creator and most emblematic figure of the international free software movement, Richard Stallman. The event was the main catalyst for several interests and initiatives in favor of free and open software that were already popping up all over Brazil, but without gaining enough traction. Up to that moment, what could be seen were business and academic initiatives, but nothing militant or political. Without foreclosing pragmatism and the initiatives of microentrepreneurs and cooperatives, the Rio Grande do Sul group showed the political face that would mark and distinguish free software in Brazil, causing the country to be hailed as the “nation of free culture”.

			By the mid-2000s, the FISL had brought together more than 10,000 people, vocalizing a huge pressure in favor of free culture and free software in Brazil. The event, attended by public authorities, big technology companies, notorious hackers and academic experts, had as its most characteristic feature its diversified audience, a crowd capable of mixing technology fair with hippie camp, computer students congress with social movement assembly, meeting of government bureaucrats with culture festival.

			In synergy with the World Social Forum (WSF), a meeting of resistance to neoliberalism that also happened several times in Porto Alegre, and with which it frequently exchanged speakers and organizers, the FISL galvanized the Brazilian movement, integrated with similar groups from other nations and broadened the agenda and the global frontiers of free software. In Europe and the United States, the FOSS (Free and Open Source Software) was characterized as “politically agnostic”2, that is, oblivious to politics. Those who take as definitive these visions that come from the North and are guided by the North are mistaken. The FISL proved to be not a mere echo of initiatives coming from there. It dialogued with them, diverged, broadened and gave a new political dimension to shared cultural elements, at the same time capturing global imaginaries and encouraging new practices.

			In the practical field, it provided the social basis to sustain policies in favor of free software that would be the tonic of the Brazilian federal government during the next ten years. The crowded auditorium, with thousands of people shouting “free software” with clenched fists upward, may be its most eloquent image.

			*  *  *

			The first story appears as a rather typical hacker fable, with DVD Jon mentioned in several lists of famous cases of “hackerism”. The story matches several items on the list of what common sense takes for a hacker story: a teenager, probably full of pimples, locked up in his bedroom; a group with anonymous members whose name plays with letter types (the MoRE); reverse code engineering; creativity, invention and the breaking of limitations when dealing with machines; the struggle for freedom of information and communication.

			But the second story may sound unusual to some. How is the encounter of a unionist with a newspaper headline a hacker story? Can we say that by organizing and giving a certain color and emphasis to the free software movement, the Brazilian group, having the FISL as a privileged meeting place, hacked “gringo” agnosticism, energizing the movement beyond its primordial principles?

			To reflect on this, we may have to turn to Richard Stallman, the one who has already been classified as “the last of the true hackers” in Steven Levy’s Hackers: Heroes of the Computer Revolution (1984), the seminal book that made this concept enter the public imagination.
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