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‘Payment is overlooked and misunderstood – but it shouldn’t be, say the authors of this lucid book. They ask the big questions – who controls our payments system? What do they do with our data? How can we teach children about money they can’t touch? – and respond thoughtfully to the developments of the digital revolution, including the rise of cryptocurrencies, challenger banks and beyond. The Pay Off is a guide to modern finance from which everyone can profit.’


New Statesman


‘Fascinating, with genuine insights coming from expert authorities on the subject . . . they reach a surprisingly straightforward conclusion, which is that the most important thing about money is the way in which we move it about. Far less simple is what goes into these payments and how little we understand them.’


Engineering and Technology


A really interesting book, going through the history of how we have paid for things in the past, as well as looking at how payments could change in the future. If you have never thought about the plumbing system that guides all our payments to the places they need to reach, then this may be an eye-opener.’


Baroness Ros Altmann, life peer and political campaigner on pensions


‘An excellent and important book. Payments are transforming our society and our lives, and yet few people understand what’s driving the change, or what the consequences could be, for good or ill. Hugely engaging and accessible, The Pay Off demystifies this critical subject for the layperson and policy makers alike.’


Natalie Ceeney CBE, Chair, Access to Cash review


‘What happens when we make a payment is literally a multi-billiondollar question. This is a fascinating and entertaining insight into those seconds between clicking a button and money appearing in far-off accounts – and the changing face of those who profit.’


Dharshini David, author of The Almighty Dollar


‘The world of payments is complex and confusing, but hugely important. The authors have produced a comprehensive, authoritative and even, at times, amusing, guide. I have read nothing better on a subject which increasingly preoccupies both commercial and central banks.’


Howard Davies, Chairman of the NatWest group, and former chairman of the FSA.


‘The Pay Off sounds like a thriller and it reads like one. The authors succeed in demonstrating “networks are an inexhaustibly interesting subject” with wit and panache. The book was written with a twinkle in the eye and brought a twinkle to mine. Accessible and erudite, entertaining and enriching, The Pay Off delivers.’


Tim Frost, former director of the Bank of England and chair of Cairn Capital


‘The global payment system is the biggest thing that people generally know nothing about. The authors have managed to explain it in a way which is both engaging and intriguing, and it is hard to imagine anyone, from financial professional to general reader, not finding it fascinating. As technology begins to revolutionise payments, this book has never been more sorely needed.’


Simon Gleeson, author of The Legal Concept of Money and Partner, Clifford Chance


‘A fascinating description of how money moves around the world by two experts . . . the section on fraud is particularly fascinating.’


Mark Mobius, founder of Mobius Capital Partners


‘The Pay Off will change the way we read and think about payments. Fascinating, thrilling, intriguing and well written, with deep inside knowledge and understanding of the world of payments, Gottfried and Natasha are taking us to a future with endless possibilities, never losing sight of possible risks and wrong turns.’


Jochen Metzger, Payments Executive, Frankfurt am Main


‘Whenever you buy or sell something, you use a payments system but do you ever wonder how that system works? It’s like plumbing or electricity maybe, but it is actually far more complex as it is changing fast thanks to technology. You used to pay with cash, then with a click, now with a swipe or with a touch. What’s next? How does all of this work? The Pay Off provides a wonderful deep-dive into the subject by two experts who are at the heart of the system that links all of the payments and banking world globally, namely Swift. In this book, you find so many useful insights about the past, present and future of payments that anyone who is vaguely interested in politics, economics or the world of finance should pick it up and read it. NOW!’


Chris Skinner, author, commentator and troublemaker


‘Lucid and stimulating – this book sheds light on the scale (and pace) of the digital-money revolution that we are living through.’


Huw van Steenis, author of the Bank of England Future of Finance report


‘An accessible, thorough primer on the money technologies that make our world go round but few really people understand.’


Lana Swartz, author of New Money: How Payment Became Social Media


‘Payments are the most important things most people have probably never even thought about. Banks, tech companies, central banks, crypto firms and crooks all know that if you control payments, you may also control critical data and ultimately the world. The Pay Off cleverly dissects the workings and future of this geopolitical and technological war. A must-read for anyone in business.’


Bob Wigley, Chair UK Finance and author of Born Digital: The Story of a Distracted Generation


‘A long overdue, highly readable and authoritative account of the uses and occasional abuses of the systems on which we all rely, and how they are still rapidly changing, that both specialists and the general reader will find informative and entertaining.’


Mark Yallop, Chair, FICC Markets Standards Board, and Former External Member, Prudential Regulatory Committee and Financial Market Infrastructure Board at the Bank of England
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AUTHORS ’ NOTE


Throughout the text we have mostly used the plural ‘we’ to reflect the fact that writing this book has been a joint endeavour. On occasion, we have written about specific incidents and personal examples: in those instances, the text switches to the singular ‘I’ to indicate the difference.





Introduction


When was the last time you made a payment?


It can’t have been long ago: on average people make one payment every day, though most of us make many more than that. But how often do you think about what goes into the process of paying?


Was it free to pay? Who saw you pay and how much information did they get in the process? How did the money move? When did the beneficiary actually receive it? How much did they get? How many organisations, machines or people were involved along the way? How do they link together? Who pays for them? Who controls them? And what would happen if the system stopped working?


Payments are everywhere, if you pay attention. At the cash register, to be sure, where you might use coins, a card or a phone. Online, when you take your virtual shopping cart to the virtual cash register and use your, yes, virtual card. Less noticeably you are paying when your monthly rent, mortgage payment or utility bill goes out through a standing order or direct debit. And less noticeably still, you just paid for that movie on Amazon by watching it, or that Uber ride by taking it. Be in no doubt that some of the smartest brains are working hard to make our payments easier still.


It has been argued that money is one of the three key abstractions that enable societies to function beyond the scale of prehistoric tribes (the other two being religion and writing). We all realise the importance of money, even if we aren’t all equally enthusiastic about its role. But the ultimate purpose of money is of course to use it – to make payments – which is why we should all understand at least a bit about how they work.


Sexy they may not be, but payments are hugely powerful, and they matter: how we pay has a real and deep impact on our lives. Get payments right and economic activity prospers; get them wrong and economic activity can be stifled. Without payments, money doesn’t work, and if it stops working, so too would (or, god forbid, will) our economies and societies. Think no food on the shelves, no petrol at the pumps, no power in the grid, and remember the words of American journalist Alfred Henry Lewis: ‘There are only nine meals between mankind and anarchy.’ Arguably it’s less the thin blue line and more the payment system that sits between us and a total breakdown of law and order.


The richness and importance of payments make them worthy of interest at any time, but they merit particular exploration today because the ‘now’ in payments is far more exciting than it has ever been. Change is occurring fast – countries, indeed continents, are subverting customs almost overnight and money is pouring into the sector like never before.


Paying may be a simple, immediate act, but the payment choices we make today will have far-reaching repercussions. The way we pay is changing and the tools we use to pay with are changing too. The consequences of these changes stretch beyond our wallets; new methods of paying enable us to spend and borrow where and in ways we couldn’t before. All of which is too important to ignore or leave to experts, and that’s why this book seeks to explore it.


Changing how we pay brings risk as well as opportunity. Technology is transforming payments across the globe, but there is no one-size-fits-all solution, and the stakes are high.


Our societies are monetary ones; as such, they rely on everyone being able to use money. Access to payments determines whether, where and how we can participate in society. To use money, you have to be able to move money – but what if our selfish payment choices result in sections of our societies no longer being able to do so? What if the cashless choices of a digitally enfranchised metropolitan population unfairly burdened – or even excluded – those in rural communities, the poor, the elderly or the digitally disadvantaged? If some people have no way to pay or be paid, what stake will they have in society?


Then there are the questions of education and thrift. How do we teach our children about money if they can no longer touch it? How do we budget if we no longer see numbers, much less experience the pain of payment? The consequences of the unbundling and repackaging of payments are not yet well understood by those seeking to break into payments, by the incumbents being jostled in the madding crowd, or even by those who invest in and regulate payments.


How we pay determines who has access to our data, what risks we run when we are paying and how much we ‘pay to pay’. This is because it’s not just the methods of payment that are changing; so are the systems that support them and the owners of those systems. And alongside that, the economics of payments are changing, the politics of payments are changing and the powers behind payments are changing. Every part of how we pay is being contested by players ranging from central banks to social media giants. Each mundane payment choice we make is informing the future of payments: collectively our choices will determine which groups profit from payments and by how much; who ‘owns’ the power of payments, and how they might exercise it. The implications and ramifications of these changes are huge – arguably unquantifiable.


And then there is the richness of payments. Personal, painful and prosaic payments may be at the individual level, but they are also potent, political and often perverse on a collective basis. The payments universe is global, but its conventions are fiercely local. The act of paying is immediate, but the receipt of payment is often frustratingly slow; it is a bilateral operation shaped by multilateral conventions. A payment is both practice and process; it can be virtual or tangible, digital or analogue, archaic or cutting edge – and sometimes both at the same time. Cheques1 may be old-fashioned, but the very latest imaging technology is needed to process them.


The payments market (which arguably isn’t a market at all) is both concentrated and dispersed. Payments are made to and from some 25,000 banks in over 200 countries, but almost every cross-border payment passes through one of just fifteen banks. A plethora of different technologies are deployed, but just a few underlie almost every payment. The payment network is singular and plural: like the internet it is a single system that stitches together a dizzying number of sub-systems.


Parts of this vast system are unquantifiable. There is no hard data for the most fundamental of payment types – the number and size of cash transactions. Payments can be anonymous or traceable or, in the case of cryptocurrencies, both: Bitcoin transactions are anonymous yet visible to all. The system is transparent and opaque; clean and dirty. The bad guys use it as well as the good guys.


Rich with international intrigue, geopolitics, heists and courtroom dramas, payments have it all.


There have been many audacious attempts to subvert payments for criminal gain, from the high-tech to the low-key. Remember the film Die Hard with a Vengeance, when the baddies try to steal the gold from the New York Fed? Two decades later North Korean hackers penetrated deep into Bangladesh’s central bank network in an attempt to plunder $1 billion from its account at the Fed. Then there was the lowly assistant at Goldman Sachs who used a humble cheque book to steal millions of pounds from right under the noses of two of the bank’s high-flying partners, or the diamond tycoon Nirav Modi who used an arcane payment instrument and an accommodating insider to steal $1.5 billion from India’s Punjab National Bank. As the gateways to money, payments will always be targets.


Payments are important not just for what they do, but for the information they contain: payment data is highly prized by those who want to use it for financial gain, of course, but also by agencies tracking terrorists or arms dealers; international players seeking commercial or geopolitical advantage; and government agencies pursuing tax evaders – not to mention suspicious spouses spoiling for a showdown. Relatively speaking, our payment data is nowhere near as widely used as other sources of personal information, thanks in part to privacy laws, ownership constraints and the challenges in amassing and organising the material. But with profits, power and politics at stake, don’t bank on it staying that way forever.


For the last few centuries, the payment and deposit functions have been as one. Banks have ‘owned’ payments and enjoyed the bounteous fruits of the two functions. But banks have no divine right to payments. Payments are about risk, liquidity, technology, networks and conventions. Banks are pretty good at the first two, average at the second two, and no better than anyone else at the fifth. Technology companies are, you could say, their mirror image. Best at technology and networks, they are good at building conventions, but they have no particular expertise in risk and liquidity. Nonetheless they are now stampeding into payments. With their network power and marketing nous, they are unbundling payments from deposits and transforming our payment habits in the process. The ease with which they enable us to pay is stimulating commerce. But the separation of payments from other banking services brings other consequences, as yet little considered.


It is often in the gulfs between how society thinks the money world works and how it actually does work that things tend to occur for which society ends up paying the price. Just as war is too serious a matter to be left to the generals, money and payments are too important to be left to specialists. No part of the world of money is more critical to our everyday lives than payments, and arguably no part of money is more ignored than payments. We hope to remedy that with this book, narrowing the gap between our dependency on payments and our awareness about them.





___________________________________________


1 Or checks as they are known in the USA.





PART I


MOVING
MONEY






1. What’s a payment, anyway?


High in the Rhondda Cynon valley in South Wales sits the village of Penywaun, home to about 1,500 people. Located in one of the most economically deprived areas in the UK, the area’s topography limits travel to two directions – up or down the valley. The village boasts a Post Office, a general store and a café, but little else in terms of commercial activity. Access to cash is critical for most residents, but the Post Office is the only source and is open only during normal business hours and until midday on Saturday. The nearest cash machine (ATM) is 1.5 miles away, a ten-minute drive or a good hour’s walk there and back for someone reasonably active. With half of its households lacking access to a car and roughly one-third having some form of life-limiting illness or disability, those are certainly not options for all. There is a bus service but this brings additional costs, including for the Penywaun economy. Having travelled to access cash, where are people more likely to spend it – near the ATM that dispensed it or back home in the village that so needs it?1 The problems in Penywaun are not new, nor are they exclusive to Wales; back in 2019, NBC reported on Itta Bena, Mississippi, as ‘a banking desert’ because traditional banks have completely disappeared from the city. With only one free-touse ATM (which frequently runs out of money), residents of Itta Bena apparently face fees of up to $7.50 to withdraw cash or a $20 ride to the nearest free-to-use ATM.


In central London there is no such ATM shortage, but that didn’t help Julian Assange back in 2010 when he gave himself up to the British police over charges he faced in Sweden. Assange was also wanted in the USA over ‘Cablegate’: his organisation, Wikileaks, had published several hundred thousand leaked messages between the US State Department and its embassies. It was as a result of this that PayPal, Visa, Mastercard and others had started to refuse to process donations to Wikileaks.2 Unable to access funds, neither the organisation nor Assange could pay their bills, not least for the servers that hosted the leaked information. Whatever you think of Assange or Wikileaks, he had at that point only been accused of a crime; it was unrelated to money and no judicial process had actually taken place – and yet private companies chose to rescind his access to payments. Alongside Assange and Wikileaks, the likes of InfoWars (the American far right ‘news’ website) and Pornhub have been subject to similar ‘payment blocking’. Whatever you think of this crew, consider that such moves effectively put censorship in the hands of private enterprise.


For most of us, access to payments is unlikely to be high on the list of things we worry about – or have even thought to think about. Be honest – have you ever worried about whether you or anyone else can pay or be paid in practical terms? Contrast that with concerns about basic incomes, debt, savings, pensions and poverty, which – whether or not they affect you personally – are widespread, well understood and likely topics you hear about daily.


So, what exactly is a payment, so crucial for everyone from Welsh village dwellers to international fugitives?


Bertrand Russell famously needed the first 700 pages of his Principia Mathematica to define the number ‘one’. Like the number one, the concept of payment seems obvious: any act in which money goes from one party to another. But there’s a little more to it, of course. There will be no long, formal definitions here (although we could probably stretch them to a respectable 100 pages or so) but it’s useful to look briefly at what a payment actually is, legally speaking.


In legal shorthand, a payment is ‘a way to discharge debt’. A debt could, painfully, be discharged with ‘a pound of flesh’3 or, if you’re in the midst of a horticultural frenzy, tulip bulbs,4 but for the most part debts are discharged with money. This becomes relevant when we think about the notion of cash as legal tender. It does not mean that merchants have to accept a $100 banknote – merchants can refuse all cash; it simply means that a $100 note is a legal way to settle a debt.


In Mark Twain’s short story, The Million Pound Bank Note, the young Henry Adams survives for thirty days by holding (but not actually paying with) a peerless and uncashable note of that value. Few of us will accept the mere possession of money as a presumption of eventual payment, but small, simple economies could, in principle, survive without payments. Instead, they could keep track of who owes what to whom, relying on the assumption that the mutual obligations would be honoured and that – over time – they would cancel each other out.


Our favourite illustration is the story of the tourist who checks into a hotel on a small island and pays (in advance) with a $100 bill. The hotel owner uses this bill to pay off his debt with the butcher, who in turn uses it to pay off his debt with the farmer, who in turn gives it to the garage owner for having fixed his tractor, who gives it back to the hotel owner for hosting his daughter’s wedding the previous month. After all this, the guest shows up at the front desk and states that he’s changed his mind and decided to cancel his stay. The hotel owner gives him back the $100 and he departs. Everything is as before, except that all debts on the island have been settled.


Imagine what would happen if these debts were left open – if the butcher didn’t pay the farmer, who then couldn’t pay the garage owner, and so on. It wouldn’t be long before the entire island was in total, possibly violent, disarray.


Small or large, our economies today are plural and complex and – with the possible exception of North Korea – interlinked. Neat as it is, the island system wouldn’t work for us, but payments do.


They work so well, in fact, that modern economies need payments as much as they need water, power and energy. Without smooth-functioning payments, financial markets, commerce, employment, even unemployment, would all be compromised. Look at who your country identified as key workers during the Covid-19 lockdown and you’ll probably find payments staff are listed. Unless you live off-grid in splendid and completely self-sufficient isolation, you need to be able to pay and (most of us at least) need to be able to get paid.


If access to the payment system is critical for everyone, then our modern, monetary-based societies have first to ensure that they have a good system and, second, that everyone has access to it. Later in this book, we’ll come to how those systems work and whether they’re doing a good job.


While access to a banking system is seen as a crucial part of a country’s development and necessary for lifting people out of poverty, it is not as basic a need as the ability to pay. Payments and banking don’t necessarily go hand in hand, but for many people without bank accounts, cash is the only payment option. They can’t easily make remote payments, are more exposed to corruption (for example, by middlemen that pay out government benefits), miss out on interest and face risks inherent in keeping cash, such as theft and inflation.


Developing economies have been able to move fast in recent years, getting more and more citizens into the financial system and out of cash-based subsistence. But their biggest advance has been in extending digital payments into the poorest and most remote rural areas.


Advanced economies have their own unbanked populations; small but persistent numbers of people who survive on cash. There is now a growing risk that these people (and potentially others, too) will be excluded from the most fundamental of financial services – the payments system.


What is ironic is that the same thing that is boosting financial inclusion in developing nations is heightening the risk of financial exclusion in advanced ones: technology and electronic payments. The same move away from cash that is helping the most vulnerable in, say, Lusaka, may be harming the most vulnerable in Louisville, Liverpool and Lyon.


Each and every payment we make informs the future of our payments, feeding into decisions about how to staff checkouts; whether to accept cheques; and if, when and where to distribute cash. If the trend away from cash continues, shops will stop accepting cash, ATMs will disappear and the unbanked and cash dependent will be left unable to pay or be paid.


When people have no access to payments, they will find alternatives. In extremis that may be theft, but in consensual, civil circumstances, what you pay with, and what you are prepared to accept in payment, is between you and your creditors and debtors. It doesn’t really matter what we use to settle our mutual debts, so long as it is accepted. Banks will take your home if you fail to pay them the interest on your mortgage. In wartime, people often resort to barter. During the Nazi occupation of Holland, an entire shadow economy was effectively created to fund the Dutch resistance. The man who took on the role of treasurer to the resistance, banker Walraven (Wally) van Hall, devised two ingenious ruses to circumvent the regime.


First, he found a way to borrow money from banks and wealthy Dutch citizens. As proof of their investments – or ‘in payment’ for their guilders – they received worthless old stock certificates; van Hall’s promise and their hope was that they could use this ‘currency’ to get their money back after the war. They struck a good deal. When the war was over, the Dutch government froze all bank accounts and declared banknotes null and void. Van Hall’s financiers had exchanged valid banknotes that would become worthless for worthless stock certificates that would become valid.


Second, with the approval of the Dutch government-in-exile, van Hall committed the biggest banking fraud in Dutch history. With inside help at the central bank, he removed 50 million Dutch guilders (close to half a billion dollars in today’s money) in promissory notes from the vault and replaced them with forgeries. He then sold the original notes for cash, which was used to fund the resistance. After the war all the loans were redeemed properly.5
 

During the Irish banking strike in 1970, the Republic’s economy survived largely on the basis of uncashable cheques. For more than six months, the population effectively printed its own money. In the first half of 2020, after the Covid-19 pandemic erupted, cash ran out in parts of Papua New Guinea and residents resorted to ‘tabu’, strings of marine snail shells, measured in an arm’s length. One-and-a-half arms will buy you a packet of rice, should you ever be caught short there. On our fictional island it’s a banknote that does the rounds but it could just as well have been gold, salt, wooden sticks or even cigarettes, all of which have served as currency at some point. And herein lies the rub. As consumers, we are free to make bilateral payment choices and so too are merchants and businesses. But our choices have implications far beyond ourselves – who makes the money from payments and how, who controls payments’ power, and who decides our payment futures. Our choices may also leave others unable to pay or be paid – a possibility we ignore at our peril.


To understand how to go forward, it helps to look back to how payments came about in the first place. Conventional economic theory holds that currency, the means of payment, evolved over time from the concrete to the abstract. Tribal societies simplified barter by selecting one rare and valuable commodity to trade all others against. Such commodity-based money, like seashells or gold, is nobody’s debt, a feature that has special appeal to people who see debt as the root of all evil, or at least the financial kind.


The countervailing theory, espoused by anthropologists like David Graeber, argues that debt preceded money, and that from the start most money was tradable debt.6 The economists’ theory sounds plausible, but the anthropologists appear to have the facts on their side in the form of tribal societies’ behaviour, past and present. Man did not live in a garden of Eden trading seashells; life was indebted, as well as nasty, brutish and short.


Our lives may be longer, but they are no less indebted. All our money now is ‘debt money’, representing someone else’s obligation to pay. My money at, say, Citibank, is nothing more or less than Citibank’s debt to me. If I pay into your HSBC account from my account at Citibank, what I’ve really done is transform Citibank’s debt to me into HSBC’s debt to you.


I could, of course, instead pay you in cash (for now), but the banknotes in my pocket are paper promises to pay by the central bank that issued them. We can quibble about what central banks would pay us if we presented them with their own banknotes, but banknotes are nothing more than liabilities on their balance sheets. Transferable debt is what we pay with, and what we get when we are paid.


Unlike commodity money such as seashells and gold, this debt money of ours carries the inherent risk of default but no (advanced) economy can do without it. Which is exactly why, back before he was a musical, Alexander Hamilton advocated the creation of federal debt to replace the patchwork of state IOUs that prevailed in the late eighteenth century. Seeing that the nascent US economy was being held back by a lack of currency, his intent was not so much to encourage a federal borrowing free-for-all as to create a highly liquid payment instrument to facilitate commerce.7
 

It is perhaps ironic that to pay, i.e. to discharge our debts, we need yet more debt. When we pay our creditors, we are replacing our debt to them with money, which is just another form of debt. The point of this replacement is, of course, that our creditors would prefer their banks to owe them money (or their central banks, if we give them banknotes) rather than ourselves. The core of payments and money is therefore trust or, rather, lack of trust in each other’s creditworthiness – we don’t trust each other, but we do trust the system. Economists Nobuhiro Kiyotaki and John Moore characterised this situation in a memorable re-engineering of a biblical phrase: ‘evil is the root of all money’.8





___________________________________________


1 Penywaun was the subject of a study that the University of Bristol undertook for its report ‘Geographies of Access to Cash’.


2 This was before he was holed up for seven years in the Ecuadorian Embassy in London (2012–19).


3 As demanded by Shylock, the moneylender, in Shakespeare’s The Merchant of Venice.


4 For a short period in the Dutch Golden Age, in the 1600s, a fashionable tulip bulb was worth more than ten times an average worker’s annual wages.


5 Sadly, van Hall did not live to see it. In early 1945, he was betrayed and executed.


6 To be fair, the theory of debt money was first formulated in the late nineteenth and early twentieth centuries by economists Henry Dunning MacLeod and Alfred Mitchell-Innes.


7 In addition to being the subject of a Broadway musical, Alexander Hamilton was one of the USA’s ‘founding fathers’ and the first Secretary of the US Treasury. Much of the foundations of America’s financial system were laid by him.


8 The original wording in the King James Bible is: ‘For the love of money is the root of all evil’, 1 Timothy 6:10.





2. If money doesn’t move, how does it make the world go round?


On a fateful afternoon in late 2018, Financial Times journalist Jemima Kelly used her iPhone to pay a £1.50 London bus fare. Fifteen minutes later, when an inspector asked her for her ticket, she found that her iPhone had run out of battery. Asked to provide proof of payment, she was eventually able to provide her bank statement, but as her bank card was not registered to Transport for London’s system, it didn’t prove what journey she had actually taken. A bureaucratic nightmare ensued. No matter that she’d hit the payment cap for that day anyway – she was faced with a £476 fine and a criminal conviction (later respectively refunded and quashed).1
 

This story is a good illustration of how modern payments are, above all, about information. Language can be misleading. When we talk about payments, we talk about moving money and sending money; about channels and conduits; about flows and movements; about rails and routes; about traffic, transit, travel, transfers and transmissions. All these words imply movement but, truth be told, the vast majority of payments are simply a sleight of hand: entries changed in book ledgers. And, while the technology has changed beyond all recognition, Bank of England Deputy Governor John Cunliffe was right on the mark when he described today’s payments as being ‘economically the equivalent of eighteenth-century bank clerks with quill pens altering their banks’ ledgers to debit one account and credit another’.


There’s an exception to every rule and, in this case, it is of course the cash payment. If you have a bank account, your cash transaction will likely start with an ATM withdrawal and a corresponding deduction from your current or checking account.2 And it will end with the merchant dropping off the physical cash at its bank, where the funds will be added to its account. Your cash payment is thus a roundabout way of moving money from your bank account to the merchant’s account; the ledgers change once again. Other than cash, money doesn’t really move; the record of its ownership is simply altered by book entry.


The same is true for gold. Gold rarely ever moves. Instead, each bar is stamped with a unique serial number. When you buy or sell gold, in most cases you are simply transferring the registration of that bar, or part of that bar, and not the metal itself. Even under the gold standard, gold largely moved by book entry only. In the early part of the last century, the bulk of the world’s gold was stacked up in cages in the vaults at the Bank of England and a smaller amount at the US Federal Reserve. When foreign central banks needed to transfer gold between one another, the transfers would be recorded in the books of either the BoE or the Fed and, for the most part, the gold didn’t actually move (although sometimes they would move the bullion bars from one cage to another). Two world wars and a bit of this and that, and it is the Fed that now holds most of the world’s gold reserves and the BoE a much lower amount, but the same still applies.


When gold does actually need to be shifted, elaborate planning and expensive logistics are required. In 2019, the Polish central bank decided to repatriate the estimated £4 billion worth of gold that had been moved from Warsaw to London at the outbreak of the Second World War. The top-secret operation involved elite police forces, chartered planes, helicopters and high-tech trucks, and necessitated eight night-time flights over several months to transport 8,000 gold bars weighing 100 tonnes. A strong case for book entry if ever there was one.


Banks (still) play a crucial role in this book entry. If I have to pay you, and you and I both have an account with the same bank, it’s easy; my bank simply deducts the amount from my account and adds it to yours. The ‘movement’ takes place on our bank’s ledger. If we bank with different banks, the two banks will still add and subtract the amount to and from our respective accounts, and then, afterwards, settle the payment between themselves.


Depending on how we pay, banks (and other payment providers) conduct this settlement in a variety of ways, but they all involve changing entries in ledgers, including, ultimately, the ledgers at central banks, where commercial banks hold their own balances.


Cash aside, all payments today are therefore digital debt entries recorded in a ledger system that was invented centuries ago; an antique practice made modern by the dancing bits and bytes that animate digital ledgers lodged deep within computer systems.


Payments today are inextricably linked to money and, in turn, to banks. The money we tend to think about is the deposits we hold at banks to make our daily payments. It is these payment accounts that allow banks to create money – a skill that distinguishes them from any other business. How do they do it? To understand that, we need to take a brief historical detour.


Late medieval history and downtown Sienna are the go-to places for learning about the origins of banking, so let’s imagine some medieval merchants depositing a total of 100 coins in a bank off the Piazza del Campo. The bank promises to keep the coins and make them available to the merchants whenever they want to withdraw them. The bank also promises to transfer the coins from one merchant to another on instruction by single book entry.


After a while, the bank realises that these merchants are pretty prudent types because it always has at least 90 gold coins in its vault. The bank decides it can make money by lending out some of these coins to other merchants and charging interest on the loans. So it lends out 75 of the 90 coins and charges the borrowers 5 per cent for the pleasure. While there is a theoretical risk that the depositing merchants show up simultaneously and demand their coins, the bank thinks this is highly improbable, and of course the extra interest revenue is welcome.


The merchants still own the 100 coins that they deposited. For them, this is real money that they can use whenever they need to make a payment. It is the same as having the coins in their purses, but without the bother. Meanwhile, the borrowers also have their 75 coins to spend as they need. So by taking the deposited coins and making the loan, the bank has just created 75 gold coins. Abracadabra!


Modern banks ‘create’ money in much the same way. Customers deposit their money at banks which in turn use much of it to make loans. The banks deposit the rest of the money at central banks to ensure there’s sufficient liquidity to meet the demands of customers who want to withdraw their money. Banks can pay out the proceeds of loans in cash or deposit the proceeds in borrowers’ accounts. Banks can therefore ‘magically’ create money out of nothing with the mere stroke of a pen – or, rather, two strokes, one on each side of the balance sheet. On the asset side they add a loan, say, $100,000 to a firm, and on the liability side they credit that firm’s current or checking account with the same amount, allowing them to spend it. With those two flourishes of the pen, the banks have just created $100,000 of debt money.


Magic can also, of course, wreak havoc. Think of the Disney movie Fantasia in which Mickey Mouse is the sorcerer’s apprentice. With his new powers, Mickey creates enchanted brooms to carry his water buckets, only to find them multiplying out of control and flooding the place. While most economists agree that modern economies couldn’t function without the credit provided by money-creating banks, this practice invariably leads to booms and busts, as we experience all too often. The compromise is to permit the magic but keep it under tight control. This is why banking is heavily regulated and why central banks are so important. They are meant to be the sorcerers who prevent the apprentices (the banks) from wrecking the place.


The ability to create money has put banks at the heart of payments for the last few centuries. Increasingly, however, the way we pay is changing: new technologies are shaking things up and new competitors are vying to offer alternatives to traditional banking. Banks may need payments, but do payments really need banks?





___________________________________________


1 For contactless payments, Transport for London (TfL) has a limit on how much you pay for journeys in a single day or week. Once you reach the capped amount, they won t charge you more regardless of how many journeys you make.


2 The US has checking accounts; the rest of the world has current accounts. They refer to the same thing.





3. Not so simple: the fundamental challenges of payment


You might well conclude at this point that all this money-creation magic is merely a smoke screen thrown up by bankers to justify their existence and rationalise their pay. After all, if payments are just changes to bits and bytes in digital ledgers, shouldn’t we leave them to software engineers to handle? You’re not the only one to think along those lines. Indeed, $95 billion payment start-up Stripe is based on the premise ‘that payments is a problem rooted in code, not finance’: it is built on just seven lines of code. As ever, the reality is a little more complicated, even for Stripe payments.


Every form of payment – including cash – has to deal with the three basic challenges inherent in any transfer of value: risk, liquidity and convention. I won’t pay you unless I know you will deliver, I can’t pay you unless I have the money, and I shan’t pay you unless we have a mutually acceptable method of payment. That is where payment instruments come in: cash, cards, cheques, bank transfers and so on. Each one has to manage these three challenges. Let’s take them one by one.


Risk


Payments are inherently risky. Any transaction involves the risk that someone might not get the money or the goods; perhaps because the payer does not have the funds and their cheque bounces, or because the investor has already paid for their bonds, but the seller goes bankrupt before they are transferred. This is called settlement risk.


Just like the doors are the unavoidable weak spots in the security of any building, payments are the weak spot in any storage of value. Money is easiest to steal when and where it goes in and comes out. Pirates attacked treasure ships on the high seas, highwaymen targeted travellers on the open road and pickpockets look for customers who have just taken their money out of the bank or ATM. Similarly, the private keys Bitcoin uses are most vulnerable when they are taken out of ‘cold’ offline storage to be used for payment.1
 

Then there is always fraud risk. Both parties to a transaction, not just the one paying, face fraud risk. The shopkeeper’s customers may not be who they pretend to be and may be using stolen credit cards or forged banknotes. Or the shopkeeper may be passing off counterfeit goods as the genuine articles to unsuspecting customers. Sometimes the two risks, settlement and fraud, combine; for instance, when the seller ships their goods but the buyer has no intention of paying, or the buyer retracts the payment after the goods have been shipped. Much to their surprise, sellers sometimes see transactions reversed and money that has been credited to their accounts is suddenly deducted from them. One popular scam deliberately exploits the fact that many banks will credit cheques to recipients’ accounts before verifying whether the writers have sufficient funds. If and when they discover that the cheque writers have insufficient funds, the banks will then reverse the transactions. As this sometimes doesn’t happen for several days, the victims have often already shipped the goods and end up with neither goods nor money.


Liquidity


To make a payment you need money, of the right kind and in the right place. Owning boats and castles is great, but you can’t use them to pay in shops. Liquidity is key. In 1946, then Dutch finance minister, Piet Lieftinck, who had withdrawn all paper cash from circulation a year earlier in an effort to contain inflation and tax wartime profiteers, found himself in need of such liquidity.2 Needing to make an urgent call, he asked a passer-by for a ten-cent coin ‘to call a friend’ (these were the days of the public phone box). Lieftinck was understandably, if unfairly, deeply unpopular at the time and the passer-by is alleged to have replied: ‘Here, have two so you can call all of them.’


You may have more friends than Lieftinck, but you still need liquidity in the form of notes and coins in your wallet – just like he did. And in the right currency because most shops won’t take foreign money. To buy bonds, investors do not just need sufficient funds, they need acceptable funds in the same place that they want to buy the bonds. They may have lots of dollars in their US bank or pounds in their British one, but if the bonds are being delivered in Japan, they – or their agent – will need liquidity in the form of yen in a Japanese bank account.


Liquidity, however, has a cost. Money in a wallet or current account doesn’t earn interest – and much less in Japan, where negative rates eat away at it. Banks need to keep sufficient reserves with other banks or clearing systems but it costs them; liquidity is an asset and, as with all their assets, banks need to maintain a certain amount of (costly) capital against it.


Convention


Every time we pay, we make a payment choice – an individual decision that shapes a wider system. How we pay and get paid is a function not only of how we want to pay or be paid but also of how those around us want to pay and be paid. A payments mechanism – be it bank-based, wallet-based, card-based, cash-based or otherwise – is only as useful as people make it. Ultimately, it’s a social construct.


Payment mechanisms also depend on unseen conventions such as shared standards, common rules and legal frameworks, and (often implicit) agreements. Some of these are technical: can my card be read by your terminal? Others are rules, such as the US and French laws that put prison terms on writing uncovered cheques (cheques for which there are insufficient funds in the account to meet them). Still others are customs; people prefer payment mechanisms that they know and feel comfortable with.


A good payment mechanism addresses all three challenges: it minimises risk and liquidity and it maximises convention in the form of acceptance and usage.


There is a trade-off between risk and liquidity even in your daily payments – how you get your groceries, whether you’re an Amazon adventurer, a Netflix night-surfer and so on. By extending overdrafts, banks enable us to pay even when we have no money in our accounts, but in doing so they increase their credit risk. If the charges they raise on overdrafts are set to cover their costs (and then multiplied by several factors), the size of the overdrafts they extend us are carefully calibrated according to our ability to repay (or should be). Similarly, by accepting cheques, merchants increase their chances of selling to us, even though the money takes longer to reach them.


But it is convention that plays the biggest role in retail payments. Millions of consumers and businesses have to pay each other every day and need common systems through which to do so. Introducing new retail payment instruments is easier said than done because the conventions and tools need to be adopted by a critical mass before they can be of any real use. It’s no good a shop taking payment through a new instrument if none of its customers want to use it, and it’s no good consumers adopting a new instrument if no or few retailers will accept it.


Changing retail behaviour is not easy, which is why most successful payment innovations base themselves on existing conventions. Apple Pay, for example, is built around debit and credit cards. There are exceptions to this rule, but they generally start by focusing on small groups of people or businesses that pay each other regularly. PayPal, which got big by facilitating transactions on a nascent eBay, is a great example of one such innovation. Credit cards, which began by serving a small group of diners that frequented the same New York restaurants in the 1950s, are another.


These three challenges – risk, liquidity and convention – profoundly shape the entire payments’ landscape and we’ll come back to them repeatedly in future chapters. First let’s take a closer look at the world’s oldest form of payment.





___________________________________________


1 Private keys are secret numbers that allow users to access their Bitcoins and other cryptocurrencies.


2 Lieftinck had withdrawn all notes from circulation, giving those who held them blocked bank credits. Banks were subsequently supplied with new banknotes, so that people could receive their wages and in the following months, de-blocking of the frozen accounts started, but a 90 per cent tax was levied on any assets accumulated between May 1940 and December 1945. This, together with further fiscal measures, helped ensure the country met American demands to qualify for aid through the Marshall Plan. After leaving office Lieftinck joined the World Bank and the International Monetary Fund.





PART II


HISTORY






4. The enigma of cash


Cash is simple and familiar. By far our oldest method of payment, it is unique in not depending on bits and bytes and mysterious ledgers to transfer value. It’s easy, anonymous, instant and final: when somebody gives you cash, there’s no risk that they don’t have sufficient funds. Cash is also untraceable, you can immediately reuse the proceeds for another transaction, and its transfer is unlikely to necessitate middlemen or lawyers. Unsurprisingly, it has long been favoured by the criminal fraternity.


And not just the underworld; cash remains the world’s most widely used form of payment by number of transactions. You’d think that if we know about anything, it would be cash. Think again. Much of how we use cash remains a mystery – the UK’s National Audit Office found in mid-2020 that a whopping £50 billion’s worth of UK notes were unaccounted for. We have no idea how many cash transactions people make, or for what value. We know (more or less) how much money people take out of ATMs and banks, but then the road stops. To continue our journey, we can only extrapolate from surveys.


Why? Because you can use the $20 bill you get from an ATM for a single payment or for twenty payments of a dollar each. The receiver(s) can return the $20 bill to the banking system or spend it, and so on. In any event, such surveys explain only part of the story because most cash in circulation doesn’t actually circulate; it consists of paper money that is seldom, if ever, distributed by ATMs, such as the $100 bill or the €200 and €500 banknotes. Not to be outdone in matters financial, the Swiss have a 1,000 franc note that is worth about $1,000. The central bank maintains the note is not used nefariously, but rather by law-abiding Swiss citizens who use it to pay their bills at the post office.


It is one of the enigmas of cash that most of it consists of such high-denomination notes, few of which are ever used or even seen by the general population. The €500 note was even known as a ‘Bin Laden’ because everyone knew that it existed and what it looked like, but no one knew where to find it.


The $100 note represents 80 per cent of the total $2 trillion worth of all US dollar notes in circulation, meaning that George Washington – whose portrait adorns the $1 bill or ‘buck’ – is trounced by fellow founding father Benjamin Franklin, who is pictured on the $100 bill.1 Breaking that down by the adult population and the number and denomination of the notes that we know are in circulation, that works out to just nine notes of $10 but sixty-three $100 notes for every adult American.2 While this distribution should make very rich pickings for thieves, it would probably jar with the experience of the average American pickpocket. We know from surveys that US consumers carry on average just $75 in their wallets. Even if we allow for cash sitting in ATMs, banks and cash tills, we can still account for only a fraction of the total amount in circulation. Which begs the question: where has all the money gone?


In the case of the US dollar, it’s mostly ‘on vacation’. Some 60 per cent of all dollars and 75 per cent of all $100 notes are held abroad. Successive US administrations have supported a policy of making currency available to foreign countries ‘on demand’, meaning they will ship physical dollar banknotes (mostly $100 bills) to these countries as people buy and withdraw dollars from local banks and exchange houses. This overseas balance has been steadily rising since the 1990s, when it stood at a mere 20 per cent of all dollar bills in circulation. It received a significant boost from the domestic currency crises in Argentina and the former Soviet bloc countries; between 1993 and 2013 the USA shipped some $20 billion per year to these countries alone. Famously, the USA also flew about $12 billion (and possibly as much as $40 billion) to Iraq in military aircraft, to pay for the reopening of government and restoring basic services. To give some idea of physical scale, $1 billion in $100 notes amounts to ten fully loaded pallets.


The euro is the other major currency with significant foreign circulation, although it’s a distant number two to the dollar. Less detailed data and research is available on the euro, but the German Bundesbank, which used to distribute 70 per cent of the €500 notes produced, estimated that two-thirds of its production went abroad. A lot of those German-printed notes may have ended up in southern Europe, where the populace has more trust in euro notes carrying serial numbers starting with Germany’s X symbol (than, say, in Greek-issued serial numbers starting Y). One-third of euro cash is thought to circulate outside the Eurozone, much of it in Russia and the Balkans.


Foreign usage is certainly significant but it answers only part of the question on the whereabouts of cash – and only for the US dollar and the euro. What is more, survey findings explain the whereabouts of only 5–10 per cent of most currencies in circulation. This would leave us in the dark about the rest, were it not for the fact that central banks have to check all incoming banknotes and replace those that are worn out. This process provides a valuable insight into a note’s usage. The US Currency Education Program (CEP) puts the estimated lifespan of a $1 bill at just over five years, while a $100 note lasts about fifteen years. Large notes are used less frequently than small notes, but it’s unlikely that they spend their entire lives in safes and under mattresses. More likely, they are circulating in the underground economy and simply frequenting the Federal Reserve less often than their lower-denomination peers.


Cash’s attributes certainly make it an attractive proposition for illegal activity (Table 1). Based on the data on the amount and usage of large-denomination notes, some estimates put the size of the underground economy as high as 25 per cent of GDP, even in advanced economies like the USA. This includes tax evasion, as well as criminal activities such as drug and human trafficking. The US drugs economy is estimated to amount to $100–150 billion per year, mostly paid in cash and much of it – we have to presume – in high-denomination notes. Although interestingly, while 90 per cent of all US banknotes carry traces of cocaine, the percentage for $100 notes is significantly lower. Evidently, while the high-value notes are used to pay for drugs, an altogether different use is being found for low-value ones (see Table 1).


Economists have long pointed out the essential contradiction between governments having stringent anti-money-laundering regimes while printing large-denomination notes. Large notes are clearly convenient for those of a criminal persuasion: $1 million in single dollar bills weighs more than one tonne and has a volume of more than one cubic metre, but $1 million in $100 notes weighs about 10 kg (22 pounds) and fits neatly into a briefcase. In the even higher denomination €500 note, that same $1 million would weigh only 2 kg and fit in a small bag – or a large stomach. Indeed, an unfortunate ‘euro-mule’ was caught travelling to Colombia in 2004 with €200,000 in his stomach in €500 notes.
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