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INTRODUCTION

The typologies and methods of committing corruption and fraud within procurement systems can be diverse in nature and in many respects are only limited by the creativity of those individuals wishing to commit fraud or other financial crime against an organisation’s procurement, asset management and financial systems. The conduct and illicit relationships that are created or used to commit fraud are, in many cases, covert in nature, and as such, identifying the fraud and corruption, how it is committed, and individuals’ involvement can be challenging. Thus, it can be difficult to mitigate the risk of procurement fraud and corruption completely and is one of the main reasons why a structured approach to identify and prevent procurement fraud should be taken. 

Procurement fraud is recognised as one of the biggest financial crimes globally, and bribery and corruption as a facilitator that assists the significant loss to national spend within government procurement. An organisation that doesn’t place adequate value on procurement and financial controls, expertise and compliance places itself at an increased risk of being the victim of procurement fraud and corruption. It is only at the point of placing organisational expertise and compliance at the heart of risk mitigation that it will be able to measure more accurately the positive impact and performance of its control measures and counter-fraud and anti-corruption strategy.

When linked to corruption and an insider threat, procurement fraud and other financial crime can undermine national development, good governance and competition, which impacts the lives of the poorest, where monies could have been spent on national growth or other development projects, such as health, education and infrastructure.

Recognising the significant number of risks that can impact an organisation—including roles and people who have the potential to influence or manipulate projects and the procurement life cycle that includes a lack of trained personnel, procurement and financial controls, and compliance measures in place—can undermine the design and implementation of an anti-corruption and procurement fraud approach. Since procurement fraud and corruption continue to develop in scope, scale and creativity, the risks, typologies and routes to mitigation should be regarded as part of a constantly assessed and updated approach.

Creating an anti-corruption and counter procurement fraud approach should provide an awareness of the criminal risks within an organisation’s procurement and associated processes and reinforce the importance and vital role of leadership, ethics, professionals and staff in building an anti-corruption culture to protect organisational revenues and reputation.

Individuals working within this environment—whether as leaders or managers, professionals working within compliance, risk, procurement, finance departments or other parts of an organisation that can be impacted by fraud or corruption or are required to introduce prevention-control measures or response to corruption risk—can be hindered by various challenges or competing priorities. These issues can be compounded where an organisation has been the target of procurement fraud or corruption and it is not fully understood how a framework that will identify and prevent future illicit activity can be introduced or updated. 

To understand the internal challenges facing an organisation, it may be necessary to ask difficult questions. Is there a lack of expertise within an organisation that could help understand what controls should be in place, or of adequate knowledge and capability to introduce prevention measures or assess the performance of any anti-corruption approach? Do leadership question the cost implications in implementing a compliance programme or the value of an external review of the current anti-corruption approach? Is there a perception by managers that there will be project delays and cost implications of the perceived bureaucracy if a counter procurement fraud programme is introduced, or is this a tactic used by corrupt individuals to influence normal compliance or monitoring processes?

Who is this book for?

This book has been put together to outline the main procurement fraud risks and explain how to assess and introduce mitigation. The design of this approach, which considers available data and how it can be used to continually assess, identify and mitigate procurement fraud risk, can be used by professionals who work in procurement and associated roles, which might include finance, quality assurance, project management and civil engineers.

Professionals working within the compliance or audit fields can increase or refresh their knowledge in this area of expertise, and when considering recommendations for identified risk as part of an organisational review can consider this framework approach to support recommended actions to mitigate current or future risk.

Background to the approach

Having worked in the corruption and procurement fraud environment for over 25 years in various roles and sectors, including the investigation of high-value and complex corruption cases that highlighted the diverse methods in which corruption is used to commit other crimes, such as procurement fraud, what is evident is that investigation alone will not stop corruption occurring again in the future.

The intelligence field in law enforcement taught valuable lessons when it came to the identification of data sources, collection of information on crime risk and the methods in which it can be used to assess risk and introduce a proportionate mitigation response. At an operational level, intelligence can assist in the development of criminal investigations and identify its scale or crime network to support managerial decision making for staff, resources and budgetary requirements, and at a strategic level it can help plan and introduce a long-term response to risk mitigation. This approach can be used in all sectors and be adapted to the size and complexity of an organisation.

It is only the understanding of which data sources can be used to analyse fraud and corruption risk, and the collection of this data, that can help build a risk picture, so that any organisation can more accurately determine its level of risk and plan its approach to prevent future threats.

Having seen the lack of connection between risk identification, investigation and crime prevention within public- and private-sector organisations—including information-sharing and the assessment and review of corruption and procurement fraud risk—meant that many organisations were more likely to have a repeat of these events and methodologies. In 2014 having led the British Standard Working Group to create ‘BS10501: Guide to Implementing Procurement Fraud Controls’, it became clear that introducing a framework approach to prevent procurement fraud and corruption creates a greater opportunity to identify and mitigate risk.

Using frameworks for assessing methods of preventing procurement fraud and corruption has been an integral part of our approach to risk mitigation, regardless of whether the task was to look at the risk of revenue loss of a specific bribery or fraud suspicion or to provide training to key leadership and management. Taking an assessment approach in all counter-fraud or corruption activities ensures that a framework approach is up to date.

Teaching a framework approach within education programmes and outlining the typologies and fraud and corruption methods, including which areas should be considered to detect and prevent future risk, are powerful tools that have assisted organisations assess and uncover the level of insider threat and gaps in mitigation. These programmes and evaluation methods have helped various organisations introduce capabilities that have included compliance departments and field compliance teams, national training programmes to assist staff reporting on current risks, whistleblower hotlines, and data management departments to collect and assess an organisation’s data sources to determine the level of bribery risk and assist national reporting requirements.

In the following chapters a 4-Pillar framework that contains a 16-step approach to identify and prevent corruption and procurement fraud risk is discussed in detail and looks at how to introduce a framework that builds on the foundation of education, data collection, risk assessment and the coordinated response and implementation of a change management process. Planning and following this approach one step at a time, collecting all available data, will additionally assist in assessing the challenges and performance measurement in each area. This information can then be used in later steps when designing a strategic response.

Global figures

In attempting to understand the financial impact that procurement fraud and corruption can have at an organisational or national level, we must first contemplate some of the global estimated figures that have been published.

1. Experian (2017)1 published its findings on fraud in the United Kingdom and estimated that procurement fraud equates to an estimated £121.4 billion, which is 4.76% of the total expenditure of all sectors. Even if the percentage of fraud is inaccurate, a fraction of this amount still constitutes a significant loss to procurement fraud, and in countries that have larger volumes and values of procurement, or have weaker control measures, there is a likelihood that the percentage of financial loss will be greater.

2. One of the typologies of procurement fraud concerns counterfeit products. The Organisation for Economic Cooperation and Development (OECD)2 estimates that such products constitute approximately 3.3% of global trade or $590 billion annually.

3. The Department of Justice (DOJ)3 in the United States of America released its annual report of civil recoveries for fraud and false claims against the US in 2020, showing recoveries of $2.2 billion in settlements and judgements.

4. The International Monetary Fund4 confirmed that if all countries were to reduce corruption, they could gain $1 trillion in lost tax revenues or 1.25% of global GDP.

5. The UK National Health Service Counter Fraud Authority estimates that it is vulnerable to £291.4 million worth of procurement and commissioning fraud annually.

6. In 2019 the World Economic Forum confirmed that corruption alone costs developing countries $1.26 trillion every year.

One of the challenges in quantifying these figures is that when you compare—as an example, the annual GDP value of national procurement compared to the national assessment of fraud loss—and then contrast this with detection values, prosecution amounts or financial recovery figures, there is a significant imbalance between estimated loss figures and detection and recovery amounts. If you base the value of a risk mitigation approach purely on the recovery of fraud losses, then in many cases you will likely not receive leadership agreement when the enhancement of a compliance capability is necessary.
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The 4-Pillar framework

There is no one approach that will identify and prevent corruption and procurement fraud risk completely. The investigation and prosecution of allegations may prevent further cases in the short term; however, where organisations and sectors have large spend and significant volumes of procurement, greater emphasis needs to be placed on designing a framework that has a structured and comprehensive approach to risk. 

In the 16-step 4-Pillar approach, each step is connected to the next and should be followed as a coordinated methodology. Taking this approach will not only assist in the greater understanding of the typologies of corruption and procurement fraud and where an organisation can be targeted, but will also identify where the weaknesses in the risk framework are.

Identifying and understanding the benefits and the results of each step of the process is an important part of maximising the performance of each step, which will improve the results of the risk assessment, decision-making and change management process.

KEY ELEMENTS

The 16 steps can be broken down into four key elements: risk planning, risk assessment, prevention and detection approach and the change management and performance of the introduced counter-fraud and corruption measures.

Planning

The design of a counter-fraud framework starts with risk planning—specifically, with the assessment of the anti-corruption and procurement fraud structure currently in place within each organisation.

Areas assessed as part of the planning stage start with risk identification, including finance, procurement, security and asset management procedures and the compliance framework currently in place that identifies and prevents fraud and corruption.

The focus on building an anti-corruption culture and community through communication and engagement can help the assessment of an organisation’s risk and its ability to enhance its risk identification and prevention approach. This initial planning stage will clarify the framework structure currently in place or whether part of an external audit can be used to assess the health of an organisation’s counter procurement fraud framework.

Risk Assessment

Identification of risk is an essential part of developing an organisational and national risk profile. Training on the typologies of corruption and their links to fraud and other financial crime is an important part of risk identification and preventing corruption.

Understanding which internal data sources can be used to profile risk within each organisation, and whether this information can be accessed, centrally collated and analysed, will help build a more accurate risk assessment.

To create an efficient and effective process that assists regular and ongoing assessment of risk, constructing a risk model that outlines relevant areas to be considered—including individuals, departments and stakeholders understanding their role and responsibility within the framework—is integral.

Prevention and Detection Approach

Documenting the risks identified as part of the risk assessment process is the starting point in introducing a decision-making and change management process. Having a regular or continual process of detection through data analysis and audit can help identify areas of risk and assist in the monitoring and enhancement of control measures.

Introducing a central decision-making group of leaders and managers to respond to identified risks, help enhance a change management process and promote transformation into an anti-corruption culture can make a significant impact.

Change management

Introducing a formal process of individual and department responsibilities for a coordinated response where fraud or corruption risk is identified is an important part of an effective and cohesive risk mitigation framework.

Using a strategic approach to risk and an organisation’s anti-corruption framework supports long-term planning and a continual improvement process.

Collecting data to monitor and measure the performance of an counter-fraud framework is an important part of continual improvement. Introducing training and awareness as part of continual learning and introducing awareness where new risks are identified ensures a greater opportunity to identify risks and gaps in an approach to risk.


	
		
		
		
	
	
		
	
	STEP


	
	APPROACH


	
	BENEFITS & RESULTS


		

	
	
		
	
	RISK PLANNING


		

		
	
	Step 1


	
	Anti-corruption approach questionnaire


	
	Documenting initial assessment of gaps in policies and procedures, expertise and capability, and systems and controls


		

		
	
	Step 2


	
	Policies and procedures


	
	Documenting current policies and procedures, including procurement, payment, asset management, security, quality assurance and counter-fraud


		

		
	
	Step 3


	
	Anti-corruption culture (communication and engagement)


	
	Proactive communication and engagement can act as a prevention approach by sending a strong zero-tolerance counter-fraud and corruption message


		

		
	
	Step 4


	
	Health check and framework


	
	Documenting steps 1 and 2 and gaps in the current approach, which can be used as the foundation of building the anti-corruption framework


		

		
	
	RISK ASSESSMENT


		

		
	
	Step 5


	
	Typologies


	
	Training and assessment of the typologies of corruption and their links to fraud will assist in understanding how and where an organisation can be targeted


		

		
	
	Step 6


	
	Ability to collect data


	
	Recognising the internal and external data sources that can be used to detect and profile areas of risk


		

		
	
	Step 7


	
	Risk assessment and profile


	
	Building a profile of current risks will assist year-on-year measurement and identification of new risks, which will assist response and change management


		

		
	
	Step 8


	
	Risk assessment model


	
	Identifying stakeholders and structures of engagement, including outputs required to build a strategic response


		

		
	
	PREVENTION & DETECTION


		

		
	
	Step 9


	
	Risk register and risk matrix


	
	Documenting and monitoring risks that can be used in reporting and a change management process


		

		
	
	Step 10


	
	Prevention measures


	
	Assessment of common control measures that should be in place to mitigate risk, including finance, procurement and compliance


		

		
	
	Step 11


	
	Detection measures


	
	Methods and techniques used to detect risk or control weakness


		

		
	
	Step 12


	
	Designated compliance group


	
	Decision-making and change management group implemented to introduce a coordinated response where suspicions of procurement fraud are identified 


		

		
	
	CHANGE MANAGEMENT


		

		
	
	Step 13


	
	Corruption response plan


	
	Document ownership and responsibility of leadership and management in decision-making and change management process


		

		
	
	Step 14


	
	Corruption & procurement fraud strategy


	
	Design of a strategic approach and long-term planning in response to the risk assessment


		

		
	
	Step 15


	
	Measuring and monitoring


	
	Assessing the performance of your framework, which includes increased reporting, data collection, training, risk identification and non-compliance


		

		
	
	Step 16


	
	Training and awareness


	
	To enhance and repeat the framework process, improving knowledge of new risks and reporting and prevention methods


		

	


CONTINUAL IMPROVEMENT

The 4-Pillar approach is not a one-off activity but should be a process that is under regular or continual review and is used as a process designed around an annual risk assessment. The framework is designed so that it can be used to continually improve an organisation’s approach to risk and its identification and implementation of control measures.
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CHAPTER 1 
Risk Assessment Planning Process


Designing an organisation’s approach and response to risk is an essential process in preventing procurement fraud and corruption. However, before taking the first step towards introducing a risk assessment process, taking stock of current policies and procedures, expertise, capability, and systems and controls in place is an important part of understanding the current framework in place and an organisation’s approach to risk. 

Once there is a documented picture of what is in place, you can then move to the next pillar in your approach of risk identification. Being able to compare a risk assessment against current control measures and compliance programmes will assist you to identify gaps in the current approach to risk and consider the measures that should be introduced to identify and prevent future corruption and fraud once a risk assessment has been concluded. The planning process is integral to the successful identification of risk and to introducing the correct controls and mitigation response.

Risk planning

Before any risk assessment can be carried out that might include the review of future projects, understanding what should be assessed and risks that can be considered must be introduced into the planning process. This process is necessary to design and build the structure of a risk framework to assess the people, process and control risks—specifically, who can influence or manipulate the procurement or payment processes—organisational control weaknesses or individuals who may be the target of bribery.

A planning process should be instigated and staffed by suitably qualified personnel. Its purpose  is to set out the parameters of the risk assessment process and areas to be reviewed, along with a process of documenting risks and recommendations that update and enhance the current risk framework. 

Key staff who will lead, coordinate and implement the risk framework should also be identified within each organisation. This will support the overall coordinated approach and implementation of the organisational or national risk framework, including the ongoing risk assessment process. 

One of the risks regularly seen when reviewing organisations is that when interviewing the leadership team about organisational policy and procedures, they tend to quote what the policies and procedures are, and not what happens in practice, either because they want to give an impression of compliance—that they know what is going on—or they don’t see the importance of counter procurement fraud or the potential or actual financial impact. Therefore, to understand the differences between what is documented and how it is implemented in practice, it is important to interview staff who work in departments that implement policy and procedures. This will give greater clarity to compliance concerns, gaps in control measures and how they can be manipulated or influenced.

Structure

At the planning stage, to assess how the current framework is implemented across an organisation, where applicable, the following information must first be identified and understood. This includes:

1. size and structure of an organisation, including country and international operations

2. activities of the organisation

3. supply chain and asset management structure

4. type and scale of project activity

5. procure-to-pay data management process

6. an organisation’s ability to collect, analyse and disseminate data

7. the current counter procurement fraud framework in place

8. an organisation’s ability to introduce a procurement fraud risk framework across all relevant areas

9. the ability to assess risk and identify gaps in the organisational risk framework

The focus of an initial assessment will depend on what has been introduced as part of an organisation’s procedures and compliance programmes. However, areas that should be assessed as part of the planning process might include:

1. procurement and financial procedures and control measures

2. compliance and counter-fraud policies and procedures

3. asset management procedures

4. physical and ICT security procedures

5. quality assurance, including procedures for product and equipment failures

The below risk mitigation approach questionnaire is not intended to be a complete list of checks to identify and prevent corruption and procurement fraud risk but is a starting point for areas to consider as part of an initial assessment of the counter-fraud approach in the planning process. Once answered, the information can then be used to map out the current framework and approach to fraud and corruption risk.


	
		
		
		
	
	
		
	
	RISK MITIGATION APPROACH QUESTIONNAIRE


		

		




	
		
		
		
	
	
		
	
	PLANNING


		

		
	
	Does the organisation have an anti-corruption policy?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Do you have appropriately qualified personnel to conduct a risk assessment to identify which activities or other aspects of the organisation’s business have corruption risk?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have identified anti-corruption stakeholders with defined roles, responsibilities and expectations?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have an anti-corruption response and control measures?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	To what extent have an anti-corruption responses and control measures been implemented by the organisation?


	
	
		

		
	
	Is there a documented anti-corruption strategy?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Has the organisation designed and implemented a corruption risk framework  to meet organisational requirements?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have a continuous improvement cycle?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have an anti-corruption review process?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Has the organisation conducted an anti-corruption review?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Describe the organisation’s review processes for anti-corruption policies, procedures, systems and controls and expertise, capability and management structure, including agreed intervals.


	
	
		

		
	
	Does the organisation have funding to plan, implement, monitor and review corruption risk and controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have personnel to plan, implement, monitor and review corruption risk and controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have equipment and materials to plan, implement, monitor and review corruption risk and controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are all internal and outsourced staff who are to be involved in the procurement process subject to appropriate background checks (e.g. financial checks, confirmation of identity, referee checks, conflicts of interest and criminal record checks)?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have a procurement card policy and are these processes transparent and auditable?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are bribery and corruption risk documented in the organisational risk register and reported to the audit committee?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comments:

	 

	 

	 


		

		
	
	ASSESSMENT OF RISK


		

		
	
	Are there procedures in place to assess the risk of corruption to its existing and proposed procurement and supply chain activities?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are there procedures in place to assess whether policies, procedures and controls are adequate to mitigate corruption risk?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is the timing and frequency of risk assessments defined by the organisation?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are you able to define who within the organisation, including projects, can influence the procurement process?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is the organisation able to identify, retain, collect and analyse its own sources of data to assess the level of risk?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have an anti-corruption plan and strategy?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are the organisation’s anti-corruption plans, policies, procedures and strategies adequately communicated?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is adequate due diligence conducted on all suppliers?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Has a review been conducted of control risk areas within the purchasing process (life cycle), including business requirement (i.e. identification of need through to end of life and disposal of assets)?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is action taken against any breach of the procurement process or related internal policies by staff who work in risk areas?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is information recorded and centrally held where there has been a breach of policy or procedure?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Are performance bonuses, performance targets and other incentivising elements and remuneration reviewed to ensure that there are reasonable safeguards to prevent these from encouraging bribery?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is there an end-to-end corruption risk review conducted within projects and how is it documented?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comments:

	 

	 

	 


		

		
	
	SCOPE OF CONTROLS


		

		
	
	What bribery and corruption controls does the organisation have in place with new and existing suppliers?


	
	
		

		
	
	What controls does the organisation have in place to ensure that it can purchase materials and services of the required quality, in the correct quantity and delivered to the right place at the right time from a legitimate source at an appropriate price?


	
	
		

		
	
	What processes are in place to test the anti-corruption controls to ascertain whether they are sufficient and being consistently applied?


	
	
		

		
	
	What procurement and other controls does the organisation have in place to mitigate the risk of the organisation, its personnel or others acting on its behalf committing bribery?


	
	
		

		
	
	Does the organisation have adequate financial controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	What financial controls does the organisation have in place to mitigate the risk of the organisation, its personnel or its suppliers committing or being a victim of bribery or corruption?


	
	
		

		
	
	Does the organisation monitor supplier compliance with quality-assurance requirements, which might indicate the provision of poor-quality goods, works or services or product substitution?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have auditable records that accurately document quality assurance?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Is particular attention given to those who have influence over the procurement process or access to financial information at a higher-than-usual level?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation conduct no-notice audits as part of the procurement fraud and corruption controls where there is a specific area of risk within an organisation?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	How are significant matters identified within audit reports, including any recommended corrective actions or improvements reported?


	
	
		

		
	
	Is this information centrally held and response coordinated?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comments:

	 

	 

	 


		

		
	
	COMMUNICATING POLICY & CULTURE


		

		
	
	Has top management communicated that they and the organisation have adopted an anti-corruption policy and controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Has this statement and policy been communicated to all the organisation’s personnel and suppliers and been published on the organisation’s intranet and public website?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	What procedures does the organisation have that ensure that all appropriate and relevant personnel receive applicable guidance on business ethics, corporate governance or similar?


	
	
		

		
	
	Does the organisation have a corruption or procurement fraud response plan?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have a conflict-of-interest policy?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the organisation have procedures that provide that conditions of employment require personnel to comply with ethics and anti-corruption policies?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comments:

	 

	 

	 

	

		

		
	
	TRAINING & AWARENESS


		

		
	
	Does the organisation have adequate and regular anti-corruption training that includes up-to-date risk and methods of mitigation?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	What education, training and awareness does the organisation provide its staff who are responsible for implementing the procurement and anti-corruption controls or who could encounter bribery or corruption as part of their duties?


	
	
		

		
	
	Is anti-corruption training and awareness provided to suppliers?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does the training cover corruption indicators, risks, response plans, reporting and awareness of the organisation’s anti-corruption controls?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Has the organisation produced and issued guidance on its procurement methods and controls to staff who might be involved in the procurement process?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comment:

	 

	 

	 


		

		
	
	LEADERSHIP & MANAGEMENT


		

		
	
	What resources does the organisation use to implement procurement and anti-corruption controls, including personnel, funding and equipment?


	
	
		

		
	
	Is the anti-corruption policy approved by top management?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Does top management receive and review information about the content and operation of the organisation’s anti-bribery management system?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Who is responsible for the management of compliance with procurement and anti-corruption controls? This person (people) should oversee the implementation/management of the procurement system.


	
	
		

		
	
	Is vetting of individuals upon promotion or moving to higher-risk positions conducted?


	
	 ◻ Yes


	
	 ◻ No


		

		
	
	Comments:

	 

	 

	 


		

		
	
	REPORTING PROCEDURES


		

		
	
	What procedures does the organisation have that enable personnel to report attempted, suspected or actual bribery or corruption, or any breach or weakness within the procurement or anti-corruption controls, to the appropriate person within the organisation (either directly or through an appropriate third party)?
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