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Introduction


The unexamined risk


You can’t help but feel a bit sorry for Tony Hayward. When he joined BP as a young geologist in 1982, the thought of one day becoming CEO of one of the world’s top ten companies must have seemed like a distant pipe dream. He spent his whole career working his way up the corporate ladder and finally the dream came true. In May 2007, he was appointed CEO. Then, two years later when the Deepwater Horizon rig exploded in the Gulf of Mexico, the dream became a nightmare. Within five months, he was out of a job.


BP was Tony Hayward’s life. He met his wife, Maureen Fulton, at BP while she was working there as a geophysicist. He travelled the world on expatriate assignments for the oil major, living in a wide range of countries including China, Vietnam, Mongolia, Colombia and Venezuela. His seven years in Latin America had an impact on his personality and he ‘learned to think with [his] heart and not just [his] head’.1 When he finally took over from Lord Browne as CEO, he was keen to demonstrate a change in style. Where Lord Browne, nicknamed the ‘Sun King’, had run BP with an imperious, dictatorial style, Tony Hayward wanted to introduce a more collegiate atmosphere. He turned his predecessor’s palatial suite of offices into meeting rooms and moved into something smaller and more modest. Out went the expensive art collection, replaced by low-key photographs of his family and his hobby, sailing.


Tony Hayward’s style was relaxed and down to earth; he had a boyish enthusiasm and a smile that was almost cherubic. He had a team approach to management, listening to opinions and trying to find a group consensus. He spoke in a straightforward way. His responses were often unguarded, informal and passionate. The stereotypical CEO is an egotistical monster, surrounded by a fawning court of ‘yes’ men, living in a bubble of complacent narcissism and mouthing a stream of bland pre-processed cant. Tony Hayward was the opposite: a CEO who was almost human. Sadly, this was the root cause of his subsequent downfall.


The Deepwater Horizon was a drilling rig, built in South Korea, owned by Swiss-based Transocean, and registered under a Marshall Islands flag of convenience to reduce operating costs. In February 2010, it was chartered by BP at a cost of $96 million to spend a month drilling a 10-km-deep exploratory well in the Macondo prospect in the Gulf of Mexico, 66 km off the coast of Louisiana. Drilling actually took two months and the well was finally completed in April. The wellhead was cemented over by the subcontractor, Halliburton, blocking it off until another specialised rig could be brought in at a later date to begin extracting the oil. On 20 April, several BP managers gathered together on the Deepwater Horizon to conduct a short ceremony to celebrate seven years without an injury on that rig. With the cruellest of ironies, at 9.45 p.m. that same day a blast of methane gas came shooting up the wellbore onto the deck of the rig, triggering a huge explosion that killed 11 workers and injured a further 17. The fire raged for another two days before the whole rig sank beneath the waves on 22 April, which, in another ironic coincidence, happened to be Earth Day.


What followed was a PR nightmare. For 87 days, in the inky silence of the ocean, 1.5 km below the surface, the well spewed forth its noxious plume of oil. Above the surface, it was all colour, sound and fury. TV screens worldwide were filled with pictures of oil-covered pelicans, beaches befouled with tar, dead baby dolphins washed up on the shoreline and trusty, local fishermen bemoaning the loss of their livelihoods. Efforts to cap the well traced an arc of heroic failures that could have been scripted in Hollywood. First, BP tried remotely controlled submersible robots, which failed. Then it tried deploying a containment dome, a massive inverted funnel that could gather and direct the oil safely to the surface, but this became blocked by gas crystals in the intense cold. Then came a succession of improbably named fixes like the ‘Top Kill’ and ‘Top Hat Number 10’. They also failed.


For environmentalists, the proposed remedies were almost worse than the disease. They included extensive spraying with toxic chemicals to disperse the slicks and releasing genetically modified microbes into the ocean to digest the surplus oil. It was even suggested that a nuclear bomb could be used to permanently seal the well. In the end, a second relief well had to be drilled to relieve the pressure. This then allowed cement to be pumped into the original hole, sealing it off. Finally on 19 September, the well was effectively plugged, stopping the oil spill for good.


The causes of the accident were the subject of much acrimonious debate and finger pointing. Was Halliburton to blame for doing a faulty cement job? What about the blowout preventer, which manifestly failed – a device designed specifically to avoid this type of accident, and built by Cameron International Corp? What about Transocean? It owned the rig and it was Transocean engineers who replaced the drilling fluid with seawater that was insufficiently dense to contain the methane gas. The court cases to apportion liability for the disaster are still rumbling on today. At the time, and in the mind of the American public, there was only one villain in the piece – BP – and sitting at its head was Tony Hayward.


Drilling for oil offshore is a risky business. The last major disaster had been the explosion on the Piper Alpha platform in the North Sea in 1988, which killed 167 rig workers. In that case, in a neat reversal of the Deepwater Horizon episode, it had been a US oil company, Occidental, drilling in UK territorial waters. Two days after the accident, Arnold Hammer, the chairman of Occidental, had tea with Prime Minister Margaret Thatcher. They then stood together on the steps of Number 10 while the prime minister told the press ‘what a wonderful man’ Hammer was.2 The press was full of sympathy for the victims and their families and admiration for the derring-do of Red Adair, the Texan firefighter who eventually put out the blaze.


Twenty-five years later, when Tony Hayward was in the hot seat, that was not the way it played out at all. No cosy chats with President Obama for him. Instead, Obama was open and scathing in his criticism of BP’s CEO. The public mood was uniformly hostile and the president, recalling George W. Bush’s Hurricane Katrina fiasco, was keen to appear on top of the crisis and to bash whatever scapegoat was to hand. If it was a foreign multinational, then so much the better.


Tony Hayward made an easy target and a series of PR gaffes just made his situation worse. One of the first comments he made to the press was, ‘The Gulf of Mexico is a very big ocean. The volume of oil and dispersant we are putting into it is tiny in relation to the total water volume’.3 A sensible, measured, top-down view and one that was scientifically correct, but it was completely at odds with the public mood. In the same interview, he was asked if he thought his job was on the line. He replied, ‘I will be judged by the nature of my response.’


Judged he was. A week later, he was forced to revise his opinion, telling CNN that the oil spill was ‘an environmental catastrophe’. Soon after, in a TV interview on 30 May, he tried to express his empathy with the victims of the oil spill: ‘We’re sorry for the massive disruption it’s caused to their lives. There’s no one who wants this thing over more than I do; I’d like my life back.’ It was an unguarded comment in which he was trying to express his emotional involvement with the crisis. It was also a PR disaster. He was roundly condemned for appearing selfish; what about the lives of the people who had died in the explosion? From then on, it just got worse. Grilled by a Congressional hearing, he appeared evasive and unco-operative. He read from a prepared statement and often replied ‘I can’t recall’ or ‘I can’t answer that question’. Taking his only day off after two months of extreme stress, he was then photographed on his yacht sailing in a race around the Isle of Wight, which made him appear aloof and uncaring. It was all getting to be too much. On 23 July 2010, BP issued a statement declaring that Tony Hayward had the full support of the board,4 but five days later they had changed their minds and announced that Bob Dudley would take over as CEO.


That’s the way it all ended for Tony: first with a bang and then with a whimper.* He was a decent man caught up in a corporate crisis not of his own making, and whose reaction to it was probably similar to what you or I would have done in his shoes. It was a crisis that came as a Bolt from the Blue.


This book is about corporate crises; where they come from, what form they take and what you can do about them. There are plenty of useful lessons to be learned, as we will show through examining various case studies. They all start the same way, though – with a cloud on the horizon, at first no bigger than a man’s hand, which soon transforms into a deadly tempest. In BP’s case it was not, strictly speaking, deadly in a corporate sense. The company survived and Tony Hayward soon got another job in the oil business running Genel Energy, an adventurous start-up with operations in northern Iraq.


The next crisis we will look at did prove to be deadly. Enron was founded in 1985 when Kenneth Lay merged two Texan gas utilities: Houston Natural Gas and InterNorth. The deregulation of the gas sector created a new market for energy trading, which Enron enthusiastically embraced. Where previously gas had been sold through long-term fixed contracts between suppliers and consumers, the newly deregulated energy markets allowed middlemen like Enron to trade contracts on a short-term basis, which allowed better price discovery and more efficient matching between supply and demand. It also ushered in a host of new financial instruments to hedge against future price fluctuations. As a result, the gas utility sector, famously a shrine for the staid and the stolid, was injected with a shot of casino hocus pocus and brokers’ brio. At the forefront of this transformation was Enron.


Revenues skyrocketed. In 1996, Enron’s revenues totalled $13 billion. In just four years they increased more than tenfold, to $140 billion, taking Enron to number 6 in the Fortune Global 500 in 2001. The company was showered with praise; it was a darling of the stock analysts on Wall Street and Fortune magazine named it ‘America’s Most Innovative Company’ for six years in a row. Such stellar growth seemed almost too good to be true. In fact, it was. But Enron was aggressive in defending its reputation, bullying analysts and journalists who dared to criticise it so that no one dared to question whether the emperor actually had any clothes. It was only later, when the company declared bankruptcy in December 2001, that the truth came out: the company’s accounts were a complete fiction.


The two main pillars of any set of accounts are the balance sheet and the profit and loss account (P&L). The point of this ‘stereoscopic’ view, a static snapshot of assets and an annual summary of profits, is that it gives a complete description of the state of the company. There is nowhere to hide. Changes in one can be tracked through the cash flow statement to an impact on the other. But in Enron’s case, both the balance sheet and the P&L account were such elaborate confections that even a Parisian patissier would have been proud.


The first way in which Enron distorted its accounts was in the recognition of revenue. When a manufacturer sells a widget, the value of the widget is booked as revenue and the costs such as raw material and labour are subtracted to determine the profit. It is different for service companies; someone acting as a broker or middleman only books the agency fee as revenue. Let’s say an estate agent sells you a house for £1 million,* on which he earns a fee of 3 per cent, or £30,000. The normal practice would be to book the £30,000 as revenue, not the total value of the transaction of £1 million. However, Enron was booking the total value of the transaction as revenue, not just the fee, which is why its revenues looked so enormous. Had it used normal accounting practice, its revenues would have been something like $7 billion in 2001 rather than $140 billion, a fairly sizeable difference.


The second distorting trick on the P&L was to use ‘mark-to-market’ accounting. Normal accounting practice is to recognise revenue after a service has been provided and the cash has either been collected or is about to be in the very near future. Mark-to-market accounting deviates from this principle. Let’s say Enron sold a ten-year fixed-price contract for gas to a customer and then immediately went into the derivatives market and hedged his exposure, thereby locking in his profit. Enron then held two contracts, one for the customer and one for the derivatives, which ‘guaranteed’ a stream of profits over the next ten years. In theory, it did not matter if the gas price fluctuated during that period since the derivatives contract would compensate for any losses on the customer contract and vice versa; the risk was hedged. Enron argued that the future revenue stream on the deal, cooked up in five minutes on the trading desk, should be recognised now rather than gradually over the next ten years. Once this principle was established, Enron was free to make its revenue figures whatever it felt like. Since the only people who knew how to value these complex derivative structures were the traders who were selling them, it was a licence to cook the books at will.


The balance sheet was an even greater work of fiction. The CFO, Andrew Fastow, created a confusing array of special purpose entities with lurid names such as Jedi, Chewco and Raptor V. These looked like they were legitimate third-party entities but were in fact controlled by Fastow, who even had the gall to collect a personal fee for setting them up. With these special purpose entities in place, massaging the balance sheet was simple. Assets and liabilities could be shuffled between Enron and these other vehicles whenever was convenient. When an asset was sold, Enron was effectively buying it from itself at whatever price Fastow cared to invent.


The problem with cooking the books is that, once you start, you have to continue. Next year’s figures need to look better than last year’s, so you cheat a little bit more. This went on for a six-year period until the bubble finally burst. Enron filed for bankruptcy and the fraudulent activity of the senior management was exposed for the entire world to see. Kenneth Lay, the CEO, had been selling his Enron stock heavily in the months before the bankruptcy and managed to net himself $20 million in proceeds while at the same time reassuring the outside world that all was fine. The poor employees, all 17,000 of them, saw their pensions wiped out as their pension fund was fully invested in Enron stock that proved to be worthless. The disgust the public felt at the CEO’s behaviour was best expressed by Senator Byron Dorgan in a Senate Committee Hearing into the scandal:


In the Titanic, the captain went down with the ship. And Enron looks to me like the captain first gave himself and his friends a bonus, then lowered himself and the top folks down [into] the lifeboat and then hollered up and said, ‘By the way, everything is going to be just fine.’


This book is about unexpected crises. For the senior management at Enron, the bankruptcy did not come as a surprise. They had been deliberately, carefully and systematically defrauding the public for a number of years and must have known that they would be found out in the end. So the moral of this story is not really focused on Enron but instead concerns another company, a well-regarded pillar of the corporate landscape for whom the Enron bankruptcy was a fatal blow. For this company, the Enron scandal was a crisis that did come ‘out of the blue’. The crisis ended abruptly its proud 90-year history. The company was Arthur Andersen.


Arthur E. Andersen founded his eponymous accounting firm in 1913, just before the First World War. Orphaned at 16, he put himself through night school by working as a mailboy and became a certified accountant. The core values that he demonstrated at this young age were embedded in the firm that he founded: rectitude, discipline, honesty, hard work and attention to detail. He ran the firm until his death in 1947 and held one particular principle to be of paramount importance: the customer is not always right. Andersen believed the prime responsibility of the accountant was to the investor and not to the client who was paying for the service. When faced with the choice between signing off on a misleading set of accounts or losing a major client, he always picked the latter. Several high-profile clients were shown the door during his reign. The governing mantra was probity before profits.


All this began to change in the 1970s with the growth in Arthur Andersen’s consulting business. Giving advice to companies was far more lucrative than balancing their ledgers; management consultants could charge much higher day rates than accountants. To begin with, the new division focused on advice about IT systems but soon broadened into all areas of management consultancy so that, by the 1990s, the bulk of the firm’s revenues came from giving advice, with the traditional audit partners seen as the poor relations.


The difference in culture between the two sides of the business was the cause of much friction. A consultant, in a popular aphorism, is a man who borrows your watch to tell you the time. Companies often hire consultants not because they don’t know what to do, but because they have already decided what to do and want an external third party to ratify it. A cynic would say a management consultant is there to tell the client what they want to hear and the more they charge, the better that ‘independent’ advice is. This is in complete opposition to the role of an auditor who is certifying to the general public that the company’s books are kosher. A consultant is there to develop management’s vision; an auditor is there to challenge it. Slowly, as the consulting side became more and more successful, values became eroded and the founding culture undone.


Relations between the two sides of Andersen’s business became increasingly acrimonious, leading to a split in January 2001, when Andersen Consulting renamed itself Accenture. But the damage was already done. Within nine months, Andersen found itself at the centre of the Enron scandal. David Duncan, the audit partner who had run the Enron account since 1997, ordered his staff to start shredding thousands of documents and deleting emails related to Enron. He was fired by Andersen in January 2012. But if the accounting firm hoped to make him a scapegoat, this strategy backfired when Duncan plea-bargained his way into becoming the star witness for the prosecution. Chapter 4 on rogue employees examines the dangers of adopting a ‘scapegoat’ strategy in more detail. Once the details of Enron’s fraudulent behaviour and the fictitious nature of its accounts became public, Andersen’s reputation was completely destroyed. Arthur Andersen surrendered its CPA licence on 31 August 2002, meaning it could no longer sign off public accounts and therefore could no longer operate. At a stroke, 85,000 employees lost their jobs; one rogue partner colluding with a fraudulent client had just destroyed a highly respected part of the American corporate establishment.


Honest accounting is a key foundation stone of the whole edifice of capitalism in the West. These foundations had been badly shaken by the Enron scandal and the implosion of Arthur Andersen. The public was scandalised and a regulatory response was swift in coming. The Public Company Accounting Reform and Investor Protection Act was passed by the US Senate in July 2002, better known as the Sarbanes–Oxley Act, or SOX for short. The Act aimed to improve the veracity of corporate financial statements; it also introduced stricter penalties for fraudulent financial activity and the requirement that senior management personally sign off on the accuracy of their financial statements.


To some, this regulatory cure was worse than the disease. As is often the case with regulation, a well-intentioned law has unintended consequences. As a result, the regulatory burden increases but the problem still is not fixed. Fairly soon, new legislation is required to deal with the consequences of the first Act and the cycle begins again in an ever-increasing spiral of red tape. So it proved in this case. Eight years after Sarbanes–Oxley, an even more weighty corpus of legislation, the Dodd–Frank Act, was passed by Congress in a further attempt to improve accountability and transparency in the corporate world, stem fraud and protect investors.


The Wall Street Journal has been particularly critical of the Sarbanes–Oxley Act. In an editorial on 21 December 2008 it stated, ‘The new laws and regulations have neither prevented frauds nor instituted fairness. But they have managed to kill the creation of new public companies in the U.S., cripple the venture capital business, and damage entrepreneurship.’ More recently, on 4 January 2012, it returned to this theme in another editorial, stating:


For the third year in a row the world’s leading exchange for new stock offerings was located not in New York, but in Hong Kong. . . . Given that the U.S. is still home to the world’s largest economy, there’s no reason it shouldn’t have the most vibrant equity markets – unless regulation is holding back the creation of new public companies. On that score it’s getting harder for backers of the Sarbanes–Oxley accounting law to explain away each disappointing year since its 2002 enactment as some kind of temporary or unrelated setback.


America likes to see itself as the ‘land of the free’ but in fact is one of the most regulated societies on earth. If ‘freedom’ is interpreted to mean the freedom to do anything you like without regulations getting in the way, then the best candidate for the soubriquet of ‘land of the free’ is probably Somalia. In a similar vein, if regulation is intended to reduce risk, from a corporate perspective it often actually increases it. The conventional view is that emerging markets have fast-growing economies but are ‘riskier’ than traditional markets in the developed world. In fact, it is the risk in the developed world – the risk presented by the regulatory regime – that is most overlooked or underestimated. Regulatory risk is often the unexamined risk.


Look at the case of JPMorgan. When rumours of massive losses run up by a rogue trader dubbed the ‘London Whale’ first came to light in April 2012, JPMorgan’s CEO, Jamie Dimon, dismissed them as ‘a storm in a teacup’. This denial was soon followed by shame-faced acceptance when Dimon admitted a month later that the bank’s trading strategy had been ‘flawed, complex, poorly reviewed, poorly executed and poorly monitored’5 and had cost the bank more than $2 billion in mark-to-market losses. Even worse, these huge unauthorised positions on the London trading desk had breached compliance rules and the bank ultimately had to pay $920 million in fines to regulators including the Securities and Exchange Commission (SEC) in the US and the Financial Conduct Authority (FCA) in the UK. It also added 4,000 new compliance staff to make sure it stayed on the right side of the rules in future. Clearly, the risk is no longer just that a trader goes rogue and loses a stack of money. The regulatory regime itself is a risk; a peril on your home turf that can prove much more costly than an unsuccessful foray into a frontier market on the other side of the world.


In this book, we aim to look at all the different cardinal points of corporate risk in turn, as illustrated in Figure 1. The risk domain can be described by two axes: internal versus external and public sector versus private sector. Using this delineation, we can work our way around the compass of corporate risk, chapter by chapter. Chapter 2 is concerned with supply chain risk, whereby your organisation is required to carry the can for a subcontractor that has let it down. In Chapter 3, we look at regulatory risk, with an emphasis on extraterritoriality – the application of rules outside their national boundaries. For a multinational, it is no longer enough to follow the aphorism ‘when in Rome, do as the Romans do’. Now you need to ‘do as the Romans do’ even when you are not in Rome. In Chapter 4, we examine the way in which public opinion drives the introduction of new regulation and the difficulties of navigating between the rock of legislation and the whirlpool of the vox populi (voice of the people). Many companies find themselves caught in this vice between two forces over which they have little control: the rational world of the law courts and the emotive world of the court of public opinion. Chapter 5 focuses on risks inside the organisation in the form of rogue employees and whistleblowers. As the Arthur Andersen example shows, trying to scapegoat an individual in a crisis, even if he truly was solely culpable, rarely works nowadays. Those at the top are deemed responsible for every deck of the ship. Chapter 6 looks at the external threat presented by non-governmental organisations (NGOs) and Chapter 7 is all about the risks posed by cyber attack. But before all of that, in Chapter 1, we look at the key principles of crisis management. In the various crises faced by BP, Enron, Arthur Andersen and JPMorgan described above, some common mistakes were made from which some broad conclusions can be drawn about how to manage a corporate crisis. It is to this topic that we now turn.
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Figure 1


.


* Apologies to T.S. Eliot for the misquotation.


* If you aren’t wealthy enough yet to afford a house at this price, dear reader, then we fervently hope you soon will be…





CHAPTER 1



The five key principles of crisis management


When war does come, my advice is to draw


the sword and throw away the scabbard.


General ‘Stonewall’ Jackson, speech to cadets at


the Virginia Military Institute, March 1861


It is often said that ‘generals always fight the last war’. This is because they spend most of peacetime studying history and developing tactics for known threats. However, advances in technology change the nature of the battlefield. This means that their plans are generally obsolete from the moment a new war starts. No plan survives first contact with the enemy, as German General Helmuth von Moltke famously said.


The massed cavalry charge, which was so devastatingly effective in the Napoleonic era, became suicidal in the American Civil War. Smoothbore muskets had been replaced by rifles, which had a much longer range and could cut down a cavalry charge with ease. As a result, the cavalry spent most of their time dismounting and fighting on foot like infantry. These tactics were, in turn, undermined 50 years later as technology further developed.


The vulnerability of infantry was demonstrated in the First World War. Machine guns and fortified trenches gave defenders an overwhelming advantage. Advancing infantry was mown down like reaped wheat in the crossfire from the opposing trenches. The overwhelming strength of fortified defences was a lesson learnt at appalling expense, and paid for with the lives of millions of foot soldiers. French military planners, having learnt this lesson, built the Maginot Line in the 1930s: an impenetrable string of concrete fortifications and interconnected bunkers that ran the length of the Franco–German border. Unfortunately, it was trounced by Germany’s ‘blitzkrieg’ tactics in the Second World War. German panzer divisions simply went around the end of the Maginot Line through the Ardennes and Belgium. So, despite this impenetrable wall, France fell within six weeks. This was an inconceivable outcome to any soldier who had spent the First World War engaged in static trench warfare, just one generation previously.


Generals always fight the last war. At school my beleaguered history teacher, faced with an unruly class, would often quote an even more timeworn adage: ‘those who do not study history are condemned to repeat their mistakes’. But it seems that those who do study history are also condemned to making mistakes, particularly when a war or crisis looms. It’s not just generals who make this error. Several years on from the financial crisis of 2007, economic growth in the West is far from robust (particularly in Europe) despite interest rates being held at unprecedentedly low levels for an extraordinarily long period. This situation prompts many commentators to quip that ‘economists are fighting the last depression’. Through quantitative easing, central banks have flooded the market with cheap money by buying back government bonds. High interest rates were seen as the cause of the Great Depression of the 1930s. Central bankers, having studied history, have floored interest rates with unprecedented vigour but it doesn’t seem to be working. They may well be fighting the previous war.


As with generals and economists, so with corporate risk management. Every major company has a contingency plan in its bottom drawer to deal with a crisis such as the kidnapping of the CEO. It is sitting there, prepared in exhaustive detail by the business continuity and corporate security departments, ready to be pulled out at a moment’s notice. But the last time a CEO was kidnapped was in the mid 1970s. Technology has changed and risks have moved on since then. How many companies have a cyber security plan? Given the magnitude of this type of threat, the answer is – not enough. The death of a CEO, though tragic, is not fatal for the organisation. There is always a new CEO waiting in the wings. In contrast, the theft of critical intellectual property in a cyber attack could be a far more serious blow.


Ignoramus et ignorabimus


At a press briefing on 12 February 2002, the US Secretary of Defense Donald Rumsfeld was addressing the absence of evidence of weapons of mass destruction (WMDs) in Iraq. He offered the following argument in support of his decision to go to war:


Reports that say that something hasn’t happened are always interesting to me, because as we know, there are known knowns; there are things we know we know. We also know there are known unknowns; that is to say, we know there are some things we do not know. But there are also unknown unknowns – the ones we don’t know we don’t know.


This tortured and convoluted language is reminiscent of the muscular writhings of an octopus in a confined space; not unlike the tight spot that Rumsfeld found himself in. It prompted much hilarity and ridicule in the press and he was awarded the 2003 Foot in Mouth award as a result. But the point he was trying to make is both valid and important. It is more pithily summarised in the Latin phrase ‘ignoramus et ignorabimus’, meaning ‘we do not know and we can not know’.


A CEO never knows where the next crisis is coming from. Crises always come out of the blue, which is a tautological statement because it is its very unexpectedness that makes a crisis a crisis. So there can be plenty of contingency plans in the bottom drawer dealing with the ‘known knowns’ or even the ‘known unknowns’ but the crisis will blow in from the third area: the ‘unknown unknowns’ – the event that there is no plan for. In fact, an even more dangerous fourth area exists, which Rumsfeld overlooked. In order to untangle the writhing octopus, however, we need to express it in a different way.


The word ‘unknown’, used in this context, can mean two things: either that the observer is unaware of an event or that a particular outcome is unpredictable. So we can recast Rumsfeld’s statement using the two concepts of ‘predictability’ and ‘awareness’, as illustrated in Figure 2.


In the first quadrant are the ‘known knowns’. These are issues that a CEO is aware of and whose outcomes are fairly predictable. This is the quadrant where business planning is most effective and is the normal focus of management attention. A good example is next quarter’s revenue figures. Although some uncertainty always exists, most companies can predict these figures with a reasonable degree of accuracy. The issues affecting the outcome are fairly well known: new product launches, consumer demand forecasts, advertising budgets, the strength of competitors, major new customers on the horizon and marketing incentives are all somewhere in the mix. These factors are both well understood by management and fairly predictable and so can be modelled in a spreadsheet to produce a plausible forecast.
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Figure 2


The second quadrant, ‘known unknowns’, contains issues of which management is aware but that are inherently unpredictable. Examples include the risk of a catastrophic flood, a kidnapping, a terrorist attack, an earthquake destroying a key subcontractor’s facility or a coup in a foreign country. These types of risk are quite binary. The likelihood of them occurring is very low but if they did happen they would cause major disruptions. These issues would not normally be factored into a model forecasting future revenues. Rather, they would be addressed by business continuity planning. Risks are clearly higher here, but can be mitigated to some extent by examining a number of possible outcomes and conducting sensitivity analysis for each potential issue. In this way, some of the darkness of uncertainty can be partially illuminated.


The third quadrant, ‘unknown unknowns’, contains issues that no one has even thought of yet. They are not just unpredictable but, to make matters worse, no one is even aware of them. It is the third quadrant that Rumsfeld was trying to focus the media’s attention on. His argument was that, even though it was uncertain whether or not Saddam Hussein had WMDs, the risk warranted the decision to go to war. Invasion of Iraq was justified by the ‘unknown unknowns’; in other words, the threats of an unspecified nature that are not even suspected to be there.


A moment’s reflection will show that this is a pretty flimsy argument. First, since WMDs were actually specified, this must surely be a known threat: it belongs in the second quadrant not the third. Second, an ‘unspecified and unknowable’ threat is surely the opposite of justification because the latter implies a set of facts both specified and known. Put the other way round, the third quadrant in Rumsfeld’s logic could be used to invade any country in the world at whim, which may well have been his intention.


It is the neatest of ironies that Rumsfeld was undone by events in the fourth quadrant; the quadrant he did not even recognise or mention. These are the ‘unknown knowns’: facts that are known at some lower level in the organisation but of which the CEO is unaware. It was the scandal caused by the torture and abuse of prisoners in Abu Ghraib that led to his resignation. How fitting that the cause of his demise occurred in the place he least expected it – not among the ‘unknowns’ but among the ‘knowns’ he had overlooked.



RULE 1. Do not deny anything before you are in full possession of the facts


From a CEO’s perspective, the fourth quadrant is the most dangerous. Though the crisis will enter in the third quadrant, it is in the fourth quadrant that most damage will occur. The natural and most instinctive response to a crisis is denial, usually before the full facts have been established. When facts subsequently emerge that contradict the CEO’s initial statements, that CEO is dead meat. The general public will normally forgive an unforeseen event, but they will not forgive a cover-up. So for a CEO to deny things before they are in full possession of the facts is extremely dangerous. The first response in a crisis should always be to investigate the ‘unknown knowns’: what facts are known at a lower level in the organisation of which the CEO is unaware? What have the divisional managers and subordinates been hiding from them?


The egg cup and the pea


You will notice in the above diagram that the two axes have a key distinguishing factor. The ‘awareness’ axis lies inside management control while the ‘predictability’ axis does not. A CEO can always make themself more aware of the facts through better internal communications, red-flagging protocols and more thorough management reporting. However, this is not the case with the ‘predictability’ axis because, as Danish physicist Niels Bohr once wryly observed, ‘prediction is difficult, especially about the future’. The problem is compounded when you are dealing with a ‘non-linear’ system.


Most of the mathematical tools in common usage are linear in nature; in other words, the output is predictably proportional to the input. So for a simple equation like y = 3x + 1, once you know the input (x), you can calculate the output (y) by multiplying by three and adding one. This holds true regardless of whether the value of x – the input – is six or a million. In a linear system, the initial conditions are unimportant.


Everything you learn on an MBA course is based on linear mathematics, including accounting, probability theory, demand modelling, optimal pricing, profit forecasting and investment analysis. Unfortunately, the real world is non-linear. Here, initial conditions are very important and outcomes are unpredictable. The best way to illustrate this concept is to imagine a dried pea sitting at the bottom of an egg cup. This is an inherently stable linear system. If you randomly knock the pea in any direction, it will rattle around a bit but ultimately end up back at the bottom of the egg cup exactly where it started. Even though a bit of randomness occurs at the beginning, it is quite easy to predict the final outcome. Now imagine that you turn the egg cup upside down and carefully balance the pea on top. This is an inherently unstable, non-linear system. If you randomly knock the pea in any direction, it will roll down the side of the egg cup, bounce across the table, fall onto the floor and end up in the far corner of the room. The chance of you being able to predict where the pea will land is almost zero. A slight randomness in the input leads to an unpredictably wide range of possible outcomes. The pea inside the egg cup is on the left-hand side of the diagram (quadrants 1 and 4) ; the pea balanced on top of the egg cup is on the right-hand side (quadrants 2 and 3).


To use a slightly more complicated analogy, think of a game of billiards. In order to knock the black ball into the pocket, you must strike the cue ball so that it moves in a particular direction at a particular speed. You could theoretically calculate the correct angles and momentums involved using Newton’s laws, although, of course, a skilled player is doing precisely that instinctively by eye. The point is that a game of billiards is a linear system. Once you know the direction and speed of the cue ball, everything else is predictable. It is also repeatable. If, sometime later, you put all the balls back in exactly the same positions and played precisely the same shots, the outcome would be the same.


A non-linear system is a billiard table on a yacht. As the boat is gently rocked by the waves, the billiard table tilts in an unpredictable way. The shot you play is now very dependent on the initial conditions; are you playing slightly uphill or downhill? It is no longer predictable or repeatable. You have to take account of the slight slope on the table at the exact moment you strike the ball. Let’s compound the difficulty by supposing that the billiard table is not flat. Imagine the green baize covering an undulating landscape of shallow bumps and valleys. That is yet another complex environmental factor to take into account. The system is now so complicated that the only way to guarantee that the ball will end up in the desired place is to steer it there by continuously pushing it across the table.


By steering the ball across the table rather than just striking it once, you have introduced a control mechanism. The only way to get the required outcome from an unpredictable, non-linear system is by establishing continuous control based on some sort of feedback mechanism. That knowledge will not come as a surprise to any pragmatic CEO. It’s just a long-winded way of saying that complex systems, like companies, need steering to get the right results. Sometimes, in fair weather, only a light touch now and again on the tiller is needed. But, in heavy weather, steering the right course requires constant attention, making manual adjustments moment by moment in response to local conditions. That, in engineering terms, is what is meant by a feedback control loop.
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