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            PREFACE

         

         The Russian players in the story of Vladimir Putin and the West are typically seen as little more than names. And confusing ones at that. Petrov and Boshirov, Aslanov and Morenets, Prigozhin and Udod … we get lost amid unfamiliar surnames and patronymics. They feature in indictments. But who they are remains a mystery.

         In fact, the men who took part in the Kremlin’s mission to upend US democracy, and to wipe out traitors in the United Kingdom, are real individuals. Complex ones, with ambitions of their own, childhoods, backstories. Some are true believers; others, cynics. They are shaped by common experiences: the collapse of the Soviet Union; the resurgence of national pride under Putin; and the rise of what you might call a shadow state—a regime of spies operating in the darkness.

         These individuals have multiple identities. They roam across Europe and beyond. Russia has used them to wage an increasingly bold war, an asymmetric one featuring fake news, cyber intrusions, and the poisoning of our politics through dirty money. The tide of disinformation has been effective. Conspiracy theories have flourished not just in former communist territories but inside the White House. Meanwhile, Russia’s kleptocratic model has gained ground. The same traits of corruption and dissembling are visible in Washington. Shadow actors have bent foreign policy to their advantage.

         If the West is to push back against Moscow’s aggression, it needs to understand its adversaries better, lest recent history repeat itself. They are assassins and fathers; soldiers and husbands; hackers and lonely hearts.

         This is their untold story.
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            CHAPTER 1

            VISITORS FROM MOSCOW

            Moscow–London–Salisbury–Washington, DC MARCH 2018

         

         
            A wolf circling sheep.

            CHRISTOPHER STEELE ON VLADIMIR PUTIN

         

         The two men who got on a flight from Moscow to London didn’t look like assassins. They were dressed inconspicuously, in jeans and fleece jackets. Their names were Alexander Petrov and Ruslan Boshirov. At least that is what their Russian passports said. Both were about forty. Neither seemed suspicious. Businessmen? Or tourists maybe?

         The plane trundled down the icy runway. In Moscow the temperature was cold and raw. It had fallen below –10ºC, not unusual for early March. In Britain it had been snowing. The pair had brought woolly hats. And a couple of satchels. One of them contained a bottle of what looked like French perfume. In the event that they were stopped at UK customs, the Nina Ricci fragrance might be explained away as a gift—a gallant one, with “made in France” on the box.

         Aeroflot flight SU2588 touched down at Gatwick Airport. It was Friday, March 2, 2018, and mid-afternoon. The two Russians made their way to passport control. Boshirov had dark hair and a goatee; Petrov was clean-shaven, his hairline thinning as middle age set in. We can only guess their mood. If they were nervous, no official noticed.

         The British security service has a database of persons of interest—terrorists, criminals, fraudsters. Apparently Petrov and Boshirov weren’t on it. At immigration their passports and visas were checked and they were nodded through. What the UK border force didn’t know was that the visitors from Moscow were actually spies—ones working for a hostile foreign power.

         They were career officers with Russian military intelligence. Colonels, even. Their real names were Anatoliy Chepiga (Boshirov) and Alexander Mishkin (Petrov). Their service had created a fake identity and helpfully, in the best traditions of Cold War spycraft, supplied them with real passports that supported their fictitious cover.

         Chepiga and Mishkin had come to London on a secret mission.

         They were there to murder someone.

         Probably this wasn’t their first such assignment, known by the KGB as mokroye delo, or “wet work.” Naturally, details of such activities are hard to come by, but travel records show a number of trips to Europe. This “work” had taken them to Amsterdam, Frankfurt, Paris, Geneva. Their employer back in Moscow was the GRU, or Glavnoye Razvedyvatelnoye Upravleniye. Full title: the Main Intelligence Directorate of the General Staff of the Armed Forces of the Russian Federation.

         The GRU is the most powerful and secretive of Russia’s three spy agencies. It’s military, under the command of the Defence Ministry and the General Staff. Back in the USSR, the army-led GRU and the spy-led KGB were often in conflict. Some of this rivalry spilled into the post-communist era of Boris Yeltsin and Putin. The GRU was in competition with the FSB, the KGB’s domestic successor, which Putin headed before becoming prime minister in 1999, and then president; and with the SVR, Moscow’s foreign intelligence agency, the former KGB’s first directorate, operating under diplomatic cover.

         The FSB handled security at home. It sniffed out and quashed opposition to the Kremlin, arresting students and political activists, locking up bloggers and protesters, and maintaining order. From time to time it carried out foreign operations. Most took place in the “near abroad”—within neighbouring former Soviet republics, which Moscow continued to view as parts of its imperium.

         The GRU, by contrast, was global. It dealt with external threats. Its mandate was everywhere. The organization’s activities ranged from traditional military deployments, in war zones such as Syria, to coups and invasions. Its officers saw themselves as part of a glorious tradition, stretching back to Russia’s battles against Napoleon and Crimea, through to World War I and II—the latter the Great Patriotic War, as Russians call it—and the Soviet conflict in Afghanistan.

         Murder was something of a throwback to the GRU’s twentieth-century heyday. The revolutionary state of Vladimir Lenin and its various successors had plenty of experience in political killings. Lenin, Stalin, even the ostensibly reformist regime of Khrushchev had all sent agents to snuff out “traitors.” These deaths were seen as necessary to protect a noble and progressive state besieged by capitalist enemies. And by nationalist ones. Moscow hunted down Ukrainian leaders abroad, including Stepan Bandera, killed in Munich in 1959 by a KGB assassin using a cyanide spray pistol hidden in a newspaper.

         In the late 1980s Mikhail Gorbachev ended such killings. It was a new age, in which Russia and the West were friends. The next Russian leader, Boris Yeltsin, confirmed and expanded this collaboration. Under Putin, however, murders stealthily resumed. Journalists, political critics, an ex-deputy prime minister turned irritant … all died in opaque ways. A former KGB officer himself, Putin had a particular loathing for those who betrayed the Fatherland. These people were scum. Traitors got what was coming to them, he said.

         
            *

         

         ARRIVING AT GATWICK, Chepiga and Mishkin picked up their travel suitcases. They strolled through a green corridor that said, “Nothing to declare.” An automatic camera captured them exiting through parallel lanes. They headed into the capital. No one came after them.

         So far, so easy. Britain—it appeared—was soft and weak. Despite a string of London–Moscow spy scandals, a country described unflatteringly on Russian television as “foggy Albion” was unprepared and sleepy. True, British spooks had picked up an unusual level of activity at the Russian embassy in Kensington. But this hadn’t been connected to the two travellers with backpacks, riding the tube like anybody else.

         The pair emerged into the daylight and went to the City Stay Hotel in Bow, east London. They were staying for two nights. The place was anonymous and a little shabby: Asian receptionist, a worn swivel chair behind a desk, ordinary rooms, white-painted walls. Next door is a Barclays bank. When I stopped by, a woman in a headscarf was in a queue at an ATM. Buses, cars, and taxis trundled past. There was a perpetual rumble of traffic.

         The neighbourhood has a light railway station, a car rental company, and a Bangladeshi corner shop selling fruit, vegetables, and halal chicken. A statue of the Victorian prime minister William Gladstone adorns the local church.

         Close to the spies’ accommodation is a police station and a magistrates’ court. The Edwardian-era outpost of the Metropolitan Police is no longer open to the public. On the wall is a plaque commemorating the district’s Roman heritage. And a community noticeboard, which in the light of events looks faintly ridiculous. One message reads, “Don’t let a pickpocket spoil your day.” Another shows a group of watchful meerkats peering out among urban tower blocks. The board says nothing about visiting assassins, or how you might spot one.

         The next day, Saturday, March 3, the two GRU officers went to London’s Waterloo Station and got on a train. Their destination was the west of England and Salisbury, home of the man they had been sent to kill. Police believe that their trip that Saturday was reconnaissance. Chepiga took a pair of black gloves. They spent a couple of hours there and went back to the hotel.

         The person meant to die was called Sergei Skripal.

         Skripal was living quietly in Salisbury, a place where nothing much happened. His personal story was almost incredible. He arrived in Britain in 2010 via a US-brokered spy swap. Skripal was the least well known of a small group of double agents and defectors now living in the UK and America.

         The most famous, Oleg Gordievsky, betrayed the KGB for ideological reasons and did enormous damage to the Soviet espionage machine. He lived in Surrey. If a list existed of “traitors” the Kremlin might wish to kill, Gordievsky’s name was surely at the top. It was closely followed by that of Oleg Kalugin, the long-time head of KGB operations in the US and a prominent critic of his old agency and of Putin. Kalugin was based in the state of Maryland, not far from Washington, DC.

         Skripal was a lesser figure. He had begun his career as a Soviet paratrooper, taking part in daring clandestine missions in China and Afghanistan. In 1979 the GRU recruited him. In the 1980s Skripal worked for the GRU on the island of Malta, attached to the Soviet embassy there under diplomatic cover. By the time he got his next foreign posting—to Madrid, in Spain—the USSR had collapsed.

         As Skripal saw it, the Soviet state’s demise invalidated his obligations to it. Everyone was trying to survive in the new free-market economy. Skripal sought to invest in a Malaga hotel. Then something better came up: an approach from a pleasant businessman who charmed Skripal’s wife, Liudmila, and bought presents for their kids. One day the businessman let it be known he had “friends” in the British government.

         Skripal agreed to work for MI6.

         The arrangement lasted eight years. So far as we know, Skripal was the US’s and Britain’s only GRU mole. He knew little about operational matters, but willingly handed over details of the GRU’s hierarchy and structure—what MI6 teaches its new joiners to call ORBAT, or order of battle. There were meetings with his British handlers in Spain, Portugal, Malta, Italy, and Turkey. Recalled to Moscow, Skripal continued to communicate with London. He wrote in invisible ink in the margins of a Russian novel. His wife delivered it to MI6 during a vacation in Spain.

         This was risky stuff, done for a few thousand pounds per meeting from Her Majesty’s budget-minded government. Skripal appears to have been an un-Gordievsky: he did it for the cash. In 2004 the FSB got a tip-off from Spain and arrested him. He was convicted and imprisoned. Six years later he was picked up from his penal colony, flown by special plane to Austria, and swapped on the tarmac of Vienna International Airport for a group of Russian “sleeper agents” caught red-handed by the FBI. A throwback to the Cold War or a sign of things to come? Skripal left his homeland with a presidential pardon.

         After so long in exile, Skripal might have been forgiven for thinking himself safe. Who would remember him? The colleagues he had betrayed—if you could call it that—were mostly retired or dead. The world had moved on. Perhaps his British minders who from time to time took him to a pub assured him that all was well.

         The GRU, however, is an unforgiving entity. It has its own code of honour and brotherhood. And a good memory. 

         That Saturday, Skripal collected his daughter Yulia from Heathrow Airport. A friend and ex-neighbour, Ross Cassidy, drove him there. Yulia was visiting from Moscow. On the ride home Skripal and Yulia talked intently. At some point it became obvious that a black BMW was shadowing their car. Inside the vehicle was a woman with bleached blonde hair and a man in his forties, Cassidy said.

         The next morning, on Sunday, March 4, Chepiga and Mishkin repeated their journey—leaving early from their hotel in Bow and catching the 8:05 a.m. train back to Salisbury. This was not reconnaissance. This time it was murder. According to police, the pair were carrying the French perfume bottle. It contained an unusual and terrible poison.

         
            *

         

         FOR A BRIEF period after the fall of the Soviet Union the Chekists were out. (The name comes from the Cheka, Lenin’s first secret police, the All-Russian Extraordinary Commission.) The elderly KGB plotters who carried out a coup in summer 1991 against Gorbachev found themselves under arrest. Democracy in the shape of Yeltsin seemed ascendant. After decades of totalitarian rule, Russians were free—albeit with their savings wiped out in the new economy.

         All Soviet institutions were demoralized and in a shambles, but the spies were intent on plotting a way back and were uniquely placed to do so. One of those who felt the loss of the USSR acutely was Putin, who had missed perestroika and instead spent communism’s twilight years in Dresden and East Germany as a first directorate officer. Returning in early 1990 to his home city of Leningrad (soon to be St. Petersburg), Putin reinvented himself as an aide to its new democratic mayor, Anatoliy Sobchak. Putin’s career took a sharp upward turn. 

         Power may have changed in Russia, but the system and its bureaucrats remained implacably Soviet in their thinking. Intelligence officers in London who had spent the Cold War fighting against what one called the “Dark Tower of the Soviet Union” believed that Moscow’s intentions were still bad. The difference was that in the early 1990s the cash-strapped Kremlin lacked the resources to do anything about it.

         By the time Putin became president in 2000, this was no longer the case. Oil prices rose. The state budget grew. Funds flowed into Putin’s spy agencies, including the GRU, which in 2006 moved into a new headquarters building, known as the Aquarium, in downtown Moscow. Much of this happened while the West was preoccupied with other things—wars in Afghanistan and Iraq, and the spectre of Islamist terrorism. Putin offered Russian citizens a social contract of sorts: greater prosperity in exchange for fewer rights.

         At this point the US and its allies viewed Russia as a regional power that bullied its neighbours and engaged in domestic repression. It did not see Moscow as a rival, a superpower, or as a source of strategic concern. Washington was late to appreciate that Putin had his own vision of Russia’s place in the twenty-first century. A bigger and a darker one.

         In 2007 Putin made his revisionist intentions known in a speech at a Munich security conference in Germany. He spoke shortly before standing down from the presidency, temporarily, in favour of his protégé Dmitry Medvedev. Putin attacked the US’s domination of global affairs and reeled off a series of grudges: NATO expansion; Western “meddling” in Russia’s elections; nuclear treaty violations. Russia, he said, would no longer accept a “unipolar” world.

         What that meant became clear. In Russia’s backyard the tanks started to roll—into Georgia, and into Ukraine, whose peninsular territory, Crimea, Moscow effortlessly stole in 2014. Across Europe—from Rome to Berlin and Prague—Putin rebooted old KGB ways of influence and political subversion. Secret military cells began to operate in Western Europe, the land of the enemy.

         Historically, the Politburo had funded foreign communist parties. In nations such as France and Italy, the post-war communists were a significant force. Under Putin this support for the hard left continued. Western anti-imperialists opposed to American aggression often cheered Putin’s stance.

         Increasingly, though, the Kremlin’s preferred international partners came from the populist far right—Viktor Orbán in Hungary, Heinz-Christian Strache in Austria, Marine Le Pen in France. They shared similar ideas: nationalism, sovereignty, power politics, and hostility towards immigrants. Moscow loaned assistance and sometimes cash to candidates who might disrupt the status quo, and discredit democracy and the European Union along the way. A new far-right internationale began to coalesce.

         Putin wasn’t a master of influence or an all-knowing villain sitting behind a console with flashing buttons. He was an opportunist. He was ruthless and well practised. His attempts to play God in other people’s elections often didn’t come off. Moscow’s practical support for favoured external politicians fell into the category of let’s try it and see. And if Russia got caught in the act, so what? That played to Moscow’s advantage too. It showed strength to the enemy and instilled pride among those at home.

         The Russian president’s meddling reached an apogee in the 2016 US presidential election. Putin’s candidate was Donald Trump. Moscow assiduously aided and encouraged his long-shot campaign to take the White House. If Trump was surprised by his improbable victory, so was the Kremlin. Moscow’s expectations had been more modest: to undermine Hillary Clinton’s future presidency and to fuel American turmoil. 

         The idea that Russia had helped Trump win was endlessly contested and disputed, not least by the president himself and by his Republican allies and base.

         Trump dismissed any suggestion of collusion. He portrayed himself as a victim of a witch-hunt and “deep state” plotting by his own scoundrel-led intelligence agencies. Still, the notion that Trump had solicited assistance from a foreign power to get one over on a hated political opponent didn’t go away. Indeed, it led directly to impeachment when the president did something similar again—not with Russia this time, but with its embattled neighbour Ukraine. And to acquittal by Republican senators after a perfunctory non-trial.

         Across Trump’s misbegotten presidency, the thesis that there was something odd about his relationship with Moscow failed to go away. Rather, it grew. The theme consumed national politics, network television, investigative journalism, and public life. Between 2017 and 2019 it was the subject of a special investigation by former FBI director Robert Mueller—rather a disappointing and hamstrung one, as it turned out.

         US intelligence agencies were all of one voice: Russia had sought to influence the 2016 vote. Quite possibly, the Kremlin’s operation had cost Clinton the election—a view Clinton shares. Inside the Kremlin and Russia’s Duma, or parliament, Trump’s victory was celebrated as a wondrous achievement. Was this the greatest espionage operation ever? The success of 2016 meant Russia was sure to return in 2020.

         As in Soviet times, the Kremlin’s ambitions were international. They grew, as the US’s got smaller. From central Africa to leftist Latin America and Venezuela, through Syria and the Middle East, and across Ukraine and Europe, Moscow was building up a network of clients and military allies. It spread into a vacuum left by the Trump administration, as it retreated from the US’s traditional post-war power role and Pax Americana. 

         After twenty years in office, Putin was reshaping the world to his advantage. He was using the same plucky tactics favoured by Yuri Andropov, the KGB’s chairman turned general secretary. They included trickery, deceit, law-breaking, withholding and concealing the truth, as well as large-scale disinformation, rolled out at home and abroad. As Lenin, quoted by Kalugin, put it, “There are no morals in politics. There is only expedience.”

         There was a short-term objective: to get the US and the EU to drop economic sanctions against Russia. And a longer one: to create chaos and division within the West, not by starting from nowhere but through exploiting already existing tensions and cleavages. The ultimate goal was to smash apart Western institutions and democracies. And to push other countries from the non-corrupt to the corrupt side of the ledger.

         Under Putin and Trump Russia and America began to resemble each other.

         The two countries were very different, of course: one a kleptocracy run by a feudal-style KGB clique, the other a democracy still and the world’s indispensable power.

         But there were worrisome similarities. Both presidents attacked journalists and “fake news,” lied without shame, propagated disinformation, and used the postmodern shtick that the truth was impossible to know. Moscow came up with false narratives that Trump and his Republican defenders willingly repeated, such as the idea that Ukraine rather than Russia meddled in the 2016 election.

         The two men put their own personal and political interests before those of the nations they were meant to serve. Friends and relatives were more important than institutions or the law; the boundary between statecraft and moneymaking opportunities became increasingly fuzzy. It was hard to look at Trump’s dealings with certain countries—Saudi Arabia and Turkey spring to mind—and not conclude that US foreign policy was somehow for sale. 

         Trump would exploit the might of the White House and the Justice Department to wage a political smear campaign against a rival, the former US vice president Joe Biden, and against other perceived “enemies.” Putin enriched KGB cronies via lucrative state contracts and used state poison laboratories and secret soldiers to wipe out “traitors” living abroad. These were rogue deeds. They took place under the cover of foreign and security policy.

         Shadow states, if you like, where the machinery of government was used for private benefit and personal enrichment.

         
            *

         

         THE ASSASSINS WHO arrived in London in the spring of 2018 were not the first hit men sent by Moscow. Or even by Putin. History was repeating itself. Eleven years earlier two different killers had flown in on a similar route. They had met with a troublesome dissident and former FSB officer, Alexander Litvinenko. And then poisoned him with a cup of radioactive green tea.

         This operation had taken place in a Mayfair hotel, the Millennium, practically under the nose of the then US embassy in Grosvenor Square, London. It was an FSB plot. Litvinenko’s killers—Dmitry Kovtun and Andrei Lugovoi—had brought with them from Moscow something portable and lethal. Litvinenko was dosed with polonium-210, an invisible, deadly isotope. He died three weekslater, in hospital.

         Putin evidently was not fond of Britain. In the 2000s the UK refused to extradite leading critics of his regime who had fled their homeland and sought asylum in London. From Moscow’s perspective, successive prime ministers from Tony Blair onwards had rolled out the red carpet for troublemakers and crooks intent on upsetting constitutional order.

         London’s response to the Litvinenko outrage was modest: four Russian diplomats were slung out of the country, and many words of indignation were offered. None of this would have troubled Putin. His method was to wait for a reaction—and to carry on emboldened if it failed to materialize. A public inquiry found in 2016 that Putin had “probably” approved the murder, together with his FSB spy chief. The KGB had a euphemism for this kind of hit: fizicheskoye ustraneniye, or “physical removal.”

         Chepiga and Mishkin had turned up with a different but equally nasty toxin. Traces were later found in their hotel room. The modified “perfume bottle” smuggled through UK customs contained a powerful nerve agent. Its generic name was novichok, a Russian word derived from novy, or “new,” best translated as “newcomer.” Novichok was a chemical weapon.

         In the 1980s a group of Soviet scientists created a new class of chemical agents, more deadly than any previously known. They worked at a closed laboratory near Volgograd. There they synthesized organophosphates. One agent—known as A-234—stood out. Its effects on humans were ruinous. They included convulsions, paralysis, respiratory and heart failure, continuous vomiting, and diarrhoea. Death was pretty certain.

         Novichok was now being deployed as a weapon. By coincidence or not, the UK government’s chemical and biological research facility, Porton Down, was six miles down the road from Salisbury. The city was close to several military bases and home to various ex-service personnel. It was conservative, provincial, not especially affluent, and surrounded by sheep and green countryside.

         The Salisbury that Chepiga and Mishkin came back to was hardly in a state of high alert. Two months previously the local Wiltshire council had turned on a new CCTV surveillance system. Thus far it had caught nothing more dastardly than a pair of teenage idiots stealing lights from a bike left at the local market.

         After arriving back at Salisbury railway station, the GRU colonels headed left. They started walking down Wilton Road. At 11:58 a.m. they passed a petrol station, where they were recordedon CCTV: two grim and solitary figures carrying a backpack, walking side by side, and framed by the slate grey of road and pavement. The day was dull and damp.

         Finding Skripal did not require the ingenuity of Sherlock Holmes. In 2011 Skripal had bought a house in his own name. He was a man of regular habits: he drank in pubs; bought scratch cards from a Turkish-owned corner shop; and visited the cemetery where his wife and son were both buried.

         According to police, the assassins headed towards Skripal’s home: redbrick, 1970s-built, semi-detached. The most likely route would have taken them through a covered and densely tree-lined footpath and into a suburban avenue. Skripal’s house was around the corner, up an incline to the right. There were roses in his front garden; behind, a meadow of brambles and hawthorn. From the upper floor you could see Salisbury Cathedral and its spire.

         The house had a porch. One or both of the killers headed towards it, detectives say, stealing up the driveway. The killers applied novichok to the front door handle. Mission done, they left—apparently unobserved. CCTV recorded them again at 1:05 p.m. on Fisherton Street, heading towards the train station. Their body language was different: they seemed relaxed, insouciant, Mishkin grinning and making a joke. By this point they were behaving like the day-outers they would later claim to be.

         Soon afterwards Skripal and his daughter left their house at 47 Christie Miller Road. They shut the front door and got into Skripal’s BMW 3 series. From there they drove into the city centre. Skripal parked next to a Sainsbury’s. They had lunch in an Italian restaurant, Zizzi’s, and shared some garlic bread. It was Sunday afternoon. Everything was normal.

         And then it wasn’t. The pair began to feel violently unwell.

         They made it as far as the Maltings, a redbrick shopping centre with a grassy area and children’s play park. Next to it was the Avon River. Normally you could see trout, but the melting snow had made the shallow waters turbid. A few people were milling around. This was the modern end of a medieval city. There were shops, a wishing well and a wooden bench.

         It was here that passers-by first noticed something odd: a grey-haired man in his sixties cradling a younger woman. She was slumped and unresponsive. The man looked out of it.

         Skripal was sitting on the bench bolt upright, rocking back and forth, eyes closed. He appeared to be talking to himself, as if in prayer, witnesses said. One of the pair had been sick. Drugs, perhaps, or an overdose? And yet something didn’t fit with that: the man and the younger woman looked prosperous. At 4:15 p.m. the police arrived and summoned back-up. A helicopter took Yulia Skripal to Salisbury District Hospital, her father following by ambulance.

         For a little longer, the case seemed routine. Officers in regular clothes sealed off the spot and began collecting evidence. The first reporters arrived from the Salisbury Journal. Rain fell. It grew dark. Meanwhile, the assassins were heading home. They arrived at Waterloo Station at 4:45 p.m. Three hours later they were at Heathrow. By 10:30 p.m. they had left London on an Aeroflot flight bound for Moscow’s Sheremetyevo International Airport, never to return. The GRU’s latest brazen hit was a textbook success. Or so it appeared.

         
            *

         

         IT TOOK ABOUT twenty-four hours before the British state began to grasp the scale of the crisis. Something terrible had happened to the Skripals. But what? The victims were in no position to explain. They were in a critical condition, unconscious, heavily sedated, and pumped full of atropine by two duty doctors recently trained in nerve agent cases. 

         Skripal’s backstory and his links with MI6 were clearly sources of worry. So too was the news coming from officers and paramedics who had gone to the bench and to Skripal’s home. They were reporting troubling symptoms: itchy eyes and breathing difficulties. The loss of muscle function in the victims suggested a nerve agent of some kind.

         Biomedical samples were sent to Porton Down, where scientists carried out tests using spectroscopy and chromatography equipment. The result, when it came that Monday, was alarming. A rare nerve agent had poisoned the Skripals. It had been developed in the Soviet Union. It was 100 per cent pure, military-grade—meaning manufactured in a special lab.

         It was not difficult to guess which country had the motive, means, and swagger to carry out another assassination on British soil. For SIS or, as it’s more commonly known, MI6, this was a full-blown emergency that encompassed some difficult issues. Should the agency have done more to protect Skripal? Could his poisoning have been anticipated?

         Meanwhile, urgent steps had to be taken, such as increasing security for the other Russian defectors living in the UK. British spies who normally took their weekends off found themselves working around the clock. The police—first the local force, then Scotland Yard’s counter-terrorism branch—launched an investigation into the attempted murders. A complex search began for the killers and possible accomplices.

         Hanging over all this were two questions. First, why had Moscow targeted Skripal? Second, why now? This was eight years after he arrived, and on the eve of Russia’s presidential election and a summer World Cup. Nobody was in any doubt that Putin would win the poll. Nonetheless, his election victory would now be staged against the background of international confrontation.

         It was hard to be definitive about Moscow’s motive. Since Skripal had arrived in Britain, he had travelled to the US, the Baltics, and the Czech Republic. He had given lectures to friendly Western intelligence agencies, who were curious to learn about the GRU from the inside. Other former spies who had swapped sides did the same. This occasional work wasn’t sufficient in itself to provoke Moscow’s wrath. So was Skripal up to something else?

         In exile Skripal had kept a low profile—in contrast to Litvinenko, who accused Putin in public and in print of lurid crimes. Indeed, Skripal appeared to approve of Putin and Russia’s recent foreign adventures.

         In summer 2017 the BBC’s Mark Urban called at Skripal’s home. He noted a stack of jigsaw puzzles, an Airfix model of HMS Victory, and a mini-version of an English country cottage on a bookshelf. This was a gift from the MI6 officer who two decades earlier had recruited him in Spain.

         Skripal spent much of the day watching Perviy Kanal—Russia’s foremost state propaganda channel—and backed Moscow’s annexation of Crimea. Skripal was an “unashamed Russian nationalist,” Urban concluded.

         Whatever Moscow’s motive, murder was a Kremlin speciality. In the pre-Litvinenko past its agents had used poisons, bullets, and bombs hidden in cakes—not to mention the ice pick that did for Leon Trotsky, or the ingenious ricin pellet used to fell Georgi Markov, the Bulgarian dissident and writer poisoned in 1978 on London Bridge. In that operation, the KGB provided technical assistance following a request from their Bulgarian comrades.

         These killings sat on a spectrum. Some were invisible. Victims were silenced by injection under the guise of hospital treatment, according to Stalin’s former special operations chief, Pavel Sudoplatov. The file would say “heart attack.” Others were showy, and deliberately terrifying. All the better if the dying man had a few final moments to realize what was happening, the last face before him that of Comrade Stalin. 

         The attack on Skripal was in the second category. There was nothing subtle or delicate about using a nerve agent in a crowded civilian area. It was an act of stunning recklessness. The effect, as the GRU must have known, was to inculcate terror in the local population, and more widely among the Brits and their European and American allies. The choice of novichok was deliberate, a ghoulish calling card.

         Officially the Kremlin would deny involvement. Clearly, though, the trail led to Moscow. As one former MI6 officer reasoned, “You can’t conceal this. It was intended to be known.”

         The message of the Skripal affair, then, was directed at the British government and its spy chiefs. It could be boiled down to two words: “Fuck you.” A former special adviser to a US president told me, “They really want to fuck the UK and fuck with British minds. They don’t care about being discovered. It sends a signal that we have no respect for you.”

         But the message of Salisbury was also bound up with events in America and the election of Trump. A large number of people knew something of the Kremlin’s secret operation to help Trump win. Senior Russian bureaucrats, high-ranking GRU and FSB officers, technical guys, diplomats and ambassadors working abroad, oligarchs who played the role of intermediary … it was a substantial list. Only Putin and a few around him knew everything. But many people knew something.

         The gruesome attack on Skripal was a timely reminder of the penalties involved in treachery. The ultimate audience for this deed was the Russian elite, and any Russian in the GRU or elsewhere thinking of cooperating with special prosecutor Mueller, the CIA, or Western intelligence generally. Decoded, Skripal was poisoned to pre-empt further treason.

         A new life in Virginia or Florida under an assumed identity might seem beguiling. Yes, you’d get a pool, a barbecue, and a condo! A better existence in America! But, the message said, the GRU was patient and all-seeing. It knew what your kids were up to. It would come for you at a time of its own choosing. And as you looked away it would deliver a mighty blow.

         
            *

         

         OVER THE COMING days Downing Street briefed allied capitals over the affair. It concluded that it was “highly likely” Russia was behind the Salisbury attack—a message the then prime minister, Theresa May, took to the House of Commons. Any response would be more effective if it were coordinated with the European Union and with NATO. The UK’s most important allies were the United States and President Trump.

         On March 9, 2018, British officials gave confidential details to their American counterparts. A senior British intelligence officer flew to Washington and—with May patched in—spoke at length with his US colleagues. “We received persuasive information from the UK that the Russian government had used novichok against the Skripals,” a senior US State Department official told me. “Our experts concurred with the UK conclusion.”

         The British said only Moscow had the technical means, operational experience, and motive. Over the past decade Russia had produced and stockpiled small quantities of novichok. Putin was closely involved in this chemical weapons programme. Special units were trained in the use of these weapons, carrying out tests on how to deliver them. One method was to apply the poison to door handles, Washington told the UK, citing confidential intelligence.

         It appeared, too, that the GRU had been tracking the Skripals for some time. Since 2013 the agency’s specialists had been hacking Yulia Skripal’s email. This would have yielded useful real-time information—about Yulia’s movements and those of her father.

         Putin’s personal role in Salisbury was harder to prove. The president’s critics had a habit of dying in murky circumstances—inside Russia and abroad. In Soviet times, when the Politburo authorized state-sponsored assassinations there was no paper trail, with orders given orally. According to Sudoplatov, Stalin talked in indirect terms, in the case of Trotsky, merely asking if the political importance of the mission was understood.

         There were few facts about how Putin interacted with his own modern spy agencies, and in particular with the GRU’s bullet-headed director, Igor Korobov. Did the president concern himself with individual cases? Or merely set broad policy parameters?

         As with Litvinenko, few thought it likely that a risky operation could be carried out in a foreign territory without Putin’s direct approval. In Soviet culture, spies deferred to the boss. Nobody would take the risk of unsanctioned action. Moreover, Putin was responsible for the overall political climate, in which his security organs could carry out their repressive deeds without hindrance.

         
            *

         

         IN POWER, TRUMP governed as he campaigned. His presidency was defined by rancour, mean-spiritedness, and partisanship. Living through it was a psychologically exhausting and bruising experience. Political opponents were mocked, belittled, insulted. The president’s style was confrontational and bombastic; his method of administration chaotic and dysfunctional. Under his errant and transgressive leadership, the country’s divisions grew.

         Meanwhile, the White House was a carousel where staff came and went. Defence secretary, secretary of state, attorney general, chief of staff, national security adviser … senior figures in Trump’s administration headed for the door once their personal limits had been reached, or when Trump decided to fire them. James Mattis, Rex Tillerson, Jeff Sessions, John Kelly, John Bolton—all were in and then out. 

         There were few constants in Trump’s world, where the president’s whims, imparted via Twitter or uttered against the backdrop of a whirring helicopter, defined the media cycle. Except perhaps one. Since swearing an oath to defend the US Constitution at his inauguration, Trump had avoided criticizing foreign autocrats—one in particular. No matter what Moscow did, Trump could not, or would not, call out Putin.

         This tendency had been on show long before Mueller hired some of the best legal minds in America and began his investigation into collusion. For nearly two years what was happening behind the doors of Mueller’s office was a mystery. There were no leaks. Mueller’s silence stood in contrast to a daily Trumpian cacophony. Mueller was simultaneously Washington’s most present personality, the subject of myriad speculation—and a ghost.

         Every so often the special prosecutor’s indictments would appear without fanfare, as if dropped tablet-like from the heavens. They were written in cool, logical prose. Each told a story. The alleged crime was laid out. You learned something new: the substantial scale of Moscow’s hacking and dumping operation, the use of anonymous cryptocurrency. There were often redactions, tantalizing deletions that encouraged flights of fancy, and at the end a right-slanting signature in black above the words “Robert S. Mueller III, Special Counsel, US Department of Justice.”

         What could one say about this? Well, Mueller seemed to be following the evidence, moving in a determined and thorough way towards an ending. Legal analysts said that he was proceeding in the manner of a vintage prosecutor seeking to take down a crime family step by step. This, we learned later, was wishful thinking. Nevertheless, Mueller’s sober and professional approach seemed a rebuke to Trump’s casual and disingenuous modus operandi, shaped by compulsive mendacity.

         Over time, the indictments set out proof of how Russia had meddled in US politics, to Trump’s benefit. They were convincing. The details were vivid and often astonishing. Our understanding of the US’s greatest scandal since Watergate grew as new facts were pushed out.

         At the heart of Mueller’s inquiry was intent.

         Was Trump an unwitting beneficiary of Putin’s effort to put him in the White House? Or did the candidate and his Republican campaign team know what was going on, and encourage and co-steer these efforts, coordinating with Moscow at crucial moments?

         At the time of the Skripal hit, Mueller had yet to deliver his much-anticipated report. We were missing what one former White House adviser called a “unified field theory.” (The reference was to Einstein’s theory of how the moving parts of the universe fitted together.) The report would confirm that the Russian government had interfered in the 2016 election in sweeping and systematic fashion and identify numerous links between the Russians and the Trump campaign. The campaign expected to benefit from Moscow’s help. This didn’t—Mueller ultimately concluded—amount to the crime of conspiracy.

         Mueller left much unanswered, not least the question of whether Trump had obstructed justice following his sacking in May 2017 of FBI director James Comey. It didn’t explore money laundering, potential violations of electoral finance laws, and Trump’s possible abuse of his own charitable foundation. Nor did it delve fully into Trump’s financial ties with Moscow. Or the issue of collusion, which Mueller said wasn’t a legal term.

         On collusion, there was plenty of evidence in plain sight. From his early months as candidate in mid-2015, Trump had upended the Republican Party’s view of Putin. In TV interviews Trump flattered a person previously seen as a KGB thug with sugary compliments—“Wouldn’t it be great if we could get along with Russia,” “Putin says I’m a genius,” etc.

         In office, Trump did nothing to banish the impression that he was under Putin’s sway. There was still no criticism of Vladimir by Donald. No sign either that this was being offered during their private discussions. These were so alarming that White House aides hid the Putin chats behind a code-word classified system, reserved for the most sensitive intelligence—with Trump obsequious and rambling, according to the Washington Post. Putin’s view of Trump was unknown. But the relationship appeared to be based on a model the Russian president knew from his old career as a spy in East Germany: that of KGB case officer and asset.

         The Skripal case, therefore, was a telling moment. Two Russian assassins had turned up in a sleepy corner of England, seeking to murder a naturalized British citizen using a chemical weapon. No terrorist group had done as much. Locals found themselves in a horror movie. Mothers turning up with their babies at Salisbury library could see rescue workers on the other side of the window, tottering around in yellow hazmat suits. The intelligence shared with Washington implicated not just Moscow but also Putin personally.

         Eleven days after receiving the UK’s briefing, President Trump was put through on a secure line to the Kremlin. That weekend Putin had “won” Russia’s decorative election. Ahead of the call White House aides had prepared briefing notes. The words “DO NOT CONGRATULATE” had been written in upper-case letters. A further note told Trump to condemn the murder attempt on Skripal.

         Salisbury was a long way from middle America and the concerns of most Trump voters. Nevertheless, the incident had played big on cable television. Trump’s favourite channel, Fox News, called it a “story of international intrigue,” and pointed out that Skripal had been exchanged for the glamorous Russian agent Anna Chapman, a woman who appeared to have fallen from the pages of an Ian Fleming novel. 

         In short, a major ally had been attacked. The unanimous view inside NATO and the intelligence community was that Putin was responsible. Surely this was the moment when Trump would express his anger and frustration with Putin, or at the very least condemn him as a really bad guy?

         Not exactly. Trump began by congratulating Putin on his election victory over a field of handpicked non-opponents. Then Trump proposed that he and Putin meet for a summit—in Washington or elsewhere. Skripal, still alive but only just, went unmentioned. Later that summer Trump told Prime Minister May he was sceptical that Moscow had tried to silence its ex-spy. May retorted that this was highly likely. Trump spent ten minutes insisting it wasn’t.

         It was unclear if Trump’s uncritical support for the Kremlin was born of statesmanship or fear. The latter looked more likely. What exactly did Moscow have on Trump? Generally speaking, Russians murdered Russians. But in a post-rules age, who could be sure? While these questions went unanswered, the GRU continued its mission of murder and mayhem.

      

   


   
      
         

            CHAPTER 2

            BASHNYA

            Moscow–Washington, DC 2016–2020

         

         
            A most promising type of weapon.

            RUSSIA’S CHIEF OF GENERAL STAFF VALERY GERASIMOV ON “INFORMATION” OPERATIONS AS A FORM OF WAR

         

         It looked like a regular business centre. Glass tower, twenty-one storeys high, in Moscow’s northwestern suburbs.

         The tower overlooked a slice of green forest and the Moscow Canal. In summer cruise boats went past, full of revellers tipsy on shampanskoe. They were on their way to the Bukhta Radosti, the Bay of Joy, a sandy beach with pine trees where you could swim or rent a yellow pedalo. The water network stretched all the way to St. Petersburg.

         In winter the canal’s waters froze. It was possible to walk or sleigh across. In one direction lay the thunderous MKAD ring road; in the other, Tolstoy Park, with birches, wooden dinosaurs, and the Kosmos bowling alley; nearby were wooden dachas and blocks of apartment buildings.

         The glass tower at 22 Kirov Street wasn’t quite what it seemed. A high fence with cameras ran around it. There was no access from an embankment footpath. When football fans turned up one day, hoping to get a glimpse from the upper floor of a sold-out game in the Khimki sports arena opposite, security staff shooed them off.

         The complex had a parking lot for those allowed in and a comma-shaped annex. Its denizens worked regular office hours: 9:00 a.m. to 6:00 p.m., Monday to Friday.

         The tower was protected for a reason. In February 2016 the man who built it—Denis Sablin—sold it to the property wing of Russia’s Ministry of Defence. Sablin was a wealthy developer and a Duma deputy for Putin’s ruling United Russia Party. He was also the organizer of patriotic Kremlin initiatives. One was a veterans’ organization, Combat Brotherhood. Another was “anti-Maidan,” a Russian riposte to the street rebellion in next-door Ukraine that had driven the country’s president from power.

         Putin often complained about the pro-Western “colour revolutions” in former Soviet territories such as Georgia (in 2003) and Ukraine (2004, 2014). These were national uprisings against government corruption and impunity. The last one in Ukraine’s capital, Kyiv, saw President Viktor Yanukovych flee to Moscow.

         In Putin’s view, these revolutions were nothing more than CIA-instigated coups. At anti-Maidan rallies protesters bussed in by the authorities expressed support for the breakaway pseudo-statelets of Donetsk and Luhansk, carved from Ukraine by Moscow’s brute hand.

         The Kremlin liked to imagine Russia as a besieged fortress surrounded by enemies plotting to invade. This KGB mindset was unchanged since Cold War times. The glavny protivnik (“main adversary”) was still America. Paranoia, xenophobia, a zero-sum approach to international relations, and a sense of Russia’s victimhood and exceptionalism coloured official thinking and the propaganda put out by state TV anchors on the nightly news.

         So how should Russia respond to these elemental threats, real or knowingly exaggerated? 

         In the past its generals had conceptualized conflict as taking place on land, air, and sea. For decades Soviet forces stationed in Warsaw Pact nations faced off against NATO and its tanks. Recently, though, the military’s chief of staff, Valery Gerasimov, could be heard talking about a new wonder weapon.

         It wasn’t the Topol intercontinental ballistic missile wheeled out each May at the Victory Day parade in Red Square, trundling solemnly over the cobbles—a spectacle I saw for myself, and which one British analyst described to me as “willy-waving.”

         Something more powerful than that. A weapon that could slip past national borders and defences, cunning and undetected. A weapon that might wreak havoc from inside the enemy.

         The weapon was information.

         The “hidden realm” of the “informational sphere” offered interesting possibilities, Gerasimov told Moscow’s Academy of Military Sciences in 2019, articulating an idea that the cyber world gave new force and potency. Russia could use information, released at the right time, to damage and disrupt its foes. Done properly, an asymmetric attack might be brutally effective. It was easy to carry out, deniable. And—relative to building a long-range nuclear weapon—cheap.

         You could strike without warning, and remotely. The target might be a power grid or an enemy’s banking system. Of course, such pre-emptive actions might be justified as a response to a possible future Western attack and to what Moscow viewed as continuous US meddling in its own affairs.

         The mysterious glass building next to the canal belonged to the GRU. It was a secret sub-office, referred to colloquially within the agency as bashnya (“tower”). In spring 2016 a group of intelligence officers moved in. Their boss was Colonel Aleksandr Osadchuk. There are no images, but it’s clear the spies brought computers, data storage stacks, and cables. Their unit, 74455, was the outreach department and publishing wing of Russian military intelligence—and a palace of invention and myth.

         This GRU colony worked with another GRU team based in central Moscow, at 20 Komsomolsky Prospekt. Unit 26165 operated from a yellow-painted neoclassical building, designed in nineteenth-century imperial style by a Swiss architect active in St. Petersburg, Luigi Rusca from Lugano. The building was originally a barracks. A stroll away is the Moscow River, and on the other bank Gorky Park.

         Unit 26165 was once part of a vast GRU and KGB signals intelligence empire. By the 1970s the USSR had established a network of secret listening stations. These ranged from large GRU facilities in Lourdes, Cuba—used for spying on US Navy communications and other high-frequency transmissions—to Ventspils, Latvia—designed to snoop on NATO and transatlantic signals—to smaller bases in Vietnam, South Yemen, and Mongolia. And in Kushka, the southernmost part of the Soviet Union, Vorkuta in the Arctic Circle, and Vladivostok. Historically the unit specialized in cryptography and military codes. It was part of the GRU’s sixth directorate and known as the 85th Main Centre.

         The unit’s commander, Victor Borisovich Netyshko, was a talented mathematician and a Moscow University lecturer who had published a doctoral thesis on Boolean equations. From time to time members of his team—all of them men—took part in public conferences. Most of their work was in the shadows. Sometimes they put a boot into the light.

         Journalists from Radio Svoboda found Netyshko’s swooping signature on a series of cooperation agreements with local math schools. These schools agreed to refer promising students to the FSB Academy and its cryptography institute. As Minister of Defence Sergei Shoigu made clear, Russia was on a “big hunt” for a new generation of programmers who might work on the latest digital front line. 

         The GRU was spearheading this innovative battle. In March 2016 the two GRU units, together with others, were told to carryout a special mission. The plan was ambitious and wholly in the spirit of Gerasimov’s doctrine of unseen influence. Netyshko’s order was simple: to hack the forthcoming US presidential election. Such an order, as everyone inside the GRU perfectly understood, could only have come from the top.

         The Kremlin’s purpose here was to help Trump and to damage and derail the Clinton campaign. Putin loathed Clinton and the Obama administration. He held her responsible as US secretary of state for a series of anti-government protests in 2011–12 that greeted his decision to run for the presidency a third time, replacing Dmitry Medvedev. These demonstrations, in Moscow and elsewhere, were quashed. They fed the Russian elite’s primal fear: losing power.

         How the GRU went about fulfilling this secret order became apparent in summer 2018, when Mueller published a twenty-nine-page document identifying Netyshko and eleven other GRU staff officers.

         The outgoing Obama White House published its own findings. It concluded that two Moscow hacking teams working independently—one GRU, one FSB—had compromised the servers of the Democratic Party and stolen data from individuals, including Clinton’s campaign chairman, John Podesta.

         Mueller’s court docket set out this conspiracy in full. It was a stunning piece of work. It was almost as if the special counsel had been in the room when these deeds took place, sitting in the corner and making notes. It raised intriguing questions as to whether the US and the other allies had a mole or moles inside the GRU—supplying information on the GRU’s faceless operators.

         Sitting at their desks in Komsomolsky Prospekt, four officers—Major Boris Antonov, Dmitry Badin, Ivan Yermakov, and Aleksey Lukashev—targeted the Democratic Party. Their way in was a tested method: spear-phishing. An email arrived in your in-box that looked like a security warning from Google. It told you to change your password. And offered a link. If you followed the instructions—entering a new password—you were caught. The new phrase went not to Google but to the GRU. The Russian hackers thereby gained access to all of your data.

         On March 19, 2016, Lukashev sent a spear-phishing email to Podesta, from an account, “john356gh,” modified to look like a Google alert. Podesta went to the link and changed his password. Using this new log-in, Lukashev accessed Podesta’s in-box, taking fifty thousand messages. Bingo! Similar links were sent to Hillary staffers, including campaign manager Robby Mook and foreign policy adviser Jake Sullivan.

         Next, the Russians set up a fake email account that purported to belong to a real Clinton campaign employee. (The address was one letter off from the actual spelling.) On April 6, the GRU used this account to email another thirty members of Clinton’s team. It came with a promising link, “hillary-clinton-favorable-rating. xlsx. Those who clicked connected to a GRU-made website.

         These spear-phishing raids continued throughout the summer of 2016. They were remarkably successful, allowing the GRU to harvest tens of thousands of emails and hundreds of thousands of documents.

         Unit 26165 hacked into the Democratic Congressional Campaign Committee (DCCC) and the Democratic National Committee (DNC), the formal governing body for the US Democratic Party. Staff working at the DNC’s office at 430 South Capitol Street in Washington knew nothing of this. An invisible platoon of Russian ghosts broke in—and remotely hijacked the network.

         According to Mueller, Yermakov spear-phished the identity of an unnamed DCCC worker. The Russian then installed multiple versions of a piece of GRU-designed malware, called X-Agent, onto the DCCC system. It infected at least ten other computers. Stolen information was then relayed back to Russia using a computer in Arizona leased by the GRU.

         The GRU team thus followed the activities of the Clinton campaign in real time. It broke into the DNC from the DCCC, stealing credentials from IT supervisors and others. The spies were able to monitor individual employees’ computer activity, take screen shots, log keystrokes, and steal bank details. This was espionage—and voyeurism. On April 22, according to the indictment, the spies spent eight hours tracking a female DCCC worker—reading her chats and “personal records.”

         The operation’s evident purpose was to find material that might be beneficial to Trump. Using a hacked DCCC computer, the “conspirators”—as Mueller called them—searched terms such as “hillary,” “cruz,” and “trump.” They copied a folder titled “Benghazi Investigations,” stole opposition research, and exfiltrated papers on voter outreach.

         As this volume of material piled up, the Moscow hackers faced technical issues. They compressed multiple documents using an open source tool. The files were moved back to Moscow with another piece of GRU malware, “X-Tunnel.” The route went through a GRU-leased computer in Illinois.

         How the officers felt about their clandestine activities on behalf of the state is unclear. For a period at least they were unstoppable, running amok behind enemy lines. Was it too early to think about promotion? Did they experience pride or was it just a job?

         The GRU has a medal for its distinguished cyber warriors, at least according to one example offered for sale on a Russian website. It features a crystal crossed with a sword and lightning bolt against a globe. At the bottom is the number of the military unit. On the back are the words “For service to the Fatherland.” 

         
            *

         

         IT WAS EASTER 2016. Someone inside the Doughnut picked up something odd. The anomaly lay in the metadata, and metadata didn’t lie.

         The Doughnut is the nickname given to GCHQ, the UK government’s communication headquarters in Cheltenham. The headquarters resembles a giant silver spaceship, circular and with a hole in the middle, dropped to Earth from the stars. It has a staff of six thousand, and its purpose is eavesdropping. As the 2013 leak of secret documents by Edward Snowden showed, GCHQ is able to scoop up huge volumes of electronic traffic as it circles the globe.

         GCHQ works closely with its larger, more powerful US counterpart, the National Security Agency, or NSA, based at Fort Meade, outside Washington. The two organizations are part of a unique pooling arrangement dating back to World War II. They share their intelligence products with Canada, Australia, and New Zealand, a deal known as Five Eyes. The US is the dominant partner. It pays most of the bills—giving GCHQ £100 million between 2009 and 2012 to cover “mastering the internet” and to support NATO’s mission in Afghanistan.

         Back in the 2000s, when Trump was merely a property developer and reality TV star, the MI6 officer in charge of the Five Eyes relationship was Christopher Burrows. Burrows left Her Majesty’s secret service and went into private business intelligence. He founded a company, Orbis, with an ex-MI6 colleague. The colleague’s name was Christopher Steele.

         Daily, GCHQ analysts track the activities of hostile states and terrorist groups—the North Koreans, the murderous regime of Bashar al-Assad in Syria, ISIS. And Putin’s Russia.

         The GRU, Moscow’s pre-eminent outward-facing spy agency, was obviously on the grid. As the US election drew closer, with Trump the presumptive Republican nominee, a GCHQ team member noticed unusual electronic traffic between Moscow and the Democratic Party. This traffic wasn’t a one-off. Something weird was going on.

         “We saw it happen,” Robert Hannigan, GCHQ’s then director told me, when we met in London for coffee in 2018, in the same week that Mueller accused the GRU of conspiring against America, as well as computer fraud and money laundering.

         “We saw very odd communications between the DNC and known Russian actors. It jumped out.” According to Hannigan, GCHQ was the first Western agency to pick up on these cyber intrusions. “At the time no one was aware there was Russian manipulation,” he said.

         In line with standard procedure, Cheltenham informed Fort Meade. “We passed it to the NSA, who passed it to the FBI,” Hannigan explained.

         This was the first time the FBI learned that Moscow was engaging in espionage activity around the US election—a theme that would engulf the bureau and put it on a collision course with Trump. GCHQ continued to send regular written updates to NSA, Hannigan said, featuring “cyber metadata.” None of this, he added, constituted GCHQ spying on Trump—a meritless claim made later by the president and his early press secretary Sean Spicer.

         Hannigan’s news coincided with a new phase for the GRU’s hackers. By late spring they had accumulated filing cabinets’ worth of sensitive information. In itself, the stealing of foreign material was standard intelligence procedure. The US, the UK, France, Germany, and Australia all hacked the emails of foreign opponents when they could. This, as former NSA and CIA director Mike Hayden told me, was little more than “honourable international espionage.” Given the chance, he would steal from Russian servers too, he said.

         The question was what the GRU would do with this pillaged DNC stuff. We don’t know what conversations may have taken place between GRU director Korobov and Putin’s presidential administration. By April, however, a play was agreed. A decision was made to shove this material into the public domain and to activate it against Clinton, all the while concealing Moscow’s event-shaping role. The publication of the Panama Papers—which revealed widespread corruption inside the Russian elite and a $2 billion money trail leading to Putin’s Leningrad friend Sergei Roldugin—may have been a catalyst.

         First, the Komsomolsky Prospekt hackers sought to register a website, electionleaks.com. This didn’t work, so they set up dcleaks.com, bought using bitcoin. A GRU account, dirbinsaabol@mail.com, leased a server in Malaysia that hosted the domain. (The same email was used in phishing expeditions, Mueller said.) On June 8, dcleaks.com went live.

         The website was a success. It became a portal through which the GRU could feed leaks to reporters, candidates, and ordinary Americans. By the time it was closed in March 2017, the site had received more than a million page views. The GRU didn’t take credit for its work, understandably. Instead it claimed a group of “American hacktivists” were responsible and that dcleaks.com was a purely domestic thing.

         To bolster this fiction the GRU invented a small village of fake “Americans.” They had more or less convincing identities: Carrie Feehan, Alice Donovan, Jason Scott, Richard Gingrey. “Carrie” registered and paid for the dcleaks.com domain from an address in New York. “Alice” set up a dcleaks.com Facebook page. “Jason” and “Richard” promoted it.

         The Facebook accounts’ actual mastermind was Aleksey Potemkin, a GRU supervisor and officer with unit 74455, working out of the Khimki Tower. According to Mueller, Potemkin handled infrastructure and social media. His surname, Potemkin, was a good fit for a career in fakery. An earlier Potemkin, Grigory, famously painted backdrops to cover up the squalor of Russian villages visited by Catherine the Great.

         A website, a Facebook page … the GRU invented a Twitter handle too, @dcleaks. This was run out of a Russian computer used for other intrusion operations. The same machine ran the Twitter account @BaltimoreIsWhr, Mueller said. The account encouraged Americans to “join our flash mob” against Clinton and posted images with the hashtag #BlacksAgainstHillary. (The GRU is white and overwhelmingly Slavic.)

         The GRU’s American honeymoon lasted until May. That month the FBI told the Democrats they had been hacked, and the DNC brought in a security firm, CrowdStrike, to investigate. (Despite what Trump falsely claimed, CrowdStrike was co-founded by a Russian-born American, Dmitry Alperovitch. It had nothing to do with Ukraine.) The firm’s technicians discovered that two “separate Russian intelligence-affiliated adversaries” had penetrated the DNC network. These were “sophisticated” actors, CrowdStrike wrote in a blogpost—and familiar ones.

         CrowdStrike identified the first group of intruders as Cozy Bear, or APT29. This was the FSB. It broke into the DNC in summer 2015. Cozy Bear had already infiltrated unclassified systemsbelonging to the White House, State Department, and US Joint Chief of Staff, as well as other organizations, universities, and think tanks. Cozy Bear’s scope was impressive. Victims had been observed in Western Europe as well as in Brazil, China, Japan, South Korea, New Zealand, and elsewhere.

         The second group named by CrowdStrike was Fancy Bear, also known as APT28—the GRU units based in Kirov Street and Komsomolsky Prospekt. Fancy Bear had been engaged in cyber operations since the mid-2000s. Like its FSB rival, its activities were global. It had targeted defence ministries. It had hacked Germany’s Bundestag and the French television station TV5, among others. CrowdStrike respected its twin opponents in Moscow. They used “superb” tradecraft and “operational security second to none,” it said.

         This may have been true, but the Tower now faced something of a problem. The Washington Post had reported a possible link between the DNC breach and Moscow, and security specialists were busy evicting the GRU hackers from US servers. Meanwhile, Trump was trailing Clinton in the polls. The GRU responded with a classic disinformation ploy. It came up with a piece of make-believe. This story said the DNC raid had nothing to do with Moscow and was the work of a lone Romanian hacker.

         But what to call him? The GRU team in Khimki considered a name that was mysterious and cabbalistic. For their creation to be plausible, this incognito person would need a voice and a personality. And passable English.

         A little research was needed.

         
            *

         

         ON JUNE 15, 2016, the weather in Moscow was pleasant, in the low seventies Fahrenheit, with a cloudy sky and a few spots of rain. Over in Lille, Russia was playing Slovakia in the European football championships in France, and was soon to go a goal down. The headlines on Yandex—Russia’s internet search engine—were the usual. The Foreign Ministry in Moscow was protesting against a NATO plan to rotate troops into Poland and the Baltic states.

         One of the Tower spies logged onto a local server. He spent just over half an hour browsing suitable words and phrases. These included “some hundred sheets,” “some hundreds of sheets,” “dcleaks,” “illuminati,” “worldwide known,” “think twice about,” and “company’s competence.” Plus the Russian for “widely known translation.” By the time he wrapped up, Russia had conceded a second goal. 

         Two hours later, at 7:02 p.m. Moscow time, the GRU’s alleged Romanian hacker—Guccifer 2.0—made his debut. In an anonymousWordPress post, Guccifer 2.0 claimed credit for the DNC attack using the same phrases searched by the GRU.

         The statement—with phrases in boldface by Mueller—said:

         
            Worldwide known cyber security company CrowdStrike announced that the Democratic National Committee (DNC) servers had been hacked by “sophisticated” hacker groups.

            I’m very pleased the company appreciated my skills so highly))) But in fact, it was easy, very easy. […]

            Here are just a few docs from many thousands I extracted when hacking into DNC’s network. […]

            Some hundred sheets! This’s a serious case, isn’t it? […]

            I guess CrowdStrike customers should think twice about company’s competence.

            Fuck the Illuminati and their conspiracies!!!!!!!!! Fuck CrowdStrike!!!!!!!!!”

         

         There was more than a whiff of Dan Brown here. The idea of dark forces and conspiracy was one that Trump would himself energetically promote. To a native English speaker, Guccifer’s phrasing looked clunky. But perhaps this might be expected from a Romanian. Certainly the documents Guccifer provocatively posted were real. They included a DNC report on Trump and a list of Democratic Party donors.

         Guccifer became the main fictional intermediary between the hacked trove of documents and flesh-and-blood people seeking to exploit them.

         That summer Russian military intelligence followed events in America and considered new ways to disseminate its stolen cache. One obvious conduit was WikiLeaks, whose founder, Julian Assange, had been holed up since 2012 at the Ecuadorian embassy in London. WikiLeaks would become the GRU’s chief publication outlet, with Assange obfuscating the origin of the DNC material and denying Russian involvement.

         On or around June 22 WikiLeaks messaged Guccifer. It was the first in a series of direct communications between WikiLeaks and the GRU. Mueller has not revealed all of these exchanges. His indictment and report give us a snapshot, with WikiLeaks referred to as “Organization 1.”

         The message asked Guccifer to forward WikiLeaks “any new material here for us to review” since “it will have a much higher impact than what you are doing.”

         On July 6 WikiLeaks got in touch again. Ahead of the Democratic Party’s national convention, it appeared anxious to divide Hillary supporters from those who had backed her main rival, Vermont senator Bernie Sanders.

         The messages read:

         
            WIKILEAKS: if you have anything hillary related we want it in the next tweo [sic] days prefable [sic] because the DNC is approaching and she will solidify bernie supporters behind here after.

            GRU: ok … I see.

            WIKILEAKS: we think trump has only a 25% chance of winning against hillary … so conflict between bernie and hillary is interesting.

         

         The GRU understood. According to Mueller, it made unsuccessful attempts to transfer the material to WikiLeaks. On July 14 it tried again, sending an email with the subject “big archive.” A message said “new attempt.” There was an attachment titled “wk dnc link1.txt.gpg.” And a set of encrypted instructions explaining how the archive should be accessed. Four days later, on July 18, Assange or one of his co-workers confirmed “the 1Gb or so archive had arrived.” The GRU learned a release would take place “this week.”

         We don’t know if the Kremlin’s spy teams had televisions in their offices tuned to CNN, MSNBC, and Fox News. One imagines they did. What’s clear is that they were intimately plugged into American life and politics, fluent or conversant in English, and tracking developments on the East Coast of America, ten time zones and some 4,700 miles away.

         On July 22—a day after Trump formally accepted the nomination at the Republican national convention in Cleveland—WikiLeaks dumped out more than twenty thousand emails and documents. It said nothing about the role played by Russian intelligence. Instead Assange hinted in media interviews that his source might have been Seth Rich, a Democratic Party worker murdered in D.C.

         The release worked better than Moscow could have dreamed, and was surely proof that Gerasimov was right about the way in which information might confound the enemy. It swept over the Democrats in Philadelphia and incensed Bernie supporters, many of them already poorly disposed towards Hillary. DNC chair Debbie Wasserman Schultz resigned over accusations of pro-Clinton bias. Even better, Trump’s ratings jumped him into the lead.

         The GRU understood that not everyone had to be taken in by the Guccifer lone hacker fairy tale. Rather, the disinformation worked if it created serious doubts in some people’s minds about who might have been behind the hack, a scepticism that Kremlin bots and trolls could encourage.

         In this, Trump’s own comments helped. They were a smorgasbord of equivocation and deflection, expressed in shoulder-shrugging riffs suggesting that anybody might have done it, including China or a four-hundred-pound guy sitting on his bed in New Jersey. 

         The most notorious episode came on July 27, in Florida, when, among other things, Trump said of the hacking, “Nobody knows if it’s Russia.” He also made his direct appeal to Moscow to carry out espionage against his opponent, calling on the Kremlin to locate the thirty-three thousand emails that Clinton had apparently deleted:

         “Russia, if you’re listening, I hope you’re able to find the thirty thousand emails that are missing,” he said. “I think you’ll be rewarded mightily by our press. Let’s see if that happens.”

         Moscow was listening.

         The GRU was listening.

         Unit 26165 was listening.

         It’s unclear if Antonov, Badin, Yermakov, and Lukashev were staying late anyway, or simply hurried back to the office in central Moscow’s Frunzenskaya in the wake of Trump’s appeal to action. Mueller says that working “after hours” that evening, the spies tried for the first time to hack Clinton’s email. They fired off spear-phishing attacks to her personal office and to seventy-six related accounts. That they were seemingly unable to locate the thirty-three thousand emails wasn’t for lack of effort.

         At the time it was filed—July 2018—Mueller’s carefully constructedcharge sheet made it possible to reconstruct the events of two years earlier for the first time. It didn’t answer the central puzzle of Trump’s presidency: was there knowing coordination between Trump and people around him with Russian espionage players?

         If you were willing to give Trump the benefit of the doubt, it was possible to believe Antonov and his associates learned everything they needed from US cable networks. If you were suspicious of Trump’s denials of collusion, it seemed likely that Russia’s energetic spies may have benefited from inside help. And that the Americans who interacted with the GRU and its online creatures knew—or suspected—exactly with whom they were dealing. 

         The docket lays bare how the GRU reached out to influential Republicans, with Moscow leaning heavily on the scales of US democracy. One of these Republicans was the president’s now convicted friend and long-term political fixer Roger Stone. Stone—as Mueller indicates—was “in regular contact with senior members” of Trump’s campaign. He features in Mueller’s later report, though many details are redacted.

         We have a fragment of conversation.

         On August 15, the Russian spies posing as Guccifer messaged Stone directly:

         “thank u for writing back … do u find anyt[h]ing interesting in the docs i posted?”

         Two days later, the GRU followed up, writing:

         “please tell me if i can help u anyhow … it would be a great pleasure to me.”

         Then, on September 9, Guccifer referred to stolen DCCC documents published online, asking Stone, “what do u think of the info on the turnout model for the democrats entire presidential campaign.”

         Stone seemed underwhelmed. He responded, “[p]retty standard.”

         Through summer and into October the GRU published hacked material via Guccifer’s WordPress page and funnelled leaks to a small group of politically useful contacts.

         The spies were happy to help. When a Republican candidate for Congress got in touch, Guccifer provided documents about the candidate’s Democratic opponent. Some 2.5 gigabytes of stolen DCCC data went to a political news website, The Smoking Gun, with further documents about the Black Lives Matter movement given to a grateful reporter.

         The GRU engaged in a late-phase project to steal US voter data and other election material. Seemingly, the goal was to discredit the election. Anatoliy Kovalev, a GRU officer, led a state-level sweep, looking for website vulnerabilities. Targets included state election boards and other election-related entities, as well as email addresses belonging to state political parties, including Republican ones.

         That July Kovalev found a way into the Illinois State Board of Election. Using malicious code, he broke into the paperless online voter database and stole the IDs of millions of registered Illinois voters, including Social Security and driver’s licence numbers.

         In October he made a similar attempt to compromise Georgia, Iowa, and Florida. Florida was a special target. Days before the November vote, Kovalev dispatched more than 120 spear-phishing emails to “organization and personnel” involved in administering the election at a county level. The GRU got inside at least one Florida county government.

         By this point, of course, the GRU had released the contents of Podesta’s email account, which it had possessed since March. The dump was via WikiLeaks. Some fifty thousand emails were published over the course of a month, beginning on October 7. Most were inconsequential and routine—dull, even. Still, they did Clinton no favours.

         
            *

         

         MUELLER’S INDICTMENT AND report gave a thorough account of the GRU’s furtive acts. But certain aspects were missing—not least the role played by the separate hacking team from the FSB, which is still largely unknown.

         There was also a bigger question: how was it that a small group of hacker-spies sitting in a tower could subvert a US election, with a comparatively modest budget stretching into a few hundreds of thousands of pounds?

         After all, the Kremlin had previously taken a dim view of the internet. Putin viewed the web with suspicion, in 2014 calling it “a special CIA project.” He didn’t use email. He preferred briefings from his intelligence chiefs. At home, Russia took a sovereign view of internet use. It sought to control servers, to spy on domestic users, and to lock up critical bloggers.

         The US, by contrast, was the world’s dominant internet power and the innovative home of Facebook, Google, Twitter, Instagram, and other universal platforms.

         The short answer: Russia had caught up.

         True, the GRU’s tradecraft could be clumsy. In May, after the DNC hack was discovered, the Russians tried to delete traces of their presence on the DCCC network. (They used the computer program CCleaner.) When CrowdStrike disabled the “X-agent” hacking tool, the GRU spent seven hours trying to reinstall it.

         Andrei Soldatov, the foremost expert on the Russian internet, was underwhelmed by the GRU’s professionalism. “You try and find some logic and you are lost, to be honest. It’s really so stupid,” he told me. Soldatov acknowledged that the GRU officers were “no Ciceros” but said he had once thought them superior operators to the FSB, an opinion Mueller’s charge sheet made him revise. “It’s about ambition. It isn’t about logic. They [the GRU] are still seen as newcomers. They feel the need to prove themselves, to be more active,” he said.

         Despite imperfect tradecraft Putin’s modern spies had several advantages over previous generations. In the Cold War period most KGB officers had a reasonable understanding of the West and of capitalism and its functionaries. But they had to write their reports in ideology-speak, to conform with Soviet thinking. Accordingly, Moscow’s propaganda in America could be crude.

         Once communism was abandoned, ex-KGB men with Western experience were at last able to use their skills properly. A new generation of Russian intelligence officers learned English. One of them wrote Guccifer’s lines and batted away accusations he was a Russian agent with the words “Total fail!!!!!” Very few American spies spoke Russian.

         Russian society was, therefore, opaque to most outsiders, while America’s was utterly transparent. Hollywood movies and popular culture added to this knowledge imbalance. As the Financial Times pointed out, in 2016 the US was “outsmarted by foreigners it didn’t understand.”

         After the collapse of the Berlin Wall young Russians were educated abroad and studied in Western schools and colleges. They lived in New York, London, and Paris, or among the new democracies of ex-communist Eastern Europe. “They know our societies very well,” said Mark Medish, special assistant to President Bill Clinton and a former National Security Council director for Russia, Ukraine, and Eurasia.

         Medish told me Moscow’s foreign operatives of today reminded him of their predecessors of the 1920s and ’30s. This was arguably the high point of Soviet espionage, when multilingual undercover agents stole cipher codes, seduced foreigners, and passed themselves off as Nazis while secretly working for Red Moscow. Many were subsequently wiped out in Stalin’s purges. The most celebrated, Richard Sorge, became the subject of a later KGB cult.

         “They [the Russians] are doing what they did, with a nuance that was lacking in the Cold War,” Medish said. “They learned intimately how our societies worked from the inside and penetrated each country on its own terms.” The GRU’s spectacular success in America was in part a “malign by-product of globalization and integration,” he suggested.

         The FBI, CIA, and NSA all believed Putin had ordered a major influence campaign in 2016 to “undermine the US-led liberal democratic order.” Their joint 2017 report described this effort as “unprecedented,” Moscow’s “boldest yet,” and a “significant escalation in directness, level of activity and scope of effort.” The Russian government had a clear preference for Trump, the agencies said, and was seeking to denigrate his rival and harm her electability.
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