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         ‘A rich, clear and articulate explanation of a transformative technology.’

         David Spence, former Director and Chairman of PayPal Australia

         
             

         

         ‘Everyone who cares about money is trying to get their heads around DeFi, and what it may mean for financial institutions. This book explains it all, with sparkle, depth and clarity.’

         Michael Jordaan, ex-CEO of First National Bank and co-founder of Bank Zero

         
             

         

         ‘Looking backward to move forward, this book is a masterclass on the evolution and expansion of the crypto world and its possible futures. Essential for those wanting to move beyond the headlines.’

         Herman Singh, Associate Professor, University of Cape Town Graduate School

         
             

         

         ‘The gripping story of the great financial disruption and its portents, told with wit and insight.’

         Ray Hartley, Research Director, The Brenthurst Foundation ii
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            PROLOGUE

         

         Any book that confidently proclaims the redefining and refurbishment of the global financial system and the many industries it supports will rightly attract some scepticism, even derision. But there is much afoot now, small explosions of startling economic innovation, burgeoning revolutions happening in myriad matters of technology and commerce, and sharp-toothed dogs snapping at the heels of the world’s global financial institutions.

         It is called Decentralised Finance. ‘DeFi’ is its cutesy but sticky nickname.

         A reliable way of assessing the breathless predictions of any new technology’s disruptive potential is to look at the presumed losers to see how they are reacting.

         We did.

         Jamie Dimon, CEO of JPMorgan Chase, one of the largest banks in the world, has warned his shareholders of ‘enormous competitive threat’ from new financial technologies, including ‘serious emerging issues’ around ‘shadow banks’, meaning unregulated lending institutions outside of the banking sector. ‘They have to be dealt with quickly,’ he says. Bank of America muses publicly about the ‘best defense of being disintermediated by DeFi’. The Dutch multinational ING compares DeFi to cloud computing in the 1990s – an interesting new innovation then, and the foundational deployment mechanism of the global Internet now. And most tellingly, more than 80 countries have digital currency projects underway at their central banks, all of them in response to a new technology xivbarely known outside a small tech-savvy clique. From banks to stock exchanges to insurance companies to investment giants, from New York to London to Moscow to Beijing, from the tech giants of Silicon Valley to halls of government power, similar pricklings of concern and anxiety are being heard, and defences are being mounted. No one who is looking to the future can ignore it.

         And so we are comfortable in saying the following about the sudden appearance of this new financial technology, now just a few years old:

         
            Great fortunes will be made and lost in its wake. Staid and storied institutions will have to shed warm skins in a painful shudder of reinvention.

            It will make the startling trillion-dollar rise of Bitcoin look pedestrian by comparison.

            It will disrupt and displace fine and respectable companies, if not entire industries, along with careers and skills.

            It will make life easier and fairer and less expensive for the rest of us.

            It will affect everyone on earth who has ever had a bank account, a credit card, a debit card, a loan, an insurance policy or a lawyer. To say nothing of investors, artists and traders and anyone who would wish to transact globally without the inertia of inscrutable state and private bureaucracies.

            It will reforge the cogs and wheels in the engines of trust.

         

         We will argue in these pages that we are not overstating the case: DeFi’s growing hype is justified.

      

   


   
      
         
1
            CHAPTER 1

            Introduction

         

         A man in Johannesburg wishes to send his daughter studying in The Netherlands some money to spend on an upcoming long weekend. He decides that R1,000 (about $75) seems about right. He goes to his banking website to transfer the money to his daughter’s bank account in Amsterdam. On the site he is confronted with an array of forms and questions that seek to shoehorn his intended gift to his daughter into a set of arcane and opaque requirements.

         The man gives up at the point where the system attempts to assign a regulatory code to the transaction. He has been on the site for ten minutes. He does not even get to the point where the transaction might have been approved and where the transaction fee would be revealed. Had he done so he would have found out that it was over 15% of his intended gift.

         He then opens an application on his phone, a crypto-wallet called Metamask. He transfers $75-worth of a cryptocurrency called ETH from Metamask to his daughter’s crypto-wallet, accessed via an app called MyEtherWallet which she had downloaded the previous week in Amsterdam from her laptop. It takes fifteen seconds to enter the transaction. She receives the funds five minutes later. The  2 transaction fees are a fraction of what her father’s bank would have extracted.

         The man fills out no forms to do this transaction. He does not need an ID. The transaction, although having been viewed by thousands of anonymous computers, will never be tied to the father or the daughter. Unlike the bank transfer, the South African government and Dutch government will not ever identify them as the parties to this transaction, even though they would wish to do so.

         It is a private matter between father and daughter.

         It is simple. It is fast. It is cheap.

         
            [image: ]

         

         The scenario above is not new. It has been around for a few years, certainly longer than the main subject of this book, DeFi. It is in daily use by millions of people. It is trivial to initiate and conclude.

         But buried in this little story is an important matter, the crux really.

         It is the matter of trust.

         The man wishing to send his daughter a payment had two options. One required a ‘man-in-the-middle’ and the other did not. In this example, the ‘man-in-the-middle’ was his bank. Not only was the experience frustrating (although, to be sure, while this example is real, not all bank experiences are this bad), it was also expensive. And in this example, accompanied by a usurious rent extraction, both by the bank and the state.

         In the man’s second attempt to pay his daughter, there was no one sitting in the middle of the transaction. No institution with employees and forms to fill in. Just a few lines of code of little interest to the man who initiated the transaction, or to his daughter. A transaction fee may have been charged to compensate for 3the expense of the computing resources which shepherded this transaction to its conclusion. But it was much lower than that of the bank.

         Bitcoin arrived as an idea in 2008, launched in 2009, and is the last common ancestor of all that has come after (Bitcoin itself still rules the roost in terms of scale and total value but decreasingly so).* It has spawned many offspring, some spinning off into historical footnotes and others surviving and conquering. It is Darwinian in its unfolding, having evolved in its entirety in a little over a decade, as though in a petri dish. And it has turned out to be antifragile, adapting and surviving over time.

         One of the evolutionary lines has resulted in the family of projects and applications collectively called DeFi, which started appearing in 2018. There is a famous August 3rd, 2018 screen grab from Telegram, a chat with early innovators in the field – some people from projects called dYdX, 0x, Set Protocol and Dharma. The names on the chat are Blake and Brendan, but there were others, like Felix Feng from Set, who has related the story and shared the screen grab. Names for their new passion were bandied about. OFD – Open Financial Protocols. DFD – Decentralised Finance Developers. Open Lattice, Open Horizon. And then ‘DeFi’. I like it, says Blake, it comes out as ‘Defy’. And that was it.

         And therein lies the core of this book, DeFi. We will describe a big idea, its implications still evolving and ill-understood, and its commercial instantiations appearing daily, not only in finance (where we will spend most of our time) but across myriad other human endeavours.

         4This idea had its roots in maths first, and then cryptography, and then the aspiration of a few techno-zealots to build a new financial system, a better one than had existed for centuries.

         It was an idea that fed off the perhaps cynical view that the world would be a better place if we trusted no one. Or, rather, that we didn’t have to trust humans, institutions and governments, but rather mathematics and logic, protected against politics, change or misinterpretation.

         We will describe a set of technological and commercial developments which are, by design and with brutal precision, targeting industries that outsource trust – banks, insurance companies, exchanges and brokers and other trustees across numerous other industries, whose fees are estimated to consume 6% of global GDP, to say nothing of the profits which some of them accrue beyond the selling of trust.

         We will briefly and lightly explain the underlying mathematics, and point out the organisations, projects, individuals and services that together comprise this new industry, and we will show exactly where their collective arrows are likely to find their marks in the financial world.

         DeFi is coming. Quietly at first. Tentatively at first. Softly at first. And then not.

         
            * For the uninitiated, we describe how cryptocurrency and blockchain actually work at various points in the following pages.

         

      

   


   
      
         
5
            ​CHAPTER 2

            A matter of trust

         

         Before launching into the Wild West of blockchain and smart contracts and DeFi and banks and metamorphosing financial landscapes, it’s worth taking a short look at trust and the role it has played, not so much in financial matters, but everywhere.

         It could be argued that human beings start their lives with a surfeit of trust, giving themselves over completely to the protective embrace of their mothers. We have been taught to trust those in our immediate proximity, and authorities. Trust your family, trust the tribe, trust the police. Automatically distrust strangers. And if one has a darker view of nature, one can argue that the older we get, the more our trust in the world leaches away until it is exhausted.

         Perhaps that is partly true, or a matter of degree. What is certainly true is that in human interaction, from business to politics to language to the entanglements of intimate relationships, trust is the lifebelt which seems to keep us afloat. Where we find a lack of it, often through bitter experience, we try to take action to enforce it. Contracts. Promises. Threats. Shame. Laws. Police.

         Trust inhabits how we operate in the world, from our families and loved ones and friendship circles where layers of trust are 6assumed, to delegated representatives and authorities in politics and institutions (where trust never seems to last for very long), and on to the wider and unknown world in which we require a little more assurance, and sometimes a lot more. In the circumstances that we address in this book, we find that the best strategy is to have no trust at all.

         Google fairly bristles on this topic. Scholarly articles go on for many pages and across decades. This is a big subject, well-trodden, continuously debated, worried over and analysed.

         There is one analysis that caught our eye, from a paper entitled ‘Information, Irrationality, and the Evolution of Trust’ by Manapat, Nowak and Rand, from ScienceDirect.com. The authors discuss trust in the field of investing. They talk about the context of trust evolving under the influence of two important questions. One is knowledge of the trustees. And the other is whether the trustees are in an environment where they need to compete for investors’ trust. We will see this directly affecting the matters discussed in this book. The financial organisations that we trust with our valuables are increasingly unknown to us – their brand may be known, so might the employees with whom we interact, but not the inner workings of the products they sell to us, the machines into which our funds are thrown. And they are increasingly monopolistic, not because there are no competitors, but because there is inherent friction in moving from one to another. Anyone serviced by multiple products at one bank, like a savings account, current account, credit cards and a mortgage would balk at restarting with a new bank.

         This brings us to one of the core pillars of DeFi, that of trustlessness, a term bandied about since before the birth of Bitcoin. And the other piece of related jargon, decentralisation, often ill-understood.7

         A simple explanation then.

         A trustless economic system means that participants need not trust anyone in that system. Not even a little. Not the people who built it, not the people who use it, not the people who abuse it. This is true of most of the DeFi projects we will discuss. Trustless architectures are designed around assumption of the worst-case scenario (i.e. everyone is equally liable to be dishonest). You do not even need to trust the system itself.

         This is achieved in more than one way. The first is to use maths to ensure immutability in the data stored on the system. It cannot be changed, ever. Not by people and not by malware. It is locked down by mathematics. We will learn a little bit about how that is achieved in the next chapter.

         The other is through the mechanism of the decentralised system.

         A story is illustrative here. There is a small undiscovered island somewhere in the Pacific, with no access to the outside world. There are, say, 150 families on this island. They all reside in the only village, and live bountiful lives, eating coconuts from palm trees and getting shade from their leaves. Each family has one tree. One day, a storm comes over the island and lightning strikes, destroying the tree of the Wok family. That night a meeting is called. Wok’s neighbour, the head of the Kek family, says: ‘No worries, Wok, I’ll lend you leaves and coconuts, and when your tree grows back you can repay me.’ So two years later, the tree is back. Kek comes to Wok and says: ‘Dude, it’s payback time.’ Wok says innocently: ‘What are you talking about? I don’t owe you anything.’ A meeting is called. Kek asks: ‘Who heard Wok promise to repay me?’ 149 families raise their hands (not the Woks, of course); they all heard the same thing. Wok has to pay. The same promise was heard 8by everyone. It cannot be refuted. Because the transaction was … decentralised.

         This is how decentralisation works in the here and now, only better (imagine if everyone hated Kek because he was a meanie – it could have gone the other way). In the case of cryptocurrencies such as Bitcoin and Ethereum the same transaction can be viewed and checked by hundreds, thousands, even tens of thousands of anonymous computers, the operators and owners of which are all unknown to each other. There is always consensus as to what is happening on the blockchain (which is the underlying technology plumbing – the database on which all transactions live for ever, embedded, immutable, auditable and connected in a long chain of data ‘blocks’). It is the consensus of strangers, which is the safest kind, even better than 150 families in an island village.

         Moreover, what the technology has provided is scale. Many small tribal units originally had decentralised decision mechanisms, because there were few enough participants to be manageable, as in our example. But as humans collected in larger and larger groups, this became impractical and led to other forms of decision-making. Decentralised blockchain has brought back the power of the tribal unit, but at scale.

         There is one other word associated with this new technology. It is permissionless. This means that anyone can participate without asking anyone’s permission. There is no one to apply to, and the technology does not know or care who the participants are. Again, this concept is unheard of in TradFi (traditional finance). There is always an application form to be accepted or rejected by people or machines behind closed doors. To take a loan. To open an account. To take out insurance. To wire money to another country.9

         We do not intend to go too deeply into the technical details that ensure trustlessness and decentralisation; they are beyond the scope of our interest, but the concepts are not.

         Trustlessness and decentralisation and permissionlessness. The opposite of the world of financial institutions.

         (A side note: not all blockchains are decentralised, or permissionless, or trustless, depending on how they are deployed. But the ones we will be considering in this book are.)10
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            ​CHAPTER 3

            Ethereum and the rise of the smart contract

         

         In trying to determine how we got here and what the ingredients of history were that led to this moment, we immediately are faced with the problem of how far back to cast our gaze. The history of financial institutions is important, and we will get there later. So is Bitcoin, the kindling that combusted in 2009 and started the entire blockchain industry. But there is another starting point that is often overlooked.

         It is the invention of a security methodology called public key cryptography, a piece of magic fuelled by a mathematical oddity – the one-way function. Fear not, the following two paragraphs will be about the only reference to maths you will find in this book.

         Those of you with any memory of high school will remember the ‘function’. One of the first ones you might have learned was f(x) = x2. If you know what is on the left of the equal sign (the value of x), you can calculate what is on the right (the value of x2). If you know what is on the right side of the equal sign (x2), you can work out the value of x. This is a two-way function. Two-way functions rule the mathematical roost; they are ubiquitous.12

         In 1904 a German mathematician named Ernst Zermelo was fiddling with the works of the seminal 19th-century German set theoretician, mathematician Georg Cantor. He noticed that Cantor’s work contained certain paradoxes, which eventually gave rise to a class of surprising functions where it was easy to move in one direction, but not the other. These functions are sometimes referred to by mathematicians as trapdoor functions.

         Easy to compute one way, very hard to do the reverse. This is the cellular DNA of blockchain technology and indeed of most digital security.

         We now jump forward through decades of formal mathematics to 1976. Three cryptographers, Whitfield Diffie, Martin Hellman and Ralph Merkle, had been working for some time on a fiendishly complex problem that can be illuminated by a simple example.

         Let’s say I have a secret which I write down on a piece of paper, and I lock it in a metal lockbox with my little brass key. If I give you the lockbox, and I later want to give you permission to read my secret, then you must have an identical key to open the lockbox (or I must give you mine). There is no other way.

         Diffie, Hellman and Merkle wanted to achieve a way of sharing secrets without having to share keys. It was the unsolved problem called the asymmetric key problem, and we will soon see why it was so important.

         Diffie and Hellman finally cracked the problem with layers of arcane mathematics, with assistance from Merkle. Diffie and Hellman authored an iconic 1976 paper entitled ‘New Directions in Cryptography’. The solution came to be known as the Diffie–Hellman key exchange, and Merkle’s name was added in 2002 to recognise his contribution (Merkle also found his own glory elsewhere in cryptography).13

         There is a fascinating side story around this, described in detail by Simon Singh in his book The Code Book. It seems that the British had solved this problem many years earlier in work that was carried out by their intelligence services. It was embargoed under the Official Secrets Act. That they had already cracked this nut only became known to the public when the embargo ended, well after Diffie–Hellman’s paper, and too late for the multi-billion-dollar security industry that arose in its wake.

         The 1976 Diffie–Hellman–Merkle key exchange was picked up and further developed by three academics – Ron Rivest, Adi Shamir and Leonard Adelman – who developed the RSA algorithm the following year. And eventually and perhaps inevitably, RSA became the foundation of Internet security. (The little yellow lock in your browser window, and the ‘s’ in ‘https’, means your browser session is secured by cryptography based on the RSA algorithm; meaning that you likely use public key cryptography every day.)

         Now we are going to leapfrog a library’s-worth of additional maths and computer science and get to the core of the matter – how this all fits into blockchain and cryptocurrency.

         You will have heard, incessantly perhaps, about the security of blockchains (both Bitcoin and Ethereum, and others), their unhackability, about the safety of your ‘tokens’ (cryptocurrency coins) on those blockchains. This is because it is easy for tokens to be deposited by anyone to your wallet address on the blockchain (your ‘account’ is the easiest way to think of it), but impossible (actually ‘too hard’ is a better description) for anyone to move tokens out of your account, except you. Using your own private key. Not the little brass one of course, but a string of numbers known only to you. Other people who want to get into your account to make deposits are given another key, called a public key, and 14they all use the same one. But they can’t make withdrawals – for that they need the private key. The whole system uses the one-way function as its logical core.

         Easy one way, hard the other. What RSA had done was to give programmatic life to the magic of the one-way algorithm, and in doing so, created the most secure digital key in digital security history.

         A side-note: what do we mean when we say that a function is ‘hard’ to reverse in our world of blockchain and wallets and keys? Go on Google and ask the question ‘How long does it take to crack a private key?’ You will be assaulted by maths and long debates about assumptions. Here is a good one: if a modern supercomputer had been running since the Big Bang, it still wouldn’t have cracked your private key.

         This one is even better (and longer):

         
            317,000,000,000,000,000,000,000,000,000,000,000,000,000,

000,000,000,000,000,000,000,000,000,000,000,000,000,000,

000 years.

         

         A long time, then.

         Bitcoin

         It is not possible to discuss DeFi without discussing Bitcoin. It is the OG, the Original Gangster, of this entire enterprise. But so much has been written, mythologised, recorded, argued and analysed over Bitcoin’s short lifetime that we intend only to discuss the sections that illuminate the road to DeFi.

         Satoshi Nakamoto’s seminal 2008 white paper ‘Bitcoin: A Peer-to-Peer Electronic Cash System’ birthed the development 15of the Bitcoin blockchain by a small band of crypto-enthusiasts, including Satoshi, who dropped from sight in 2013. Nobody had ever met him or has since been able to trace him. (It was likely a him, and not a her or a group of people; there is apparently evidence of this in the email trails. Satoshi is also a male name in Japan.)

         It was a cool experiment at the beginning, not much more. Its pieces included a type of secure database (now known as a blockchain) that stored tokens called Bitcoins in one of many ‘wallets’, each wallet simply being an address in the blockchain database. Tokens could be moved around the database from one address to another under instruction by the wallet holder. Anyone could make a deposit to the wallet.

         The white paper and its software’s expression in the blockchain sought to address multiple problems that existed in real-world money. One of the most important was that of ‘double spending’, which had bedevilled digital money development from the 1970s when people started toying with the idea. Because digital items are easy to copy, how could people be stopped from copying a digital coin and spending it more than once? The paper solved a host of other issues as well, from security to immutability of transactions history, to the building of ramparts against coordinated network attacks, to democratic open access, to a locked-in resistance against the unrestrained and inflationary printing of new money (this is what governments and their banking proxies have done for millennia, including now via the euphemistically named ‘quantitative easing’ (QE), a fancy word for government creation of money out of thin air, for example to fund a pandemic response). Satoshi’s nine-page document described an entire end-to-end monetary system, from the creation of money to the way it is held, exchanged 16and transmitted, secured by cryptography, inflation-proof, with no owner, no custodian, no geographic borders, its rules set in stone and impervious to whim or malice. It was, in short, a work of art.

         There is some evidence that the original contributors to the project hoped that it would be more than just a fascinating experiment, having created many digital coins for themselves along the way through a process called mining – the ingenious mechanism invented by Satoshi to mint Bitcoins, which we will revisit later in the book. But until the infamous first person (Laszlo Hanyecz) ascribed a first value to a Bitcoin, it was just an interesting project. That first transaction-of-value was 10,000 Bitcoins (BTC) for two pizzas worth $78, sold by the pizza restaurant-owning father of one of the first contributors to the project. The pizza restaurant is Papa Johns and the date of that transaction (May 22nd, 2010) is celebrated by Bitcoin enthusiasts every year. It is called Bitcoin Pizza Day.

         And then it took off, almost without pause, driving the fastest and largest movement of value from traditional assets into a new asset in recorded history.

         Which leads to an observation and a question – DeFi has not blossomed on the Bitcoin blockchain, because it has taken root elsewhere. Why not?

         The Bitcoin blockchain was designed for a single use-case – a system to allow the safe and private storage and transmission of digital money from one digital wallet to another. Purists will demand a little more, so: it is a cryptographically secure database for a token called Bitcoin, supported by an ecosystem consisting of miners (who create Bitcoin) and validators (who validate the integrity of transactions) and the rest of us, wallet owners, all working in a close-knit ecosystem to transact within the Bitcoin monetary 17system described in Satoshi’s white paper. Meaning that there are three actors on the Bitcoin blockchain – those who verify transactions and mint Bitcoins (miners), those who check their work (node validators, thousands of them, many of them running on inexpensive off-the-shelf machines), and the rest of us, who merely store and use our Bitcoin.

         Nothing else was envisaged. A single coin – Bitcoin. A single use – creating, storing and transacting Bitcoin. A closed system. Not a fertile place for new-fangled ideas like DeFi to take root (although Bitcoin did provide some facility for additional frills to be created). One could argue that its unwavering focus on one thing drove its success – its acceptance, its hardiness and its now-trusted brand. There are now emerging new technologies to bring DeFi to Bitcoin, but it is too early to say whether they will amount to anything.

         We will come back to Bitcoin from time to time, but we now move on to the other dominant global blockchain, Ethereum, and the big idea that has been enabled and fuelled by DeFi – the smart contract.

         Ethereum

         Like Bitcoin, the history of Ethereum is steeped in lore. Just as Bitcoin was largely the brainchild of Satoshi Nakamoto (even though he credited the work of a number of predecessors on whom his ecosystem had fed, including Nick Szabo, Adam Back and Wei Dai between 1998 and 2005), so too does Ethereum have a godhead. With full cognisance of the many early developers, talented hobbyists and visionaries who put their shoulder to the wheel in the development of Ethereum, the main founding energy behind it belonged to a bone-skinny Russian-Canadian teenager, Vitalik Buterin, who remains the spiritual driving force behind the project.18

         Ethereum was launched in 2015, a full six years after Bitcoin. Buterin had been a precocious mathematical whizz at school, a teenage videogame nerd, and had become deeply obsessed with Bitcoin, even co-founding one of the earliest magazines in 2012, called Bitcoin Magazine. It is amusing to understand how deep in the dark ages this was – it was the era of printed magazines.

         There is a story he tells of a sort of Damascene conversion to the basic political tenets of cryptocurrency when he was a teenage gaming nerd. He said in an interview: ‘I happily played World of Warcraft during 2007–2010, but one day Blizzard removed the damage component from my beloved warlock’s Siphon Life spell. I cried myself to sleep, and on that day I realized what horrors centralized services can bring.’

         Philosophical gaming epiphanies aside, Buterin wrote the Ethereum white paper in 2013. It presented a big new idea, one which was, from a philosophical standpoint, wildly different from Satoshi’s white paper. Instead of a single-use architecture, Ethereum would allow anyone to dream up any financial application and program it to run on the blockchain. (It should be noted that white papers have become de rigueur in new crypto projects; entrepreneurs would never get traction without one. ‘Yellow papers’ are generally the next document – the implementation and economic details. And ‘lite papers’ are the dummy’s guide to the project.)

         Buterin’s key principle was that no one person, or even a collection of people, could foresee all of the different ways in which the platform could be used. The original Bitcoin blockchain was designed as a single-use peer-to-peer currency application, and it was never intended that it should be allowed to be used as a Swiss army knife (by the way, it is endlessly confusing to some that the cryptocurrency and the blockchain have the same name – Bitcoin).19

         But Buterin believed differently.

         And so he built what is known as a ‘Turing-complete’ programming language called Solidity and bound it tightly and immutably to the Ethereum blockchain. This fancy name, ‘Turing-complete’ (after the great British mathematician Alan Turing), meant that the language was able to solve any computational problem you could throw at it using its native language commands. It could not simply refuse to execute a program, or give up in the middle, or make a mistake.

         So, a programming language then. You may have heard of C or Python or JavaScript. This language was similar in dialect but simpler, more compact. Developers could learn how to use it in days. The language provides a bunch of pre-written functions for often-used tools, ones you might expect in a language that was to be used in finance and money, like withdraw or spend or balance. And the ability to specify ‘if-then-else’ rules, which allows contract conditions to be coded. The resulting programs in the world of Ethereum are called ‘smart contracts’: programs, smallish ones, each expressing a set of rules, exceptions, inputs and outputs (specifically the conditions under which value moves from one wallet address to another). And the contracts are visible to all, and secured by the same mathematical provability for which cryptography is well known. Just like a real-world contract, but immutable, provable and transparent.

         Lex Fridman is a podcaster who invites very big thinkers from many disciplines onto his show and shoots the breeze for a couple of hours. He has had physicists, politicians, philosophers, social scientists, computer scientists, and plenty of crypto entrepreneurs and commentators. On one podcast with DeFi luminary Sergey Nazarov (CEO of a DeFi project called Chainlink) he spends some time on the deeper meaning of the smart contract.20

         He makes the larger point that civilisation has been built on the rails of interactions between humans, and the language that is used between them. Language is interpretive and occasionally ambiguous; so we sometimes fail to achieve perfect human communication. Fridman points out that books have been written on the interpretation of single sentences (and sometimes words) on which matters of great import have hinged. There are circumstances where ambiguity is the enemy, such as when two entities need to agree on some set of facts, conditions and outcomes. And one of the tools we use as a civilisation is the contract, drawn up by experts like lawyers. Even then there is sometimes imperfect communication, which is why we have courts to adjudicate.

         Computer languages, by design, are just the opposite. They are entirely deterministic. No book will ever be written about a line of code, as Fridman points out. A piece of code cannot be ambiguous or misinterpreted.

         The genius of the smart contract, imagined and implemented by the original Ethereum team, is that it is designed to merge human agreements (specifically financial agreements) into a formal computer language, made unambiguous and deterministic. The ‘smart’ contract that is implemented is not only open for all to see, it is also secured by cryptography, 100% resistant to change.

         In the world of traditional finance, contracts between humans and the financial institution are often too complex for most of us to understand, perhaps purposely so (there is a reason for fine print). They are also often opaque, dense and able to be changed at the whim of the more powerful party (who hasn’t received an unbidden fee increase email? To whom does one complain?). Financial institution contracts are drawn up by expensive lawyers. Signatories on the other side, you and I, rarely have the opportunity or resources 21to have an independent lawyer weigh in on their fairness, and even if we did, the balance of power dictates that the institution will not change a thing. So we generally just sign. Mostly we don’t even read the contract.

         Smart contracts on Ethereum stand in stark contrast to this. Anyone can see the code. Its decentralised and open nature means that many do. The wisdom of crowds weighs in on the contract’s integrity and fairness.

         It is, in the words of Fridman, a transformative idea.

         And so our story starts here, with a blockchain called Ethereum and a smart contract programming language called Solidity and enough time since its 2015 launch to have gained the trust of developers and libertarians and visionaries and some chancers, all hoping to pull down the mighty edifices of the financial world. And more.

         But first. What is a bank?22

      

   

OEBPS/images/002_online.jpg





OEBPS/images/title_page_online.jpg
Beyond
Bitcoin

DECENTRALISED

FINANCE AND THE
END OF BANKS

Steven Boykey Sidley & Simon Dingle





OEBPS/images/9781785788314_cover_epub.jpg
Beyond
Bitcoin

‘A rich, clear and articulate explanation of a transformative technology.
David Spence, former Director and Chairman of PayPal Australia





