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About Big Brother Watch


Big Brother Watch is a campaign from the founders of the TaxPayers’ Alliance, fighting intrusions on privacy and protecting liberties.


Big Brother Watch produces regular investigative research papers on the erosion of civil liberties in the United Kingdom, naming and shaming the individuals and authorities most prone to authoritarian abuse.


We hope that Big Brother Watch will become the gadfly of the ruling class, a champion for civil liberties and personal freedom, and a force to help a future government roll back a decade of state interference in our lives.


The British state has accumulated unprecedented power and the instinct of politicians and bureaucrats is to expand their power base even further into areas unknown in peace time.


Big Brother Watch campaigns to re-establish the balance of power between the state and individuals and families.


We look to expose the sly, slow seizure of control by the state – of power, of information and of our lives – and we advocate the return of our liberties and freedoms.


Big Brother Watch is on your side.


Alex Deane gratefully acknowledges Richard Smith and Lord Vinson for their ongoing support, and Big Brother Watch founder Matthew Elliott for his ongoing leadership.
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Foreword


Civil liberties are the foundation of freedom, and democracy depends upon our defending them vigorously.


This book chronicles the growing threat to those liberties, now made easier by the new technologies which are available.


The cause we are taking up should appeal to people across the whole political spectrum and we need to


support each other.


The price of liberty is eternal vigilance and solidarity with all those who attempt it.


I hope this book is widely read and studied.


It is a book for our time.


Tony Benn







Introduction


Alex Deane


 


It was surprising and disappointing to watch as the Labour government – which gave us the Freedom of Information Act – became the most authoritarian British regime in modern times. As Big Brother Watch set out in our manifesto before the 2010 election, the arrival of a new government offered an opportunity to undo some of that work – and indeed, both parties in the coalition pledged before the election to reverse the rise of our surveillance state, and reaffirmed that intention in the Coalition Agreement. That promise is very far from being fulfilled.


Here is a whirlwind tour of the live issues in the liberty and privacy spheres.


What has already been done by the coalition


 


The ContactPoint database has been scrapped. A database designed to hold the details of all the children in England, accessible to hundreds of thousands of people, was a dreadful and disproportionate intrusion into private life, the very apex of both our peculiar national obsession with paedophilia and the modern mania for surveillance. It undermined childhood and threatened our proud tradition of volunteerism and its abolition is tremendous, both in what it achieved and the direction and purpose it gave to this area of our national life.


Identity cards for UK nationals have been scrapped. Much more importantly, so has the database behind them – meant to be an alarmingly comprehensive ‘single source of truth’ held by the state about the citizen (with swingeing penalties for failure to notify the authorities about changes promptly). The end of the scheme represents the apotheosis of perhaps the most successful public campaign in modern times


On the other hand, foreign nationals are still required to have them; whilst the possibility of cards for British citizens has been ended for the time being, the relevant structure still remains for foreigners. In fact, it has been accelerated and made obligatory for them. The implementation of the required structure for cards – the equipment, the cards, the chips, the readers, the staff training and so forth – is the important thing. The question of who is to be entered into such a database and carry those cards is just a practicality. The potential future implementation of a wider scheme is rendered much, much easier by the existence of cards for foreigners.


Furthermore, cards are not needed for foreign nationals in the first place – if they are here legally, they have passports or similarly verifiable and satisfactory identification documents. If they’re here illegally, how likely are they to comply with the ID card scheme?


Reviews that are being/going to be held by the coalition


 


The removal of DNA profiles of innocent people from the national DNA database is perhaps the issue on which the need for reform is most clear-cut. When the European Court gave judgment in the case of Marper in 2008, the practice in England and Wales of retaining (and uploading to the database) DNA samples acquired by the police from those later acquitted of offences was decried by the highest possible authority. The practice has remained ever since, without redress. That failure to act made a perverse kind of sense under the last government, which believed that it was right for the state to keep DNA profiles, however acquired. But both parties in the new government pledged to change the situation in light of the vast swathes of innocent people on the database today (remember ‘reclaim my DNA’?). So, it is therefore surprising and disappointing that nothing has been done.







The police have (probably rightly) continued in their indiscriminate DNA-snatching practice unabated, on the basis that they follow the guidelines given to them by the Home Office until they are changed. So the guidance should be changed tout de suite. James Brokenshire regularly receives enquiries from his parliamentary colleagues about when action is to be forthcoming; each MP has a number of concerned constituents affected by this issue – and holding answers can only hold for so long, especially in light of such specific, clear pledges. Not only did the Conservative Party run their ‘reclaim My DNA’ campaign, they also gave a smaller but very specific pledge in the 2010 manifesto, to the effect that those wrongly accused of minor crimes would have an automatic right to have their profile withdrawn from the database. But, as I say, nothing has been done, and chief constables continue merrily to add thousands such samples to the database.


Covert surveillance by local councils (under the Regulation of Investigatory Powers Act or otherwise). Many are surprised to discover that the power to conduct covert surveillance rests with local councils, who can authorise themselves to mount surveillance of their residents – and do so, regularly. Big Brother Watch identified over 8,500 separate operations in the past two years. It’s not for the serious crimes or terrorism people thought the legislation was for – it’s for putting your bins out at the wrong time, for dog fouling, for spying on council employees, for breaking the smoking ban, for littering, for noise nuisance. If true, the things being investigated are wrong, but they don’t justify covert surveillance – it’s entirely out of proportion. The cure is worse than the disease.


Such issues can be solved without such excessive powers: since 2007, Bradford Council has disowned these intrusive tools. Instead, they write to people saying, we’re going to investigate (for example) a noise nuisance complaint in your area (I suppose this is ‘overt surveillance’). Unsurprisingly, compliance goes up – so, even without reference to privacy, just in terms of success, these powers are unnecessary. Surveillance powers should be removed from local authorities altogether: if an offence is serious enough to warrant covert surveillance, it shouldn’t be in the hands of councils – it should be with the police. If not, then innocent victims of it should have a right to know that they were watched, a right you currently don’t have (so it’s not scaremongering, but simply stating the


obvious, to say, ‘it could have happened to you’). It would change the whole culture of surveillance if those conducting it knew that their actions would have to be justified to their victims. There should be a requirement for a councillor to sign off on the surveillance, so that there is at least an element of democratic accountability in the process. Furthermore, councils should be required to obtain a warrant before conducting such surveillance. A promise on the last point was specifically made in the Conservative Party’s manifesto – nothing has yet been done.


Reform of the Independent Safeguarding Authority. Established in 2006, the ISA was created after the murder of Holly Wells and Jessica Chapman by Ian Huntley. Those working with vulnerable groups, such as children and adults with learning difficulties, face enhanced criminal vetting procedures before taking up their posts. Whilst of course professionals working in these environments should have background checks, volunteer groups rightly complain that the scheme is overly draconian and intrusive in nature and is actually harming those it seeks to protect by making people less likely to be willing to help in future. Theresa May has announced that the ISA would be ‘fundamentally re-modelled’ in order to reflect a ‘common sense’ approach to vetting those working with children and vulnerable adults, and halted the previous government’s plans to force all volunteers to register with the ISA from July 2010. The Home Office has calculated that the ‘scaling back’ of the project will save taxpayers around £100 million per year. The manner of this reform has yet to be clarified and those who are kind enough to give their time in the fields concerned remain uncertain about the future of their work (especially in light of the ongoing, often intrusive, often problematic ‘enhanced’ Criminal Records Bureau checks which hold up the appointment of thousands of perfectly normal people to perfectly normal jobs). Big Brother Watch would scrap the ISA altogether but in the absence of such a decision the reforms must at least be announced post-haste.







CCTV regulation: our report into CCTV showed that the number of council-run CCTV cameras has trebled in the last ten years. That’s working off a high base: a decade ago, people were already alarmed by the extent to which we were being watched. Our report doesn’t reflect the large number of cameras held by others: by Transport for London, by government ministries, or in private hands. So the true figure is really very high.


It matters because CCTV cameras are not good in and of themselves. To be worth paying for, they have to help to prevent or help to detect crime. If they don’t do either, then they are worse than useless – people feel a false sense of security because of them, policing techniques are increasingly reliant on them, they cost a lot and they intrude on privacy.


Cameras are often not working or turned off (as happened in an unpleasant beating in Somerset) or pointing in the wrong direction – all are much worse than them simply not being there, as law enforcement becomes dependent on an unreliable resource. When they’re working and turned on and pointing the right way, footage is often scrubbed before law enforcement officials collect it. When they’re working, turned on, pointing in the right direction and not scrubbed, the quality of footage is often such that courts cannot use it. They let people down all the time.


There have been forty-four proper studies of CCTV: taken together, they show that crime is not driven down by CCTV (with the exception of a marginal benefit to safety in car parks). That was confirmed by a recent Metropolitan Police report, which stated that one crime per year was ‘solved’ per thousand cameras. I’m not a Luddite. Technology has a role to play in law enforcement. There are specific cases you can point to where CCTV has helped – but against those must be weighed the millions of man-hours and millions of pounds that get pumped fruitlessly into cameras, and the harm done to society by the presumption of guilt implied by monitoring everyone all the time.


The public purse offers finite resources, and money spent in this way is money that cannot be spent on other forms of policing, such as officers on the street. It’s a question of balance. We’re the only country that’s gone so far down this path. The Shetland Islands have more CCTV cameras than the San Francisco Police Department.







Even putting aside the occasional cases of outright abuse of the network, there are obvious privacy issues raised by CCTV which usually go ignored, but shouldn’t. People are increasingly concerned by the capture and retention of the images of innocent people without their consent. Part of society is unambiguously private, like bedrooms (sometimes intruded into by those who run CCTV, but in principle private). Part of society is unambiguously public and needs to be monitored, for example customs areas at airports. There is an argument taking place about what happens in the rest. Some think it’s OK in principle to record the rest, all the time, just in case. I don’t. That goes too far.


One of course has to rebut the facile ‘nothing to hide, nothing to fear’ – the reverse should apply in a free society. If you have done nothing wrong, why should the state record your whereabouts and what you’re doing? If you think that if you have ‘nothing to hide, nothing to fear’, that privacy has no place in the discussion of CCTV, then you will note that the largest proportion of violent crime in this country is domestic violence in one form or another – and you won’t mind having a camera in your house. If you’re not doing anything antisocial, you won’t mind having an ASBO. If you’re not doing anything criminal, you won’t mind a curfew. If you have nothing to hide, why do you have curtains? Anonymity is not a crime.


CCTV is being used in this country to monitor and identify peaceful protesters. Surveillance is being conducted on a routine basis of those exercising democratic rights of protest – freedom of assembly, speech, movement.


We are also building up a data set of personal information which is valuable and open to future abuse (especially given the rapid development of facial mapping). Only a fool would presume that all people in all future governments and all those in power in future times will be benign.


The advocates of CCTV often claim that ‘people like it’. Certainly, asked something like ‘do you approve of the use of CCTV to fight crime?’, most people will answer yes. But in the absence of choice between CCTV and another method of law enforcement, is that really an endorsement of CCTV so much as a desire to see crime solved?


There should be a requirement for a public consultation process before cameras are installed. Tests I’d suggest should be applied to CCTV:




	Necessity – is a camera really needed in location X? If so, is it still needed? Once it’s gone in, it should periodically be reviewed. Councils install cameras and then good ones, like Havant, strip out cameras that do nothing (in Havant’s case, thirty cameras); bad councils just leave them.


	Privacy considerations should be applied to already-installed cameras – even if a camera is required in location X, should it be able to pivot to this or that angle, showing a view of private property, into that bedroom etc?


	The decision-making process should be public – because nobody knows the problems and crime in your area better than you do.





Automatic Number Plate Recognition (ANPR) regulation: ANPR is currently being used to take up to 14 million photographs of vehicles and their occupants each day. In London, cameras that were installed to police the congestion charge are now also accessed by the police for number plate recognition. There is a balance to be struck between surveillance, security and crime prevention, and an unacceptable level of intrusion into people’s lives. The coalition claims to be determined to ensure that measures which impinge on civil liberties, like this one, are proportionate and properly controlled.







The Freedom Bill will apparently regulate CCTV and ANPR to ensure that their use is ‘proportionate and retains public confidence’. We therefore await it with great interest.


The Counter-Terrorism agenda, including:


Random stop and search. Again, Britain has lost on this issue in the European Court – twice. Hundreds of thousands of people have been stopped under these powers, and of course no terrorist has been caught. Rather than a genuine counter-terrorism tool, in practice it has often constituted a way of bullying and hassling the increasingly abject population. We have to decide what kind of society we want to live in. Random stop and search allows the state to confront the individual in the street, without cause, and demand your papers. It’s wrong.


28-day detention continues under the coalition. Five people have been detained to the 28-day limit. Three were entirely innocent, being released quite without charge – each case constituting a shocking abuse of freedom. The remaining two were charged, but in both cases the Metropolitan Police have confirmed that the relevant evidence relied upon to charge them was obtained within four and twelve days of arrest respectively. The Liberal Democrats explicitly pledged to bring the limit down to fourteen days. In light of the examples we have seen, the case for that seems irresistible. At the height of Northern Ireland’s ‘Troubles’ in 1984, the members of the British Cabinet were targeted by an IRA bomber at Brighton. Norman Tebbit was pulled from the rubble of the Grand Hotel several hours after the explosion: both he and his wife were seriously injured. Margaret Thatcher and her husband Denis both narrowly avoided injury themselves. Five people were killed. The government itself was attacked in the most physical, personal and literal sense. Yet even then, government did not infringe upon liberties as the last government did with the extension of detention without trial, or with…


Control Orders: there are now nine people on Control Orders in the United Kingdom. There have been forty-five to date (of whom seven have absconded!). It is a standing affront to the rule of law that anyone’s liberty is curtailed not only without charge, but without even knowing the nature of the allegations against them. Each time a case actually goes to court, the government loses and another such order falls. Control Orders should be abandoned immediately, rather than defeated on an ad hoc basis as the government loses case after case. After all, it is unjust enough to limit the liberty of a person in this way – but to continue to do so, knowing that the case will be decided against the government when it wends its way to court, but keeping them so ‘controlled’ until then, is morally bankrupt. It entails further months of unjustifiable action in each case, simply on the basis of which gets to see the inside of a courtroom first. The Liberal Democrats explicitly pledged to scrap them. They should have their way.







Issues on which action is needed – but about which no action has been taken, no review conducted and no announcement made


 


Trial by jury – the defence of trial by jury was a specific Liberal Democrat pre-election manifesto pledge and a position with which I venture to suggest most Conservatives would agree. There is no reason for the coalition to neglect defence of this basic fundamental principle, which – after the introduction of multiple reasons to admit hearsay and bad character evidence into proceedings, the erosion of the right to silence, and closed proceedings – is once again under renewed threat as trials without juries are initiated.


The right to protest is a basic element of both freedom of expression and freedom of assembly. Maya Evans, a 25-year-old chef, was arrested at the Cenotaph for quietly reading out the names of ninety-seven British soldiers killed in Iraq. She was convicted under section 132 of the Serious Organised Crime and Police Act, which requires protesters to obtain police permission before demonstrating within one kilometre of Parliament. Her conviction is perhaps the clearest possible demonstration of the abuse of free speech and the constraints applied to the right to protest peacefully. She cannot possibly be said to have offered any threat to anyone, and her cause – whilst you might agree or disagree with her – was plainly sincere, and is an aspect of a debate of public importance. If the state can stop such ‘protest’, what can’t it stop?


Reform of the Civil Contingencies Act of 2004, perhaps the most authoritarian piece of legislation passed in peace time. It vastly extends the arbitrary powers of ministers, while making them less answerable to Parliament. The Act allows a minister to declare a state of emergency in which assets can be seized without compensation, courts may be set up, assemblies may be banned, and people may be moved from, or held in, particular areas, all on the belief that an emergency might be about to occur. Only after seven days does Parliament get the chance to assess the situation. If the minister is wrong, or has acted in bad faith, he cannot be punished.


Reform of the Information Commissioner’s Office (ICO): in the middle of a Metropolitan Police investigation, the ICO whitewashed Google’s capture of private information being transmitted via wi-fi with their Street View cars – I talk about this issue later in this book, so suffice it to say that it’s plain that this is one of the most important privacy issues of our time and that action from the Office supposedly in place to protect us has been lacking. The Conservative Party pledged to strengthen the ICO’s powers. This has not been done; either the ICO should be stronger, or perhaps it should not exist at all.


Reform of the Office of the Surveillance Commissioner: after four years of operation, the Commissioner reported that the amount of unlawful surveillance conducted in this country has increased during his reign. The report disclosed (as if this was a good thing) that a ‘considerable proportion’ of the errors were due to the incorrect transposition of telephone numbers. That is to say that people were snooped on for no good reason due to administrative incompetence by the snoopers, and they have no right to know that their conversations were listened to, or who did it, or for how long, or what they heard. These unauthorised operations were not only intrusive, but also often extensive – the longest lasted for twenty-four days. That’s over three weeks of illegal surveillance by the state of people against whom nothing at all has been proven, and who subsequently have not even been charged, without any apparent repercussions for those who did it. Because the Commissioner refuses to release any details of these unlawful operations, the victims of this outrageous intrusion will never know that they and their families were watched. When the Commissioner’s report was discussed by our national broadcaster, in a moment of delicious but apparently unappreciated irony the OSC – responsible for bringing accountability and transparency to this opaque and sometimes frightening field – refused to discuss the matter in public.







Children should not be fingerprinted in school for registration purposes or in order to get school dinners or library books – certainly not without parental permission (again, this was a specific Liberal Democrat pledge). Equally they should not be the subject of facial recognition technology. Both of these practices are in place in schools in the United Kingdom – fingerprinting is actually quite common.


Powers of entry to private property: our research showed that some 20,000 local council bureaucrats are empowered by over 1,000 different laws and regulations to enter private property without a warrant and without notice. This proliferation has spurred many of the most absurd laws of modern times, and like others in this list changes the nature of the relationship between the individual and the state. When so many ‘faults’ exist it’s almost as if normal life is unlawful – in the end, with so many technical infractions (energy regulations on your refrigerator, for example) they’ll catch you for something. Specific promises to address this by requiring a warrant to effect entry were made by Dominic Grieve at a Big Brother Watch/Centre for Policy Studies event before the election (the footage is available on our YouTube channel) and were included in the manifesto. These promises should be carried out.


Chip and bin: our research revealed that 2.6 million households in this country had had microchips installed in their dustbins (and none of them had been told about it). Plainly it was going to lead to ‘pay as you throw’ schemes. That was explicitly banned for the present by Eric Pickles but chips continue to be installed ‘to encourage recycling’ – it’s the same technology and can be switched to other uses, and it is equally intrusive.


The European Arrest Warrant and accompanying European Investigation Order let ill-trained police from any European Union country arrest British people for ‘crimes’ that aren’t even offences in the UK or the United States. Patrick Reece-Edwards, from Dartford, spent several weeks in jail after Polish prosecutors sought his extradition on charges of possessing a forged motor insurance certificate. Dimitrinka Atanasova, a Bulgarian legal secretary, fled to Britain after threatening to expose her boss (the chief prosecutor) for misconduct. The chief prosecutor then personally requested her extradition from Britain on what a British judge agreed were ‘bad-faith’ (trumped-up) charges. Crucially, her case predated Bulgaria’s EU membership and adoption of the EAW. She was freed, but only after several months in Holloway Prison. Edmond Arapi, a Staffordshire waiter, was seized under an EAW issued by Italy after being sentenced to sixteen years in absentia for a murder in Genoa in 2004. Yet he never left Britain in 2004. He spent time in Wandsworth prison before the Italians finally admitted it was a case of mistaken identity. Why have we allowed this to happen in our country? Britain has an opt-out – it should be used. Furthermore, the Lisbon Treaty created an ill-defined Public Prosecutor for Europe. The sooner the existence of this post is challenged the easier it will be to stop it.







A new privacy law/libel reform: two different schemes are currently mooted on this front (one by Lord Lester, one by Lord McNally); neither seems to possess any strong-willed governmental support. A requirement that Privacy Impact Assessments be conducted in relation to any initiative which involved data collection or sharing was proposed in the Conservative manifesto. There has been no action or hint of future action on this.


The Census: before the election, the Conservative Party’s position on the forthcoming Census (with which Big Brother Watch entirely agreed) was that it is ‘increasingly invasive and intrusive... [and] will erode public support, cost more and result in a less accurate survey. Just because the government has the legal powers to ask these questions does not give the state the licence to ask anything they want.’


So said Nick Hurd, then shadow Cabinet Office spokesman. That is a very different position to that taken by our new Cabinet Office minister... Nick Hurd. The man responsible for administering the census, Glen Watson, confirms that coalition plans for the forthcoming census are... entirely unchanged. Mr Hurd’s urgings about scaling back the census seem to have fallen on his own deaf ears. Francis Maude says that ‘the expenses already committed to the census mean any changes are difficult.’ The 2011 Census Mr Hurd so decried, and will now enforce, is thirty-two pages long (frequently duplicating data already held by the authorities on databases such as the electoral register, school records, tax returns and GP information). It requires the disclosure of your proficiency in English, your health, when you last worked, disclosure of the identity of your overnight visitor(s), the kind of central heating you have, and makes the entirely hollow but nevertheless bullying threat of fines of £1,000 for non-compliance. Last time (in 2001), 390,000 people declared themselves Jedi and 3 million people refused to comply, and as there were fewer than 100 prosecutions, non-compliance comes pretty much entirely without repercussions.


Body Scanners: I discuss the worrying and unreviewed spread of body scanners in Chapter 23. 


A commitment to introduce no new large state databases and greater checks on data-sharing within government. The recipient of public services should be at the centre of IT design not, as currently, viewed as a passive end-user.


The transfer of police powers to private security firms and council wardens should simply be stopped. Private security firms and members of the public empowered through the Community Safety Accreditation Scheme do not have the vetting or public trust accorded to professional police officers.







Worse than Labour


 


There are three grounds on which the coalition has ventured even beyond Labour’s dismal record:


The Summary Care Record (SCR) – the massive NHS database of all our medical records was controversial enough for Labour to suspend before the election. It is unnecessary and intrusive, as well as wildly expensive. The Conservatives said that ‘a Conservative government would “dismantle” central NHS IT infrastructure, halt and renegotiate NPfIT local service provider contracts and introduce interoperable local systems’ and the Liberal Democrat health spokesman said that ‘the government needs to end its obsession with massive central databases. The NHS IT scheme has been a disastrous waste of money and the national programme should be abandoned.’ Nevertheless, some three weeks into government by those two parties, a disgraceful U-turn was performed. Doctors (most of whom say they wouldn’t go on to the database themselves,


or allow their families on to it) have managed without it until now.


For the second year running the NHS topped the Information Commissioner’s Office list of data breaches in UK organisations: 3,000 breaches were found (how many others weren’t?). How can we have faith in the new online programme, when the NHS can’t keep our private data safe now? Those abuses are bad, and took place when files were restricted to individual hospitals and the people who worked in them. How bad will abuse be when files can be accessed nationally? Do you trust everyone who has an NHS pass, including temps? The SCR will give over half a million people access to our medical records. Our research has shown how vulnerable the NHS is to breaches of privacy – this will make things much worse. I say that this is worse than Labour because at least Labour were honest about their intentions.


Empowering credit rating agencies to chase benefit fraudsters: the move to commission agencies like Experian to act, in effect, as bounty hunters to catch people committing benefit fraud is a very bad idea. Nobody approves of benefit cheats, and of course when receiving benefits one has to sacrifice a certain amount of privacy in return for the certainty that one’s receiving that benefit legitimately. But mining private data on a routine basis on the off-chance of catching people out is a disproportionate invasion of privacy. There continues to be a presumption of innocence in this country, and trawling credit data and treating everyone in that broad category of people as suspects brings that presumption into question.


Furthermore, there is or should be a clear delineation between the state and the private sector. Taking powers of legal investigation and enforcement which ought to sit with the state, and granting them to private organisations, blurs that line. Worse still, if profit-making companies are rewarded by the number of people they catch they will have a perverse incentive to sling accusations in any even marginally plausible case – because they’ll have nothing to lose and potentially something to gain in the smearing. There’s a reason we don’t pay the police per arrest – we’d all wind up getting nicked all the time.







The Intercept Modernisation Programme (IMP) – perhaps the worst example of all. The IMP will allow the security services and the police to spy on the activities of everyone using a phone or the internet. Every communications provider will be obliged to store details of your communications for at least a year and obliged in due course to surrender them up to the authorities. The authorities will be able to track every phone call, email, text message and website visit made by the public on the absurd pretext that it will help to tackle crime or terrorism.


Announced in 2008, the IMP was so controversial that even Labour suspended it. The Conservative Party’s manifesto for the 2010 general election featured a commitment to ‘review relevant national databases and systems to develop a clear statement of purpose for each in line with the principles of proportionality and necessity’ – including the IMP – and the Coalition Agreement promised to ‘end the storage of internet and email records without good reason’.


Buried in the Strategic Defence and Security Review, the government plans to continue with its introduction – despite the Conservative Party’s recent pledge to reverse the rise of the surveillance state, a commitment now fairly and squarely broken.


Couple this with the U-turn on the Summary Care Record discussed above, which continues despite similarly clear and concrete promises to the contrary from both parties of government, and a troubling picture emerges; it is fascinating and dreadful to see the speed of bureaucratic capture and reversion to bureaucratic authoritarianism on show.


Finally, and perversely, the thumpingly expensive IMP is being re-established at a time when public finances are stretched to breaking point and many aspects of less controversial state provision are being cut.


The scheme should be abandoned, like ContactPoint – not continued and extended.


Conclusion


 


In addition to all of the above, it should be noted that a wider review of the nature of the relationship of citizen and state is now effectively impossible. The British Bill of Rights (and responsibilities) proposed by the Conservative Party before the last election is plainly not going to happen. The Liberal Democrats are dead-set against it and whatever the merits of the case for a post-Human Rights Act delineation of rights and responsibilities, it is not to be for as long as the coalition is with us.


It will not have escaped your attention that most issues covered in this introduction fall under the ‘review’ heading. It’s crazy that this area is languishing like this. It’s one of the few fields on which the two governing parties wholeheartedly agree. Furthermore, as we all know all too well, the government is broke. This is an obvious policy area in which progress can be made whilst making savings. Complex databases, snooping surveillance operations and high-tech devices used to conduct them, the jobsworth bureaucrats who run all of it – the apparatus of the bully state costs a great deal of money. That expenditure is avoided when these leviathans are cut. We can be freer and save money all at the same time.


One cannot and must not write off the government’s intentions on freedom, privacy and liberty until those processes are complete. But one might wonder why such reviews are necessary in the first place. The fundamentals of these issues have not changed since the coalition came to power. This matters because right now is likely the high point in the government’s interest in freedom. The longer action is delayed, the more likely it is that bureaucrats get their claws into hitherto (more) principled politicians. The pressures of everyday events, of headlines, of terrorism, of the need to be seen to be doing something, will bite. Rather than being good news, the plethora of reviews and consultations may be disastrous.










Human rights and the law


Jesse Norman MP


 


Human rights today are more often the subject of argument than thought – both among politicians and the general public. This is far from disastrous when there is a settled public understanding of what British human rights are and have been, how they came into being and what they do.


But that understanding does not exist today. On the contrary, human rights have become highly contested ground. Red-top and other newspapers regularly denounce certain rights, while claiming others for themselves. And politicians are only too happy to cater to a growing public mythology in which our basic human rights are an EU imposition, or a charter for socialism and state interference, or a hindrance to the fight against terrorism.


In an age of easy categorisation and sloppy thinking, even language itself is often taken as a guide to political positioning. On this view lefties speak of ‘human rights’, righties of ‘personal freedoms’ and those in the middle of ‘civil liberties’. Or is it the other way round?


What makes the problem worse is that important political issues now more than ever turn on public debate about these rights and freedoms. These include not merely high-profile matters such as the detention and extradition of terrorism suspects, but the more mundane ones that affect every person in this country, and that are discussed at length in this book. For example: is CCTV an unwarrantable intrusion or a vital means of public security and reassurance? Under what circumstances, if any, should the state be allowed to enter your home, tap your phone or monitor your email without your knowledge?


To address these issues in a balanced way, we need to rebuild the public understanding of the nature, importance and origin of human rights. And to do that, we need to move away from abstract argument and take a fresh look at some of the relevant history.


Edmund Burke and human rights


 


Scepticism about human rights is not a new phenomenon. The argument has often been made over the centuries that such rights do not exist but are merely a philosopher’s fancy; that they are contrary to the traditions and spirit of the common law; and that politically they infringe the principle of parliamentary sovereignty.


After all, was it not Burke himself who denounced the ‘rights of man’ as harbingers of revolution in his Reflections on the Revolution in France (1790), saying ‘Against these … rights of men let no government look for security in the length of its continuance, or in the justice and lenity of its administration’?


In fact, however, this objection is the opposite of the truth. In the first place, Burke was not opposed to rights as such, only to ‘abstract’ or ‘metaphysical’ rights. These are rights which have been divorced from a context of legal custom and tradition, rights which mankind is somehow deemed to have enjoyed in an original state of nature. They are uncertain in their full meaning, and potentially revolutionary in their effects.




In sharp contrast to these abstract rights, however, Burke praises ‘recorded’ rights, that is, rights which have been elaborated through the common law. In a crucial but often neglected passage from the Reflections, he says:









Far am I from denying in theory; full as far is my heart from withholding in practice … the real rights of men … If civil society be made for the advantage of man, all the advantages for which it is made become his right … Whatever each man can separately do, without trespassing upon others, he has a right to do for himself; and he has a right to a fair portion of all which society, with all its combinations of skill and force, can do in his favour.





 


The last two sentences are a masterly statement of Burke’s ‘Old Whig’ or ‘compassionate’ conservatism.


So, then, what distinguishes recorded from abstract rights? Simply this: recorded rights are, in effect, summaries of human experience. They are established, they are well-understood, and they have been filtered, elaborated, nuanced and defined in a huge range of different contexts through countless legal judgments. It is in their status as the product of the common law, of the judge-made law of the land, that Burke sees their legitimacy; and in their protection against the tyranny of the majority that he sees their value. From time to time these rights or freedoms may be codified or recorded in statute, and for Burke this is to be welcomed when such a statute operates, in his words, on the principles of the common law.


Thus it is crucial to note that Burke is not opposed to change as such. Far from it: for him acceptance of change is the indispensable corollary of commitment to the established order. As he famously put it, ‘a state without some means of change is without the means of its conservation’. Thus, far from reviling the ‘glorious revolution’ of 1688, Burke celebrated it as the necessary and limited change required to preserve the constitution. For him, then, the continuing substance in the body politic – the framework within which any change must occur – is the British constitution, and in particular the common law.


Blackstone, Dicey and the Legal Tradition


 


Burke would not have considered this line of thought as in any sense innovative, and indeed would have been appalled at the idea. On the contrary, he regarded himself as writing from within the very heart of British legal, constitutional and specifically parliamentary traditions.


He was correct. For the greatest British legal authorities have always recognised that some basic rights are an essential part of the rule of law. Article 39 of Magna Carta 1215, for example, contains the prohibition ‘No freemen shall be taken or imprisoned or disseised [expropriated] or exiled or in any way destroyed, nor will we go upon him nor send upon him, except by the lawful judgment of his peers or by the law of the land’ – the basis of Articles 5 and 6 of the Human Rights Act today.


Burke’s readers would not have needed to look as far back as the thirteenth century for confirmation of this point, however. For the wider argument had in fact been made very forcefully decades before the Reflections, with the publication of the magisterial Commentaries on the Laws of England (1765–9) of Sir William Blackstone.


Blackstone’s was the first full-scale presentation of English law, and specifically the common law, for over 200 years. It had three huge merits: it was systematic, presenting the law in a coherent way from first principles; it was written in English, not Latin; and it was aimed not merely at lawyers but at squires, merchants and other educated laymen. It went through eight editions in eleven years, and was vigorously circulated not merely in Britain but in the American colonies. It has had an inestimable influence on the development and spread of the rule of law in the English-speaking world.







For Blackstone, rights are not merely an accretion to the rule of law: they are intrinsic to it. In his words, ‘the principal aim of society is to protect individuals in the enjoyment of those absolute rights, which were invested in them by the immutable laws of nature … Hence it follows, that the primary end of human laws is to maintain and regulate these absolute rights of individuals.’ At the end of the Commentaries Blackstone gives a rather Whiggish account of the origins of these rights and liberties, encompassing Magna Carta, the Petition of Right, the Habeas Corpus Act, the Bill of Rights, and the Act of Settlement. He thus links both Parliament’s constitutional function and its own history to the growth of individual freedoms and restraint on the Crown.


In Blackstone’s analysis, there are three ‘absolute’ rights: the right to personal security, the right to personal liberty and the right to private property. These are rights of individuals, not groups, and they are specifically chosen in opposition to different forms of tyranny and oppression. Moreover, they are to be read widely. Thus the right to personal security includes ‘a person’s legal and uninterrupted enjoyment of his life, his limbs, his body, his health and his reputation’, while the right to personal liberty includes ‘the power of removing one’s person to whatsoever place one’s inclination may direct without imprisonment or restraint, except by due process of law’. And Blackstone notably argued that these primary rights were in turn supported and protected by a range of subordinate rights, such as the right of subjects to access to the courts and the right of petition. These protections are the forerunner of the modern idea that the law should provide effective remedies.


This broad line of thought was taken up, developed and given a characteristic twist by the great constitutional theorist A. V. Dicey towards the end of the nineteenth century. As with Blackstone, Dicey’s Introduction to the Study of the Law of the Constitution (1885) has been massively influential ever since first publication.


For Dicey the British constitution rested on two foundations: parliamentary sovereignty and the rule of law. Parliament had unfettered power as the supreme law-making institution. But it was itself held to certain unchanging principles that constituted the rule of law, and these guaranteed the rights and liberties of the individual. These principles were that no one could be punished except by court order with due process and for a distinct breach of the law; that everyone was subject to law and to the jurisdiction of the courts; and that the general principles of the constitution were derived from judicial decisions in court, which is from judge-made law.


Dicey also picks out three particular rights: the rights to personal freedom, to freedom of discussion and to public meeting or freedom of association. The latter two are not those of Blackstone, but Blackstone’s other rights, to personal security and private property, are clearly assumed elsewhere in Dicey. Where the two theorists differ is that for Dicey these rights, indeed rights as such, have no special status. There are no ‘absolute’ or foundational rights. Rights may be well-established, but ultimately they remain the products of judge-made law, of the normal processes of courtroom adjudication. As such they can change: slowly as legal practice evolves, or rapidly through an Act of Parliament. For this reason, perhaps, Dicey is generally rather dismissive of formal statements, charters or guarantees of rights; his thought seems to be that if the rights in question are not sufficiently embedded in the law, customs and manners of a nation, then formal guarantees are likely to be of little value.







But Dicey’s position is slightly less clear than it might be, for two reasons. The first is the obvious point that formal guarantees may themselves be a way to strengthen the customs and manners of a nation, by recording a public and social commitment to certain basic values.


The second point is more subtle: it is that regardless of Dicey’s official position there clearly are some rights that he takes to be, if not entrenched, then very well-established indeed – these are the rights assumed in his conception of the rule of law itself, such as the right to due process. A more fully-fledged conception of the rule of law might identify other such rights, and point to them as being wholly or partly constitutive of the rule of law. Parliament would preserve its own unfettered sovereignty, but there would be something self-defeating about the exercise of that sovereignty in the abolition of those basic rights.
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