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Presentation


  The different forms of social interaction, like culture itself, are permeated by communication, a need manifested since prehistoric times as attested by cave incisions and painting. Throughout history, the succession of events strings together the development of devices and mechanisms to spread information and reduce distances.


  In the context of remote interactions, for instance, the current reach of digital networks provides unprecedented dynamism. With the significant increase in access to and content production for this means of distributing information, we are daily exposed to an extraordinary body of data on the most diverse subjects.


  The dazzlement often caused by new technologies and their fertile possibilities should not distract us from the obvious, reflected in the words of the French sociologist Dominique Wolton: “It cannot be said often enough that at the end of the networks and satellites are men and societies, cultures and civilizations. That changes everything and explains the importance and complexity of communication”.


  As builders of our own history, legitimizing democratic access to multiple world views requires enabling everyone to enjoy the distinct means of information available, a reality yet to be achieved since a significant part of humanity is still deprived of such conditions.


  By viewing book publishing as cultural and educational heritage, Sesc strives to spread and democratize knowledge, bringing together different actors in a process whose key component is audience diversity.


  In this context, the initiative to publish the Movements series, edited by the writer Tiago Ferro, aims to contribute to the expansion of different kinds of knowledge, providing access to and familiarity with propositions that comprehensively address digital media and the world of video games and comic books. The series seeks to offer elements and tools that help provoke reflection, highlighting the changes brought about by these media and examining their historical pathways.


  In this book, Digital Media: Culture, Posts and Networks, the professor and researcher Sérgio Branco focuses on the transformations brought about by digital connection networks, such as the effects of the expanded use of video and audio and the relationships between personal data, control and privacy.


  May this publication contribute to expand the experience of the act of reading in a time of continuous technological insertion empowered by digital networks.


  Danilo Santos de Miranda


  Director of Sesc São Paulo
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  Technology has replaced the role of young people as mere contrarians destined to eventually grow up and accept the rules of adults with that of decision makers who contend for leadership on equal terms with older generations. An unprecedented fact (like almost everything described in this book, actually). This becomes evident when glancing at the profile of the new “media moguls”: young people who a few years ago would have been sending out CVs to century-old companies or, at the very best, would be pop music celebrities. Mark Zuckerberg best embodies that role, undoubtedly. By the age of 26, in 2010, he had amassed a fortune of 17 billion dollars and was signaling to the whole world that all it takes to build your own empire is to have a good idea. Really?


  In a balanced writing style supported by extensive research, Sérgio Branco avoids betting all his chips on either side. Apocalyptic or integrated? The best approach is to try to understand the digital world and what it contains of inevitable in order to navigate as surely and safely as possible a world that changes overnight.


  The author is sensitive to the tribulations that befall both young people and those raised and educated in a pre-digital era: “For young people this situation may be even more challenging. Besides having to deal with the speed and uncertainty that affect everyone equally, they still have to face the tiring battles typical of youth: finding their place in the labor market and a balance in affectional bonds”.


  This more than timely book on media of the Movements series offers an overview of the main themes of the digital age related to communication, besides in-depth analyses of exemplary cases, drawing on references from law, history and social sciences as a whole.


  The first conspicuous change in this society of the spectacle 2.0 is the demise of the idea of a few hubs producing information and content for thousands of passive (or semi-passive) recipients. Everyone produces, everyone has a voice, whether filming in the streets with an idea in the head or speaking to the world from an internet café with the only wish of showing up. There is no knowing anymore from where will emerge new waves of information, of behavioral trends, new cultural and entertainment objects and all the et ceteras you are able to quote.


  However, as nothing comes for free, the democratization of media also produced new anxieties and fears. A supposed ideology of autonomy has ultimately created masses of digital hypnotics. In the wake of the not-so-good news produced by digital innovations came the widely commented and indomitable fake news. Social media allows unidentified groups to interfere in elections, spreading lies with much greater firepower compared to traditional media groups. Trump, Bolsonaro... does everyone lie? Wherein lies the truth? Who should I trust? Such current questions are hard to answer.


  “Send nudes!” is the title of the chapter in which Sérgio Branco comments on the issue of privacy on social media, presenting a historical outline of the also historical change faced by legislation in order to protect the privacy of web users. It also features a few tips for self-protection, since, as usual, legislation lags behind scandal.


  In the famous short story “Funes the Memorious” Jorge Luis Borges narrates the story of a man who is unable to think. That is because Funes is unable to forget. When recalling a day in the past, he spends 24 hours remembering it, second by second. The Argentine master teaches us that to think is also to forget, to select, to relate. What happens to our ability to think and even to feel when our memories are, more and more, artificially preserved by networks, on hard disks and on search engines?


  Let us give the final word of this short preface to the author of the book: “As difficult as this may be, we must understand that the world of security and predictability no longer exists and that we live amid constant change. That is our reality, one in which we must learn to work and struggle”.


  Tiago Ferro
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    Technology has redefined the role of young people in society. Up to 1990s, the public sphere was the exclusive domain of adults who, at their convenience, decided which youngsters would be accepted in the milieus of culture, media, labor and politics (in a broad sense). After all, the means of production, diffusion and access to knowledge were scarce and technologically complex, and such infrastructure barriers confined young people to the fringes. With the emergence of the internet came the miracle of communicational polyphony – everyone now has a voice.


    However, although the commercial internet has been around for over 25 years, we are still trying to understand how it works and affects society. If, on the one hand, access to information and knowledge has been greatly democratized, on the other we have to struggle bravely against lies and misinformation, widely spread by fake news.


    This book is neither an ode to technology nor a wake-up call. It aims to be a snapshot of the present time, with its uncertainties and opportunities. Had it been written ten years ago, the issues addressed would be others. The same would hold true if it were written ten years hence. Or five, since hardly have we found answers to our questions than we are beset by new ones, with surprising speed.


    In fact, the dicey combination of speed and uncertainty accurately defines the errant path we are obliged to follow when using technology. New apps are launched daily, promising to make our lives easier but demanding in exchange our personal data − invisible elements that say so much about us and for which we care so little. At every breach of information, one must ask: Has my credit card been cloned? Have my data been used for malicious purposes? I am taking part in an anonymous experiment without my consent? This may sound paranoid, but it is not − precedents abound. This is the intangible trade of the 21st century.


    For young people this situation may be even more challenging. Besides having to deal with the speed and uncertainty that affect everyone equally, they still have to face the tiring battles typical of youth: finding their place in the labor market and a balance in affectional bonds.


    Be that as it may, youngsters have an advantage, as they welcome technologies fearlessly and unshackled by the past. They face no psychological obstacles to let go of old and familiar technologies, since they never knew them. Their technology is always that of the present. And never in history has there been a time when young people were so liberally allowed to take part in the collective creation of the world. Access to newspapers, magazines, TV networks, radio stations, record companies, producers or publishers is no longer required to make your mark. Freedom of speech is right there, just a click away.


    Therefore, we begin this book by showing, in its first chapter, how each individual is a cultural producer and how we moved from the concentration of traditional media to the rise of decentralized means of communication, such as the various social networking sites. Based on that insight we will look into the construction of individual identity among the connected youth.


    Such freedom naturally comes with a price, with two more conspicuous consequences. The first is the permanent connection to which we have become hostages. In this sense, the freedom that exacts a toll on us is twofold. We have the freedom to hear and be heard and the physical freedom to be connected to the internet anywhere. That results in blurred boundaries between work and leisure and the desire to be permanently online. The second consequence is the fact that having all the knowledge of the world at our disposal has not made us any wiser, contrary to initial expectations. What effectively exists is a messy conversation pervaded by fake news and narrative disputes of doubtful origin. Infinite connection and online lying are the subjects of chapters 2 and 3.


    The fourth chapter aims to show the power change that has occurred in the last decade. Until quite recently, the largest companies in the world were from the oil and gas sector, highly valuable physical goods for the functioning of the world as it was built over the 20th century. However, since then we have witnessed the emergence of technology companies, devoid of material wealth but proficient in prospecting in the invisible gold rush unfolding before our eyes. Decentralization of power has not rid us of having half a dozen powerful corporations.


    If the wealth of technology companies comes from the collection and processing of personal data, it is imperative to talk about online privacy. Therefore, chapter 5 is dedicated to investigating our undermined sense of privacy and a phenomenon that affects young people especially, the exchange of intimate and sexual messages, or sexting.


    Alongside privacy, and serving as its counterpoint, is the internet’s ruthless memory. Social phenomenon aside, the construction of our image and the right to have control over our personal data are essentially legal issues. Never before has so much been said about the right to be forgotten and so much discussed about its possible limits. That is the subject of the final chapter of the book.


    This book is not a legal treatise, despite dealing with law. It is not a guide to good practices, although it seeks to compile possible solutions for new problems. And, above all, it is not a decisive statement on any of the themes it addresses. It is rather an invitation for everyone to join the conversation, preferably online.
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    Steven Spielberg’s movie E.T. the Extra-Terrestrial is one of the greatest motion picture phenomena of all times. It earned nine Oscar nominations (including for best picture and best director) and won four awards. Such was its success that to this day, many years after its release, it still figures among the box-office top 100 films of all times[1]. In inflation-adjusted values, it would rank fourth (behind Gone with the Wind, Star Wars and The Sound of Music)[2].


    E.T. came out in the United States on June 11, 1982, the beginning of summer and school vacations in the country. Drawing on a similar strategy, the film was released in Brazil on December 25[3] of the same year, that is, about six months later. Nowadays, movies (especially potential blockbusters) tend to be released simultaneously in several countries, in world premieres, to avoid “piracy” and private copying. But it was not always so. In fact, it is surprising to learn that E.T. was only released on VHS (DVD was not available yet) in October 1988, about six years after its debut in movie theaters. Why the delay and how was it possible?


    For many years, Spielberg resisted the idea of distributing the movie on home video. One of the reasons was the concern with the quality of the copies[4]; the other was the fact that the sale price of VHS movies at the time was much higher than today (sometimes reaching 100 dollars per copy), which would increase the chances of unauthorized copies. He was only convinced after being assured that the tapes would be sold with authentication hologram stickers and anti-copy technology[5]. In addition, the price was set at unprecedented twenty dollars, which guaranteed high sales and inhibited piracy.


    However, the most important aspect of this story is the following: Spielberg was only able to make the decision of postponing the release of E.T. on video because it was possible at the time. Back to the early 1980s.


    When you wanted to see a movie, you had to go to a movie theater. There was no guarantee that it would ever be available on video. Even more so in Brazil, where VCR players were still quite rare.


    If you missed seeing the movie in the cinema, your best shot was to wait for it to be aired on television. In that case, it would probably be dubbed and edited, have no credits and occasionally lose some scenes considered inappropriate for containing sex, nudity and violence.


    In 1982, it was practically impossible for someone to enter a movie theater with a video camera to make an unauthorized recording of the film. Portable cameras, which started becoming popular in the 1960s, were too big and complicated for anyone to feel encouraged to copy a movie illegally. And even if they did, at most they would be able to lend the recording to friends and family, a fairly small circle of people. In short, copies were difficult to make, expensive, poor in quality and had limited reach.


    In addition, the roles assigned to people in this context were clear-cut. There were those who produced culture and those who consumed culture. The intellectual creation of films, books and music depended on equipment that was inaccessible to the vast majority of people. Not only did it cost a lot of money, but was also too sophisticated to operate. With considerable effort one might manage to print a book or record songs on a cassette tape. But the quality and potential distribution of the copies would be undoubtedly poor. Either you were backed by publishers, record labels and producers or your work would never go beyond your circle of acquaintances.


    Everything changed with the advent of the commercial internet in the mid-1990s. The digitization of intellectual works made it possible for them to be detached from their mediums (paper, vinyl, cassette tape) and circulate freely. Copies of excellent quality became cheap and easy to make. Songs and movies started being copied whether the copyright owners liked it or not (often without their knowledge, actually), and there was little the industry could do to counter the emerging scenario. Later we will see how the market gradually adapted to this new reality. The fact is that the culture industry, which for over a century had happily profited from copies under its absolute control, was at a loss as to what to do to manage its rights.


    That is why nowadays movies like Black Panther and series like Game of Thrones are shown practically simultaneously worldwide. Black Panther, for example, premiered in more than sixty countries between February 13 and 26, 2018[6]. If today a movie with that kind of potential were to take six months to premiere outside the US, it would very likely be preceded by a flood of illegal copies, which could impair its box office performance.


    If internet access has changed the dynamics of movie releases, its impact on content production is even greater.


    Whoever has used the internet since its inception in the mid-1990s knows that in the early days it was still a “one to many” platform, like radio, television and cinema. That is, content was centrally created to be accessed by users, with no two-way street. Interaction among users was still scarce. It was essentially a showcase for companies to exhibit their products online. And, of course, the connection was dial-up, slow and unstable. Everything started to change with the emergence of social media.


    The internet gave its first signs of evolution in the early 2000s. What was previously static became more dynamic. An increasing number of sites allowed users to create content, which enabled cooperative content creation. In Brazil, the most striking example of that period was Orkut.


    To join Orkut, the first massively successful social networking site in Brazil, one needed to be invited by another participant. Then access was granted to anyone, invited or not. In the early years a maximum of twelve images could be stored on a user’s page and each person could have up to one thousand contacts[7]. Orkut reigned supreme in Brazil until 2011, when it was surpassed by Facebook[8]. With the end of its activities in 2014[9], many of the networking site’s peculiarities were lost forever, like the concept of community, which was quite different from Facebook’s pages and was never incorporated into other social media.


    If a decade is a short time in human terms, it is a fairly considerable span in the early unstable world of Web 2.0 (a term created by Tim O’Reilly to designate a more dynamic and cooperative network as opposed to the static, centralized internet preceding it)[10]. Moreover, Orkut consolidated some of the practices that would be essential from then on.


    The first of them was the shift from private to public. Photographs, for example, were essentially private goods. Picture albums were kept at home and viewed in the intimate circle of family and friends. Until the advent of social media, taking pictures was a sparing activity. It required having a camera, buying film, selecting the object to be photographed, hoping that no unexpected events would compromise the outcome and, finally, paying to see the result a day or two after the roll of film was delivered to a specialized store to be developed. The first generation to use social media is from a time when photographs were scarce and secret. Quite different from what was to come.


    Orkut opens the door to our private life. From then on we can see photos not only of our friends, but also of acquaintances, co-workers and complete strangers, all disclosed on a single website gathering most of the people around us (at one stage Orkut had almost 30 million users in Brazil)[11].


    And photographs were not the only possibilities offered by Orkut that satiated our curiosity. One could also publish texts on the platform. Comments, reviews, shared links, ideas, suggestions: never before had it been possible to communicate so widely and openly. That period also marks the initial popularization of blogs and photologs (which later fell into disuse with the advent of dedicated photo-sharing social media).


    From then on we are in the present. We no longer conceive of the internet as a place where we cannot express our thoughts (for good and for bad). Facebook, Instagram, Twitter, WhatsApp, Pinterest, YouTube, Tumblr, Flickr, LinkedIn and many other social networking sites are available to fulfill our desire to communicate with the world[12]. If until recently we were hostages to movie theater showtimes and album releases decided by the main record companies, we can now make our own films and record our own songs. Each and every individual has become an intellectual producer.


    This phenomenon has three layers of importance.


    The first and most trivial is that which satisfies us on a daily basis, with no underlying artistic intent. Most of us use social media as a means to express what is most common in our daily lives. Examples include comments on everyday facts, information about vacations, shared memes and confessions that in the past would be recorded in a diary and now find refuge in this prodigious memory called internet. Although a lot of the content is irrelevant (does anyone except your parents really care what you have for breakfast?), some people view it as an opportunity to contribute to the public debate and produce quality information.


    The second layer belongs to the academic world. The internet enables the production and distribution of articles, books and videos oriented to theoretical information. If there are no artistic pretensions here either, there is a greater concern with content quality and, above all, relevance.


    Lastly, there are those who have identified a true business opportunity on the internet and can be considered professionals who use the web to produce or publicize their work. Some of them are success stories of the self-publishing age. One example is Amanda Hocking. This young American author was the first person to sell one million books on Amazon without the aid of any publisher. She did everything herself and grossed more than two million dollars in the first two years of activity[13].


    The online personas are obviously not mutually exclusive. Some people have a profile on LinkedIn and another on Tumblr just for fun. Nevertheless, generally speaking, each one of us, in each of the social media sites, fits more or less the profile of amateur, academic or professional. And that will depend on our purposes, the connections we make and how we update our feed.


    Anyway, it is curious to note how social media to some extent ends up replacing diaries. And it is an interesting phenomenon. Diaries have always been considered private documents which should be read by no one − other than whoever wrote them. With the advent of blogs, diaries took on a public dimension, like pictures on Orkut. Confessions are no longer written for the self, but for the other. This practice is consolidated with social media, especially Facebook. Regardless of the category you fit (amateur, academic or professional), you are producing for the other.


    According to Philippe Lejeune, a French professor who has studied diary and autobiography writing for decades, online publications are characterized by: “(i) regularity (otherwise you lose your audience); (ii) the desire to seduce (of course, you are onstage); (iii) self-censorship (distinguishing chronicle diaries from actual intimate diaries)”[14].


    It is from the combination of these three elements (when, how and what to publish) that we build our online personae. But not always (or hardly ever?) does the real world correspond to the image we want to convey. This leads to a false impression of reality, which can cause us to experience anxiety and depression. In addition, the ease to produce content has flooded us with excessive and inaccurate information, giving rise to the appearance and spread of so-called fake news.


    Therefore, even more important than content creation is content curation. As early as 2000, at the dawn of search engines, Umberto Eco stated:


    
      Today, medieval philosophical texts can be found on the internet. The problem is how to know that they are there. I stumbled upon those texts doing research. However, I am a person who is professionally involved with this kind of text. For someone younger, the internet can be a forest: if you turn left instead of right, you might miss the treasure you are looking for. There are a lot of interesting sites, but there is also a lot of trash. I made an experiment with the theme Holy Grail (according to medieval legend, the cup used by Jesus at the Last Supper). I know that this subject involves a lot of crazy people and gives rise to incredible fantasies. In my first search I found 78 websites. Two of them had good encyclopedia information, two had information by universities and five mixed up encyclopedia information with no control whatsoever. The rest was trash. How can we ensure that a youngster will be able to choose between false and true information?[15]
    


    Almost twenty years after the interview, Umberto Eco would have come across not 78 sites about the Holy Grail but almost 23 million. How to separate the wheat from the chaff?


    That is why on another occasion, but exercising the same caution, the Italian philosopher commented: “Google makes a list, but the minute I look at my Google-generated list, it has already changed. These lists can be dangerous − not for old people like me, who have acquired their knowledge in another way, but for young people, for whom Google is a tragedy. Schools ought to teach the high art of how to be discriminating”[16].


    “The high art of how to be discriminating”. Here is one of the keys to understanding contemporary times. The internet ended up giving a new meaning to all activities aimed at creating knowledge: journalists, scholars, critics and especially professors. Up to the late 20th century, students went to college to listen and learn. The professors held all knowledge. Books were available, obviously, but could become quickly outdated depending on the subject and progress in the area. In law, for example, a new constitution or civil code required a review of the entire library.
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