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Who Clicked the Link?

	Cybersecurity from the Server Room to the Boardroom

	Is your guide to how you, as a top executive, can stay afloat in the digital world and avoid IT chaos.

  
  ”Who Clicked the Link?” describes how IT in a modern company in 2024 is about much more than technology. It is about strategy, leadership, and ensuring that your company is equipped to withstand future threats. And yes, it is also about your CIO, IT janitor, IT ninja, or whatever you call them, should be your new best friend.



Foreword

	I entered the IT world in 1989 – or the EDB world, as it was then called in Denmark (EDB being the Danish term for Electronic Data Processing).

	
	At the time, I had just begun an apprenticeship at Bills Office Service (Bills Kontor Service in Danish) in Nykøbing Mors, where we were about to implement an ERP system – then referred to as an “economic system.”

	
	Since then, I have continued to develop my skills within the IT industry and have earned various certifications.

	
	I ran my own IT company, Trans Data Systems (Trans Data Systemer in Danish), from 1997 to 2016, and have also been a partner in several other IT companies. In addition, I have held a variety of roles ranging from specialist positions to Head of IT & Digitalization – effectively functioning as a CIO.

	Throughout my career, I have worked with a wide range of companies, both small and large, across different industries.


	After 35 years as an IT professional, I can state that there is still a gap between the server room to the boardroom.

	
	The reality you, as a leader, must deal with in 2024, screams for attention on the IT front, not least in cybersecurity.

	The status in 2024, according to Cybersecurity Ventures and The Register, is that when comparing the estimated revenue of the global illegal drug market with cybercrime, cybercrime now surpasses drug trafficking in financial impact.

	
	The global illegal drug market, which includes substances like cocaine, heroin, and marijuana, is estimated to generate around 388 billion USD annually. In comparison, cybercrime is expected to reach a staggering 9.5 trillion USD in 2024.

	
	This figure includes costs from ransomware, data breaches, online fraud, and more, making it one of the most lucrative criminal industries in the world.

	
	In other words, cybercrime is BIG BUSINESS, and there is no indication that it will decrease in the future!

	
	Therefore, as a top executive, you must take it very seriously. I try to address this in this book, and it is my hope that with the book, I can push a little in the right direction.

	
	Happy reading.

	
	Viborg, November 2024

	Torben Kjeldgaard Trans

	

Introduction

	If you thought your biggest headache as a top executive was next quarter’s financial report or the new competitor entering the market, I am afraid I must disappoint you. In today’s business world, you have a new opponent: Cybercrime.


	Fortunately, there is a savior in the form of a CIO, who should be your new best friend and have a seat at the table when important decisions are made.

	
	In this book, I will take you on an exciting and hopefully enlightening journey into the world of IT, where we will explore how IT strategy and business strategy must work together like the best of friends. I will cover everything from the history of cybercrime to how you can ensure that your company does not become the next victim of a hacker attack.


	It is not a question of if, but when—and how hard—your company will be hit by a cyberattack!

	The good news is that you have the power to influence how severe the impact will be. And that is exactly what this book is about!

		
	Depending on your starting point, securing your business against cyberattacks can be a complex and challenging task. But as those closest to me know, I have a motto that I always use when something seems complicated:

		
	"We can send people to the moon, so this can damn well be done too."



	




	Chapters

	
Chapter 1

	The History of Cybercrime

	Welcome to the wild world of cybercrime!

	What is it really, and why should you, as a top executive, even worry about it?


	Cybercrime started as something a bunch of young nerds played around with in the 80s, but it has since grown into a global industry with one simple mission: to steal your data, your money, and, if they can, your business.


	I will take you through a timeline of key events, from the early computer viruses to massive attacks on entire nations, and of course, a few Danish examples. Who could forget when the shipping company Maersk was hit by ransomware in 2017? Spoiler: It was expensive.


	Chapter 2

	The Importance of an IT Strategy and Why Your CIO Should Be at the Table

	“We already have our business strategy; that should be enough!”


	Now, it is time to get to work. But before we dive into cybersecurity, there is one thing we need to get in place, and that is your IT strategy! Because, of course, you have already defined and are working from an IT strategy, right?

	If not, you should read Chapter 2 extra carefully because running a business without an IT strategy is like building a house without a foundation – it may look good at first, but when the storm hits, you will be left with a collapsed house of cards. While your competitors are surfing the digital wave, you will be stuck untangling cables from the last decade. Seriously, your CIO is not just the one who fixes the printer. Your CIO should be your best friend, your sparring partner, and your go-to person when translating business strategy into technology that works.


	Chapter 3

	Leadership’s Role in IT Security

	“Is not that something for the IT folks to handle?”

	If you have ever asked yourself that question, you need to read this chapter twice! IT security is now a strategic leadership task. If you ignore it, you might as well leave the doors wide open for hackers.


	I dive into how to get IT security on the agenda, how to create a leadership structure that prioritizes it, and why culture and training are key to getting your employees on board (no one has ever cheered for an IT security course – but maybe we can change that).


	Chapter 4

	Risk Assessment and the Threat Landscape

	When the worst-case scenario comes knocking

	Imagine walking into a dark basement. You know there are dangers lurking, but you have no idea where they are hiding. That is what the cyber world feels like without proper risk assessment.


	In this chapter, we learn how to identify potential threats, assess them, and prioritize the risks that can do the most damage to your business. It is a bit like playing a strategy game, but here, you cannot just press “restart” and hope for a better outcome.


	Chapter 5

	Technological Measures - When gadgets save the day – or make everything worse

	Firewall, antivirus, and encryption – what does it all mean, and why should you, as a leader, even care? Because without them, you are like a castle without walls, ready to be attacked. I go through the essential technological measures you need to keep your company safe, and I will explain everything without technical jargon (okay, with a little technical jargon, but I promise to make it understandable).


	Chapter 6

	Security Policies and Procedures

	“Rules? Why do we need more rules?”

	Because rules can save your business when things go wrong. This chapter is about how to develop and implement security policies that your employees will follow and how to monitor them to ensure they still work when the hackers come knocking.


	Chapter 7

	Incident Response and Handling

	When the shit hits the fan, your IT-SWAT team steps in

	You are in the middle of your morning coffee, and then it happens, your IT manager walks in and says your system has been hacked. What do you do now?

	In this chapter, we learn how to create a plan for what to do when (not if) a security incident occurs, how to communicate both internally and externally, and how to get back on track after an attack. It is not just about surviving – it is about learning and becoming stronger.


	Chapter 8

	Security in the Supply Chain

	“Nothing can hit us now; we have 100% control over our IT! What do you mean, he cannot deliver?”

	Have you ever considered how secure your suppliers are? If you have not, now is the time. An insecure supplier can be the weak link that opens the door for cybercriminals.


	Here, you will learn how to ensure that your suppliers meet the necessary security standards, how to build strong SLAs, and how to hold them accountable through ongoing monitoring and audits.


	Chapter 9

	Compliance with Laws and Standards

	When paragraphs and protocols keep you up at night

	GDPR, NIS2, DORA, CER, ISO27001, anyone? Yes, we know – laws and standards are boring but necessary.

	If you do not comply, it can cost you dearly. Here, we look at the key regulations you need to know and how to ensure that your company does not end up on the front page of the news with a massive fine.

	We dive a bit deeper into ISO27001, NIS2, CMMC, and The Essential 8.


	Chapter 10

	Future Threats and Technologies

	When hackers get AI – and we start sweating

	What are the biggest threats we face in the future? And which technologies can save us (or maybe make things worse)? We look at the latest trends in cybercrime and technology and how you, as a leader, can prepare your company for the next big attack – before it happens.


	Chapter 11

	Concrete Actions Against Cyber-crime

	Your step-by-step guide to keeping cyber bullies at bay

	I wrap up the book with a list of 11 practical and actionable measures you can implement in your company immediately.


	From multi-factor authentication to backup plans, I give you the tools to protect your business against cyberattacks and stay ahead.



Chapter 1

The History of Cybercrime






	Welcome to the Digital Wilderness – Where Hackers Are the Outlaws and Your Data Is the Gold

	
	Imagine this: It is the 1980s. The hair is big, the shoulder pads are even bigger, and computers are exotic machines that few understand. This is where cybercrime takes its first steps. Today, many years later, cybercrime has evolved from nerdy pranks into a billion-dollar industry. Hackers are no longer just a bunch of curious teenagers; they are now organized international criminal networks that could make even James Bond villains look like amateurs.

	
	But how did this happen? How did we go from innocent hacking to worldwide ransomware attacks capable of crippling even the largest corporations? Welcome to the history of cybercrime – a story that is at once terrifying, fascinating, and, if you are not careful, deeply personal.

	
	Introduction to Cybercrime: Definition and Importance

	Let us start with the basics: What exactly is cybercrime? It sounds like something straight out of a sci-fi movie, but it is far more real – and far more alarming. Cybercrime, in its simplest form, is any criminal activity that involves a computer, a network, or the internet. 

	
	This can range from hacking into a system and stealing data to committing financial fraud or spreading malicious software that paralyzes businesses.

	It is crime, but instead of machine guns and getaway cars, criminals use passwords and networks.

	
	Why is this important for you as a business leader? Because your company today likely cannot function without IT. Your systems contain everything from financial data to your customers’ most sensitive information. If these fall into the wrong hands, it can be a nightmare – not just for your IT department but for your entire business. This is where cybercrime becomes relevant to you. It is not just a technical problem; it is a leadership problem.

	
	The 1980s: The Hacker as an Innocent Nerd

	Our journey begins in the 1980s, a time when computers were still seen as something reserved for laboratories and sci-fi enthusiasts. During this period, hacking was almost a hobby. The first hackers were not out to destroy anything – they just wanted to see if they could break into a system. It was like a technical challenge, a puzzle to be solved.

	
	But in 1988, the world got a taste of what could happen when innocent tinkering took an unfortunate turn. A young student named Robert Tappan Morris released a "worm" onto the internet – a type of virus that quickly spread to computers worldwide. The Morris Worm, as it was called, knocked out 10% of the internet (which was a lot of computers at the time).

	
	This was the world's first major cyberattack, and it demonstrated that even small actions could have massive consequences in a world that was becoming increasingly connected.

	
	The 1990s: Welcome to Cyberspace – and to Serious Trouble

	In the 1990s, the internet began to spread widely to both businesses and private homes. This was the dawn of the digital revolution, but it also meant that hackers now had more ways to access sensitive information.

	
	One of the most famous attacks from this period was carried out by Kevin Mitnick, a hacker who became a sort of digital Robin Hood – just without the generosity. Mitnick hacked everything from telephone companies to large IT systems and managed to evade authorities for years. He was finally caught in 1995 and sentenced to prison, but his legacy remains as one of the first hackers to truly put cybercrime on the global agenda.

	
	This period also saw the emergence of the first truly destructive computer viruses. One of the most notorious examples was "Melissa," a virus that spread via emails in 1999 and infected thousands of computers within hours. It was a sign that cybercrime had now become global – and potentially very dangerous for businesses.

	
	Digital Dependency in the 2000s: The Untamed Digital Wild West

	By the turn of the millennium, the internet was no longer a luxury – it had become a necessity. Alongside this digital dependence, cybercrime truly took off. It was no longer just curious nerds; organized criminals began to see the opportunities in cyberspace.

	
	In 2007, cybercrime hit a nation hard. Estonia, one of the world's most digitalized countries, was the victim of one of the first major cyberattacks with political undertones. A massive wave of DDoS attacks (Distributed Denial of Service) crippled the country’s government systems, banks, and media. The entire nation was put on hold for several days. Although the attack was never officially linked to a specific actor, many pointed to Russia as the perpetrator, as it came shortly after a diplomatic conflict between the two countries.

	
	During the 2000s, cybercrime became a full-fledged industry. Phishing, malware, Trojan horses – all these methods were refined and used to steal data, money, and identities on a scale that no one had anticipated.

	
	The 2010s: Ransomware, Data Theft, and Hacktivism

	Welcome to the digital nightmare. In the 2010s, cybercrime exploded in ways no one had seen coming. Instead of just targeting individuals, hackers began going after large corporations and even governments.

	One of the most infamous attacks from this period was the Sony Pictures hack in 2014. Hackers broke into Sony’s systems, stole confidential documents, and leaked them to the public. The reason? Sony had produced a movie portraying North Korea’s leader, Kim Jong-un, in an unflattering light. This was a clear example of how cybercrime was now also being used as a political weapon.

	
	Then ransomware came. Ransomware is a type of software that locks all your files and demands a ransom to unlock them. The WannaCry attack in 2017 is one of the most notorious examples. It affected over 200,000 computers in 150 countries, crippling everything from private companies to the UK’s healthcare system.

	
	Denmark also saw the consequences when Maersk was hit by the NotPetya ransomware in 2017, costing the company millions of dollars in lost revenue and productivity. Maersk was one of many multinational companies severely impacted, proving that even global giants are vulnerable to cyberattacks.

	
	Notable Cases: Examples of Major Cyberattacks and Their Consequences

	Now that we have taken a journey through the history of cybercrime, let us delve deeper into some of the most remarkable cyberattacks that have occurred over time. 

	
	These attacks have had enormous consequences, not just financially but also in terms of corporate reputation and customer trust.

	
	WannaCry (2017):

	WannaCry was one of the most destructive cyberattacks in recent times. It was a type of ransomware that targeted businesses, hospitals, banks, and governments worldwide. Once a computer was infected, all files were locked, and the user was asked to pay a ransom in bitcoin to regain access to their data.

	The consequences were devastating. Hospitals in the UK had to cancel operations because they could not access patient data, and businesses lost millions of dollars due to downtime. The attack served as a wake-up call for many companies, revealing that even if they had a solid IT infrastructure, their security measures were not up to the challenge.

	
	Maersk and NotPetya (2017):

	Denmark’s pride, the shipping company Maersk, fell victim to one of the most extensive cyberattacks ever. NotPetya, another type of ransomware, infected Maersk’s systems and crippled their IT infrastructure on a global scale. Container traffic ground to a halt, and their entire logistics network was thrown into chaos.

	
	The most remarkable part of this story? Maersk was saved by a lucky copy of their server in Ghana that had not been affected by the attack. Without this backup, the attack could have cost the company far more than the already estimated $300 million in damages.

	
	The Distribution of Cybercrime Targeting Businesses in November 2024

	Cybercrime has evolved into a complex industry where hackers use a variety of attack methods. Here is the percentage distribution of the most common cyberattacks affecting businesses in November 2024:

	
	Ransomware – 17%

	Ransomware is one of the biggest threats to businesses in 2024. Hackers lock systems or encrypt data and demand a ransom to release them. Ransomware attacks have become both more sophisticated and more frequent as criminals have developed "Ransomware-as-a-Service" (RaaS) models.
	
Source: Norton Antivirus, Fortinet
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