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            ‘At last – a book about fraud that is clear, useful and actually fun to read. It’s books like this that will help people understand and arm themselves against the onslaught of fraud we face everyday.’

            – NICK LEESON, Rogue Trader responsible for the collapse of Barings Bank

            
                

            

            ‘As an anti-financial crime professional, I couldn’t point to a better and more readable source than this.’

            – RAY BLAKE, presenter of The Dark Money Files

            
                

            

            ‘This well-written and highly readable book is vital ammunition in the everlasting fight against scammers and fraudsters. If you think you would never be taken in, read this and learn otherwise.’

            – RODNEY HOBSON, author of The Book of Scams: How to spot fraudsters and avoid becoming their next victim

            
                

            

            ‘You will love this book. Becky’s writing is engaging, entertaining and enlightening.’

            – ADAM LEVIN, author of Swiped: How to Protect Yourself in a World Full of Scammers, Phishers, and Identity Thieves2
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            Introduction: What’s It All About?

         

         Fraud has been around for as long as humans have been around. I would bet money that if we had video footage of cavemen, we’d see one of them swindling another out of a big leg of woolly mammoth meat, or his best furry loincloth. I think the only reason we don’t know of any specific examples from that time is because an instance of fraud would be very difficult and incredibly time-consuming to carve into stone.

         I became fascinated by fraud several years ago when I started to learn about romance fraud after being repeatedly targeted on my Twitter/X account. I wrote a book about it, Keanu Reeves is Not in Love with You, and as a result became part of the UK’s counter-fraud community. Every conference I attend or speak at teaches me more and now I can’t imagine working in any other sector.8

         I’ve spoken to a lot of fraud experts for this book, many of whom wanted to remain anonymous because they work for the police or for banks; they perhaps wouldn’t have been able to be quite so honest about their views had their PR teams needed to be involved. Whichever organisation they work for, they’ve all universally said one thing: fraud is on the increase. There’s no getting away from it. The combination of criminals’ cunning and incredible technology means that fraud happens quickly and often remotely, devastating lives in a matter of seconds. It’s a brutal crime. So many people tell me they are ‘too clever to fall for a scam’ and to those people I say, you’re wrong. There is a scam out there for every single one of us. That is why I have written this book – forewarned is forearmed, no matter who you are.

         It is often said in the counter-fraud world that there is no such thing as new fraud, just new ways of doing it. With this in mind, in order to consider the future of fraud we must first look at its history. Not only that, it’s fascinating to learn where modern-day fraud types originated – well, it is if you’re a massive nerd like me. I’m therefore going to take you on a brief journey through time and fraud up until the beginning of the twenty-first century. Along the way 9you will encounter tax evasion, insurance fraud, insider trading, phone line scams and Ponzi schemes, among other things.

         After considering the modern-day fraud landscape and the problems we face currently I go on to explore what we may see in the future, from the return of old-school scams, to fraud facilitated by artificial intelligence and scammers using cryptocurrency to take our money. So much of this happens online that I also had to include social media, gaming and the dark web.

         Having talked about the frauds themselves and how they happen, it’ll be time to lighten the mood and look at what could help keep us safe; namely education, technology, the law and regulation. And I couldn’t let you go away with nothing to do after reading this, so right at the end I’ve included some simple precautions that we can all take against fraud.
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         Before we get into it, a quick note about language. If you look up the words ‘scam’ and ‘fraud’ they have different definitions. Fraud is often described as someone accessing your funds and/or personal data without your authority, whereas a scam is where someone has gained your confidence enough for you 10to hand over money or personal information. Within the counter-fraud community there is a lot of debate about the word ‘scam’ and whether we should be using it. Some people say that it trivialises the importance of fraud, others say we should keep using it as it is long-established and everyone knows what it means. I sit somewhere in the middle of the two views and I use the two terms interchangeably in this book. I feel relatively comfortable using the word scam for something like a very basic ‘purchase scam’ where someone buys an item online which never arrives. The incident is over quickly, causing incredible inconvenience and frustration, but (hopefully) minimal emotional impact. I do not feel comfortable using the word scam when it comes to romance fraud, which can last for months or years and cause emotional devastation like nothing else.

         Whatever the type of deception and whichever words we use to describe it, financial crime is growing year on year with new technology making it quicker and easier to commit. If we are to stand up against this onslaught of fraud, we first need to learn more about it.

         Now, let’s delve into the history of fraud and see where it all started.
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            Fraud: A Crime as Old as the Hills

         

         We know that in Ancient Egypt, before cash came into existence, taxes were still collected (there’s a surprise!), paid in either goods or labour. Tax collectors were known to ‘accidentally’ weigh inaccurately the goods to be taxed. People then overpaid and the taxman could nick a bit off the top before recording the rest. Because of this, scribes (people good at admin) were employed to keep records and implement a system to verify what was being reported by the tax collectors. These corrupt taxmen were taking quite a risk because theft from the state, and therefore from the presiding pharaoh, was a big deal and the punishments were brutal, including mutilation. You’d have to be either pretty greedy or pretty desperate to risk having a limb lopped off.

         Although humans have been defrauding one another since the year dot, the first officially recorded 12act of fraud was in 300 bc. Two Greek sea merchants, Hegestratos and Zenosthemis, took out an insurance policy, then known as a bottomry (I sniggered as well), on their ship and its cargo. A bottomry meant that these two chaps could borrow money on the understanding that they would pay it back with interest once they’d delivered what was on board their ship; in this instance it was a big pile of corn. The agreement stated that their ship and cargo would be repossessed if the loan wasn’t paid back, but if the ship sank, the loan didn’t need to be repaid. Heggs and Zen (I like to think these were their preferred nicknames) decided to take the money, sell the cargo, sail away, sink the ship and live very nicely off their illicit earnings. Unfortunately for them, it didn’t go quite to plan. Zen attempted to distract the captain, crew and passengers while Heggs snuck below deck to cut a hole in the hull. Whatever Zen was doing to distract everyone clearly wasn’t engaging enough as the crew caught Heggs trying to saw through the bottom of the boat, and then jumping into the sea to escape them. He didn’t think that through very well as he promptly drowned. Having seen this disastrous attempt to evade justice, Zen decided not to chuck himself overboard. He sailed the ship into port, where he had to face the corn’s intended buyer in court.13
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         Let’s now talk about the Roman Empire, known as being powerful, all-conquering, with a fearsome yet disciplined army. I also think the Roman army sported the sexiest of all military uniforms, but I suppose that’s beside the point here. The Praetorian Guard was formed of the most elite Roman soldiers, whose job was to protect the ruling emperor and gather military intelligence. You’d think this would be a pretty good gig in and of itself, but in ad 193 the Praetorian Guard did a bit of plotting among themselves and came up with a plan to make themselves very rich. They assassinated Emperor Pertinax and organised a public auction whereby the person who paid the most money would be named emperor. The winning bidder was Didius Julianus who, after going to all that trouble, was killed after only ruling for sixty-six days. As the Praetorian Guard sold something they didn’t own, this is considered one of the first examples of large-scale financial fraud.

         Fast forward to the Middle Ages, specifically the Isle of Wight in the 1260s. A freehold farmer and former bailiff called Robert Carpenter helpfully compiled a set of instructions for how a reeve (an olde worlde local official) or bailiff who had a flock of sheep could embezzle money from the lord who 14controlled their lands. It details six types of fraud – the first five are about sheep and shepherds, whereas he went curiously off-piste on the last one and talked about cheese-making fraud.

         Obscure cheesemakers aside, there are some prominent figures from history who have had connections to fraud. In 1496 a twenty-one-year-old Florentine sculptor sold a ‘genuine Roman’ statue of Eros to a collector of Roman antiquities. However, it was nothing of the sort: the young rascal had sculpted it himself and made it look old enough to pass for Roman. You’d have to be pretty talented to do that, and he was. It was Michelangelo. Interestingly, Michelangelo did rather well out of this act of fraud because rather than being furious at the deception, the antiquities collector became Michelangelo’s patron in Rome and in fact commissioned two further statues.

         Two hundred years later, and on the side of the good guys, was Sir Isaac Newton, who was made Master of the Royal Mint in 1699 and spent a lot of his time in the fight against forgers. In particular he went after a counterfeit coiner called William Chaloner whom he eventually had tried and who, having been found guilty of high treason, was hanged as a result.15

         Newton might have become a bit too cocky after his victory over a fraudster because shortly after, he himself lost the equivalent of many millions of pounds in today’s money in the ‘South Sea Bubble’ – a perfect storm of investment mania and fraud. The South Sea Company was founded in London in 1711 and was granted exclusive rights to supply African slaves to South America in exchange for assuming a portion of Britain’s national debt (turns out we weren’t very good at managing our debts back then either). Investors, including boffin Isaac, all fancied a piece of this, and the stock price rocketed. However, it turned out that the trading rights weren’t quite as the South Sea Company had claimed because Spain, which at the time controlled South America, heavily restricted trade. Equally, the company’s financial model was essentially a Ponzi scheme (don’t worry, I’ll be covering these as well). When this all came out, the bubble burst and Britain was plunged into a financial crisis.

         Fraud continued throughout the eighteenth century, so much so that the Obtaining Money by False Pretences, etc. Act was passed in the UK in 1757. (And for those thinking it’s a bit odd, I double- and triple-checked that the ‘etc.’ should be there, and yes it should.)

         Despite people becoming a little more wary of deception, the first recorded case of insider trading on Wall 16Street happened in the same century, in 1792. William Duer was the epitome of an upstanding member of society. He was a judge and secretary to the Board of the Treasury. While he was doing whatever he was supposed to be doing, he was also familiarising himself with the workings of American finance. Sneaky William decided he’d had enough of the straight and narrow, so he resigned and went into partnership with a disgustingly rich man called Alexander Macomb. He started buying and selling Bank of New York stock. Things really took off and Will was doing well through ‘insider trading’. He and the other investors were making serious money. Unfortunately, this drew attention to what was happening and someone with even more money started betting against him. It became obvious how fragile and unsustainable William’s system was and everything fell apart, resulting in the first ever stock market crash. Will and Alex were imprisoned as they defaulted on all the loans they had taken out along the way. Because of this monumental disaster, twenty-four stockbrokers got together and formed the Buttonwood Agreement, later to be called the New York Stock Exchange, where only people authorised to buy and sell could trade assets.

         Travel through time a bit further and we get to the early nineteenth century and the advent of the 17‘Spanish Prisoner’ scam, where the fraudster would write letters to his victims to say he was a wealthy person who had been imprisoned, and needed to raise funds for his release. He promised a big pay-out when he was released. (Think of this as the pre-technology version of the infamous Nigerian Prince email, which has resulted in millions of pounds being stolen from people over the years.)

         The late 1800s were rife with patent medicines, the vast majority of which were utter nonsense and complete scams. They were advertised as curing all sorts of regular and revolting conditions using new and exotic ingredients, but were instead crammed full of useless or downright dangerous stuff, like mercury and arsenic. Some people claimed to feel better temporarily from their illnesses, but this was often down to the opium or alcohol within the ‘medicine’. It’s from this period in history that we get the modern-day term ‘snake oil salesman’. Apparently, snake oil from Chinese water snakes really can work as an anti-inflammatory, and word got around among the tired and aching workers building the North American railroads. In 1893, a man called Clark Stanley arrived in Chicago, where he put on a live stage show during which he slit open live rattlesnakes on stage (note: rattlesnakes 18not water snakes), put them in boiling water and watched the oil rise to the surface. He started selling Clark Stanley’s Snake Oil Liniment in jars and even opened two production facilities, claiming the remedy was good for sciatica, animal bites, sore throats and toothache, among many other things. At that first show Clark’s liniment contained the wrong type of snake oil, but from then on he didn’t bother with the snakes at all and just crammed the jars full of beef fat, red pepper and turpentine. After the Pure Food and Drug Act 1906 came in, he was fined $20 (less than $750 today).
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         Now let’s talk about Ponzi schemes. We’ve all heard of them, usually in relation to financier Bernie Madoff,* but the name was put to them in 1920, when Charles Ponzi set up a scheme using postage stamps. Yes, postage stamps. In the 1910s, people wanting to correspond by post could buy an International Reply Coupon, which the receiver would take to their local post office and exchange for the postage stamps they needed to reply. Charlie 19quickly realised that one of these coupons could be bought cheaply in Italy, exchanged for US stamps of a higher value and then sold, all of which was legal. However, in order to do this on a large scale, he needed investment. He set up a company, paid his first investors their promised interest with the money from new investors, and continued on this way until he earned millions. He soon realised that there was no way he could transport this number of coupons from the US to Europe, but decided not to divulge that information to his investors, as he was raking it in. It all unravelled in 1920 when he got sent down for eighty-six counts of mail fraud.

         Now that we have reached this bit of history, I can tell you about one of my favourite fraudsters: Victor Lustig. This professional conman is remembered for several acts of fraud but the most remarkable is the Eiffel Tower scam. In 1925 our Vic was in Paris where he happened to read an article about the landmark being too expensive to maintain, with the public calling for it to be removed. Not one to hang around, Vic got a forger to put together some convincing government stationery for him, which he used to invite various scrap metal dealers to a meeting. He told them that the government wanted to sell the tower for scrap, but that the sale had to be 20kept confidential. The dealers sent him their bids for the project and, having watched each of them carefully at the meeting, Vic focused on the one whom he deemed to be the most likely to go through with the purchase. After some further mischief, Vic persuaded this unfortunate scrap merchant to bribe him, to ensure the project went his way. When he received the agreed 70,000 francs he did a disappearing act to Austria. The French merchant was too embarrassed to report what he’d done, so Vic got away with it. He did nip back to Paris later on to try the same thing again, but the police were tipped off and he very quickly buggered off to the US.

         The 1960s saw now legendary conman Frank Abagnale pull all manner of impersonation frauds, serving numerous prison sentences for them. He impersonated pilots, doctors, lawyers, sociology professors and police officers. In 1980, Frank co-wrote his autobiography Catch Me If You Can, which was turned into a film with Leonardo DiCaprio in 2002. Frank went on to make a fortune as a public speaker, flying around the world to talk about his life, teaching his audiences about bank fraud and forgery. However, there is still a lot of doubt as to which of his stories are true and how much he really managed to defraud. I suppose the problem with being 21a master conman is that no one knows whether to believe you or not.

         Before we get to the end of the twentieth century, it would be remiss not to mention the phone scams of the 1980s. Some of them were aimed at kids – getting them to call premium rate numbers that were shown during children’s television shows. I remember calling one of these once myself as I thought that I might have won a prize. Sitting on the carpet with the phone in my lap, I was caught by my dad, after having been ‘on hold’ for a very, very long time. It wasn’t just eager kids who were targeted though – affordable home phone technology meant that most homes had a landline, and fraudsters were taking full advantage. Telemarketing scams, bank scams, competition scams, insurance scams; all of these took off and are still going today.

         Let’s get into the last decade: the 1990s, my favourite decade. Also probably the favourite decade of two fellas calling themselves the Roselli Brothers. Between 1995 and 2000 they managed to acquire new identities belonging to people with perfect credit scores and use them to open credit at US casinos. They deposited massive piles of money, establishing themselves as genuine high rollers and trustworthy individuals. When they withdrew their funds and 22asked for loans with which to gamble, the casinos agreed as they thought it likely they’d end up getting all the money back. The ‘brothers’ would then take off. I have put ‘brothers’ in inverted commas because to this day no one knows who either of them are – they used stolen identities and have never been caught. Altogether they made off with nearly $40 million.

         So, phew, that brings us to the end of the last century.

         Compared to today’s standards, the historical examples of fraud that I’ve chosen might seem pretty unsophisticated. We live in such a high-tech world that the idea of pulling off a scam on paper, or even face to face, seems archaic. However, not only is this the way that fraud started and evolved into the more technologically advanced stuff we have today, but a lot of these old-school methods are still used and are still as effective.

         Let’s see where we are now.

         
            * Bernie Madoff famously masterminded the largest Ponzi scheme in history, worth an estimated $65 billion.
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