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Foreword

These are turbulent times for the financial industry and for society at large. Banks, insurers, asset managers and other financial services providers are subject to a profound, lasting disruption, shaping the way value is created and how people will work in the decades to come. 



Climate change and the role of the financial industry in the historical transformation toward greenhouse-gas neutrality is at the top of almost every CEO’s agenda. The industry is subject to game-changing environment, social and governance regulation (ESG) and disclosure requirements and is adopting a role as a change agent to finance the climate transition. The climate agenda deeply impacts the industry’s business and risk strategies, triggering fundamental changes to the way financial and non-financial risks are managed. 

Since the COVID-19 outbreak in late 2019, society has seen a whirl of lockdowns and contact restrictions. The pandemic has also impacted businesses of all shapes and sizes across a range of industries, with the 2020 global gross domestic product down almost by 3.5%.[1] The financial industry has continued to prove its social and economic relevance during the pandemic, delivering vital aid to businesses and individuals at record speed, creating new processes and systems on the fly and shifting workforces and operations to remote conditions. COVID-19 accelerated digitisation to new heights, with some senior executives painfully realising that digital is not optional but a question of making the cut. 

On top, regulatory agencies are ramping up their efforts to ensure corporations obey the rules – and imposing heavy penalties on those that fail to deliver. From 2009 to 2020, global regulators handed out almost 400 billion in fines for non-compliance.[2]


To emerge stronger from these challenging times, financial institutions must succeed on many fronts, with non-financial risk management being a critical component. This holds particularly true in times of geopolitical unrest such as the conflict between Russia and the Ukraine right now. For global financial organisations with a broad product portfolio across multiple geographical regions, the management of non-financial risks is complex, and pitfalls are looming: insufficient consistency in policy standards, a divergence in the regional execution, opaque risk exposure and a fragmented IT landscape, to name just a few. The need for a bank-wide, global non-financial risk management framework has become abundantly clear. 

This handbook is intended as a guide to establish a target operating model for non-financial risk management, primarily for the financial industry, and covers the entire risk management lifecycle. This includes a definition of non-financial risk, risk appetite frameworks, risk governance, top-down non-financial risk assessments, internal control frameworks, data and IT governance as well as conduct and ethics.

The editors are grateful to the contributors, who are all leading experts in non-financial risk management, compliance and ESG.

Frankfurt and Munich, February 2022

The editors Norbert Gittfried, Dr. Georg Lienke, Florian Seiferlein, Jannik Leiendecker and Dr. Bernhard Gehra
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1 
Introduction: Rising to the Challenges of Non-Financial Risk Management, Compliance and ESG

Prof. Dr. Douglas Arner, Dr. Bernhard Gehra, Jannik Leiendecker, Dr. Georg Lienke



Historically, financial institutions have focused many of their risk management efforts on financial exposures directly attributed to core business activities. However, in recent times, non-financial risk (NFR) management with an emphasis on compliance and environment, social and governance (ESG) risks has moved up the policy and executive agendas, amid new regulations, a range of compliance issues (some leading to significant fines) and an increasing pressure to act as change agents in the transition towards a decarbonised economy. A robust NFR framework is indispensable in case of crises, so that necessary quick and effective reaction measures can be taken. This became unmistakably clear in the conflict between Russia and the Ukraine, with unprecedented sanctions being imposed on Russia that heavily affect the global financial industry and non-financial sectors.

This handbook analyses the major success factors for meeting the requirements of modern non-financial risk management: an institution-specific target operating model (TOM) integrating all critical components – strategy, governance, risk management, information technology and data architecture including digitisation and artificial intelligence as well as ethics. The handbook has been written by senior NFR, compliance and ESG experts from key markets in Europe, the US and Asia, and it gives practitioners the necessary guidance to master the key challenges in today’s global risk environment. Each chapter includes key regulatory requirements, major implementation challenges, practical solutions and industry examples.





1.1 
New risks and challenges

Institutions face non-financial risks across a range of activities: from onboarding clients to running IT systems and carrying out daily operations. Amid a continuous flow of new risks, failures in these areas can have significant economic and reputational consequences, both for the institutions as well as their executives. Globally, compliance issues led to 394 billion in fines during the years 2011 to 2020, including 50 billion in 2018, 2019 and 2020 alone.[1] In response, financial institutions have dramatically enhanced their oversight capabilities, leading to a proliferation of risk managers, internal auditors, control specialists and compliance officers, each with their own unique backgrounds, perspectives and skill sets.



These teams of experts have tended to focus on specific areas, leading to the evolution of siloed and fragmented processes, the disjointed nature of which has itself become an operational risk. A lack of coordination has created gaps, overlaps and mismatches in the three lines of defence (3LoD) framework at most institutions. Risk functions today often produce different risk reports that apply different methodologies to analyse and quantify risk, making it difficult for executives to put risk categories into proportion and arrive at accurate implications for overall risk management. This comes on top of existing complexity: global financial organisations need to orchestrate separate product divisions, infrastructure functions (including risk management) and geographical regions, representing a range of legal entities in local jurisdictions as well as regulators and regulatory systems and requirements in multiple jurisdictions. At the same time, they need to weave in effective and efficient measures to manage non-financial risks. The challenges are significant, suggesting that a holistic, structured approach is critical.





1.2 
A forward-looking solution for non-financial risk management in the financial industry

To continue to thrive in an increasingly challenging risk environment, financial institutions need to develop a sophisticated approach to non-financial risk management. This can be done by establishing an institution-specific non-financial risk TOM, which will subsequently allow for a proper definition of risks, creating an integrated view of the 3LoD and building an effective internal control system – informing a sensible executive decision-making that can prevent inevitable risks getting out of control.



This handbook outlines the key ingredients of a non-financial risk TOM for financial institutions. The book sections follow a consistent structure: chapters start with an individual introduction to the topic at hand, followed by a summary of key regulatory expectations across the EU, the US and Asia. Each chapter assesses operational challenges and complexities, and it delivers approaches to define solutions based on industry success factors. Chapters are augmented by practical, hands-on examples from seasoned practitioners. They conclude with the summaries of key takeaways.





1.3 
Defining and aligning non-financial risk categories

Risks are inherent to every business model, so that a zero-risk tolerance approach is in fact counter-intuitive. Historically, financial institutions have focused their attention on financial risks, including credit risk, market risk, liquidity risk and funding risks, aggregating the remainder under a category most often labelled as operational risk. Recently, non-financial risks have evolved as an independent category for risk management, allowing for a more tailored approach to management of individual non-financial risks. Chapter 2 provides a general definition of non-financial risk, delineates non-financial risk from financial risk, and provides definitions for categories and types of non-financial risk for financial institutions.







1.4 
Establishing a non-financial risk appetite framework to prevent an undesirable risk-taking

Following the definition of non-financial risk, chapter 3 provides a holistic approach to defining a non-financial risk appetite framework for financial institutions across three levels. This includes qualitative risk appetite statements for individual non-financial risk categories, outlining the level and types of risk that the financial institution is willing to take on in order to achieve its strategic objectives and business plan (level 1). Qualitative risk appetite statements are broken down into risk appetite metrics and corresponding thresholds, enabling institutions to set quantifiable tolerance levels for non-financial risk and underlying operational activities (level 2). Level 3 cascades the risk appetite framework to business lines and entity levels via pre-defined key risk indicators, facilitating the early detection of potential deviations from risk appetite objectives and potentially triggering timely interventions. The chapter also draws an outline of the corresponding governance that is required to operate a risk appetite framework.







1.5 
Building key governance and organisational pillars for non-financial risk management

Three chapters outline the governance and organisational structures required for sustainable non-financial risk management, standing on three major pillars. The three lines of defence (LoD) model (chapter 4) defines the roles and responsibilities of the first LoD (front, middle and back office), the second LoD (risk control functions) and the third LoD (internal audit). The chapter focuses on the independence of second-LoD control functions and describes the concept of risk coordinating functions in the first LoD as a regulatory competence centre, coordination unit and interface to the second LoD.



‘Global functional lead’ (chapter 5) stands for a combination of strategic, governance and risk management elements defined by an institution that aim to enable a consistent execution of risk management activities across complex organisations. It comprises the central setting of global risk management standards by horizontal risk management functions and their execution by vertical product- or region-focused functions, with direct or indirect reporting lines into horizontal functions. A policy and procedure framework (chapter 6) intends to ensure that standards are met in the execution of an institution’s business and operational activities. It builds a structural policy hierarchy, allocating the financial institution’s documents including board directives, policies and procedures to different hierarchical levels. It structures them by risk types, business segments and relevant geographies.





1.6 
Generating excellence in the non-financial risk management lifecycle

Three chapters describe the most essential components of a financial institution’s non-financial risk management lifecycle.



Sophisticated institutions apply a top-down approach to non-financial risk assessment, using risk-type agnostic criteria to evaluate their exposure to non-financial risks and derive the proper implications for bank-wide risk management. Chapter 7 elaborates on the methodology for a top-down non-financial risk assessment.

A key element of effective risk mitigation is the underlying internal control framework. Controls can take a variety of forms, ranging from automated/manual process controls to the conduct of training sessions and the definition of internal policies and requirements. A comprehensive internal control framework needs to combine a top-down approach (focusing on controls addressing the most relevant risk types) with a bottom-up approach (whereby individual risks and controls are identified based on a detailed review of the underlying processes). Chapter 7 comprises a deep dive on the top-down approach for the creation of an internal control framework.

Financial institutions are confronted with non-financial risks that are increasing both in number and severity, and they face non-financial risk exposure in almost every area of activity. In many institutions, this has resulted in a heterogenous reporting landscape for non-financial risks, with a variety of bottom-up, risk-specific reports from different functions and often diverging criteria for the measurement of risk. Hence, financial institutions are in an ever-stronger need of an overall non-financial risk reporting approach, spanning across risk types and consolidating the measurement of risk and the adequacy assessment of risk-mitigating controls. Only such a top-down report can give executive management the fact base and insights necessary to steer an institution effectively. Chapter 8 describes an approach to risk-agnostic non-financial risk reporting.


Chapter 9 is a deep dive into investigation capabilities, combined with root cause analysis. Alongside the on-going harmonisation of European corporate law, individual jurisdictions are increasingly requesting the strengthening of investigative capabilities to better understand root causes of corporate misconduct. This includes the establishment of risk oversight and reporting capabilities, the establishment of a dedicated organisational unit as well as of processes and methods, alongside communication with stakeholders. Particular emphasis is put on the root cause analysis to determine the underlying reasons for misconduct. These insights are then used to identify corresponding lessons learned.





1.7 
Using data, IT and artificial intelligence

Today, excellent non-financial risk management is heavily supported by an adequate data and IT architecture. Chapter 10 starts with an outline of the associated challenges, ranging from heterogeneous (and partially unavailable) non-financial risk data and fragmented responsibilities to partially-integrated IT applications. These challenges can be addressed by defining a comprehensive strategy, creating full transparency of the IT architecture and aligning with the required data architecture. This can subsequently be translated into a short- and long-term roadmap towards a more public cloud-based or on-premises data platform.




Chapter 11 describes the data governance required to facilitate an effective NFR management. Historically, data governance has focused on “financial risk” thereby often leaving non-financial risk aside. Yet, an effective non-financial risk data governance system can be established by leveraging existing data governance frameworks. This will entail a clear assignment of roles and responsibilities (including non-financial risk data officers, data owners, stewards and custodians), implementing concrete use cases, scaling-up as well as defining a comprehensive data catalogue and supporting technologies. The resulting data governance should subsequently be integrated into existing governance structures on both entity and group levels.

Accelerated by COVID-19, the financial sector is experiencing a substantial digital transformation of business and operating models, mainly to cater for changing customer expectations and behaviour and to optimise the efficiency of financial operations. Digitisation multiplies the volume of available data and opens opportunities for the use of artificial intelligence (AI) and other forms of sophisticated analytics in non-financial risk management. Concurrently, regulatory expectations on the financial sector’s uses of AI are increasingly demanding and must be managed to withstand regulatory scrutiny. Chapter 12 examines how AI can help improve non-financial risk management and contains two use cases for AI usage: financial crime prevention and the prevention of market abuse.





1.8 
Putting conduct and ethics at the centre of sustainable non-financial risk management

Recent scandals in the corporate world have demonstrated that a lack of ethical values is often at the root of corporate misconduct. Hence, the role of conduct and ethics cannot be emphasised enough.




Chapter 13 describes the subtle interplay between ethics, conduct and integrity in the context of the financial industry, and it outlines the implications for managers who must learn to navigate today’s complex regulatory landscape. Most business ethicists agree that, in general, financial institutions’ ethical taxonomies could be divided into two categories: conduct/compliance-based ethics and integrity-based ethics. While the former constitute principles and codes born from government regulations, the latter are based on the establishment of core principles to which all employees are asked to adhere to and govern themselves accordingly. Organisations that combine both conduct-/compliance-based with integrity-based ethics could significantly mitigate conduct risk (market, client and employee conduct risk). Three major areas emerge as key focal points for regulatory oversight: expansion of the circle of stakeholders, elimination of “rolling bad apples” and greater cross-border collaborations. Supervisory bodies expect companies to behave ethically and maintain a strong focus on good conduct, not just towards their customers but towards all stakeholders. Technology is playing an increasingly bigger role in the support of its monitoring and implementation.


Chapter 14 examines two key trends in the regulation of conduct risk: Treating Customers Fairly (TFC) and the Senior Managers and Certification Regime (SM&CR). The idea of TFC as the standard for good conduct has made its way into financial regulatory frameworks all across the globe. Another overarching global trend has been the shift away from a case-by-case approach towards treating conduct risk as a systemic phenomenon. As such, recent regulations have focused on extending individual liabilities through elaborate SM&CRs. Conduct risk figures prominently on the ESG agenda for mainly two reasons: it is a key feature of a firm’s governance framework and directly impacted by sustainability risks, and its occurrence is estimated to be on the rise as ESG investing brings forth novel opportunities and new decision-making.

To manage conduct risk, the development and implementation of an effective conduct risk framework is required, reflecting and tailored to a firm’s culture, business environment and regulatory landscape, while it is also implemented through appropriate systems. Three key principles, however, should stand at the core of every framework: standardised metrics, customer centricity and clear definitions. Unfortunately, there is no one-size-fits-all approach. Each financial institution must remain vigilant about new conduct risks and develop its own approach based on its own exposures, activities and overall strategies.





1.9 
Environment, social and governance: Implications for effective risk management

With the issuance of the UN Sustainable Development Goals, the Paris Climate Agreement in 2015 and, more recently, the COP26 climate summit in Glasgow in 2021, ESG issues have risen to the top of the agenda of the global financial services sector. Of all ESG topics, climate change has the highest profile – for good reason. The risks associated with climate change and their implications for the global financial system’s stability are now universally acknowledged. In addition, financial institutions are set to play a pivotal role in global efforts to adapt to climate change as well as mitigate its negative effects. Adaptation in this context requires financial institutions to support clients in managing the physical risks associated with the impact of climate change (such as destruction of assets by natural disasters). Climate change mitigation, on the other hand, requires a transition to a carbon-neutral economy which will in turn involve trillions of dollars in funding. Directing private funding to sustainable activities is a monumental effort that requires both a cross-border coordination and support from the financial services industry.




Chapter 15 begins with a review of the current ESG regulatory landscape in selected jurisdictions, noting the different levels of regulatory advancement but also the breakneck speed at which new sustainable finance regulations are being rolled out. These and their impact from the standpoint of compliance will be a key theme going forward. The chapter then examines the most common challenges associated with ESG implementation, such as divergent approaches to materiality of ESG information, lack of uniform taxonomies of sustainable activities, scarcity of ESG data and the resulting reliance on third party information providers. The chapter also covers the voluntary disclosure standards and frameworks which came to the fore in recent years, and provides guidance on their application and use.

The chapter continues to analyse the key components required for a successful green transition, noting the importance of having a clear ESG strategy supported by a robust governance model. The right resources, technology, culture and ecosystems are key enablers of an ESG transition, and they can also create new value-generating opportunities.
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2 
Definition of Non-Financial Risk in Financial Institutions

Martina Mietzner, Dr. Julia Gebhardt, Dr. Katharina Hefter, Jennifer Rabener, Dr. Carsten Wiegand







2.1 
Introduction

Risk management has always been a core element of financial institutions, which play a significant role in the transformation function of the financial markets, thereby transforming lot sizes, maturity and risk.[1] However, in recent years, not all loss events can be attributed to traditional financial risks. These so-called non-financial risks are, in fact, linked to operations.



As a first step in the discussion of risk management and the different types of risk, it makes sense to consider the definition of risk itself. According to the Oxford Learner’s Dictionary, risk is defined as “the possibility of something bad happening at some time in the future; a situation that could be dangerous or have a bad result.”

To offer products and services, financial institutions need business operations. These include headquarters and branch operations, such as physical assets like buildings, rental space or even vaults. These physical assets are complemented by IT infrastructure with both hardware as well as software.

Overall, there are five sources of potential operational risks or operational risk events.[2] These are people, processes, systems, external events and legal risks. All these components of the business and operating models give rise to a wide range of potential risks. These need to be identified, measured and managed. In managing these risks, banks must balance the expected return from risk-related activities with the amount of loss from these activities if risks materialise, as well as the costs of their management or mitigation. According to the Basel Committee, an effective operational risk management system and a robust level of operational resilience work together to reduce the frequency and impact of operational risk events.[3]


Financial business inherently includes numerous risk types, so complete risk avoidance in the sense of a “zero risk tolerance” is impossible. Risk taking and the management of risks is an integral part of the business. When providing loans to customers, financial institutions take on a credit risk. As the value of assets, such as securities, depends on certain underlying market parameters, such as interest rates, commodity prices or share prices, they are also exposed to market risks. Another core element of banking is taking deposits to fund loans. The management of the resulting cash inflow and outflow from assets and liabilities results in liquidity risks.

There are generally five basic management approaches to treating risks[4]: acceptance, avoidance, mitigation, sharing and transfer. Risk avoidance aims at fully evading the risk. This can mean that certain business activities need to be stopped or not performed, or processes need to be designed in a way to ensure that the particular risk does not arise. For example, when a bank wants to avoid any risk from outsourcing part of its value chain, the entire process needs to be done inhouse. If currency risks are to be avoided for certain currencies, then these currencies cannot be used either for trading, lending or payment services.

Risk mitigation describes the process of taking actions to reduce the possible loss event frequency or the possible impact of loss events. It is central to the mitigation strategy that an effective control environment is established, with preventive as well as detective controls. An internal control environment is an essential part of all risk management processes, and almost all regulators require financial institutions to have one. The European Banking Authority (EBA) publishes detailed guidelines on internal control frameworks in Title V of its guidelines on internal governance.[5]


In case internal controls do not adequately address risks, while accepting the risk is not a reasonable option, management can also share or transfer the risk to another party, for example by way of insurance products.[6] However, the Basel Committee points out that risk transfer is an imperfect substitute for sound controls and risk management programmes, hence, banks should view it as a complementary strategy rather than a replacement for thorough internal operational risk controls.[7]


Risk acceptance means that the risk is accepted without taking any specific measures. This can be the case when a certain risk type is deemed non-material for the financial institution. An indicator for this could be that the expected loss would be less than the costs related to the management activities to mitigate the risk.[8] In addition, this strategy is also applied to the assessment of residual risks, in which the latter is the risk exposure after controls have been considered.[9]


The choice of the approach for any particular risk type depends on the individual bank’s business model, i.e. its products, services, processes, people, transaction channels as well as physical and IT infrastructure. It further depends on the bank management’s risk strategy and risk appetite, as well as on the relevance of the risk type in this combination. The general approach to risk management stated in the risk strategy is detailed in the risk appetite statement, which elaborates on the types and amounts of risk a financial institution is willing to take. For more details on risk appetite, especially from a non-financial risk perspective, please refer to chapter 3.

The practices of risk management vary depending on the size and complexity of business models and operations. However, a general approach to risk management always contains four core steps for each identified risk type. The first step is the determination, description and measurement of the inherent risk of the particular risk type. Inherent risk is defined as the amount of that type of risk without any mitigating measures or control processes. In a second step, based on this inherent risk, an assessment of potential mitigating measures is performed. These mitigating measures can have different forms, one of which could be the use of internal controls for a certain type of risk. These types of mitigating measures are intended to reduce the impact of a risk event. The implementation of controls around the processes related to the specific risk type can help reduce the risk event’s probability and the impact of a risk event should it occur. Examples for such controls are the four-eyes principle or user access management. In a third step, the residual risk needs to be managed, if any remains after application of all mitigating measures and controls. Lastly, all of these steps need to be documented and reported to management, at least on an aggregated level.





2.2 
History of non-financial risk and specifications by key regulators

Definitions of different types and clusters of risk are in use in financial institutions across the globe. Some of the risk types are standardised, with clear definitions by regulators; other risk types are not always clearly defined. The understanding and research of risks, root causes and effects gradually evolve. Laws, regulations and regulating authorities integrate, extend and adjust this knowledge, mostly driven by events and scandals. Therefore, we will take a look at the history of the development of non-financial risk here, and analyse commonalities and differences in regulatory definitions of risk types – with a focus on definitions around non-financial risks.







2.2.1 
A short history of non-financial risk

Looking at the history of the development of non-financial risk, the starting point is perceived by many as the development of operational risk. In 1997, the Basel Committee on Banking Supervision (BCBS or Basel) issued a paper that set out 25 core principles for effective banking supervision.[10] One of the key risks faced by financial institutions was cited as operational risk, which was defined “as the risk of loss resulting from inadequate or failed internal processes, people and systems or from external events. The definition includes legal risk but excludes strategic and reputational risk.”[11]




Two years later, BCBS issued a proposal for a new capital adequacy framework to replace Basel I, the capital measurement system launched in 1988.[12] Following the publication of the first round of proposals in 1999, the revised framework for capital measurement and capital standards, called Basel II, was endorsed in 2004. As part of the framework, operational risk, along with credit risk and market risk, was named as a risk type for capital requirements calculations. The scope of the definition of operational risk was contained in seven loss event types: (1) internal fraud, (2) external fraud, (3) employment practices and workspace safety, (4) clients, products and business services, (5) damages to physical assets, (6) business disruptions and system failures, and (7) execution, delivery and process management.[13]


The idea of Basel II was to measure the operational risk on a model basis by using loss data from operational risk loss events through one of the following three methods: the advanced measurement approach (AMA), the basis indicator approach (BIA) or the standardised approach (STA), which was mainly based on revenues over the past three years. However, the distributions used in the AMA were unable to appropriately consider extreme outliers because risk measurement and corresponding capital requirements were always based on some confidence level. In comparison with operational risk management, non-financial risk management is not only based on historical events but needs to include risk assessments that require organisations to familiarise themselves with their business models, risk appetites and the risks themselves. This means that financial risks are the original risks while non-financial risks are second-order effects of the original risks. And while financial risks can be measured, it is still a challenge to measure non-financial risks.

Simultaneously to the BCBS developments, the history of the development of non-financial risk was supported by six waves that triggered the development of the respective risks (Figure 1).



Figure 1: Development of non-financial risk
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The first wave relates to the topic of conduct and mis-selling. As a result of the mis-selling scandals of the 1990s and early 2000s, including the dotcom bubble, and parallel to the development of Basel II, the European Markets in Financial Instruments Directive, also known as MiFID, was introduced in 2004 and has been applied since 2007. Its objective, amongst other things, was to set out the conduct of business and regulatory reporting to avoid market abuse.[14]


The second wave relates to financial crime risks. An understanding was gained that many compliance-related incidents included white collar-crimes. According to the US Federal Bureau of Investigation, white-collar crime refers to the full range of frauds committed by business and government professionals and is independent of the application or threat of physical force or violence.[15] In addition, it was noticed that retail customers were also involved in crimes, for example by committing tax evasion.

The third wave relates to the growing interest in data privacy that was triggered by the expanding use of data and online technology, including online banking. As early as 1992, the European Union published the European data protection directive, which came into force in 1995. It aimed to protect individuals with regard to the processing of personal data and the free movement of such data.[16] More than ten years later, in 2011, the European Union issued an opinion on a comprehensive approach on personal data protection.[17] This resulted in the European Union regulation on the protection of natural persons with regard to the processing of personal data and on the free movement of such data in 2016, commonly referred to as the General Data Protection Regulation (GDPR), which is in effect since 2018.[18] Other jurisdictions have adopted this regulation under other names and in other forms, such as the California Consumer Privacy Act (CCPA), introduced in 2018 to enhance privacy rights and consumer protection.[19]


The fourth wave relates to information, communication and technology (ICT) as well as cybersecurity risks. With the growing relevance of technology, these risks have gained in importance and a necessity for the position of a chief information security officer (CISO) arose. Therefore, the EBA reacted in 2019 by issuing the guidelines on ICT and security risk management that were enforced in 2020,[20] and, in 2021, by launching, with Europol’s European Cybercrime Centre, a campaign called Cyber Scams 2.0 to spread public awareness of cybercrimes.[21]


The fifth wave relates to operational resilience and outsourcing/vendor risks. Along with increased technological risks, the need for the overall stability of financial institutions and the financial system triggered a regulatory push towards operational resilience. This was spearheaded by the UK regulatory authorities’ policies both on operational resilience as well as on outsourcing and third-party risk management (published in 2019 and enforced since 2021).[22],[23] The BCBS followed by publishing its principles for operational resilience in 2021.[24] The disintermediation of the value chain, driven by technological developments, lead to a higher importance of the understanding of both supply and process chains as well as knowing third parties such as vendors and contractors.

The sixth wave relates to environmental, social and governance (ESG) as well as general strategic risks. ESG is not perceived as a singular risk type of the risk taxonomy but is rather included in overall strategic risks. It influences, or materialises in, other risk types. The environmental element is found in supply chain management and the well-established know-your-supplier process. By contrast, the social element is generally associated with human resources and led to the introduction of anti-discrimination laws and quotas. With the increasing importance of the good citizenship model, an ethical change has taken place, and the public has developed higher expectations for moral behaviour in organisations. As such, ESG risks are clearly embedded in strategy discussions and form a part of the strategic risk faced by financial institutions and all other organisations.





2.2.2 
Existing non-financial risk specifications by key global and regional regulators and associations

The term non-financial risk is not yet commonly used by regulators. While there are definitions for individual risk types, such as operational risk or AML risks, even with a somewhat widespread base, no catalogue of risk types has been summarised under non-financial risks by regulators. Thus, no clear regulatory definition of non-financial risk has been established.



On a global level, BCBS does not provide a definition of non-financial risk. The Basel Committee has, however, updated the principles for the sound management of operational risk and published a linked paper on operational resilience in March 2021. As with Basel, regulators more frequently advise on operational risk management and in part reference some of the non-financial risk types within those policies.

In Europe, Banco de España mentions certain examples of non-financial risks, such as misconduct, non-compliance, IT, reputational, cybersecurity or operational challenges. The basis for the delineation against financial risks is that the mentioned non-financial risks are not linked directly to financial decisions and have nothing but a downside. Also, according to Banco de España, a further defining element of non-financial risk is that it is hard to quantify precisely. Finally, there is a reference to operational risk as the specific part of the Basel Accord included a capital charge for these types of risk.[25] The ECB annually publishes a report on the outcome of the Supervisory Review Process (SREP) IT Risk questionnaire, which specifically deals with findings and weaknesses of IT-related risks.[26]


US regulators do not explicitly provide a definition of non-financial risk. However, in its November 2019 Supervision and Regulation report, the Federal Reserve Board (FED) gives examples of risk-management weaknesses for US banks with less-than-satisfactory supervisory ratings. These examples include compliance, internal controls, model risk management, operational risk management and/or data as well as information technology infrastructure. Further weaknesses mentioned concern the Bank Secrecy Act (BSA) and anti-money laundering (AML) programmes.[27]


Among Asian-Pacific regulators, the Australian Prudential Regulation Authority (APRA) refers to non-financial risks in its information paper on governance, culture, remuneration and accountability. However, it does not provide an explicit definition of non-financial risk.[28]






2.3 
Differentiation of financial and non-financial risk

Given the lack of clarity concerning a standardised definition of non-financial risk, we here define the terms ‘financial risk’ and ‘non-financial risk’ the way we will use them throughout this book. The general approach considers regulatory definitions already in use and attempts to find a structure that encompasses all types of risk.



Financial risk can generally be defined as “the possibility of losing money on an investment or business venture.”[29] Other categorisations of financial risk use the question of measurability, meaning whether methodologies are available to accurately model and measure risk.

However, as both approaches do not clearly define the risk types that would be considered under financial risk, our definition of financial risk is based on a positive-list approach, defining all risk types that belong in this risk category. Non-financial risk is then defined as the remaining risk types. Moreover, due to the importance of the term “operational risk,” which is a supercategory for certain, yet not all non-financial risks, non-financial risk itself is subdivided into two key categories: operational risks and strategic risks. Taken together, this approach covers all types of risks possible in financial institutions.





2.3.1 
Financial risk definition

Our definition of financial risk is based on the enumeration of all included individual financial risk types. For the purposes of this book, the three financial risk types included in the definition of financial risk are credit risk, market risk and liquidity risk.




The BCBS defines credit risk as “the potential that a bank borrower or counterparty will fail to meet its obligations in accordance with agreed terms.”[30] For the purpose of risk quantification and the calculation of capital requirements, credit risk is separated into three main risk parameters. Those used to measure credit risk are probability of default (PD), loss given default (LGD) and the exposure at default (EAD). When all these parameters are estimated, their product equals the expected loss (EL), which can either be viewed on an individual loan, a customer or a portfolio level. However, the expected loss as such does not pose credit risk to a bank, as it is required to hold risk provisions for expected losses. The actual credit risk here is the risk of unexpected losses, or the deviation from the expected loss. This risk needs to be covered by banks by holding sufficient capital against potential unexpected losses, as specified by regulatory capital requirements.

Market risk, according to the BCBS, is defined as “the risk of losses in on and off-balance-sheet positions arising from movements in market prices.”[31] In contrast to credit risk, which is a pure downside risk, market price movements also include the possibility of gains instead of losses.

Liquidity risk as defined by the BCBS contains two components: funding liquidity risk and market liquidity risk.

“Funding liquidity risk is the risk that the firm will not be able to meet efficiently both expected and unexpected current and future cash flow and collateral needs without affecting either daily operations or the financial condition of the firm. Market liquidity risk is the risk that a firm cannot easily offset or eliminate a position at the market price because of inadequate market depth or market disruption.”[32]







2.3.2 
Non-financial risk definition

The definition of non-financial risk is not as straightforward as for financial risk. In contrast to the positive definition of financial risk as being comprised of certain risk types, non-financial risks for the purposes of this book are defined as comprising all risk types that are not included in the definition of financial risk.



As pointed out previously, there is no clear catalogue or definition of non-financial risks. In addition, definitions of risk types overlap partially and cannot be as clearly established as financial risks.

The risk types under non-financial risk can, in turn, be structured into two key categories. The first category contains operational risks, which are those relating to banking operations. The other category contains those risks that we view as strategic risks, which makes them part of non-financial risks but sets them apart from risks related to operations. This approach combines the specification of operational risks according to the BCBS definition, including the fact that strategic risks are also non-financial risks.





2.4 
Specific clusters of non-financial risk

This section takes a closer look at the different clusters of risk types that comprise all versions of non-financial risk according to the general definition in section 3.2.





Figure 2: Risk taxonomy in financial institutions
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Non-financial risk contains the following risk types:

Operational risk:


	Financial crime risk


	Conduct risk


	Regulatory compliance risk


	Fraud risk


	Information, communication & technology (ICT) and cyber risk


	Data privacy and bank secrecy risk


	Resilience risk


	Outsourcing & vendor risk


	Tax reporting risk


	Other operational risk




Strategic risk:


	Reputational risk


	Sustainability risk


	Business risk




In the following section, we will provide definitions of the individual types of non-financial risks. If available, we provide an overview and comparison of definitions of the risk types as used by the different regulatory bodies or global associations.

We focus on the BCBS for global definitions. Concerning European regulators, we mainly cover the EBA, European Central Bank, the UK Prudential Regulation Authority (PRA) and the UK Financial Conduct Authority (FCA). Concerning North American regulators, we focus on the FED, the Office of the Comptroller of the Currency (OCC) and the Federal Deposit Insurance Corporation (FDIC). Concerning Asian-Pacific regulators, we mainly cover the Monetary Authority of Singapore (MAS), the Hong Kong Monetary Authority (HKMA) and the APRA.





2.4.1 
Operational risk

Operational risk as a risk type has been in use by regulators since Basel II.[33] This risk type – along with the financial risk types of credit risk and market risk – is still the basis for the capital requirements calculation of the Basel framework’s first pillar. According to the BCBS, operational risk is defined as “the risk of loss resulting from inadequate or failed internal processes, people and systems or from external events. This definition includes legal risk but excludes strategic and reputational risk.”[34]




In Europe, the PRA makes use of the Basel definition. For the special case of funds, the FCA uses one further specification by stating that it includes “legal and documentation risk and the risk resulting from the trading, settlement and valuation procedures operated on behalf of the fund.”[35] The EBA and the Central Bank of Ireland use definitions in line with the Basel definition.

Both in the US (Federal Reserve Bank of New York and FDIC) and in Canada (OSFI), the regulators use the Basel definition. In Asia-Pacific, the APRA also uses the Basel definition. Therefore, for the purpose of this book, we use the Basel definition of operational risk.





2.4.1.1 
Financial crime risk

Financial crime risk combines the risk of failing to prevent offenses related to financial crimes, such as money laundering, terrorist financing, fraud, bribery and corruption as well as insider trading. This risk type is high on the agenda of regulators and one of the core responsibilities of a bank’s compliance function.



The International Compliance Association (ICA) defines financial crimes as two different types of conduct:

“First, there are those activities that dishonestly generate wealth for those engaged in the conduct in question. […] Second, there are also financial crimes that do not involve the dishonest taking of a benefit, but that protect a benefit that has already been obtained or to facilitate the taking of such benefit.”[36]



In the US, the OCC describes financial crime as ranging “from fairly simple operations carried out by individuals or small groups to highly sophisticated rings seeking funding for criminal enterprises or terrorism.”[37]


There are several sub-categories of financial crime risks.





2.4.1.1.1 
Money-laundering/terrorist financing risk

The Financial Action Task Force (FATF) describes money laundering as the processing of criminal proceeds to disguise their illegal origin.[38] Terrorist financing refers to the financing of terrorist acts as well as of terrorists and their organisations[39] with funds coming from both legitimate and illegitimate sources.[40] A general global guideline regarding the management of money-laundering and terrorist financing risk is the BCBS’s recently updated “Sound management of risks related to money laundering and financing of terrorism.”[41] The EBA also published guidelines on money laundering and terrorism financing risk factors.[42] In Asia-Pacific, the APRA, refers to the money-laundering and terrorism financing risk as one “that a reporting entity may reasonably face that the provision by the reporting entity of designated services might (whether inadvertently or otherwise) involve or facilitate money laundering or the financing of terrorism.”[43]




Based on these regulatory descriptions, we define money-laundering/terrorist financing risk as the exposure to legal penalties and reputational loss faced by financial institutions failing to prevent money laundering or terrorist financing.






2.4.1.1.2 
Sanctions and embargoes risk

In this context, sanctions refer to financial sanctions, which can be defined as restrictions on the free movement of capital and payments.[44] These restrictions are imposed on individuals or entities in an effort to curtail their activities and to exert pressure and influence on them. These restrictive measures include (but are not limited to) financial sanctions, trade sanctions, restrictions on travel or civil aviation restrictions.[45] An embargo is defined as a prohibition on commerce.



The Wolfsberg Group published a guide on sanctions screening.[46] However, there is no explicit regulatory definition of the sanctions and embargoes risk. Therefore, we define the sanctions and embargoes risk as the exposure to legal penalties and reputational loss faced by financial institutions failing to comply with existing sanctions or embargoes.





2.4.1.1.3 
Bribery and corruption risk

Transparency International (TI) UK states that there is no universal definition of bribery, but all definitions have in common that it involves someone in an appointed position acting voluntarily in breach of trust in exchange for a benefit. The benefit does not have to involve cash or a payment, instead it can take on many forms, including gifts, hospitality and expenses, access to assets or a favour to a relative, friend or cause. Bribery is defined as “the offering, promising, giving, accepting, or soliciting of an advantage as an inducement for an action which is illegal, unethical or a breach of trust. Inducements can take the form of money, gifts, loans, fees, rewards or other advantages.”[47]




Like TI, the Legal Information Institute of Cornell Law School in the US defines bribery as “the offering, giving, soliciting, or receiving of any item of value as a means of influencing the actions of an individual holding a public or legal duty.”[48] On the other hand, corruption is defined as dishonest or fraudulent conduct by those in power, with bribery being one example of such conduct.

Based on these definitions, we define bribery and corruption risk as the exposure to legal penalties faced if the company or its employees engage in bribery or corruption.





2.4.1.1.4 
Facilitation of tax evasion

TI defines tax evasion as “the illegal non-payment or under-payment of taxes, usually by deliberately making a false declaration or no declaration to tax authorities – such as by declaring less income, profits or gains than the amounts actually earned, or by overstating deductions.”[49] In the US, the IRS defines tax evasion as “the failure to pay or a deliberate underpayment of taxes.”[50] According to the European Commission, tax evasion “generally comprises illegal arrangements where tax liability is hidden or ignored, i.e. the taxpayer pays less tax than he/she is supposed to pay under the law by hiding income or information from the tax authorities.”[51]




Based on these definitions of tax evasion, we define the risk for financial institutions from facilitation of tax evasion as losses or penalties resulting from knowingly assisting or turning a blind eye to the evasion of taxes.





2.4.1.2 
Conduct risk

As Copley asserts, there is no universal definition of either conduct risk, that is the risk stemming from a person’s actions, or what good conduct means in practice.[52] While multiple, sometimes contradicting, definitions of conduct risk exist, we shall settle on the one by the Central Bank of Ireland that it published in its Guide to Consumer Protection Management: therein, conduct risk “is the risk a financial services firm poses to its customers from its direct interaction with them.”[53] This definition is in contrast to the EBA’s definition, which limits conduct risk to the risks relevant should something harmful happen to a banking institution. The three key types of conduct risk will be explored further in the following.







2.4.1.2.1 
Market conduct risk

First, market conduct risk can be defined as the risk of the market’s integrity and transparency being harmed by unfair or abusive behaviour towards fellow market participants. The Fixed Income, Currencies and Commodities Markets Standards Board (FMSB) outlines seven client misconduct patterns,[54] which can be observed in the market. While this analysis is not entirely original, a number of different authorities and reviews – most recently the Fair and Effective Markets Review (FEMR) by the Bank of England in 2015[55] – have recognised the importance of focusing on the behavioural patterns underlying market misconduct. In 2018, the FMSB became the first standard-setting body to collate, analyse and publish these behavioural patterns of market conduct risk as a single reference point for market participants.







2.4.1.2.2 
Client conduct risk

Client conduct risk can be defined as the risk of harm to clients by resolving conflicts of interest to their disadvantage, causing them financial loss or other detriment. There are seven key client misconduct patterns observable in the market, which form the basis of the conduct risk definition in the EBA guidelines on common procedure and methodology for the SREP.[56] Together with the FMSB’s report, the EBA’s guidelines serve as an exhaustive list of key conduct risk subcategories. While individual entities and institutions have adopted their own taxonomies, the above categories have served as the backbone for several conduct risk analyses.







2.4.1.2.3 
Employee conduct risk

Employee conduct risk can be defined as the risk of harm to the organisation by employees falling prey to conflicts of interests or violations of the code of conduct. The European Union defines conflict of interest as a situation



“where the ‘impartial and objective exercise of the functions of a financial actor or other person’ involved in budget implementation ‘is compromised for reasons involving family, emotional life, political or national affinity, economic interest or any other direct or indirect personal interest.’”[57]



According to the US Securities and Exchange Commission (SEC), organisations need to integrate conflict of interest risk into their three lines of defence structure and should consider conflicts of interest throughout their key business processes, including strategic planning, capital allocation, performance monitoring as well as evaluation of business units and individual business leaders.[58]


For further details on conduct risk, we refer to chapter 13.





2.4.1.3 
Regulatory compliance risk

The FDIC defines compliance risk in its guidance for managing third-party risk as “the risk arising from violations of laws, rules, or regulations, or from non-compliance with internal policies or procedures or with the institution’s business standards.”[59]




In a slightly more general version, we define regulatory compliance risk as the risk of failure of a financial institution to comply with all required laws, rules and regulations, across all jurisdictions and business operations in which the institution is active.

A risk event of regulatory non-compliance can lead to significant penalties imposed by regulators. This implies that financial institutions need to be aware at all times of currently relevant regulations, and they need to permanently screen for changes, updates or new regulations both for existing business operations and for new products and service offerings.





2.4.1.4 
Fraud risk

Fraud, by definition, entails intentional misconduct, designed to evade detection. Fraud risk denotes the vulnerability that an organisation faces from internal or external individuals capable of committing fraud. The fact that fraud risk is considered a sub-risk of operational risk is also visible from the BCBS loss event categorisation within operational risk, as both internal and external fraud are loss event types for the collection of operational risk loss data.[60]




In 2016, the Committee of Sponsoring Organizations of the Treadway Commission (COSO) published a fraud risk management guide that contains both a definition of fraud as well as guidance for establishing an overall fraud risk management programme, based on principles and points of focus. The definition of fraud according to it is as follows: “Fraud is any intentional act or omission designed to deceive others, resulting in the victim suffering a loss and/or the perpetrator achieving a gain.”[61] The guide, however, acknowledges that other definitions exist, including those developed by the Auditing Standards Board of the American Institute of Certified Public Accountants, the Public Company Accounting Oversight Board, and the Government Accountability Office.

In 2019, the OCC published fraud risk management principles under the heading of operational risks. The definition of fraud provided by the OCC is the following:


“Fraud may generally be characterized as an intentional act, misstatement, or omission designed to deceive others, resulting in the victim suffering a loss or the perpetrator achieving a gain. Fraud is typically categorized as internal or external:

Internal fraud occurs when a director, an employee, a former employee, or a third party engaged by the bank commits fraud, colludes to commit fraud, or otherwise enables or contributes to fraud. […]

External fraud consists of first-party fraud and victim fraud. External fraud is committed by a person or entity that is not a bank employee, a former employee, or a third party engaged by the bank. […]

Fraud risk is a form of operational risk, which is the risk to current or projected financial condition and resilience arising from inadequate or failed internal processes or systems, human errors or misconduct, or adverse external events.”[62]




The APRA defines fraud risk, similar to the OCC, as

“the risk of loss from internal fraud or external fraud. These can be defined as: a) internal fraud – losses due to acts of a type intended to defraud, misappropriate property or circumvent regulations, the law or company policy (excluding diversity/discrimination events) which involves at least one internal party; and b) external fraud – losses due to acts of a third party that are of a type intended to defraud, misappropriate property or circumvent the law.”[63]



There are a number of sub-types for fraud risk, mainly based on the products or services for which fraud can happen.





2.4.1.4.1 
Account-opening fraud risk

According to the Association of Certified Fraud Examiners (ACFE), “new account fraud is generally defined as fraud that occurs on an account within the first 90 days that it is open. It occurs when it is found that the account was opened with the intent to commit fraud.”[64] Based on this, we define account-opening fraud risk for a financial instituion as the risk of opening an account under a false identity and the subsequent misuse of such an account for fraudulent activities.








2.4.1.4.2 
Debt/credit card fraud risk

According to Cornell Law School, “Credit card fraud is a form of identity theft that involves an unauthorized taking of another’s credit card information for the purpose of charging purchases to the account or removing funds from it.”[65] The resulting risk is the risk of illegal use by a third party of a stolen or fake debit/credit card and the corresponding losses faced by the bank.







2.4.1.4.3 
Fraudulent paper-based payment transactions risk

We define this risk as the risk of losses due to illegal use of means of payment by falsifying the payment media such as cheques or bank transfers.







2.4.1.4.4 
Online banking fraud risk

This risk refers to the illegal use of online banking based on obtained user account credentials. These credentials are usually obtained via cyberattacks such as phishing or whaling.







2.4.1.4.5 
Credit fraud risk

Credit fraud can be described as the use of someone else’s credentials and credit standing to borrow money without the intention of repayment. The corresponding risk from the perspective of a bank is then the risk of losses due to credit fraud.







2.4.1.4.6 
Theft risk

This risk refers to the removal or illicit confiscation of property belonging to another person or entity with the intent to illegally assume ownership or to give it to a third party. In the context of financial institutions, this is the risk of information being stolen and handed to third parties outside the bank. As such, it may lead to data privacy violations as a result of theft risk events.







2.4.1.4.7 
Embezzlement/breach of trust risk

Investopedia describes embezzlement as “a form of white-collar crime in which a person or entity misappropriates the assets entrusted to them. In this type of fraud, the embezzler attains the assets lawfully and has the right to possess them, but the assets are then used for unintended purposes.”[66] The corresponding risk can then be defined as the risk of losses resulting from the embezzlement or breach of trust.








2.4.1.4.8 
Antitrust violation risk

The European Union defines this risk as the violation of “agreements between market operators that would restrict competition, and the abuse of dominance.”[67] According to the International Chamber of Commerce (ICC), the intention of antitrust laws is to guarantee the delivery of goods and services to consumers at a fair price in an ethical manner. Non-compliance may lead to significant penalties as well as serious reputational damage.[68] The Procurement Collusion Strike Force of the US Department of Justice includes as antitrust violations bid rigging, price fixing, and market allocation affecting government procurement at any level.[69]








2.4.1.4.9 
Balance sheet manipulation

Balance sheet manipulation, also called financial statement fraud, refers to the manipulation of an organisation’s financial statements. According to the ACFE, it usually involves overstating assets, revenues and profits as well as understating liabilities, expenses and losses. The most common schemes include fictitious revenues, timing differences, improper asset valuations, concealed liabilities and expenses, and improper disclosures.[70]








2.4.1.5 
Information, Communication & Technology (ICT) and Cyber risk

ICT risk describes the general threats to IT and communication systems which can disrupt operations. The EBA defines this risk as



“risk of loss due to breach of confidentiality, failure of integrity of systems and data, inappropriateness or unavailability of systems and data or inability to change IT within a reasonable time and with reasonable costs when the environment or business requirements change (i.e., agility). This includes security risks resulting from inadequate or failed internal processes or external events including cyber-attacks or inadequate physical security.”[71]



The core of information security, IT security and cybersecurity lies in the protection of information and data. This is referred to as the protection of assets. Assets can be hardware as well as software, so they can encompass data and information or IT systems, products or processes. The US National Institute of Standards and Technology (NIST) defines information security as the protection of information and information systems from unauthorised access, use, disclosure, disruption, modification or destruction in order to provide confidentiality, integrity and availability.

The term ICT risk is mainly used in Europe, with the European Parliament proposing the following definition:

“ICT risk means any reasonably identifiable circumstance in relation to the use of network and information systems, including a malfunction, capacity overrun, failure, disruption, impairment, misuse, loss or other type of malicious or non-malicious event – which, if materialised, may compromise the security of the network and information systems, of any technology-dependent tool or process, of the operation and process’ running, or of the provision of services, thereby compromising the integrity or availability of data, software or any other component of ICT services and infrastructures, or causing a breach of confidentiality, a damage to physical ICT infrastructure or other adverse effects.”[72]



The EBA provides a general definition of ICT risk:

“‘ICT risk’ means the risk of loss due to breach of confidentiality, failure of integrity of systems and data, inappropriateness or unavailability of systems and data, or inability to change IT within a reasonable time and costs when the environment or business requirements change (i.e. agility).”[73]



Accordingly, the aim of any policies “should ensure confidentiality, integrity and availability of a financial institution’s critical logical and physical assets, resources and sensitive data whether at rest, in transit or in use.”[74]


The EBA also provides a view on ICT and security risks from a payment perspective, stating that the

“term ‘ICT and security risks’ addresses the operational and security risks mandate of Article 95 of the revised Payments Services Directive (PSD2). This term recognises that the operational risks for payment services refer predominantly to ICT and security risks because of the electronic nature of payment services (over ICT systems).”[75]



The US National Institute of Standards and Technology (NIST) defines cyber risk as the “risk of depending on cyber resources, i.e. the risk of depending on a system or system elements which exist in or intermittently have a presence in cyberspace.” A more detailed definition of cyber risk, also provided by NIST, is the following:

“Risk of financial loss, operational disruption, or damage, from the failure of the digital technologies employed for informational and/or operational functions introduced to a manufacturing system via electronic means from the unauthorized access, use, disclosure, disruption, modification, or destruction of the manufacturing system.”[76]



The Canadian OSFI states that

“‘cyber risk’ or ‘cyber security risk’ is the risk of financial loss, operational disruption or reputational damage from the unauthorized access, malicious and non-malicious use, failure, disclosure, disruption, modification or destruction of an institution’s information technology systems and/or the data contained therein.”[77]



The APRA defines data risk as follows:

“Data risk encompasses the risk of loss resulting from inadequate or failed internal processes, people and systems or from external events impacting on data. Consideration of data risk is relevant regardless of whether the data is in hard copy or soft copy form. Examples include: (a) fraud due to theft of data; (b) business disruption due to data corruption or unavailability; (c) execution delivery failure due to inaccurate data; and (d) breach of legal or compliance obligations resulting from disclosure of sensitive data.”[78]



As compared to other risk categories, there are some possible sub-categories to ICT and cyber risks, as described in the following sections.





2.4.1.5.1 
Data confidentiality risk

According to NIST, “data confidentiality deals with protecting against the disclosure of information by ensuring that the data is limited to those authorized or by representing the data in such a way that its semantics remain accessible only to those who possess some critical information.”[79] Based on this definition, we define data confidentiality risk as the risk of failure of protecting information from being accessed by unauthorised parties.




This spans all types of confidential data in a bank, from personal customer data via employee data to all generated data used for internal operations and reporting.





2.4.1.5.2 
Data availability risk

The EBA defines data availability risk as “the risk that performance and availability of ICT systems and data are adversely impacted, including the inability to timely recover the institution’s services, due to a failure of ICT hardware or software components, weaknesses in ICT system management, or any other event.”[80]








2.4.1.5.3 
Data integrity risk

The ECB defines data integrity risk as



“the risk that data stored and processed by IT systems are incomplete, inaccurate or inconsistent across different IT systems, for example as a result of weak or absent IT controls during the different phases of the IT data life cycle (i.e. designing the data architecture, building the data model and/or data dictionaries, verifying data inputs, controlling data extractions, transfers and processing, including rendered data outputs), impairing the ability of an institution to provide services and produce (risk) management and financial information in a correct and timely manner.”[81]



For the purpose of this book, we use this definition.





2.4.1.5.4 
Information security risk

Information security risk comprises the impacts on an organisation and its stakeholders that can occur due to the threats and vulnerabilities associated with the operation and use of information systems and the environments in which those systems operate. In this sense, information security risk is the risk type that is closest to what is usually called cybersecurity risk, even though the term cybersecurity risk might also include some of the elements of the other sub-types of ICT risk.



The APRA defines IT security risk as “the risk of loss due to inadequate or failed internal processes, people and systems or from external events, resulting in a compromise of an IT asset’s confidentiality, integrity or availability,” basically using the definition of operational risk, specifically applied to IT assets.[82]


The distinguishing factor for information security risk is that this risk does not materialise without an exploitation of vulnerabilities, i.e. it only happens in the case of a successful attack.





2.4.1.6 
Data privacy and bank secrecy risk

Data privacy and bank secrecy risk describes the risk of a potential leakage of customer data and thus a breach in the bank secrecy. This risk is particularly sensitive as it pertains to highly personal individual data, its management is therefore a part of customer protection. Also, breaches of data privacy have a strong link to cybersecurity risk, as certain variants of cyberattacks aim at stealing protected customer data.







2.4.1.6.1 
Data privacy risk

Data privacy, sometimes also referred to as information privacy, is an area of data protection that concerns the proper handling of sensitive data including personal data but also other confidential data, such as certain financial data and intellectual property data, to meet regulatory requirements as well as protecting the confidentiality and immutability of the data.[83] Based on this definition of data privacy, we define data privacy risk as the risk that unauthorised parties get access to confidential information which is protected by privacy laws. This can either happen accidentally during internal processes or intentionally as part of a cyberattack aimed at stealing customer data.



Data privacy risk can be viewed as an extension of data confidentiality risk to a specific situation. It refers to the situation of violating the rights of the individual regarding the individual’s data, for example using the data outside the scope of given consent, like the use in a marketing algorithm. This would not violate data confidentiality but data privacy. In the EU, the GDPR[84] provides the regulatory basis for this, an example in the US is the CCPA.[85]






2.4.1.6.2 
Bank secrecy risk

We define bank secrecy risk as the risk that a bank violates the bank secrecy laws by leaking or giving access to bank customer data. In contrast to data privacy risk, a risk event concerning a bank secrecy risk can only be triggered by the financial institution itself, i.e. by its processes or employees.







2.4.1.7 
Resilience risk

Financial institutions always face the risk of operational disruption, due to, but not limited to, increased financial system interconnectedness, evolution of infrastructure complexity and potential impact from technology-related threats.



Operational resilience is defined by the BCBS as

“the ability of a bank to deliver critical operations through disruption. This ability enables a bank to identify and protect itself from threats and potential failures, respond and adapt to, as well as recover and learn from disruptive events in order to minimise their impact on the delivery of critical operations through disruption.”[86]



We define resilience risk as the risk of losses from unexpected events leading to disruptions of business operations. It can be caused by poor identification of potential disruptive events and a failure to anticipate potential consequences from such events on the operations of a bank. In other words, the impact of this risk is strongly dependent on how well prepared the bank is, and how quickly and effectively its important business services are able to recover after a disruption, given the assumption that disruption cannot be prevented entirely.

Regulators are adopting a more structured approach towards operational resilience. Over the past approximately 15 years, there has been a visible expansion of the definition of operational resilience. In the years before 2008, it covered several rather heterogeneous risk elements, including operational risk, business continuity, information security, technological system integrity as well as physical security and safety.

After the global financial crisis, an evolution of the definition towards new and emerging risks could be observed. It was acknowledged that financial system and bank stability are a function of emergent risks. One example of such a risk is the topic of data privacy, as formalised and regulated by the GDPR in Europe and CCPA in the US. Other examples are cybersecurity and IT risks.

The next phase, which led to the current integrated view of operational resilience, started around 2017. At that time regulators across the globe, covering financial authorities in the UK, US, EU and Singapore, started to set structured expectations for a more comprehensive operational resilience framework. Now the focus is not only on the resilience of banks themselves but also on the effects of incidents on customers and other stakeholders. Regulators require a comprehensive understanding of business services, including the contributions and roles of third and fourth parties. The resilience of these business services now requires an analysis under low probability scenarios with a significant impact. Finally, regulators now expect an ongoing and holistic pressure testing and evolution of a bank’s operational resilience framework.

UK regulators have led the pack with their comprehensive regulatory frameworks on operational resilience. The FCA issued detailed guidance on how to build operational resilience in a series of consultative documents in 2019.[87] The FED, in collaboration with the OCC and the FDIC, published an interagency paper with recommendations on sound practices to strengthen operational resilience in 2020.[88] The BCBS issued a set of seven guiding principles for operational resilience in March 2021.[89] Also in March 2021, the MAS, together with the Association of Banks in Singapore, published a paper on risk management and operational resilience in a remote working environment.[90]






2.4.1.8 
Outsourcing and vendor risk

European regulators have increased their focus on the management of outsourcing-related risks in recent years. In 2019, the EBA published guidelines on outsourcing arrangements. Therein, it defined the outsourcing risk as “the risk that engaging a third party to provide services may adversely impact an institution’s performance and risk management.”[91] Also, in 2019, the PRA published a consultation paper on outsourcing and third-party risk management.[92]




In the US, the FED states that

“some risks are inherent to the outsourced activity itself, whereas others are introduced with the involvement of a service provider. If not managed effectively, the use of service providers may expose financial institutions to risks that can result in regulatory action, financial loss, litigation, and loss of reputation.”[93]



The FDIC published guidelines on the management of third-party risk.[94]


In Asia-Pacific, the APRA has published a prudential standard on outsourcing arrangements, however, without an explicit definition of outsourcing risk.[95] The MAS published guidelines on outsourcing in 2016.[96]


OEBPS/daten/bilder/fsv-logo.jpg
Frankfurt School
Verlag






OEBPS/daten/bilder/cover.jpg
N. Gittfried G. Lienke F. Seiferlein
J. Leiendecker B. Gehra (eds.)

Non-financial
Risk Management
in the Financial Industry

A Target Operating Model
for Compliance and ESG Risks

2 CLIMATE Huwan RiGHTS = N
ZENVIRONMENT g @
= MONEY LAUNDERING ivrecrrry = CLOUD 5 I

25 “UOFINANCIAL CRIME- =
2 S ECUSTOMERS ETiics DATA CYBER%

SANCTIONS CIRCUMVENTION £ IT INFRASTRUCTURE
BRIBERY AND CORRUPTION g ARTIFICIAL INTELLIGENCE

%E?MBHMC

FAIRI

f Frankfurt School
Verlag





OEBPS/daten/bilder/nfr_definition_graphic-001.jpg
5t wave:

3 wave: -2019 6 wave:
~2016 ~2021
15t wave: 4t wave: onwards

~2004 -2019

2gwave: Dperational
resilience
: and
ICTand ", tsourcing

cyber  /vendor

Conduct
and mis-

security risks
risks

selling






OEBPS/daten/bilder/nfr_definition_graphic-002.jpg
Financial Risks Non-Financial Risks.

Operational Risks Strategic Risks.
| o I H I I k- IJ,‘JJ:& I I Y Ic«eg;wI“li::::k Ia,:::‘:« e e
H\*“""Y‘ I = Iwzsh I = Ip I o o
l,nm Izm‘:n“ e I o — vt ew
I T I sy I‘;Q";:‘;;‘,‘tc 8 ey | ramons
] e i e
L. Information, commurication DelZERe Expoes it

EETTICTR  REEET | oo wicotee | T I v BT





