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Chapter 1: Cybersecurity Fundamentals Description 

The first chapter of this book explores the fundamentals of cybersecurity, laying a solid foundation for understanding the advanced techniques and practices that will be covered in the following chapters. By understanding the concept of cybersecurity,  its  importance,  and  the  pillars  that  support it,  such  as  Confidentiality,  Integrity,  and  Availability (CIA),  the  reader  will  be  better  prepared  to  identify  the main  threats  and  vulnerabilities  and  understand  the motivations of attackers. 



1.1 Definition and Importance of Cyber Security Cybersecurity  refers  to  the  set  of  practices,  technologies and  processes  implemented  to  protect  networks,  devices, programs  and  data  against  digital  attacks,  damage  or unauthorized  access.  In  an  increasingly  connected  world, where  most  services  and  data  are  accessed  and  processed over  the  internet,  cybersecurity  has  become  an  essential need. 

In  recent  years,  we  have  seen  a  significant  increase  in digital threats, from corporate system breaches to personal data  leaks.  These  incidents  demonstrate  how  important cybersecurity  is  not  only  to  protect  personal  information, but  also  to  economic  stability  and  social  well-being. 

Governments,  businesses,  and  even  individuals  are increasingly  vulnerable,  and  a  solid  cybersecurity approach can help mitigate these risks. 
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Cybersecurity aims to: 

•  Protect data privacy. 

•  Ensure the integrity and reliability of information. 

•  Avoid interruptions to essential services. 

•  Protect  against  financial  loss  and  reputational damage. 

Therefore,  cybersecurity  is  a  joint  responsibility  that involves  everyone  from  ordinary  users  to  large organizations  and  governments,  and  is  essential  for  the protection and continuity of digital processes. 

1.2  Pillars  of  Information  Security:  Confidentiality, Integrity and Availability (CID) Information security is supported by three basic principles, often referred to as ICD : 

1. Confidentiality:  

This  refers  to  the  protection  of  information  so  that only 

authorized 

individuals 

can 

access 

it. 

Confidentiality  is  crucial  in  corporate  environments, where  sensitive  information  such  as  financial  data and  business  strategies  need  to  be  accessed exclusively  by  specific  users.  Tools  and  practices such  as  access  control,  encryption,  and  multi-factor authentication 

are 

widely 

used 

to 

ensure 

confidentiality. 

2. Integrity:  

Integrity  aims  to  ensure  that  information  is  accurate and  reliable,  that  is,  that  it  is  not  altered inappropriately  or  accidentally.  Integrity  is  essential to  ensure  that  data  maintained  and  transmitted  is  not modified 

without 

authorization. 

Hashing 
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mechanisms,  such  as  SHA-256,  are  used  to  verify integrity,  confirming  that  the  content  remains  the same from its creation to its final use. 

3. Availability:  

This  principle  ensures  that  information  and  systems are  accessible  to  authorized  users  whenever  needed. 

Availability  is  especially  important  in  critical services,  such  as  hospitals  and  financial  systems, where  interruption  of  access  can  have  serious consequences.  Regular  maintenance,  data  backup  , and  protection  against  denial  of  service  (DDoS) attacks  are  some  of  the  practices  that  ensure availability. 

The three pillars of security – confidentiality, integrity and availability  –  form  the  basis  for  the  creation  and implementation of security policies and practices that aim to fully protect digital assets. 

1.3 Threats and Vulnerabilities To  effectively  protect  information  and  systems,  it  is necessary  to  understand  the  concepts  of  threats  and vulnerabilities . 

•  Threat: A possibility that something or someone will cause  harm  or  damage  to  a  system  or  information. 

Threats  can  be  internal  or  external,  intentional  or accidental.  Some  examples  of  threats  include  hacker attacks  ,  malware,  natural  disasters,  and  even employee errors. 

•  Vulnerability:  A  flaw  or  weakness  in  a  system  that can  be  exploited  to  cause  damage  or  gain unauthorized access. Vulnerabilities can be present in 4 



 

software  (programming  flaws),  hardware  (physical defects), or processes (inadequate security practices). 

The  cybersecurity  process  involves  identifying  and mitigating  vulnerabilities,  as  well  as  taking  preventive actions to prevent threats from exploiting them. Therefore, software  update  practices  ,  security  audits,  and  constant network  monitoring  are  essential  to  reduce  exposure  to these threats. 

1.4 Types of Attackers and Their Motivations Cyberattacks  can  come  from  different  types  of  attackers, each with specific motivations. Understanding the types of attackers  helps  you  understand  the  type  of  threat  and  the security practices needed to mitigate it. 

1. Hackers 

and 

Cybercriminals:  

These  attackers  are  often  focused  on  financial  gain. 

Criminal  hackers  are  known  for  carrying  out phishing,  ransomware,  and  identity  theft  attacks. 

They  can  operate  alone  or  in  organized  groups  and often  attack  systems  to  obtain  financial  information, access bank accounts, or extort money from victims. 

2. Hacktivists:  

These are individuals or groups who carry out attacks motivated  by  political,  social,  or  religious  reasons. 

Rather  than  financial  gain,  hacktivists  seek  to promote  a  cause  or  draw  attention  to  specific  issues, such as human rights or freedom of expression. Such attacks  may  include  website  defacement  (changing content)  or  DDoS  attacks  to  disrupt  services  of targeted organizations. 

3. Corporate 

Espionage:  

This  involves  using  cyberattacks  to  steal  business  or 5 



 

industrial  information.  The  motivations  here  are primarily  financial,  as  valuable  information  such  as trade  secrets  and  patents  can  be  sold  to  competitors. 

This  type  of  attack  is  often  well  planned  and  may involve social engineering. 

4. Nation 

States 

and 

Cyberespionage:  

Some governments fund and conduct cyberattacks to obtain  strategic,  military,  or  economic  information from  other  countries.  These  attacks  are  highly sophisticated and include cyberespionage techniques. 

Cyberespionage  is  a  growing  practice,  especially between  countries  with  opposing  geopolitical interests. 

5. Insiders:  

Insiders  are  employees,  former  employees,  or  third parties  who  have  authorized  access  to  systems  and information but abuse that access to cause harm. This type  of  threat  can  be  difficult  to  detect  because insiders  have  knowledge  of  internal  processes  and systems. 

Each type of attacker requires a specific security approach, and  protective  practices  must  be  adapted  based  on  the threat profile and motivations. 

1.5  Threat  Categorization:  Malware,  Phishing,  DDoS 

Attacks and Others 

There  are  different  types  of  cyber  threats,  and  each  of them  has  distinct  characteristics  and  attack  methods. 

Below are the most common categories: 1. Malware:  

Refers  to  any  software  designed  to  cause  damage, 6 



 

disrupt  services,  or  gain  unauthorized  access  to systems. Malware includes: 

o  Viruses: Programs that spread by infecting other files. They are activated when the infected file is executed. 

o  Worms: Programs that replicate themselves and spread through networks. 

o  Trojan  :  Programs  that  appear  to  be  legitimate but contain malicious code. 

o  Ransomware:  Malware  that  encrypts  data  and demands payment to release it. 

o  Spyware 

:  Programs  that  monitor  users' 

activities, 

collecting 

information 

without 

consent. 

2. Phishing:  

Phishing  is  a  social  engineering  technique  in  which an  attacker  attempts  to  trick  a  user  into  providing sensitive  information,  such  as  passwords  and  credit card  numbers.  Phishing  is  typically  carried  out  via email , where the attacker poses as a trusted entity to solicit  information.  Other  types  include  spear phishing  (targeting  a  specific  person)  and  whaling (targeting high-profile targets, such as executives). 

3. Denial 

of 

Service 

(DDoS) 

attacks:  

These  attacks  aim  to  overwhelm  a  system,  network, or service with a massive amount of traffic to make it inaccessible to legitimate users. In the case of DDoS 

(Distributed  Denial  of  Service),  the  attack  is  carried out from multiple points of origin, making it difficult to  mitigate.  These  attacks  are  often  used  to destabilize  critical  services  or  to  carry  out  financial blackmail. 
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4. Brute  Force  and  Password  Cracking  Attacks: Brute  force  attacks  attempt  to  guess  passwords  or encryption  keys  by  trying  all  possible  combinations until the correct one is found. This type of attack can be  mitigated  with  multi-factor  authentication  and strong password policies. 

5. Social 

Engineering:  

Social  engineering  is  the  process  of  manipulating people  into  divulging  confidential  information.  This type of attack exploits human weaknesses rather than technological  ones.  Attackers  may  use  phone  calls, emails  ,  or  even  face-to-face  interactions  to  gain access to information. 

6. Software 

Vulnerability 

Exploitation:  

Attacks  exploit  vulnerabilities  in  software  or operating  systems  to  gain  access  to  systems  or compromise data. A lack of updates and patches can leave  systems  vulnerable  to  these  attacks,  making maintenance an essential practice. 



Final Considerations of the Chapter In this first chapter, we saw how cybersecurity is a broad and fundamental field for protecting systems and data in a digital  society.  By  understanding  the  pillars  of  security  – 

Confidentiality, Integrity, and Availability – and the types of threats and attackers, we are better prepared to address the  protection  and  defense  techniques  that  make  up  the rest  of  this  book.  This  theoretical  and  conceptual foundation  will  be  essential  for  developing  the  practical defense,  risk  mitigation,  and  incident  response  skills  that we will discuss in the following chapters. 
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This  chapter  establishes  a  strong  starting  point  for understanding 

cybersecurity, 

focusing 

on 

the 

fundamentals, threats, and initial approaches to protection. 

In  the  following  chapters,  we  will  explore  how  to  apply these 

practices 

by 

configuring 

secure 

networks, 

implementing  firewalls  ,  and  using  advanced  tools  to ensure a robust security posture. 
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Chapter 2: Secure Network Structure and Communication Protocols 

Description 

Understanding  and  implementing  effective  cybersecurity practices requires an understanding of the fundamentals of computer  networks  and  key  communication  protocols. 

This  chapter  covers  the  basic  structure  of  networks, introduces  essential  protocols  for  communication  and security,  and  discusses  secure  network  configuration practices  such  as  segmentation,  subnetting,  and  DMZ 

(Demilitarized  Zone).  These  concepts  form  the  basis  for securing communication between devices and ensuring the confidentiality, integrity, and availability of data. 



2.1 Introduction to Computer Networks Computer networks are structures that allow the exchange of  information  between  devices,  connecting  computers, servers,  routers  and  other  equipment  to  share  resources and data. With the interconnection of devices, the flow of data  becomes  continuous,  and  protecting  this  exchange  is crucial to prevent invasions and interceptions. 

Networks can be classified in several ways: 1. LAN (Local Area Network) : A network located in a  confined  area,  such  as  an  office  or  home.  It typically uses Ethernet or Wi-Fi to connect devices. 

2. WAN (Wide Area Network) : A network that covers a  larger  geographic  area  by  connecting  multiple LANs, usually through service providers. 
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3. MAN  (Metropolitan  Area  Network)  :  A  network that  connects  multiple  locations  in  an  urban  area, often  used  by  businesses  or  universities  to  connect different buildings. 

4. VPN  (Virtual  Private  Network)  :  A  network  that allows  secure  communication  between  two  points over  a  public  network,  such  as  the  Internet,  using encryption to protect data. 

In a network, each device is called a node, and each node has  an  IP  address  that  identifies  it  on  the  network.  The structure  of a  computer  network involves  devices  such as switches, routers, and firewalls that ensure the connection and correct routing of data between devices. 

2.2 Essential Security Protocols: TCP/IP, HTTPS, DNS 

Network protocols are sets of rules that define how data is transmitted  between  devices.  Some  of  the  key  protocols that  play  a  critical  role  in  network  security  are  TCP/IP, HTTPS, and DNS. Let’s explore them in detail. 

1. TCP/IP  (Transmission  Control  Protocol/Internet Protocol)  

TCP/IP  is  the  fundamental  set  of  protocols  for communication on the Internet. It  consists of several layers,  each  of  which  has  specific  functions  for managing  the  sending  and  receiving  of  data  packets. 

The main layers are: 

o  Application  Layer  :  Where  protocols  such  as HTTP, FTP and SMTP are located, which allow direct interaction with the user. 

o  Transport 

Layer  :  Manages  end-to-end communication  between  two  devices,  and  is responsible for flow control and error correction. 
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TCP  (Transmission  Control  Protocol)  ensures that  packets  are  delivered  in  an  orderly  and complete  manner,  while  UDP  (User  Datagram Protocol)  allows  faster  communication,  but without error control . 

o  Internet  Layer  :  Contains  the  IP  protocol, which  addresses  and  routes  packets  between different networks. 

o  Access  Network  Layer  :  Controls  physical access  to  the  network,  such  as  cabling  and  Wi-Fi. 

TCP/IP  is  essential  to  the  structure  of  any  network and ensures the reliability of data transmission. 

2. HTTPS  (Hypertext  Transfer  Protocol  Secure) HTTPS  is  a  secure  version  of  HTTP  that  is  used  to transfer  data  in  encrypted  form  between  a  user's browser  and  a  web  server.  This  protocol  uses SSL/TLS  to  encrypt  information,  protecting  it  from sniffing  and  man-in-the-middle  attacks.  HTTPS  is essential for protecting sensitive information, such as passwords  and  credit  card  details,  on  e-commerce sites and other online platforms. 

3. DNS 

(Domain 

Name 

System)  

DNS  is  the  protocol  that  translates  domain  names (such  as  www.example.com  )  into  IP  addresses. 

Although essential for browsing the Internet, DNS is susceptible  to  attacks,  such  as  DNS  spoofing,  in which the attacker redirects the user to fake websites by  changing  the  IP  address  of  a  legitimate  domain. 

To  increase  DNS  security,  DNSSEC  (Domain  Name System  Security  Extensions)  is  used,  which 12 



 

authenticates 

DNS 

responses 

to 

prevent 

manipulation. 

These  protocols  play  fundamental  roles  in  the  security  of computer  networks  and  are  the  basis  for  secure communication between devices. 

2.3 

Encryption 

and 

Authentication 

Protocols 

(SSL/TLS, SSH, IPsec) 

Encryption  and  authentication  protocols  are  essential  for securing  communications  on  networks.  They  ensure  that data exchanged between devices is encrypted, reducing the chances of interception. 

1. SSL/TLS  (Secure  Sockets  Layer  /  Transport Layer 

Security)  

SSL and TLS are encryption protocols used to ensure the  security  of  data  transmission  on  the  web.  They use  digital  certificates  to  authenticate  the  server's identity  and  establish a  secure,  encrypted  connection between  the  client  and  the  server.  Currently,  TLS  is the  most  modern  and  secure  version,  replacing  SSL. 

Its  most  common  application  is  in  the  HTTPS 

protocol. 

2. SSH 

(Secure 

Shell)  

SSH  is  a  network  protocol  that  enables  secure  and encrypted  communication  between  two  devices.  It  is often  used  for  remote  access  to  servers  and  network devices,  replacing  insecure  access  methods  such  as Telnet.  With  SSH,  you  can  authenticate  and  encrypt the  login  session,  ensuring  that  the  data  sent  during communication is protected. 

3. IPsec 

(Internet 

Protocol 

Security)  

IPsec  is  a  security  protocol  that  operates  at  the 13 



 

network 

layer, 

providing 

encryption 

and 

authentication  for  IP  packets.  It  is  widely  used  in virtual  private  networks  (VPNs)  to  create  secure connections  over  the  Internet.  IPsec  works  through two main functionalities: 

o  Header  Authentication  (HA)  :  Ensures  data integrity and authenticity. 

o  Encapsulation  of  Security  Payload  (ESP)  : Provides encryption to protect transmitted data. 

These  encryption  and  authentication  protocols  are essential  for  network  security,  ensuring  that  data exchanged  between  devices  is  not  intercepted  or  altered during transmission. 

2.4  Secure  Network  Structure:  Segmentation  and Subnetting 

For  a  secure  network,  it  is  essential  to  organize  and segment  resources,  minimizing  unrestricted  access  and facilitating  traffic  control  .  Segmentation  and  the  use  of subnets help reduce exposure and control the flow of data within the network. 

1. Network 

Segmentation  

Network  segmentation  is  a  security  practice  that involves  dividing  a  network  into  smaller,  isolated segments known as subnets or VLANs (Virtual Local Area  Networks).  This  division  allows  for  tighter control  of  traffic  between  segments,  limiting  access to specific areas of the network and reducing the risk that  an  attack  on  one  segment  will  affect  the  entire infrastructure. 

Practical example of segmentation: 14 



 

o  VLAN 

1  :  For  administrative  users  and employees. 

o  VLAN 2 : For IoT devices and printers. 

o  VLAN  3  :  For  guest  systems  (Guest  Wi-Fi), allowing  visitors  to  access  the  internet  without compromising  the  security  of  the  internal network. 

2. Subnetting 

Subnetting  

is  a  technique  used  to  divide  a  large  block  of  IP 

addresses  into  smaller  segments,  allowing  for  more efficient  organization  and  the  use  of  filters  for  each subnet.  By  segmenting  a  network  into  subnets,  it  is possible  to  apply  specific  security  policies  to  each group  of  devices,  improving  management  and security. 

Subnetting also reduces the broadcast domain, which improves network efficiency. It also allows for more granular control over who has access to which part of the network, making it easier to manage permissions and detect suspicious activity . 

2.5 Concept of DMZ (Demilitarized Zone) and Its Role in Security 

A  DMZ  (Demilitarized  Zone)  is  an  area  of  a  corporate network  that  sits  between  the  internal  (trusted)  network and the external (untrusted) network, such as the Internet. 

A  DMZ  is  designed  to  host  services  that  need  to  be accessible  to  the  public,  such  as  web,  email  ,  and  DNS 

servers,  but  that  must  also  be  isolated  from  the  internal network for security reasons. 

The  DMZ  is  configured  in  such  a  way  that  even  if  an attacker compromises one of the servers in the DMZ, he or 15 



 

she will not be able to access the internal network without facing a second layer of defense. 

1. How 

a 

DMZ 

works  

In  a  typical  configuration,  the  DMZ  is  protected  by two firewalls : 

o  Firewall : Controls internet access to services in the DMZ. 

o  Firewall  :  Controls  traffic  between  the  DMZ 

