
      [image: Cover of book »Media War« by Martin Andree]

   
      
         Martin Andree

         MEDIA WAR

         Dark Tech and Populists are Seizing Power

         Campus Verlag
Frankfurt/New York
         

      

   
      
         

         About the book

         The original German edition was published in 2025 by Campus Verlag with the title
            Krieg der Medien. Dark Tech und Populisten übernehmen die Macht. The English edition is distributed worldwide outside German-speaking countries by
            The University of Chicago Press. All rights reserved.
         

      

   
      
         Vita

         Martin Andree teaches media science at Cologne University in Germany. He has been doing research
            on the dominance of Big Tech for more than 15 years. Leading German and international
            media, conferences and institutions regularly draw on his expertise, calling for his
            contributions on this subject. In 2020, he published the highly reputed Atlas of the Digital World. He received the Günter Wallraff Special Award for Press Freedom and Human Rights
            for the bestseller Big Tech Muss Weg! (2023), which has also been published in English (Big Tech Must Go!). He studied in Cologne, Münster, Cambridge and Harvard.
         

      

   
      
         Übersicht

         
            	Cover

            	Title

            	About the book

            	Vita

            	CONTENTS

            	Copyright notice

         

      

      
         
CONTENTS
         

         
            	
INTRODUCTION
                  	“Civil war is inevitable”

                  	The fight for media dominance

                  	And what about us? We have still not realised the predicament we are in

                  	External threats — internal threats

                  	We have long since lost our digital sovereignty

                  	A battle cry for democracy

               

            

            	
Kapitel 1. 
The combat zone
                  	Game over, democracy?

                  	The digital media revolution

                  	Dark Tech and the populists are setting the rules of discourse

                  	Dark Tech controls the digital public sphere

               

            

            	
Kapitel 2.  
The warlords
                  	Alliance against democracy

                  	Who is ‘in charge’ — Trump or tech?

                  	Media War — the four phases

                  	Russia’s role in the media war

                  	The food chain of ‘useful idiots’

               

            

            	
Kapitel 3. 
The objectives of the warlords
                  	The libertarian destruction of democracy

                  	The grand narrative of the new libertarians

                  	The ‘cyberlibertarian’ dismantling of democracy is in full swing

                  	Digital counter-culture: the figure of the troll

                  	Freedom curtailed: the instrumentalisation of those left behind

               

            

            	
Kapitel 4.  
The invasion
                  	The deeper meaning of digital monopolies

                  	Digital feudalism

                  	Digital media genres ‘belong’ to the digital groups

               

            

            	
Kapitel 5. 
The occupation
                  	Horror stories about European regulation

                  	
Privileges and preferential legal treatment for the digital oligarchy
                        	1.  Service provider privilege

                        	2.  Liability privilege

                        	3.  Criminal privilege

                        	4.  Monopoly privilege

                        	5.  Instrumentalisation privilege

                        	6.  Lock-in privilege

                        	7.  Expropriation privilege

                     

                  

                  	The digital reality: ‘US dominates — EU suffocates’

               

            

            	
Kapitel 6. 
The weapons
                  	
Digital manipulation machines
                        	1.  Speed / real time

                        	2.  Exponential multiplication of information

                        	3.  Brevity & memification

                        	4.  Concreteness / ‘evidence’

                        	5.  ‘Back-channel’ capability

                        	6.  Extremely uneven distribution of attention

                        	7.  Focus on people

                        	8.  (Negative) emotions

                        	9.  Sensationalism, lies, fake news, disinformation

                        	10.  Polarisation

                        	11.  Social status through digital visibility

                        	First consequence: Destruction of journalism

                        	Second consequence: Radicalisation of political discourse

                        	Third Consequence: Elimination of the paper belt

                        	Digital transformation of the real world

                     

                  

                  	Users want completely different platforms

               

            

            	
Kapitel 7. 
The trap
                  	Why absolutism of freedom of speech is a self-contradiction

                  	The limits of what can be said — in the USA and in Germany

                  	Censorship as an obsession of Dark Tech and populists

                  	Why unlimited freedom of opinion restricts freedom of expression

                  	Media freedom that we shape ourselves

                  	You are the media now? Why this is a lie

               

            

            	
Kapitel 8. 
The uprising
                  	Is it still possible to save democracy?

                  	Freedom in Europe — the basic conditions and prerequisites

                  	Liberation from the ‘digitalocracy’

                  	Kickstarting the free, European internet

                  	Securing infrastructure against blackmail by Trump and tech

                  	Revenge from the USA will follow

                  	Why the uprising is still worth pursuing

               

            

            	
Kapitel 9. 
The capitulation
                  	Our life in the ‘digitalocratic’ occupation zone

                  	Lawsuits against editorial offices and scientists

                  	The active promotion of autocrats and opportunists

                  	Establishment of local political partners

                  	The enthronement of a new ‘digitalocratic’ elite

               

            

            	
Kapitel 10.  
The bitter end
                  	Revolt or surrender?

                  	
We’re in a mess: the 12 reasons
                        	1.  Lack of awareness of the problem

                        	2.  A return to the old world is impossible

                        	3.  Extreme dependence on Dark Tech

                        	4.  There are no signs of real resistance anywhere in the world

                        	5.  The power of Dark Tech extends to business, media and politics

                        	6.  Our decision-makers lack digital competence

                        	7.  The occupation of the digital world was only possible thanks to our cooperation

                        	8.  Existing EU regulations such as DMA and DSA do not provide solutions

                        	9.  Dark Tech and populists are winning right now

                        	10.  Dark Tech occupies the most important utopias of the future

                        	11.  No resistance from young people

                     

                  

                  	The digitalocratic apocalypse

               

            

            	
ENDNOTES
                  	Media War — Introduction

                  	1.  The combat zone

                  	2.  The warlords

                  	3.  The objectives of the warlords

                  	4.  The invasion

                  	5.  The occupation

                  	6.  The weapons

                  	7.  The trap

                  	8.  The uprising

                  	9.  The capitulation

                  	10.  The bitter end

               

            

            	ACKNOWLEDGEMENTS

         

      

   
      
            
INTRODUCTION
            

         

         
            
               
“Civil war is inevitable”
               

            

            That’s what Elon Musk wrote on X, referring to the riots, including racist attacks,
               arson and looting, in the UK on 4 August 2024. More than fifty police officers were
               injured and hundreds of arrests were made. Subsequently, Musk repeatedly posted content
               on X that incited people to overthrow the ‘tyrannical’ British government.
            

            What would this civil war look like that Musk is apparently hoping for and actively
               supports on his Platform X? Musk supports the AfD (Alternative für Deutschland, Alternative
               for Germany), a far-right party in Germany and maintains close contact with other
               right-wing populist movements in various European countries. In the UK, Nigel Farage,
               one of the architects of Brexit and someone with close ties to Donald Trump, had already
               taken a position as regards Musk. In fact, he seemed pretty close to striking a deal
               with Elon Musk. On 16 December 2024, Elon Musk received him at Trump’s Mar-a-Lago
               estate. According to media reports, there were plans for Musk to support his party
               (Reform UK, previously the United Kingdom Independence Party (UKIP)) with 100 million
               US dollars.
            

            However, the deal didn’t materialise. Musk dropped Farage because he “doesn’t have
               what it takes to be Reform UK’s leader”.1 Farage was apparently not radical enough for Musk. Musk preferred Tommy Robinson — a
               British right-wing extremist whose biography is littered with acts of violence and
               assault, involvement in hooligan riots, threats of violence, stalking, doxxing, financial
               fraud, drug possession, defamation, hate speech, incitement to hatred, racism, discrimination,
               and so on.2

            As a convicted criminal, Robinson has also served several prison sentences. His modus operandi is always the same. First, he verbally beats the shit out of his opponents like a hooligan,
               but, when convicted, he presents himself as a victim. In other words, he acts like
               a mega-troll. He proudly called his autobiography: Enemy of the State. ‘Hahaha, look people, I’m a really evil troublemaker.’ He’s pretty crass isn’t he?
               But after one of his various convictions in 2023, he published a video portraying
               himself as a victim. It was called “Silenced”. ‘How terrible,’ he sniffles, ‘the evil
               state authorities have well and truly gagged me!!’ And — you can’t make this stuff
               up — he has been fighting for years as a supposed ‘journalist’ for ‘freedom of speech’,
               which he considers to be in grave danger. In 2019, he asked Trump for asylum in the
               USA in the context of a conviction of his in the UK, the poor guy3 (yeah right, like you’re not allowed to say anything in the UK anymore). Musk apparently
               thought that this stuff was great. He liked it so much that he shared a link to the
               “Silenced” video on X, and in January also shouted on X: “Free Tommy Robinson”. He
               later asked the question: “Why is Tommy Robinson in a solitary confinement for telling
               the truth?” Really, Elon, you want to know why???
            

            Robinson fuelled the violent riots in August 2024 with his posts on X,4 people were chanting Tommy Robinson’s name on the streets. And Musk wrote: “Civil
               war is inevitable.”
            

            This example leads us directly to the ‘media war’, which is not just an abstract notion.
               It’s a war that’s also leading to real riots and acts of violence, such as the storming
               of the US Capitol in 2021. It’s a war in which the power of Big Tech platforms has
               formed an alliance with populist forces. As Steve Bannon, the thought leader of the
               global right, puts it:
            

            
               “Money and informationa are the twin tactical nukes of modern politics — and he [Elon
                  Musk] can deploy both at unprecedented scale […]. Musk just spent a quarter of a billion
                  dollars to elect Trump […] If he puts the same amount of money into all of Europe
                  that he put behind Trump, he will flip every nation to a populist agenda. There’s
                  not a centrist left-wing government in Europe that will be able to withstand that
                  onslaught.”5

            

            Europe and the free world is currently losing this media war. We are losing it, and we are losing our Western democracies in the process. All of this is only possible because we as a society have not fully grasped yet
               what exactly is going on. What is this media war all about?
            

         

         
            
               
The fight for media dominance
               

            

            The term ‘media war’ refers to the ongoing battle for media dominance that is raging
               in the Western world. It consists of two components. It started a long time ago as
               an economic war of displacement. Since then, digital platforms that largely originate
               from the USA have been aggressively displacing and substituting the traditional, editorial
               media. During the decades of this ‘hostile takeover’, they established a narrative
               according to which their platforms offer users ‘truly free media’. This narrative
               was increasingly radicalised over time: the ‘lying’ editorial media were assumed to
               be in cahoots with the supposedly ‘corrupt elites’ of the State, and so on. This campaign
               waged by the digital platforms against editorial media reached a climax in November
               2024 when Donald Trump was re-elected as president. After that, Elon Musk officially
               announced the ‘victory’ over journalism on X and declared to the people on his platform:
               “You are the media now.” All of this is a war for the media. And we all know who owns the media of the future — it is the ‘Dark Tech’ corporations. By this, I mean the
               large, monopolistic US tech corporations that started out as idealists in garages
               decades ago — but then, through a process of ‘Darth Vaderisation’, went over to the
               dark side of the force (the whole story is told in detail in my book Big Tech Must Go!).
            

            However, we’re not only experiencing a war for the media, but also a war in the media, that is, a battle for dominance and interpretive authority on the platforms,
               which are increasingly determining political agenda-setting. The debate is becoming
               more and more aggressive. Hate, incitement and malice are the new reality of digital
               discourse (▶ 6). Insults, defamation and accusations are rampant, bullying, rants and shitstorms
               are spreading. Right-wing populist movements and parties benefit most from the polarising
               effects of these platforms. The riots in the UK, as well as the storming of the Capitol
               in the USA, show how easily this verbal war can turn into real violence. And, of course,
               there is also the real, brutal war of aggression that Putin has been waging for years
               against Ukraine and thus against Europe. The consequences of this military war have
               long been visible, also in the neighbouring Western democracies. Once again, it is
               the platforms used by Russian cyber-attacks, troll farms and fake accounts that are
               being used to sow doubts within the population about support for the war — and thus
               instrumentalise them for their military goals.
            

            On top of this, the imperialist turn of the new US administration is intimidating.
               Firstly, military interventions have not been explicitly ruled out, even against allies
               (Greenland, Canada). Secondly, the US government is forming a coalition with European
               right-wing populists and has even supported Putin in Russia.
            

            In the war for the media, the Dark Tech corporations are winning. In the war in the media, populists are advancing on all fronts. The key point now is that both movements have openly
               joined forces. The battle that the platforms have been waging against the ‘established
               media’ since the 2000s has been exploited primarily by right-wing populist movements
               for their own agenda. And it is precisely this synchronisation that is so dangerous,
               telling people the fairy tale that Western governments ‘censored’ the ‘traditional
               media’ in the past — but now the Trumps, Vances, Musks and right-wing populists of
               this world are ‘liberating’ them through the power of ‘uncensored’ platforms to allow
               for true ‘freedom of speech’. We have all seen in recent months how tremendously successful
               this synchronised development has been.
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                  Figure 1: Media War
                  

               

            

            As we will see in the course of this book, this narrative of supposed liberation is
               based on a conspiracy theory (▶ 1). In reality, the hostile takeover of the public sphere by the Dark Tech platforms
               even leads to severe restrictions on media freedom (▶ 7) — we will come back to this later. One might also wonder why the USA, of all countries,
               has come up with the idea that it could ‘liberate’ European democracies, even though
               the USA only ranks 28th worldwide in The Economist’s Democracy Index (Germany, in 13th place, has a higher ranking).6 We should consider that The Economist compiled this ranking before Trump’s second presidency, during which he is increasingly transforming the USA into
               an autocracy. The Press Freedom Index shows a similar picture (Germany is ranked 11th, with the USA ranked 57th, behind Romania and Sierra Leone).7 Trump, Vance and Musk want to teach us lessons on democracy? Sounds pretty absurd.
            

            In reality, democracy in Europe is attacked from four sides: By the tech platforms,
               by the US government, by the European populist movements and also by the military
               threat from Russia. In principle, we are observing the synchronisation of two fields:
               The ‘established legacy media’ and ‘legacy parties’ (as the right-wing scene has termed
               it) are defending themselves against increasingly synchronised attacks from the tech
               platforms, the Trump administration and their populist allies. All this has also long
               been supported by a large bottom-up movement in Europe and the Western world, whose
               new rhetoric we are confronted with on a daily basis through various platforms (such
               as: “We will no longer let the opinion cartels dictate how we should think and vote!
               We will send the corrupt elites and the legacy media to hell! We’ll get the real truth
               from the platforms!”, and so on).
            

            Month by month, the impact of these attacks gets more powerful. What is particularly
               frightening is that the attackers, for their part, are openly linking their advance
               in the media war with concrete military threats. JD Vance had already threatened in
               the summer of 2024 that the US would leave NATO if the EU dared to regulate tech platforms
               more strictly.8

            As we will see later, the platforms of tech companies are the most important weapons
               in this media war (▶ 6). In the future, beyond political and economic power, it will be decisive if actors
               also control opinion power, as Elon Musk does by owning the platform X. In the words
               of the libertarian mastermind Peter Thiel (himself the ideological foster father of
               US Vice President JD Vance), we are witnessing a “war” between the old knowledge elites
               against the new medium of the internet — “a war the internet won”.9

         

         
            
               
And what about us? We have still not realised the predicament we are in
               

            

            As I write these lines, however, many strange things are happening. While threats
               coming from the USA have become an important topic in Germany, and while the public
               seems to have understood that the Dark Tech companies are not the cool, benevolent
               philanthropists that they had presented themselves as for years, we continue to mentally
               dodge these issues.
            

            In April 2025, YouTube’s twentieth birthday was celebrated largely uncritically in
               the German media. One leading outlet presented the 20 coolest videos from the platform’s
               history in a very positive way. The fact that YouTube’s parent company Alphabet has
               consistently distinguished itself in the past through intentional violations of the
               law, disregard for constitutional principles, massive data surveillance (even of minors)
               and aggressive tax avoidance seems to have escaped the attention of many journalists.
               By now, it should be completely obvious to anyone that Alphabet as a corporation is
               not democracy compliant. US Judge James Donato recently commented on Google’s deliberate deletion of evidence
               from the company:
            

            
               “It’s the most serious and disturbing evidence I have ever seen in my decade on the
                  bench with respect to a party intentionally suppressing relevant evidence. This conduct
                  is a frontal assault on the fair administration of justice.”10

            

            Would journalists celebrate a Hells Angels anniversary just as uncritically? And then
               run a similar headline: “50th Anniversary of the Hells Angels: The coolest motorcycles from fifty years — and the
               coolest biker outfits”?
            

            Things don’t look much better for the institutions. As I write these lines, various
               new German initiatives are being announced in which we are planning on further expanding
               our dependence on US Dark Tech companies in the future. In March 2025, for example,
               the Federal Council recommended that the police in Germany should use Palantir’s security
               software nationwide (Peter Thiel is a major shareholder here).11 And the German BSI (Federal Office for Security in Information Technology) has announced
               a strategic collaboration with Google and Amazon, among others.12

            That means: We actually still don’t get it. Although the media war is already being
               waged on several frontlines, the same media are still not important to us as a society.
               Things are important to us — but MEDIA??? WTF? Who cares? The new German government is currently
               being formed. As always, officials are once again jostling for responsibility for
               finance, defence, the economy, the environment, health, education, family or the foreign
               ministry — important things that important people take care of. But even though a new
               ministry for digital affairs was created, digital sovereignty does not play any major
               role. And I bet that, in many Western countries, most people cannot name a single
               politician with full focus on the media.
            

         

         
            
               
External threats — internal threats
               

            

            The process of forming a new government in Germany has shown that people have at least
               understood one thing: We must defend our security. Military rearmament has been made
               the most important priority for the coming legislative period. Metaphorically speaking,
               on their defensive towers, the lords of the castle have at least discovered the huge
               enemy army out there threatening them, and they seem willing to defend their property.
               But unfortunately, the enemies are already inside the castle and engaged in a lively exchange with their
                  armed companions outside. It is quite stunning that the lords of the castle don’t even seem to notice.
            

            Let’s take this bitter pill first: the USA is proving to be a hostile, blackmailing
               and unscrupulous power these days. The transatlantic relationship, which has been
               built over decades, is thrown overboard in a matter of days. Alliances and treaties
               have lost their value to a large extent. From a European perspective, we can’t trust
               the US government at all at the moment. The current US government is actively supporting
               Putin and right-wing populist movements, quite obviously for the purpose of destabilizing
               Europe, possibly splitting the EU and deregulating the digital markets to a very large
               extent in order to maximise the economic and political instrumentalisation of its
               digital media monopolies.
            

            In contrast to Putin’s Russia, there is a fundamental problem lurking here. The USA
               controls our democracy in two critical areas already now. Firstly, through its monopolistic
               and oligopolistic platforms. It ‘owns’ our political public sphere in the digital
               world — and that is nothing less than the future foundation of our democracy. The recent election campaign in Germany has also made it abundantly clear that the
               USA is openly instrumentalising its ownership of these platforms to influence elections
               in our country for their own interests and on behalf of their political ‘partners’
               (the right-wing ‘AfD’).
            

            But beyond that, the same tech companies also control the digital infrastructures in Europe. The extent of our
               dependency is staggering. Huge amounts of sensitive data, both from companies as well
               as from public authorities and administrations, are stored by the major US cloud providers
               Amazon, Microsoft and Google. The same situation prevails with Office software with
               the quasi-monopoly of Microsoft. Our vulnerability to blackmail and dependency is
               dizzying.
            

            In the past, the question has been raised time and again as to what dangers could
               arise if the dictatorial Chinese government were to access data from European TikTok
               users. From today’s perspective, this sounds like a joke, considering that the USA
               is now increasingly slipping into becoming an autocracy. Comparing the USA to China,
               it poses a much bigger threat to us, as they have access to private and sensitive
               data from European authorities, administrations and companies to an unimaginable extent
               (▶ 8)
            

            Perhaps it has now become clear why there is a media war. And any political agenda
               that understands the scale of the problem would have to treat the issue of digital
               sovereignty at the same level of priority as our military defence capability. Our freedom is currently being synergistically heckled from two sides, in the East
               militarily by Putin, from the West by Trump, Vance, Tech & co. — with the crucial
               difference that this alliance has long since taken up positions inside our castle.
            

            They hold this power because they already completely dominate and control our digital
               world. And now we must think further into the future. As a result of the ongoing digital
               transformation, they are expanding this dominance from month to month, from quarter
               to quarter, without the digital monopolists having to do anything actively. Economically, they are winning this media war anyway, which is why the democratic
               public sphere will almost inevitably become their prey.
            

            We must then also ask ourselves the question: Which dimension of this war actually
               poses a more acute threat to the people in Europe? The military threat posed by Putin
               from the East? Or the war of the media, in which the libertarian enemies of democracy
               have long since taken up positions in our own countries — and are expanding these
               bastions with every passing month? Especially as these forces have long since synchronised
               with Putin.
            

            Let’s put ourselves in the mindset of the US government on the basic assumption that
               they will pursue an aggressive, imperialist expansionist policy in the future (which
               is more than obvious in view of the current statements on Greenland, Canada, the Panama
               Canal and Gaza). To put it bluntly: Why should they take military action against other
               countries at all, as in the old days, if they already completely control the digital
               infrastructures and media in these countries anyway? If, from the perspective of the
               USA, one could enforce one’s own interests via Trumpist partner organisations such
               as the right-wing AfD in Germany, which in turn could be ‘supported’ at will via its
               own digital platforms, and could thus be kept dependent at will?
            

            A ‘media war’ is much more promising for such actors than an old-fashioned classic
               war with military means. And this war has already been openly declared. Let us briefly
               recall the speech by US Vice President JD Vance at the Munich Security Conference.
               A forum which in the past has always been about foreign and security policy (i. e.
               ‘important things’). It is important to keep in mind that he spoke during a tipping
               point in Russia’s war of aggression against Ukraine. Above all, he spoke in Europe.
               And what was Vance’s speech in Munich about? He talked about … the MEDIA.
            

            According to Vance, the greatest dangers for Europe do not originate from Russia or
               China — but from within. Europe, he said, was lagging far behind in the field of “freedom
               of speech”, which was threatened by “censorship”. But bright hero figures like Trump
               and himself could help us to get on track concerning freedom of speech (ironically,
               he later added that with Trump, there was “a new sheriff in town”; sounds indeed like
               a fun liberation we are going to have with this new sheriff). In the future we should
               please work together with right-wing groups like the AfD all over Europe.13

            The libertarian horror story about evil state censorship was copied directly from
               US populists by the German AfD. In his interview with the AfD party leader, Alice
               Weidel, on 9 January 2025, Musk further developed his crude theories: “it’s actually
               quite easy to tell who the bad guys are. It’s like who wants to shut down freedom
               of speech? They are the bad guys, that’s very clear.” Weidel adds: “Yes. And do you
               know what Adolf Hitler did? The first thing, he switched off free speech.” We also
               remember the other nonsense argument: Weidel stated that Hitler in fact had been a “communist”,
               had therefore been a leftist. And that also today, all parties in Germany except for
               the AfD were left-wing or green. That in history, it was always these evil leftists
               who “censor”; and sure, they are all enemies of free speech and democracy, exactly
               just like Hitler — and BANG! how nicely that worldview works out here for Weidel and
               Musk. Wolves in sheep’s closing, pretending to fight for freedom of speech and democracy.
               Everyone else is a ‘censor’ — everyone else is like HITLER. Sure.14

            Let’s take this a step further and examine the narrative of Vance & co. Supposedly,
               it is Trump’s USA that is ‘liberating’ Europe from corrupt elites and censorship in
               this media war. So far, so absurd. Their most important weapon in this liberation
               movement is, of course, the platforms of the US tech corporations. And the work of
               destruction that Trump, Vance and Tech are wreaking in the USA has long since begun
               in Europe — on ‘all channels’. It is true that Trump and Vance are currently literally
               ‘only’ ruling in the USA, not in Europe. But it is the same platforms of US tech companies that also dominate our European digital public sphere.
            

            In our own scientific measurement of all digital traffic across all end devices, we
               were able to show that the mirage of digital diversity is an illusion. It is important
               to emphasise this point because it contradicts our intuitive perception of the digital
               world. Aren’t there millions of offers out there? A selection so huge that we might
               even lose track of it? Don’t we have a myriad of channels at our disposal that we
               could have only dreamt of in the past? Actually, if you measure the distribution of
               attention scientifically, you find that almost all digital traffic is concentrated
               on a very small number of tech platforms. And even within these platforms, brutal
               winner-take-all mechanisms apply, with a large share of attention concentrated on
               the leading influencers, streamers, and creators — who, in turn, dance to the tune
               of the platform algorithms (▶ 6). And ‘outside’, i. e., outside the tech platforms, there is a vast desert of content
               that is hardly used. Dark Tech corporations have succeeded in sucking most digital
               traffic up into the silos of their platforms — while at the same time almost completely
               drying up independent offerings on the free internet. The internet is already an occupied
               zone and no longer free.15 And the same principle applies to all countries in the Western world.
            

            This is precisely the unbeatable strategic advantage of this completely new symbiosis
               of Trump and Tech: they are fighting a media war — and they are doing so via media that they own and completely control. These digital ‘nuclear weapons’ (Bannon) allow them to maximise their own supremacy.
               And to be equally clear: in Europe we have no pieces of our own on this chessboard.
               NOTHING. With the exception of TikTok (whose Chinese origins should give us little
               hope), almost all the major digital platforms in the European media world are owned
               by US tech corporations. Metaphorically speaking, we are like tiny, completely meaningless
               fruit flies. We are just passively watching.
            

            Let’s take a look at the processes surrounding the formation of the new government
               in Germany, for example. Although the media war is in full swing, and although we
               as a society are currently losing this war against the USA and the populists allied with it on a broad front, it is once again hardly playing a role in political priorities. According to the
               old patterns, it is once again about important ‘things’, not about the media: the
               economy, security, migration, finance and so on.
            

            When historians look back on our time in a hundred years’ time, they may say: In March
               2025, there was a tiny remaining chance for Germany and Europe to turn the tide against
               the coalition of Trump, tech, Putin and the populists — but unfortunately it was missed.
               If our politicians continue to fail to wake up, we can confidently say: “Good night,
               democracy.”
            

         

         
            
               
We have long since lost our digital sovereignty
               

            

            Thus, we are trapped. And it’s entirely our own fault. Because this media war started
               many years ago (▶ 2). But all this time, we have just been watching idly from the sidelines, focusing
               our attention on the supposedly ‘important things’ and, at best, allowing ourselves
               to be lulled to sleep by the casual future talks of tech evangelists. Now the trap
               is snapping shut and I don’t see how we can get out of it any time soon.
            

            As you can already see, my assessment of these issues is pitch black. As an academic,
               I have been dealing with the problem of digital power concentration and the dangerous
               accumulation of opinion power for more than fifteen years. I have been running from
               pillar to post in this field for many years, in Germany and abroad. But all attempts
               to generate a social debate on the subject that would lead to us consistently breaking
               up the unconstitutional media monopolies and regaining our own digital sovereignty
               have systematically failed.
            

            Here are a few highlights:

            
               	
                  Following the publication of Chris Anderson’s digital utopia The Long Tail in 2006, according to which digitisation has a kind of Robin Hood effect that takes
                     from the rich and gives to the poor, I scientifically explained in as early as 2010
                     why exactly the opposite is likely to happen — and why the internet would continue
                     to develop towards a massive concentration of use on a few providers.
                  

               

               	
                  Since 2011, I have tried to generate a debate on the issue of digital dominance through
                     hundreds of major conference papers.
                  

               

               	
                  The first press article on the topic was an essay entitled ‘The end of the digital
                     utopia’, which was published in 2012. At the time, the editors thought the argument
                     of the article was so far-fetched that the text was published under a funny title.
                  

               

               	
                  Because it was not possible to spark a debate on the digital dominance of tech players,
                     eight more years passed before it was possible to deliver court-proof empirical evidence
                     of digital monopolisation. This proof is so difficult to provide because there are
                     more than 16 million different digital offerings (i. e. apps, websites, platforms)
                     in Germany, which are also accessed via varying end devices (smartphones, tablets,
                     desktops and laptops). This can only be proven by means of a real usage study that
                     assigns billions of individual digital uses (called ‘views’ or ‘impressions’) to the
                     individual offerings, measuring it down to the second. I published this study in 2020
                     together with Timo Thomsen as the Atlas of the Digital World. The extent of the measured digital monopoly formation was hair-raising — but once
                     again, nothing happened. Politicians and the media have largely ignored the clear
                     findings of this study.
                  

               

            

            
               
                  “Atlas of the Digital World” (2020)

               

            

            
               	
                  A condensed version was published in English in the research journal Social Sciences for international regulators and experts.
                  

               

            

            
               
                  Social Sciences Paper (4/2025)

               

            

            
               	
                  As the danger of digital monopolies continued to be a non-issue in the public eye,
                     fears arose that all these scientific efforts might have been for nothing. This was
                     the starting point for a new book, which was published in 2023 under the title Big Tech Must Go! The text also contained detailed solutions (which, however, have not yet been taken
                     up). At least, I managed to reach a wider audience with this book, which was of course
                     also driven by the dramatic escalation of the situation in recent months. The book
                     resonated at more than a hundred events, was also published in English at Chicago
                     University Press, triggered a debate and was awarded the Günter Wallraff Special Prize
                     for Freedom of the Press and Human Rights in May 2024.
                  

               

            

            
               
                  “Big Tech Must Go!” (2023)

               

            

            
               	
                  Together with legal scholar Prof. Nikolaus Peifer, the proposed solutions from Big Tech Must Go! were further expanded and elaborated in December 2023 and supplemented with a detailed
                     plan of action, in which even the specific responsibilities (federal government, federal
                     states, EU) were set out in detail — again without success.
                  

               

               	
                  Back in July 2024, when Kamala Harris was leading the US election campaign, I announced
                     at great length in a leading German news outlet that we would be in huge trouble if
                     Trump won the election, and that a coalition of political power and the tech companies
                     was appearing on the horizon.
                  

               

               	
                  In 2024, the German Interstate Media Treaty was under revision, which provided the
                     perfect opportunity for action. Together with Prof. Peifer, a concrete regulation
                     proposal was published in August 2024. Once again, politicians ignored these proposals.
                     In hindsight, it is tragic that this ‘last chance’ was also wasted. After all, we
                     could have implemented these measures before the new Trump administration took office in the USA.
                  

               

               	
                  In February 2025, the 'Save Social’ petition was launched in collaboration with many other initial signatories. This
                     petition has since attracted more than 250,000 signatories in Germany and was presented
                     to German political parties in March 2025.16

               

            

            For me, this whole story is also evidence of how far the destruction of our public
               sphere has already progressed. Remember the funny movie Don’t look up? In vain, scientists warn of an asteroid impact. In our case: Comprehensive scientific
               empirical evidence that digital monopolies represented an unconstitutional concentration
               of opinion power was published in September 2020 at the latest. Nothing happened for
               five MORE years (!!!!!).
            

            During this time, I tried everything I could think of as a scientist to come up with
               simple, popular, catchy ways of presenting and expressing myself so that the general
               public would wake up before it was too late. I have spoken at hundreds of events — at
               expert panels, with all democratic parties, with media regulation authorities, at
               schools, at universities, with NGOs, in the digital economy, with tech investors,
               at start-up conferences, in trade discussions, at all levels from the EU to the federal
               government to the federal States and State parliaments. I started this journey as
               a scientist, but then kept trying out new, ever more striking methods to present the
               issue and to illustrate how great the threat to our democracy and our free world really
               is.
            

         

         
            
               
A battle cry for democracy
               

            

            This book is now my ‘last call’, so to speak. The many people who have followed my
               activities in recent years will have noticed one thing immediately. In 2023, the subtitle
               of my book Big Tech must go! was still positive: We Will Stop Them! Of course, the situation was already desolate in 2023, and during those days, I certainly
               wanted to encourage myself a little against the gigantic superiority of Dark Tech.
            

            However, the extreme dynamics of the last few months have changed everything. And
               one thing is also clear: this threat will by no means disappear by itself. On the
               contrary. The anti-democratic warlords are on the verge of achieving their goals.
               They are finishing the job this very moment. It does not look as if they can still
               be stopped. Why should they voluntarily stop given how close they are to the finishing
               line?? Sure, in the face of crisis, at least we now have a debate. But we are still
               tackling this issue far too slowly. We are losing the media war on all frontlines.
            

            Because that is exactly what is happening right now. In a few years, our democracy
               could be lost. Are we still able to turn the tide? I assume that, even with maximum
               determination on our end, the chances are now less than ten percent. Sure, that is
               depressing. But we have to face the facts now, otherwise we have no chance at all.
               The drama of current political events has also shaped the provocative style of this
               book. The text does not merely seek to present the battle for media dominance in abstract
               terms, but to portray it so vividly that readers can feel it in their own flesh as
               they read. This book is certainly not for the faint-hearted.
            

            Extraordinary circumstances call for extraordinary measures. If we continue to muddle
               along as dishonourably as we have done in recent decades, we might as well give up
               and surrender. It is truly time that we take it seriously — the media war. And it
               is time that we stop philosophizing and finally, FINALLY!!! take action. We have to
               start really fighting. Otherwise, it will soon be too late.
            

            
               
                  Additional information, including various research projects, and in-depth studies,
                     as well as updates on this book can be found at www.media-war.com

               

            

         

      

   
      
            
Chapter 1.
The combat zone
            

         

         
            
               
Game over, democracy?
               

            

            We experience ‘media war’ every day online. Superficially, terms like shitstorms,
               hate speech, rants, gaslighting, trolling or doxxing spring to mind. But, on another
               level, the ‘media war’ phenomenon emerged many years ago, when digital media began
               to attract more and more attention and overshadowed the ‘old media’, i. e. newspapers,
               television and radio. Since the noughties, we have witnessed the meteoric rise of
               a handful of monopolistic US digital platforms and the decline of analogue media.
            

            However, the well-known side effects of polarisation, fake news and disinformation
               are causing massive collateral damage in Western democracies1 — the media war has increasingly developed into a war for truth, legitimacy and media
               freedom, which is infecting more and more of the Western world, starting in the USA.
            

            A political outsider has taken full advantage of this dynamic. Donald Trump was surprisingly
               elected President of the USA in 2016 due to his aggressive use of Twitter, particularly
               through the systematic spread of lies and ever new, spectacular false claims: “I think
               that maybe I wouldn’t be here if it wasn’t for Twitter,” he said when he became President.2 Twitter versus ‘mainstream media’: the destruction of truth began its journey, the
               post-truth era began.3

            Immediately after taking office, he took the media war to the next level by insulting
               the established editorial media, calling it ‘fake news’. In a meme video, he is shown
               knocking CNN, as embodied by a person, to the ground. Since then, the belief in supposedly
               ‘left-wing mainstream media’, ‘State-censored editorial offices’ or ‘lying press’
               has spread among supporters of digital platforms in the Western world, with increasingly
               aggressive hostility towards journalists and editorial offices, who are sometimes
               insulted and treated like criminals.
            

            After his election defeat in 2020, Trump spread the ‘stolen election’ lie online and
               incited his supporters to march to Congress to prevent the orderly handover of power
               to the new government. A little later, his followers actually stormed the Capitol.
               The attempted coup in turn made the owners of the digital platforms uneasy — they
               blocked Trump’s social media profiles. Although Trump, who was still President of
               the USA at the time, was fuming with rage, he had no choice but to yield to the power
               of Big Tech and its platforms as regards his social media profiles.
            

            But it generated a response. Trump, who had been banned from the platforms, prepared
               his political comeback, launching his own platform, ‘Truth Social’. It has particularly
               permeable outlink structures, allowing him and his supporters to easily distribute
               content to the leading platforms, thus immunising him from the superiority of the
               tech companies. In the future, no one will be able to digitally ‘silence’ him.
            

            At this point, the big tech billionaire Elon Musk arrived on the scene. In early 2022,
               he declared himself to be a “free speech absolutist”, rejected any form of content
               moderation as ‘censorship’, bought the Twitter platform on the spur of the moment
               and largely eliminated content curation structures in the company.4

            Musk increasingly took Trump’s side, officially recommending him and interviewing
               him on X. At the same time, he increasingly took sides with other right-wing extremist
               groups and parties on the platform. He even actively campaigned for the German AfD.
               He rejects protests from advertising companies (“Go fuck yourself!”) and later sues
               them in antitrust proceedings — allegedly he is only concerned with ‘freedom of speech’.
               His view: the allegedly “left-wing” (?) advertising companies need to be prevented
               from influencing the content of the platform.5

            Media war: We initially recognised that it was spreading ever wider, encompassing
               not only the media, but also the economy, politics and the law. The front lines originated
               in the USA but have long since been successfully imported to Europe, especially by
               right-wing populist groups such as the AfD in Germany, right up to Pegida, the ‘coronavirus
               deniers’ and a ‘storming of the Capitol light’, i. e. an attack on the German parliament
               building in Berlin.6 And this war is being waged about many important things — about our democracy, about
               legitimacy and truth, about freedom, and above all about power, might and rule.
            

         

         
            
               
The digital media revolution
               

            

            When ‘cool digital evangelists’ or the ‘heroes of the tech industry’ have spoken about
               the digital revolution in recent decades, they have repeatedly claimed that the change
               we are experiencing today is very similar to the media revolution set in motion by
               the invention of the printing press in the past. The printing press effectively did
               away with the supremacy of the Pope and then put an end to absolutism during the French
               Revolution.7

            From the perspective of media history, it is at least true that such power struggles
               for media dominance are to be expected when old leading media are replaced by new
               ones. However, one aspect is worrying. From the broad perspective of media history,
               we can assume that, in the case of digital transformation, resistance would be just
               as pointless from a long-term perspective as the resistance of the old church elites
               against the printing press or the resistance of the French ancien régime against freedom
               of the press. Looking to the future, we can safely assume that the era of analogue
               media is drawing to a close. The media order of the future will undoubtedly be digital.
               Newspapers, television and radio will continue to melt away. Digital media will ‘rule’.
               In fact, they already are the leading media. Studies indicate that, since the Covid
               pandemic, more of the general public’s attention has been spent on digital media than
               on all analogue media combined.8 By 2029, the share of analogue media will fall to less than a quarter in Europe.9 It’s important to note that no outcry in the form of criticism of digital culture,
               no efforts at ‘regulation’, no vows of commitment to analogue ‘quality media’ can
               stop or reverse this development.10

            In the current media war, the predominance of digital media will prevail (and to be
               clear, in this aspect, this war has long since been decided). We would also have to
               assume that this transformation should massively reinforce and expand the increase
               in media freedom by comparison with the last few centuries. From a media history perspective,
               the question arises: What is the new, hopefully better, digital order that this will
               create for us all? Is it really possible to identify a digital equivalent to the Reformation
               of the 16th century or the democratic revolutions of the 18th century, as Dark Tech
               companies’ and digital evangelists have always claimed?
            

            And above all, who would then be the digital Martin Luther, the digital Franklin,
               Rousseau or Diderot? Do these digital figures already exist and should we already
               recognise them out there on the horizon of this new, improved digital media order?
               Are they ‘freedom fighters’ who are campaigning for this new order and using the manifold
               possibilities of the new, digital media for a new, better world? And are many millions
               of users, followers and supporters rallying to their cause?
            

            Of course they exist — and now it’s getting scary. Here’s their rough narrative.

            After all, it is precisely the ‘heroes’ (as they see and portray themselves) in this
                  ‘media war’, such as Trump, Musk, Tommy Robinson or Alex Jones, Zuckerberg and many
                  more, who are the leading digital ‘freedom fighters’ of our time. They are all united
                  by the fact that they have been ‘courageously’ fighting for freedom on the internet
                  for years, for ‘freedom of speech’ without limits. They have all ‘heroically’ rebelled
                  against the old, depraved elites who also ruled the old, equally depraved media regime.

            While, in their view, the old analogue media regime had been built on a ‘State-censored
                  press system’ and a broadcasting controlled by the government, the ‘digital liberation’
                  has eliminated this ‘systematic oppression’ of the people by creating new, interactive
                  platforms that have given the patronised and conditioned masses a ‘voice’ and the
                  possibility of real participation for the first time.

            According to their narrative, the ‘digital liberation’ has also revealed that the
                  social order of the old media regime had never been really democratic at all. It had
                  only been a ‘sham democracy’. The subdued masses had ‘in reality’ been remote-controlled
                  by a conspiratorial collaboration between the censored media and the State power itself.

            That’s why the new, digital freedom fighters also see themselves as entitled to abolish
                  our sham democracy, which in reality has only ever been a ‘disguised tyranny’. In
                  this new digital world, we will be truly free for the first time — and this freedom will be secured by these freedom fighters from Trump to Tech and
                  their international partners.

            [Author's note: In the course of this book, I will playfully adopt opposing positions
               from time to time in order to be able to work out the battle lines in the war of the
               media more strikingly; such passages are formatted in italics in the text.]
            

            You might well quickly start to question this narrative, because you hopefully find
               Trump, Musk, Zuckerberg and the populists pretty obnoxious. Don’t worry, I agree.
               However, the description above can serve as a condensed summary of the new, digital
               media order, which was designed to ‘liberate’ us right from when it began. At least,
               that had originally been the plan. The early and well-meaning pioneers of the digital
               revolution had always a liberation in mind — Tim Berners Lee, the inventor of the
               World Wide Web, as well as Steward Brand or John Perry Barlow. They all fought for
               a better, free digital world.
            

            At the same time, the above passage in italics serves to illustrate the central dilemma
               in the current media war. Let’s assume that reading the last few paragraphs makes
               you as sick as it made me — then the obvious question is: how do you intend to put
               a stop to Trump, Tech & co.?
            

            Do you want to ‘regulate’ the free internet? Do you want to take freedom of speech
                  away from the people? Don’t you think the people on the platforms are mature enough
                  to form their own opinions? What right do you have to presume that they do not? Are
                  you yourself part of the corrupt establishment? Do you — like the Nazis or the communist Stasi in the past — simply want to ban unwelcome statements by decree? And preferably throw people who
                  say unwanted things into jail?

            “Uh no,” your answer will probably be, “I don’t want any of that.”

            Good. It’s also better that way.

            Because the aforementioned digital freedom fighters would also take offence if you
               wanted to say something as bad as that. They would immediately interpret your statement
               as solid proof that our democracy is in fact no longer a democracy at all and that you too are only a democrat in disguise, who
               is no better than any of those autocrats, dictators and oppressors we have in the
               world out there.
            

            By now, you should certainly be feeling a little uncomfortable at the very least.

            Because you are now experiencing, first-hand, the trap we are all in.

            And you will quickly notice that we can neither move forwards nor backwards. Let’s
               play through this on a trial-and-error basis.
            

            Scenario 1, i. e., we go back in time:

            I can’t get over it — do you want to go backwards in time, back to the world of the
                  snoozers, the old people, the outdated? Do you want to stop progress? Do you seriously
                  want to tell people out there to read ‘a good book’? Face it: The analogue world is
                  long gone. Do you really want to side with the losers and the outdated establishment?
                  Do you want to abolish the free web again like the old-fashioned, backward bureaucrats
                  of the EU? Do you seriously think you would be able take back the freedom and digital
                  rights which have just been granted to people? And what would be your alternative?
                  Should the State then support ‘boring newspapers’ with taxpayers’ money? Do you want
                  to go out there and confiscate people’s smartphones? Or what exactly did you have
                  in mind?

            So a return to the analogue world would be difficult.

            Let’s take a look at scenario 2, ‘going forwards’ — this is the rhetoric from the
               ‘digital liberators’:
            

            Great, now you’ve finally got it! Welcome to the digital world of the young, the cool,
                  the opinion leaders, the start-ups, the streamers, YouTubers, influencers, nerds,
                  hackers, geeks and multipliers. Resistance is futile. Technological progress has never
                  been stopped before anyway. Here, in the digital world, you have arrived where the
                  future is. We, the ‘digital enthusiasts’, are the winners in this battle. It’s also
                  better for you to join our cool troll gang, because we’ll blow up the old elites anyway,
                  their time is up anyway: BOOOM!!! We will no longer let journalists and editorial
                  offices dictate the mindset we have to live by. We’ll get the real truth from the
                  platforms anyway.
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