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    To my father,




    who has been moved by every step of my journey and who is now watching this important chapter in my life unfold from a higher plane.


  




  

    Thank God for blessing me in every moment of my life, my family for my moral formation, my beautiful wife Stella for the support in the countless early mornings of studies and for the thorough revisions of the text, my academic advisor, who rescued me from a difficult moment and finally, Brazilian Air Force, for transforming a country boy into a pilot and war professional.


  




  

    “It seems paradoxical to some people that the final decision in future wars may be brought about by blows to the morale of the civilian population. But that is what the last war proved, and it will be verified in future wars with even more evidence”.




    Giulio Douhet, 1920
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    PRESENTATION




    This book is the result of the Master’s Dissertation presented by Edson Monreal in 2021 at the Brazilian University of the Air Force (UNIFA)’s Graduate Program in Aerospace Sciences (PPGCA), whom I had the honor of mentoring – and also at the Brazilian Air Force Command and Staff College (ECEMAR).




    When he introduced me to the Just Culture, it was just a complementary element to his insistent search for solving problems regarding Brazilian civil aviation security (AVSEC). As the research went on, he convinced me that, in fact, Just Culture should be the main star not only to shine in his Dissertation, but also to be put into practice within the Brazil’s AVSEC. Since then, Sidney Dekker started to be our primary literacy reference from whom Monreal has been dialogued with international security and Aerospace Power studies.




    From the point of view of international security studies, Just Culture can constitute an interesting bridge with International Relations epistemologies based on (inter)subjectivity as a preponderant factor to understand securitizing processes – in this case, related to AVSEC. And, as it could not be otherwise, within the scope of Aerospace Power studies, it has a practical virtue: it can be evidenced and explained – and, therefore, measured –, leading to improvements and refinements to AVSEC.




    In order to dilute the various discussions made possible by this plural dialogue of Just Culture in the realm of international security, national defense, and Aerospace Power, Monreal divides his work into seven chapters. In the first, he introduces Just Culture starting from the international problematization – especially after 9/11 – in which the culture of effective reporting became an indispensable tool against unlawful interference to AVSEC. The next chapter performs a contextualization between AVSEC and Aerospace Power. In the third chapter, Just Culture is emphasized as a link between theory – for example, in international and governmental manuals, as well as in specialized literature – and the practice that guides AVSEC today. In the fourth chapter, the author focuses his analysis on how the Brazilian Airspace Control System (SISCEAB) manages risks related to AVSEC. In the next chapter, Monreal focuses on a specific element of Brazilian AVSEC where Just Culture can be glimpsed: the AVSEC Prevention Report (RELSEC). After analyzing the case of the Brazilian Department of Airspace Control (DECEA), the author brings some Just Culture contributions to AVSEC risk management in Brazil. And, in the final chapter, some considerations are rehearsed, given that the author has just continued his postgraduate research in the Ph.D. in Aerospace Sciences.




    As we can see, there is not only a study space, but also a Just Culture praxis yet to be discovered by both International Relations academics and Aerospace Power professionals – and vice-versa. It is to this brave new world that Edson Monreal introduces us with his book.




    Enjoy your reading!




    London, 18th January 2023.




    Gills Vilar Lopes, Ph.D.




    Professor of International Relations, Air Force University, Brazil.




    Visiting Professor, King’s College London, UK.


  




  

    FOREWORD




    Managing the risk of security threats in one’s national airspace is not only highly topical—it is also an increasingly complex task, combining human, organizational and technical factors in an ever-growing mix. Just culture, particularly the kind of just culture that is focused on forward-looking accountability—what we need to do to help set each other up for success—has to play a vital role. After all, if we are concerned with setting each other up for success, we need to be curious about how such success is created in the first place.




    That, of course, is consistent with the direction that safety science has been going in for more than a decade now. Instead of trying to predict all the places and ways in which things might go wrong, we are interested in learning how things mostly go well—to understand the capacities in our people, our processes, our systems, our teams that are responsible for such success. We need to understand (and not judge) the daily tradeoffs and decisions that our people make, and the way in which operational and technical people resolve goal conflicts (even under pressure of restricted resources, production expectations, information uncertainty and time limits).




    It is easy, particularly in hindsight, to tell people that they should have done something different from what they in fact did. That they should have zigged instead of zagged. It is easy to then point to rules or other stipulations and ask how bad people’s breaches were, and what the consequences should be. That is retributive. And it doesn’t really help us create greater safety or security. Because our operational and technical people have very good reasons for doing what they do. What they do makes sense to them at the time, given their goals, their knowledge, their focus of attention. And they were not in possession of knowledge of the outcome, like you might be now.




    A more restorative just culture isn’t interested in pigeon-holing people’s actions in some kind of scheme so that we can assign culpability and consequences. It is, instead, interested in learning. And remember, as I said in my first book (The Field Guide) more than twenty years ago, we can either punish or learn. We can either sanction people, or we can improve our system. What would you like to focus on? The choice is ours, whenever we are confronted with evidence of bad outcomes, of performance that we’d love to have seen come out better.




    As Edson’s book lays out, learning and performance improvement go hand in hand with a restorative just culture. We need to learn about how events impact our people and our systems, what our people and our systems need as a result of those events, and whose obligation it subsequently is to start meeting those needs. That means looking forward: asking who is going to be accountable for what and when. That is the way to keep improving, to keep learning and growing, despite the growing complexity of the world that we are together confronting every day.




    Sidney W. A. Dekker, Ph.D.




    Professor of Social Science, Griffith University, Australia




    Professor of Aeronautical Engineering, Delft University, the Netherlands


  




  

    1 INTRODUCTION




    The air transport sector plays a significant role in current international relations, whether by improving commercial and tourist connectivity or strengthening political and cultural ties between States and societies. Annual international passenger air traffic is expected to reach 6 billion people in 2030, compared to 3.3 billion today, while its transported cargo is expected to increase from 50 million to 125 million tons (Internacional Civil Aviation Organization [ICAO], 2017b). Civil aviation is a critical factor for the progress and development of humanity, and, not least, its safeguard is included in the scope of the Brazilian Aerospace Power1 as one of its six constitutive instruments (Brazilian Air Force Command [COMAER], 2020b, p. 28-30).




    Remember that this global system was deeply impacted as a result of the terrorist attacks of September 11, 2001 (Tamasi & Demichela, 2011), in which numerous security countermeasures were taken by governments and competent bodies, completely transforming the context in which passed not only Civil Aviation Security Against Acts of Illicit Interference (AVSEC)2, but also international security. Therefore, these catalyzing events in 2001 aroused the problem of terrorism in civil aviation, which until then fought with little emphasis, disinterest, and almost palliative procedures, generating temporary results (Reis & Carneiro, 2019, p. 102).




    In the meantime, AVSEC’s focus was redirected to confronting the costs against the expected benefits, making Risk Management3 emerge as a standard strategy for governments, airports, and airlines worldwide to provide more security4 against threats intended for civil aviation.




    In light of this context, it is assumed that such systemic measures also affected some of the Brazilian Nation’s essential resources for the use of its airspace. Therefore, the text turns to the impacts and projections around Risk Management inherent to AVSEC in the country. It should be noted here that this book is focused on the analyzis of the Brazilian Airspace Control System5 (SISCEAB) within its aspect linked to civil aviation.




    Within the broad scope of Risk Management, this work is part of the Risk Assessment sub-process and, more specifically, in the Risk Identification phase at AVSEC. From it is possible to identify risks that may help or hinder the preparation and use of civil aviation, a component of Aerospace Power.




    In addition, the Chicago Convention of the ICAO6 of 1944 cites that its Member States undertake to constantly review the level and nature of threats to civil aviation within their territory and establish and implement policies and procedures to adjust its National Civil Aviation Security Program (PNSAC), via risk analyzis. Therefore, threats – especially terrorist – to civil aviation sequentially affect other modes of transport at the national level since, if implemented, they can harm or paralyze various economic activities in a country (Martins, 2008). It is precisely at this point that improvements in AVSEC Risk Management can, likewise, complement this dimension of Brazilian Aerospace Power.




    When this issue is directed specifically to the Air Force Command7 scope, some questions may arise concerning how the Brazilian State deals with the AVSEC issue. One of them stands out: how to make the Identification of Risks to Brazilian aviation security more efficient in combating unlawful interference? In other words, this book seeks to understand the importance of the security dimension for Brazilian aviation and to project suggestions based on the best practices recommended by bodies and specialized literature.




    An attempt to answer the question above resides in projecting a more strategic and contextualized look at the AVSEC Prevention Report (RELSEC), which also mobilizes all levels of COMAER’s action for identifying risks.




    Given this scenario, the work aims to demonstrate how the incorporation of theoretical and practical mechanisms – the concept of Just Culture and the reformulation of RELSEC, respectively – can positively impact AVSEC Risk Management at SISCEAB and civil aviation.




    In order to understand the objective, the following topics will be covered:




    a) description of the Just Culture and its contextualization in the civil aviation security environment;




    b) comparative and critical analyzis of SISCEAB’s current AVSEC Risk Management methodology; and




    c) proposal of Just Culture mechanisms to strengthen RELSEC.




    To this end, a case study of the Brazilian AVSEC is outlined through an online training offered to the Southeast Regional Airspace Control Center (CRCEA-SE)8 in the year 2020, whose main objective was to increase the organization’s security culture by familiarizing its personnel and employees of contracted companies that perform activities on its premises with the basic concepts of civil aviation security.




    In this way, the aim is to contribute theoretically and methodologically with criteria that aim to strengthen and contextualize the AVSEC Risk Analyzis used by COMAER, thus contributing to the effort of the Brazilian State to effectively ensure the sovereignty of its airspace, through adequacy best national and international practices. In this sense, tools used by organizations that deal specifically with AVSEC are discussed here, namely:




    a) COMAER: commanded by the Brazilian aeronautical authority;




    b) Brazilian National Civil Aviation Agency (ANAC): chaired by the national civil aviation authority; and




    c) ICAO: United Nations (UN) organization dealing with civil aviation affairs.




    Bearing in mind that, in the post-9/11 period, several rules on AVSEC Risk Management have already been published and updated, this research uses principles, references and concepts already consolidated in this area. Complementarily, the following primary and ostensive sources are also used: in the international dimension, Annex 17 of the Chicago Convention, which deals specifically with AVSEC; and, domestically, the National Civil Aviation Security Program Against Acts of Unlawful Interference (PNAVSEC), from 20109.




    As for the method and technique used in this book, the following stand out:




    a) Case study of a virtual training given to the CRCEA-SE; and




    b) Bibliographical and documentary review formed by primary sources linked to norms from governmental institutions, books, technical reports, independent articles from specialized associations, and websites of institutions that are dedicated to studies of the type of threat dealt with here.




    The ICAO emerges among the leading electronic sites specializing in the subject, with Working Papers presented at AVSEC High-Level Conferences. The National Threat Assessment Center (NTAC) and the U.S. Government Accountability Office (GAO), both based in the United States of America (USA), with articles and reports on methodologies for evaluating intentional threats.




    The Theory of Practice applied to international security was chosen to shed light on the data analyzis and the context in which AVSEC is inserted, notably marked by international anarchy, whose main actors – sovereign States – interrelate through international organizations such as the UN, ICAO and the International Air Transport Association (IATA). Therefore, studying of the actions and discourses of the actors involved in world politics is vital to better understanding the world (Bueger & Gadinger, 2018, p. 2).




    The literature review addresses the relevance of the AVSEC concept to understand the post-9/11 state of affairs and other ways of implementing it. For this, Dekker (2007; 2012; 2016) is brought here mainly from the perspective of applying his concept of Just Culture in SISCEAB, as well as the praxiology of international security, from Bueger (2014) and Bueger and Gadinger (2018), goes meeting the aims of this book, which is to present how international practices have shaped the fight against acts of unlawful interference in civil aviation. It is emphasized here that the Theory of Practice does not explain the problem but acts as a complementary theory to the Just Culture theory, which helps to contextualize how some norms are constructed from practices and epiphenomena.




    In this light, this book is divided into five chapters. In the first one, the relationship between AVSEC and the reason for being of Aerospace Sciences is evidenced, that is Aerospace Power. Then, the second chapter presents the concept of just culture and the Theory of Practice sheds light on this debate. Thus, in the third chapter, it is possible to frame Brazilian AVSEC Risk Management concerning broader strategic perspectives. The fourth chapter addresses details of the risk identification tool, RELSEC. Finally, in the fifth and last chapter, mechanisms are proposed to strengthen the Brazilian AVSEC Risk Management incorporating the Just Culture into its process. In the end, the Attachments present a proposal for the instrumentalization of the Just Culture in an organization.
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