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            Preface: ‘Telegram!’

         

         He came out of the sea and was arrested on the beach: two men in suits standing over his clothes as he returned from his swim. They ordered him to get dressed quickly, pull his trousers over his wet trunks. On the drive the trunks were still wet, shrinking, turning cold, leaving a damp patch on his trousers and the back seat. He had to keep them on during the interrogation. There he was, trying to keep up a dignified facade, but all the time the dank trunks made him squirm. It struck him they had done it on purpose. They were well versed in this sort of thing, these mid-ranking KGB men: masters of the small-time humiliation, the micro-mind game.

         Why had they arrested him here, he wondered, in Odessa, not where he lived, in Kiev? Then he realised: it was August and they wanted a few days by the seaside. In between interrogations, they would take him to the beach to go swimming themselves. One would sit with him while the other would bathe. On one of their visits to the beach an artist took out an easel and began to paint the three of them. The colonel and major grew nervous – they were KGB and weren’t meant to have their images recorded during an operation. ‘Go have a look at what he’s drawing,’ they ordered their prisoner. He went over and had a look. Now it was his turn to mess with them a little: ‘He’s not drawn a good likeness of me, but you’re coming out very true to life.’

         He had been detained for ‘distributing copies of harmful literature to friends and acquaintances’: books censored for telling the truth about the Soviet Gulag (Solzhenitsyn) or for being written by exiles (Nabokov). The case was recorded in the Chronicle of Current Events. The Chronicle was how Soviet dissidents documented suppressed facts about political arrests, interrogations, searches, trials, beatings, abuses in prison. Information was gathered via word of mouth or smuggled out of labour camps in tiny self-made polythene capsules that were swallowed and then shat out, their contents typed up and photographed in dark rooms. It was then passed from person to person, hidden in the pages of books and diplomatic pouches, until it could reach the West and be delivered to Amnesty International or broadcast on the BBC World Service, Voice of America or Radio Free Europe. It was known for its curt style:

         ‘He was questioned by KGB Colonel V. P. MEN’SHIKOV and KGB Major V. N. MEL’GUNOV. He rejected all charges as baseless and unproven. He refused to give evidence about his friends and acquaintances. For all six days they were housed in the Hotel New Moscow.’

         When one interrogator would leave, the other would pull out a book of chess puzzles and solve them, chewing on the end of a pencil. At first the prisoner wondered if this was some clever mind game, then he realised the man was just lazy, killing time at work.

         After six days he was permitted to go back to Kiev, but the investigation continued. On the way home from work at the library, the black car would pull up and take him for more interrogations.

         During that time, life went on. His fiancée conceived. They married. At the back of the reception lurked a KGB photographer.

         He moved in with his wife’s family, in a flat opposite Goloseevsky Park, where his father-in-law had put up a palace of cages for his dozens of canaries, an aviary of throbbing feathers darting against the backdrop of the park. Every time the doorbell rang he would start, scared it was the KGB, and would begin burning anything incriminating: letters, samizdat articles, lists of arrests. The canaries would beat their wings in a panic-stricken flutter. Each morning he rose at dawn, gently turned the Spidola radio to ‘ON’, pushed the dial to short-wave, wiggled and waved the antenna to dispel the fog of jamming, climbed on chairs and tables to get the best reception, steering the dial in an acoustic slalom between transmissions of East German pop and Soviet military bands, pressing his ear tight to the speaker and, through the hiss and crackle, making his way to the magical words: ‘This is London’; ‘This is Washington.’ He was listening for news about arrests. He read the futurist poet Velimir Khlebnikov’s 1921 essay ‘Radio of the Future’:

         
            Radio will forge the unbroken chain of the global soul and fuse mankind.

         

         The net closed around his circle. Grisha was taken to the woods and roughed up. Olga was accused of being a prostitute and, to make the point, was locked up in a VD clinic with actual prostitutes. Geli was taken to remand prison and refused treatment for so long that he went and died.

         Everyone prepared for the worst. His mother-in-law taught him a secret code based on sausages: ‘If I bring sausages sliced right to left, it means we’ve been able to get out news of your arrest to the West, and it’s been broadcast on the radio. If I slice them left to right, it means we failed.’

         ‘It sounds like something out of an old joke or a bad film, but it’s nevertheless true,’ he would write later. ‘When the KGB come at dawn, and you mumble drowsily, “Who’s there?” they often shout, “Telegram!” You proceed in semi-sleep, trying not to wake up too much so you can still go back to a snug dream. “One moment,” you moan, pull on the nearest trousers, dig out some change to pay the messenger, open the door. And the most painful part is not that they have come for you, or that they got you up so early, but that you, like some small boy, fell for the lie about delivering a telegram. You squeeze in your hot palm the suddenly sweaty change, holding back tears of humiliation.’

         At 08.00 a.m. on 30 September 1977, in between interrogations, their child was born. My grandmother wanted me to be called Pinhas, after her grandfather. My parents wanted Theodore. I ended up being named Piotr, the first of several renegotiations of my name.

         
            *

         

         Forty years have passed since my parents were pursued by the KGB for pursuing the simple right to read, to write, to listen to what they chose and to say what they wanted. Today, the world they hoped for, in which censorship would fall like the Berlin Wall, can seem much closer: we live in what academics call an era of ‘information abundance’. But the assumptions that underlay the struggles for rights and freedoms in the twentieth century – between citizens armed with truth and information and regimes with their censors and secret police – have been turned upside down. We now have more information than ever before, but it hasn’t brought only the benefits we expected.

         More information was supposed to mean more freedom to stand up to the powerful, but it’s also given them new ways to crush and silence dissent. More information was supposed to mean a more informed debate, but we seem less capable of deliberation than ever. More information was supposed to mean mutual understanding across borders, but it has also made possible new and more subtle forms of conflict and subversion. We live in a world of mass persuasion run amok, where the means of manipulation have gone forth and multiplied, a world of dark ads, psy-ops, hacks, bots, soft facts, deep fakes, fake news, ISIS, Putin, trolls, Trump …

         Forty years after my father’s detention and interrogation, I find myself following the palest of imprints of my parents’ journey, though with none of their courage, risk or certainty. As I write this – and given the economic turbulence, this might not be the case when you read it – I run a programme in an institute at a London university that researches the newer breeds of influence campaigns, what might casually be referred to as ‘propaganda’, a term so fraught and fractured in its interpretation – defined by some as deception and by others as the neutral activity of propagation – that I avoid using it.

         I should add that I’m not an academic, nor is this an academic work. I’m a lapsed television producer, and though I continue to write articles and sometimes present radio programmes, I now often find myself looking at my old media world askance, at times appalled by what we’ve wrought. In my research I meet Twitter revolutionaries and pop-up populists, trolls and elves, ‘behavioural change’ visionaries and info-war charlatans, jihadi fanboys, Identitarians, meta-politicians, truth cops and bot herders. Then I bring everything that I’ve learnt back to the hexagonal, concrete tower where my office has its temporary home and shape it into sensible Conclusions and Recommendations for neatly formatted reports and PowerPoint presentations, which diagnose and propose ways of remedying the flood of disinformation, ‘fake news’, ‘information war’ and the ‘war on information’.

         Remedying what, however? The neat little bullet points of my reports assume that there really is a coherent system that can be amended, that a few technical recommendations applied to new information technologies can fix everything. Yet the problems go far deeper. When, as part of my daily work, I present my findings to the representatives of the waning Liberal Democratic Order, the one formed in no little part out of the conflicts of the Cold War, I am struck by how lost they seem. Politicians no longer know what their parties represent; bureaucrats no longer know where power is located; billionaire foundations advocate for an ‘open society’ they can no longer quite define. Big words that once seemed swollen with meaning, words that previous generations were ready to sacrifice themselves for – ‘democracy’ and ‘freedom’, ‘Europe’ and ‘the West’ – have been so thoroughly left behind by life that they seem like empty husks in my hands, the last warmth and light draining out of them, or like computer files to which we have forgotten the password and can’t access any more.

         The very language we use to describe ourselves – ‘left’ and ‘right’, ‘liberal’ and ‘conservative’ – has been rendered near meaningless. And it’s not just conflicts or elections that are affected. I can see people I have known my whole life slipping away from me on social media, reposting conspiracies from sources I have never heard of; Internet undercurrents pulling whole families apart, as if we never really knew each other, as if the algorithms know more about us than we do, as if we are becoming subsets of our own data, as if that data is rearranging our relations and identities with its own logic – or perhaps in order to serve the interests of someone we can’t even see. The grand vessels of old media – the cathode-ray tubes of radios and televisions, the spines of books and the printing presses of newspapers that contained and controlled identity and meaning, who we were and how we talked to one another, how we explained the world to our children, how we spoke to our past, how we defined news and opinion, satire and seriousness, right and wrong, true, false, real, unreal – these vessels have cracked and burst, breaking up the old patterns of how what relates to whom, who speaks to whom and how, magnifying, shrinking, distorting all proportions, sending us spinning in disorientating spirals where words lose shared meanings. I hear the same phrases in Odessa, Manila, Mexico City, New Jersey: ‘There is so much information, misinformation, so much of everything that I don’t know what’s true any more.’ Often I hear the phrase ‘I feel the world is moving beneath my feet.’ I catch myself thinking, ‘I feel that everything that I thought solid is now unsteady, liquid.’

         This book explores the wreckage, searches what sparks of sense can be salvaged from it, rising from the dank corners of the Internet where trolls torture their victims, passing through the tussles over the stories that make sense of our societies, and ultimately trying to understand how we define ourselves.

         Part 1 will take us from the Philippines to the Gulf of Finland, where we will learn how to break people with new information instruments, in ways more subtle than the old ones used by the KGB.

         Part 2 will move from the western Balkans to Latin America and the European Union, where we will learn new ways to break whole resistance movements and their mythology. 

         Part 3 explores how one country can destroy another almost without touching it, blurring the contrast between war and peace, ‘domestic’ and ‘international’ – and where the most dangerous element may be the idea of ‘information war’ itself.

         Part 4 will explore how the demand for a factual politics is reliant on a certain idea of progress and the future, and how the collapse of that idea of the future has made mass murder and abuse even more possible.

         In Part 5 I will argue that in this flux, politics becomes a struggle to control the construction of identity. Everyone from religious extremists to pop-up populists wants to create new versions of ‘the people’ – even in Britain, a country where identity always seemed so fixed.

         In Part 6 I will look for the future – in China and in Chernivtsi.

         Throughout the book I will travel, some of the time through space, but not always. The physical and political maps delineating continents, countries and oceans, the maps I grew up with, can be less important than the new maps of information flows. These ‘network maps’ are generated by data scientists. They call the process ‘surfacing’. One takes a keyword, a message, a narrative and casts it into the ever-expanding pool of the world’s data. The data scientist then ‘surfaces’ the people, media outlets, social media accounts, bots, trolls and cyborgs pushing or interacting with those keywords, narratives and messages.

         These network maps, which look like fields of pin mould or photographs of distant galaxies, show how outdated our geographic definitions are, revealing unexpected constellations where anyone from anywhere can influence everyone everywhere. Russian hackers run ads for Dubai hookers alongside anime memes supporting far-right parties in Germany. A ‘rooted cosmopolitan’ sitting at home in Scotland guides activists away from police during riots in Istanbul. ISIS publicity lurks behind links to iPhones …

         Russia, with its social media squadrons, haunts these maps. Not because it is the force that can still move earth and heaven as it could in the Cold War, but because the Kremlin’s rulers are particularly adept at gaming elements of this new age, or at the very least are good at getting everyone to talk about how good they are, which could be the most important trick of all. As I will explain, this is not entirely accidental: precisely because they had lost the Cold War, Russian spin doctors and media manipulators managed to adapt to the new world quicker than anyone in the thing once known as ‘the West’. Between 2001 and 2010 I lived in Moscow and saw close up the same tactics of control and the same pathologies in public opinion which have since sprouted everywhere.

         But as this book travels through information flows and across networks and countries it also looks back in time, to the story of my parents, to the Cold War. This is not a family memoir as such; rather, I am concerned with where my family’s story intersects with my subject. This is in part to see how the ideals of the past have fallen apart in the present and what, if anything, can still be gleaned from them. When all is swirling I find myself instinctively looking back, searching for a connection with the past in order to find a way to think about the future.

         But as I researched and wrote these sections of family history I was struck by something else: the extent to which our private thoughts, creative impulses and senses of self are shaped by information forces greater than ourselves. If there is one thing I’ve been impressed with while browsing the shelves in the spiral-shaped library of my university, it is that one has to look beyond just ‘news’ and ‘politics’ and also consider poetry, schools, the language of bureaucracy and leisure to understand, as French philosopher Jacques Ellul put it, the ‘formation of men’s attitudes’. This process is sometimes more evident in my family, because the dramas and ruptures of our lives makes it easier to see where those information forces, like vast weather systems, begin and end.

      

   


   
      
         

            Part 1: Cities of Trolls

         

         
            Freedom of speech versus censorship was one of the clearer confrontations of the twentieth century. After the Cold War, freedom of speech appeared to have emerged victorious in many places. But what if the powerful can use ‘information abundance’ to find new ways of stifling you, flipping the ideals of freedom of speech to crush dissent, while always leaving enough anonymity to be able to claim deniability? 

         

         

         

         The Disinformation Architecture

         Consider the Philippines. In 1977, as my parents were experiencing the pleasures of the KGB, the Philippines was ruled by Colonel Ferdinand Marcos, a US-backed military dictator, under whose regime, a quick search of the Amnesty International website informs me, 3,257 political prisoners were killed, 35,000 tortured and 70,000 incarcerated. Marcos had a very theatrical philosophy of the role torture could play in pacifying society. Instead of being merely ‘disappeared’, 77 per cent of those killed were displayed by the side of roads as warnings to others. Victims might have their brains removed, for example, and their empty skulls stuffed with their underpants. Or they could be cut into pieces, so one would pass body parts on the way to market.1

         Marcos’s regime fell in 1986 in the face of mass protests, the US relinquishing its support and parts of the army defecting. Millions came out on the streets. It was meant to be a new day: an end to corruption, an end to the abuse of human rights. Marcos was exiled and lived out his last years in Hawaii.

         Today Manila greets you with sudden gusts of rotting fish and popcorn smells, wafts of sewage and cooking oil, which leave you retching on the pavement. Actually, ‘pavement’ is the wrong word. There are few, in the sense of broad walkways where you can stroll. Instead, there are thin ledges that run along the rims of malls and skyscrapers, where you inch along beside the lava of traffic. Between the malls the city drops into deep troughs of slums, where at night the homeless sleep encased in silver foil, their feet sticking out, flopped over in alleys between bars boasting midget boxing and karaoke parlours where you can hire troupes of girls, in dresses so tight they cling to their thighs like pincers, to sing Korean pop songs with you.

         During the day you negotiate the spaces between mall, slum and skyscraper along elevated networks of crowded narrow walkways that are suspended in mid-air, winding in between the multistorey motorways. You duck your head to miss the buttresses of flyovers, flinch from the barrage of honks and sirens below, suddenly finding yourself at eye level with a pumping train or eye to eye with the picture of a woman eating Spam on one of the colossal advertising billboards. The billboards are everywhere, separating slum from skyscraper. Between 1898 and 1946 the Philippines was under US administration (apart from the Japanese occupation between 1942 and 1945). US navy bases have been present ever since, and US military food has become a delicacy. On one poster a happy housewife feeds her handsome husband tuna chunks from a tin. Elsewhere a picture of a dripping, roasting ham sits over a steaming river in which street kids swim; behind them an electric sign flashes ‘Jesus Will Save You’. This is a Catholic country: three hundred years of Spanish colonialism preceded America’s fifty (‘We had three hundred years of the Church and fifty years of Hollywood,’ Filipinos joke). The malls have churches you can worship in and guards to keep out the poor. It’s a city of twenty-two million with almost no notion of common public space. Inside, the malls are perfumed with overpowering air freshener: lavender in the cheaper ones with their fields of fast-food outlets; a lighter lemon scent in the more sophisticated. This makes them smell like toilets, so the odour of the latrine never leaves you, whether it’s sewage outside or the malls inside.

         Soon you start noticing the selfies. Everyone is at it: the sweaty guy in greasy flip-flops riding the metal canister of a public bus; the Chinese girls waiting for their cocktails in the malls. The Philippines has the world’s highest use of selfies; the highest use of social media per capita; the highest use of text messages. Some put this down to the importance of family and personal connections as a means of getting by in the face of ineffective government. Nor are the selfies narcissistic necessarily: you trust people whose faces you can see.

         And with the rise of social media the Philippines has become a capital for a new breed of digital-era manipulation.

         I meet with ‘P’ in one of the oases of malls next to sky-blue-windowed skyscrapers. He insists I can’t use his name, but you can tell he’s torn, desperate for recognition for the campaigns he can’t take credit for. He’s in his early twenties, dressed as if he were a member of a Korean boy band, and whether he’s talking about getting a president elected or his Instagram account registered with a blue tick (which denotes status), there’s almost no change in his always heightened emotions.

         ‘There’s a happiness to me if I’m able to control the people. Maybe it’s a bad thing. It satisfies my ego, something deeper in me … It’s like becoming a god in the digital side,’ he exclaims. But it doesn’t sound creepy, more like someone playing the role of the baddie in a musical farce.

         He began his online career at the age of fifteen, creating an anonymous page that encouraged people to speak about their romantic experiences. ‘Tell me about your worst break-up,’ he would ask. ‘What was your hottest date?’ He shows me one of his Facebook groups: it has more than three million members.

         While still at school he created new groups, each one with a different profile: one dedicated to joy, for example, another to mental strength. He was only sixteen when he began to be approached by corporations who would ask him to sneak in some mentions of their products. He honed his technique. For a week he would get a community to talk about ‘love’, for example, who they cared about the most. Then he would move the conversation to fear for your loved ones, the fear of losing someone. Then he would slide in a product: take this medicine and it will help extend the lives of loved ones.

         He claims that by the age of twenty he had fifteen million followers across all the platforms. The modest middle-class boy from the provinces could suddenly afford his own condo in a Manila skyscraper.

         After advertising, his next challenge was politics. At that point, political PR was all about getting journalists to write what you wanted. What if you could shape the whole conversation through social media?

         He pitched his approach to several parties, but the only candidate who would take P on was Rodrigo Duterte, an outsider who looked to social media as a new route to victory. One of Duterte’s main selling points as a candidate was busting drug crime. He even boasted of driving around on a motorcycle and shooting drug dealers while he was mayor of Davao City, down in the deep south of the country. At the time, P was already in college, attending lectures on the ‘Little Albert’ experiment from the 1920s, in which a toddler was exposed to frightening sounds whenever he saw a white rat, leading to him being afraid of all furry animals.2 P says this inspired him to try something similar with Duterte.

         First, he created a series of Facebook groups in different cities. They were innocuous enough, just discussion boards of what was on in town. The trick was to put them in the local dialect, of which there are hundreds in the Philippines. After six months, each group had in the region of 100,000 members. Then his administrators would start posting one local crime story per day, every day, to coincide with peak Internet traffic. The crime stories were real enough, but then P’s people would write comments that connected the crime to drugs: ‘They say the killer was a drug dealer,’ or ‘This one was a victim of a pusher.’ After a month they dropped in two stories per day; a month later, three per day.

         Drug crime became a hot topic, and Duterte drew ahead in the polls. P says this is when he fell out with the other PR people in the team and quit to join another candidate. This one was running on economic competence rather than fear. P claims he managed to get his rating up by more than five points, but it was too late to turn the tide and Duterte was elected president. Now he sees any number of PR people taking the credit for Duterte, and it riles him.

         The trouble with interviewing anyone who works in this world is that they always tend to amplify their impact. It comes with the profession. Did P ‘create’ Duterte? Of course not. There would have been many factors that drove the conversation about drug crime, not least Duterte’s own pronouncements. Nor was busting drug crime Duterte’s only selling point: I have talked to supporters of his who were attracted by the image of a provincial fighting the elites of ‘Imperial Manila’ and the prim Catholic Church establishment. But P’s account of digital influence does echo some academic studies.

         In ‘Architects of Networked Disinformation’, Dr Jonathan Corpus Ong of the University of Massachusetts and Dr Jason Cabañes of Leeds University spent twelve months interviewing the protagonists of what Ong called Manila’s ‘disinformation architecture’, which was made use of by every party in the country.3 At the top were what he described as the ‘chief architects’ of the system. They came from advertising and PR firms, lived in sleek apartments in the skyscrapers and described their work in an almost mythical way, comparing themselves to characters from the hit HBO fantasy TV series Game of Thrones and video games. ‘It’s game over when you’re found out,’ they would tell Ong. They were proud they had made it to the top of their profession from modest beginnings. ‘The disinformation architect’, concludes Ong, ‘denies responsibility or commitment to the broader public by narrating a personal project of self-empowerment instead.’

         Below the architects came the ‘influencers’, online comedians who, in between posting the latest jokes, made fun of opposing politicians for a fee.

         Down in the slums of the disinformation architecture were what Ong called the ‘community-level fake account operators’: call centres full of people working twenty-four-hour shifts, paid by the hour, with one person manning dozens of social media personas. They could be either someone who needed a little extra cash (students or nurses, for example) or campaign staff. Ong interviewed one operator, Rina, who had been forced into the work when she joined a mayoral campaign. She had signed on out of idealism and had been at the top of her class at university. Now she was told to create multiple online personalities (girls clad in bikinis worked best), make online friends, promote her candidate and smear the opposition. Rina was ashamed. She felt she sabotaged herself, bringing in only twenty Facebook followers, whereas her colleagues brought in hundreds.

         Ong noted that no one, at any level in this business, ever described their activity as ‘trolling’ or producing ‘fake news’. Everyone had their own ‘denial strategies’: the architects stressed it was merely a side hustle to their regular PR work and thus didn’t define them, and anyway they weren’t in charge of the whole political campaign; the community-level operators said someone else was leaving the really nasty, hateful comments. In any case this was the architecture of online influence, which would shift into a more aggressive gear when Duterte came to power.

         Duterte had vowed to kill so many drug dealers it would fatten the fish in Manila Bay, and joked that he would sign a pardon to forgive himself. He boasted of having killed someone over a ‘look’, that the lives of drug dealers meant nothing to him. Now vigilante gangs and cops began to shoot anyone suspected of connections to the drug trade. No one knows exactly how many have been killed in the campaign. Human rights organisations estimate 12,000, opposition politicians 20,000, the government 4,200. At one point thirty-three were being killed a day. No one would check if the victims were actually guilty, and there were frequent reports of drugs being planted on the victims after they were dead. Fifty-four children were executed too. The alleys of Manila’s slums filled up with corpses. Men on motorbikes would drive up and just shoot people in the head. The prisons became as crowded as battery chicken farms. A politician who pushed back against the killings, Senator Leila de Lima, suddenly found herself on trial: imprisoned drug lords were giving testimony that she was involved in their business. Online mobs bayed for her arrest. She was locked away pending a trial that never began: a prisoner of conscience, according to Amnesty International.4 When the country’s archbishop condemned the killings, the mobs turned on him. Next it would be the turn of the media: the so-called ‘presstitutes’ who dared to accuse the president of murder.

         And the greatest presstitute the regime would target was Maria Ressa, the head of the news website Rappler. This was ironic, as it was Maria and Rappler who had inadvertently helped bring Duterte into power.

         #Arrest MariaRessa!

         After talking to Maria for a while, I noticed how uncomfortable she felt at being made the subject of the story. She was far too polite to tell me this herself straight away, but I noticed she was always turning our interview away from herself and towards the work of her journalists, the dramas of others. In her career she’s always been the one who covers things: first as the head of the CNN bureaus in South East Asia, then as the head of news at the Philippines’ largest television network, and ultimately as the creator and CEO of Rappler. And now it was not only me interviewing Maria in her office as she tried to swallow a rushed lunch of peanut butter and tinned sardine sandwiches (a Philippine speciality); there was also a documentary crew from the English-language version of the Qatari TV channel Al Jazeera, who were following Maria around to document her battle with Duterte and disinformation.

         The Al Jazeera crew asked whether they could film me interviewing Maria, and as they crouched in the corner with their huge cameras I felt increasingly ill at ease. I too am used to being the one who observes and edits, and whenever I become the subject of someone else’s content, I find myself a little too aware of how I can be recut and recreated later. In my own time as a documentary producer I learnt the skill of making contributors feel significant, meaningful, maybe a touch immortal for a moment while I filmed them, knowing that later in the edit I would have the power to shape the material. The final story would be accurate, but there’s oh-so-often a painful gap between a person’s self-perception and the way they are portrayed, between the reality reconstructed in the edit and the one the subject feels is true. That day in Manila I consoled myself that I would be able to reassert narrative control by writing about the Al Jazeera crew in the book you are reading now.

         So there we were, one set of journalists filming another sort of one interviewing a third. The job of journalists is to report information on reality, on where the action is. But, as Maria’s own story showed, information itself is now where the action is.

         Maria was originally from Manila, but when she was ten her mother had taken the family to the US, where Maria was the smallest, brownest girl in Elizabeth, New Jersey, and precocious enough to be the first in the family to go to university (Princeton). She returned to the Philippines on a Fulbright in 1986 to study political theatre, only to find she had landed in the middle of a revolution against Marcos, where the greatest political drama was playing out on the streets. She joined CNN when it was just a minor US cable operation with grand ideas about becoming the first global news network. At CNN it was the on-screen reporter who was the most important, who decided which stories to cover, when and how. Maria wanted that authority, but she didn’t like being on camera, not least because she’d suffered from eczema all her life, which meant she had to come up with a paraphernalia of make-up and camera tricks in order to disguise it. The camera, however, loved Maria: her lack of pretence and almost puppy-like enthusiasm; the big eyes brimming with curiosity.

         Maria became the face of CNN in the region, narrating South East Asia’s ‘democratisation’ in the 1990s, when, after Marcos, one authoritarian regime fell after another. It was tempting to see it all through the lens of Cold War victory, as many did, as a linear tale of ever-expanding freedom, which every new political turn was appearing to confirm. The terror attacks of 11 September 2001 shattered that simplistic story.

         Maria was less surprised. She spoke local dialects fluently, knew how little ‘democracy’ was delivering in the unchangingly poor villages and slums. When she interviewed Al-Qaeda recruits and their families, what struck her was how normal their backgrounds were, how distant fundamentalist purity had originally been for most of them. Osama bin Laden’s trick had been to take the very different grievances of very different groups and give them the illusion that if they united globally, they would achieve a better world, if only they could get rid of unbelievers. In 2005 Maria moved on from CNN. In retrospect, she realised it was just in time. The network was changing, reporters were being asked to express their feelings rather than just give the facts, making money was becoming a more obsessive motivation. Maria wanted to investigate terrorists, not star in some reality-show version of the news.

         On 9 June 2008, when she was running the news side of the Philippines’ largest television network, Maria was woken early in the morning by her star reporter, Ces Drilon: ‘Maria, this is all my fault … We’ve been kidnapped. And they want money.’5 Despite Maria’s orders to the contrary, Drilon had chased an interview with Islamist insurgents and had been kidnapped, along with two cameramen, by Al-Qaeda affiliate Abu Sayyaf.

         Over the next ten days Maria worked day and night to help coordinate the rescue effort, which ended after Drilon’s family managed to get enough money to satisfy the kidnappers’ demands.

         After the hostages had been handed over, Maria began to research the identities of the kidnappers. She found that they were related to bin Laden through three degrees of association. This fitted in with a pattern she had observed since she began covering the growth of Al-Qaeda from Afghanistan into South East Asia. Ideologies spread through networks, and your fealty to them depended on where you stood inside the web. Instead of just studying ideas and socio-economic factors, one had to understand the interconnections between people to see why and how Al-Qaeda’s ideology was spreading. The same jumble of personal and social issues could have quite a different expression if they came into contact with a different network. And Maria realised that these physical networks were quickly being replaced with social media.

         In 2012 Maria created Rappler, the Philippines’ first purely Internet-based news site. She wanted to put her insights into networks to good use. Rappler would not merely report on current affairs, but engage a greater online community that would organise crowdfunding for important causes. It would gather vital information to help victims caught in floods and storms find shelter and assistance. Rather than old-school hacks, Maria hired twenty-year-olds who knew more about social media. When you walk into Rappler’s orange and glass open-plan office you notice how young and largely female the staff are, with a small band of older journalists overseeing them with a hint of matronly severity. In Manila they’re known as ‘the Rapplers’.

         When Duterte began his social media-inspired presidential campaign, he and Rappler seemed perfect for each other. The TV networks didn’t take him seriously. When Rappler held the Philippines’ first Facebook presidential debate, he was the only candidate who bothered to turn up. It was a runaway success. A poll of Rappler’s online community showed Duterte was ahead. His message – to vanquish drug crime – was catching on. Rappler reporters found themselves repeating his sound bites about the ‘war on drugs’. Later, when Duterte went on his killing spree, they would regret using the term ‘war’. It helped to normalise his actions: if this was a ‘war’, then casualties became more acceptable.

         The trouble started with a wolf whistle. At a press conference Duterte whistled at a female reporter from a TV network. The Rappler reporter in the room asked him to apologise. Rappler’s online community filled up with comments saying she should be more respectful of the president. ‘Your mother’s a whore,’ they wrote. The Rapplers were taken aback. This language didn’t sound like their community. They put it down to the vestiges of sexism: any time a woman held a man to account, she would be attacked. 

         Meanwhile, Duterte’s language didn’t let up in its coarseness.6 He called the Pope and US presidents sons of whores; enquired whether a journalist he didn’t like was asking tough questions because his wife’s vagina was so smelly; bragged about having two mistresses; joked about how a good-looking hostage should have been raped by him when he was mayor, instead of by her kidnappers. On TV Duterte said he wanted to eat the livers of terrorists and season them with salt; that if his troops raped three women each, he would take the rape sentences for them.

         I learnt a little about the linguistic context behind such statements when I visited the comedy clubs in Quezon City, the section of Manila where teenage prostitutes and ladyboys congregate by night next to the TV towers of national broadcasters. The comedians pick out victims in the audience and roast them, taunting them about the size of their penises or their weight – and this right in front of entire families, who all laugh along at their relatives’ humiliation.

         This is the language Duterte partially taps into with his incessant stream of dirty jokes. It’s a use of humour he shares with a troupe of male leaders across the world. Russian president Vladimir Putin made his rhetorical mark by promising to whack terrorists ‘while they are on the shitter’; US president Donald Trump boasted of grabbing women ‘by the pussy’; Czech president Miloš Zeman called for ‘pissing on the charred remains of Roma’; Brazilian president Jair Bolsonaro told a female politician she was ‘too ugly’ to be raped and that black activists should go ‘back to the zoo’;7 while in Britain the anti-immigration politician Nigel Farage, his outsized mouth gaping in a braying laugh, poured down pints and belched out rude jokes about ‘Chinkies’. 

         This toilet humour is used to show how ‘anti-Establishment’ they are, their supposedly ‘anti-elitist’ politics expressed via the rejection of established moral and linguistic norms.

         When dirty jokes are used by the weak to poke fun at the powerful, they can bring authority figures back down to earth, give the sense that their rules can be suspended.8 That’s why dirty jokes have often been suppressed. In 1938, for example, my paternal great-grandfather went down to the cafeteria of the Kharkiv mega-factory where he worked as an accountant, had a drink, told a wisecrack about the balls of the Head of the Presidium of the Supreme Soviet, and was speedily reported on and arrested, perishing in a labour camp on the Volga river.

         But when such language is used consistently by men of real power to degrade those who are weaker, this humour grows into something menacing: it lays the linguistic path to humiliating victims in other ways as well, to a space where all norms disappear.

         As Rappler began to report on Duterte’s extrajudicial killings, the online threats became incessant. At one point there were ninety messages an hour: claims that Rappler was making up the deaths, that it was in the pay of Duterte’s enemies, that it was all fake news. The messages were like an infestation of insects, swarming into the email in-boxes and descending like a scourge onto the site’s community pages, which Rappler had curated with such care to enable what it hoped would be the Internet’s ‘wisdom of crowds’. Sometimes Rappler staff would check to see who was behind a rape threat: maybe it was an automated account? To their disappointment it would turn out to be a real person. People were enjoying this. Rappler journalists were shouted at in the malls: ‘Hey, you – you’re fake news! Shame on you!’ Relatives would admonish them too.

         Maria bore the brunt of the attacks. Some were so stupid they just bounced off her, like the memes of her dressed in a Nazi uniform, or comments such as ‘Maria, you’re a waste of sperm. Your mother should have aborted you!’ Others got under her skin – literally. Her eczema had always been her weak spot. When the attackers started to taunt her about her skin condition, it would flare up without her having time to erect her psychological defences.

         Her first instinct was to blame herself. Had she done something wrong? Misreported something? She checked all of Rappler’s output over and over but could find nothing. The hashtag #ArrestMariaRessa began to trend, as did #UnfollowRappler. The government launched a case against her. One of Rappler’s investors had been an American foundation, so the government charged the network with following foreign editorial instructions. Several of Rappler’s board members resigned; advertising plummeted. Maria started to walk around town with bail money on her. The first trial against Rappler ended up in the appeals court, where it was settled. And then, when the worst was thought to be over for Rappler, Maria got wind that another case was being prepared against her.9

         During all the attacks on Rappler, Maria’s managing editor, Glenda Gloria, seemed to me to be the most serene person in the newsroom. Perhaps it’s because she has seen it all before. Glenda remembers the Marcos years. In the 1980s she’d been a student journalist covering the regime’s torture of opposition figures. Her boyfriend had been arrested for running a small independent printing press and had had electrodes connected to his balls. Torture sessions combined the psychological and the physical; the ultimate aim was not merely to brutalise but to break. Professor Alfred McCoy of the University of Wisconsin– Madison, who has studied the psychological torture techniques of the CIA and US client states during the Cold War, relates the story of Father Kangleon, a priest falsely accused of subversion and cooperating with Communists who was denied sleep and daylight for over two months. At the denouement of his interrogation he was blindfolded, led into a new cell and sat down on a stool. He could hear a series of people coming in. Then different voices taunted him in a pre-planned piece of theatre which, when I read it in 2018, almost anticipates the taunts of anonymous trolls on social media:10

         
            ‘Father, what’s the name of the sister you met with at Sacred Heart College? … You are fucking her? How does it feel?’

            ‘For me he is not a priest. Yes, your kind is not worthy of respect of a priest.’

            ‘OK, take off his shirt. Oh, look at that body. You look sexy. Even the women here think you are macho. You are a homosexual?’

         

         After this, the interrogation became more physical:

         
            ‘Let’s see if you are that macho after one of my punches.’ (A short jab was delivered below the ribs.)

            ‘Hey, don’t lean on the table. Place your arms beside you. That’s it.’ (Another jab.)

            ‘Take the stool away.’ (He stood up and was hit behind the head, he started to cower, then more blows …)

         

         After he agreed to cooperate, Kangleon was taken to a TV station and forced to say on air that he had helped Communist insurgents, naming other clergy supposedly involved in the insurrection.

         Under Marcos, remembers Glenda, the government had agents in every university, every farm, church, office. They would go around and tell your colleagues, your neighbours, your friends that you were a Communist – even if you were not – destroying your reputation with a whispering campaign before they came to arrest you. Marcos grouped the media into ‘proper’ journalists and ‘Communists’, so every critic was dismissed as a ‘Commie’.

         ‘The psychological warfare that Marcos mastered is very similar to what is happening now,’ Glenda tells me. ‘The difference is, Duterte doesn’t have to use the military to attack the media. How is it made possible? With technology.’

         After Marcos was overthrown, the new Filipino democracy was far from perfect: human rights abuses continued; journalists’ lives, especially in the provinces, were cheap.11 But unlike most of his predecessors, who tried to obfuscate the abuses under their rule, who at least pretended to abide by some rules, Duterte exults in his extrajudicial killings, celebrates his attacks on journalists. He is also rehabilitating Marcos. Duterte had his body exhumed and gave him a military burial with full honours. He formed a political alliance with his son, Ferdinand ‘Bongbong’ Marcos, who still controlled his father’s old stronghold in the country’s north. A drip of videos appeared online, absolving Marcos of his crimes in the 1970s, claiming it was just rogue elements in his army who had killed and tortured … 

         But even as an imprint of Marcos’s media methods emerged, Glenda thought there was an important difference in its digital-era manifestation. Back then, you could see the enemy. There was a sort of predictability: they could kill you, or you could skip town, contact a lawyer, write to a human rights group, take up arms. You knew who the agents were, who was coming for you and why. There was something of a routine to it all.

         But now? You couldn’t see the enemy. You couldn’t tell who you were really up against. They were anonymous, everywhere and nowhere. How could you fight an online mob? You couldn’t even tell how many of them were real.

         
            *

         

         After several months of this onslaught, Maria and the Rapplers dedicated themselves to making sense of the attacks. They could now see a pattern to the chaos. First, their credibility had been attacked, then they had been intimidated. With their reputations undermined, the virtual attacks were turning into real arrest warrants. They wondered whether there was a design lurking behind it all.

         First to catch their eye were the Korean pop stars.

         They kept appearing in their online community, commenting on how great Bongbong Marcos and Duterte were. How likely was it that Korean pop stars would be interested in Filipino politics? When they checked out the comments the pop stars were making, they matched one another word for word: obviously fake accounts, most likely controlled from the same source. 

         Now that they had identified accounts that were clearly fake, they ran a program that could scour the Internet to see who else was using the same language. This took two months, but they found other accounts repeating the same phrases. These looked more realistic, claiming to be real Filipinos with real jobs. Maria and the Rapplers began researching each one individually, calling their purported places of employment. No one had heard of them. Altogether they found twenty-six well-disguised but fake accounts repeating the same messages at the same time and reaching an audience of three million.

         The Rapplers breathed a collective sigh of psychological relief: here was something to hold onto. Now that they could see the design in the attacks, they could get a sense of firm reality. This wasn’t their fault. Somebody was doing it to them.

         They began to categorise every narrative the mobs were using to attack them. They listed dozens: that the media are corrupt; that Rappler should be boycotted; that Senator Leila de Lima should be arrested. They looked at the frequency with which each narrative would appear, a sort of heartbeat monitor of mentions. They found they would peak sharply before a political event: mentions of ‘media corruption’ could increase by several orders of magnitude prior to an election, for example; calls for de Lima to be arrested soared before the police came for her. How spontaneous could that really have been?

         They built up what Maria calls her ‘shark tank’, a sort of Internet attack radar system that warns when fake stories are approaching, when a smear campaign is starting to be built. If the smear is an old one, Rappler can automatically send out ripostes, raising the alarm among its online supporters to defend the cause. 

         In February 2018 the Rapplers became aware of an unusual creature on the Filipino Internet. His name was @Ivan226622 and he was reposting articles frenetically: 1,518 pieces about Filipino politics in just one week. The cover photo was unremarkable enough: a Filipino man who claimed to be interested in computing. He had a video lecture created by an American university on the subject of ‘Can You Trust the Press?’ pinned permanently to his profile. Except when you looked up the ‘university’ in question, it turned out to be no academic institution, but rather a self-awarded accreditation used in videos produced by an American talk-show host.12

         But what was even more unusual was @Ivan226622’s activity prior to his appearance in the Philippines. Originally he had been posting frenetically about events in Iran first, then Syria. Then he switched his attention to Spain, posting hundreds of articles agitating for the independence of the Catalonia region. The articles he posted were from Spanish-language, Russian state media. A whole cohort of other accounts posted the same articles at the same time.

         @Ivan226622’s discovery in early 2018 came at a time when there was much talk in the news about perhaps the most infamous troll farm in the world: the Internet Research Agency (IRA) in St Petersburg, Russia, which gained great notoriety when it was revealed to have tried to influence the US presidential election in favour of Donald Trump. Attribution – knowing who is really behind an account – is always tricky, so these revelations about the IRA led to innocent people who just had interesting Internet habits also being accused of being ‘Russian trolls’. @Ivan226622 disappeared soon after Rappler wrote about him, before anyone could work out who he really was. 

         But ever since Rodrigo Duterte had met, and got along with, President Putin, the Filipino government had started quoting Russian state media. Could @Ivan226622’s brief appearance have been related? It was a little reminder that Rappler’s experience was one front of a vast global phenomenon.

         To Catch a Troll

         Though it gained global notoriety for its American campaign, the IRA is more focused on attacking domestic opposition. In St Petersburg one young and rather fragile-looking woman, Lyudmilla Savchuk, had infiltrated the IRA as early as 2015, with the aim of gathering enough evidence to stop its work. I first bumped into her in Europe, then in the US, during her long, lonely campaign to stop the troll farm’s operations.

         Lyudmilla reminded me of other activists I’d encountered previously in Russia. As the state has destroyed so many civil society organisations, these activists can have very different professions: journalists, small-business owners, charity workers, or they can even move between jobs. When I look up Lyudmilla on Google I notice how Western journalists struggle to describe her: she’s called by turns an environmentalist, a journalist, an Internet activist, a dissident … and in a way all of these are true.

         ‘Ignore everything you read about me,’ Lyudmilla tells me right away. She’s upset about how some journalists defined her as a ‘whistle-blower’ from the troll farm, when she’d set out to go undercover there from the beginning.

         ‘I suppose “whistle-blower” makes for more clicks,’ she sighs.

         Labelling Lyudmilla a ‘whistle-blower’ intimates she was one of ‘them’, a Kremlin troll. Lyudmilla can tell when people have read this erroneous description of her because they won’t shake her hand, and she has to explain her story afresh.

         Back in 2014 she was a TV reporter in the satellite town of Pushkin, covering stories about bureaucrats planning illegal construction projects in conservation areas. Soon she was helping organise protests to stop illegal builds in parks, and then stood for membership of the local council. Increasingly she noticed that activists were being smeared online, accused of being paid-for stooges, layabouts. There were already dribbles of information about a troll farm in the suburbs of St Petersburg, though no one knew about its scale or how it operated, and many were divided as to whether it was worth paying attention to at all. So what if you got trolled? The tougher activists thought it beneath them to respond. Lyudmilla felt differently. She thought that it was appalling that people whom she respected were being attacked.

         Then, one day in January 2015, an old journalist colleague asked Lyudmilla if she wanted to join a project for the ‘good of the motherland’. It dawned on Lyudmilla that she was referring to the troll farm. She was putting together a team for ‘special projects’ and needed good writers. Would Lyudmilla come for an interview?

         Here was a chance to find out how the troll farm really worked. She hatched a plan with journalists from two of Russia’s last independent newspapers, Мой Раюон and Новая Газета. She would infiltrate the troll farm, film and download evidence on how it worked, and they would publish it.

         The office was in a four-storey new build with square pillars propping up the second floor, its narrow black-framed windows like long arrow slits. There were no signs on the door. The friend met Lyudmilla at the entrance and took her to see the manager. To Lyudmilla’s surprise, it was someone she’d heard of before: a newspaper columnist. The farm didn’t appear to be run by secret service guys or PR gurus, but former journalists. A couple of motivations quickly became obvious: she was being offered several times more than a regular media salary and steady work. The manager was uncertain about Lyudmilla, however: he knew of her investigative background. Lyudmilla’s friend waved it off: ‘Oh, come on, who here hasn’t done that sort of work back in the past?!’

         Inside the farm every floor was full of computers, crammed into thin lines and manned round the clock by changing shifts of employees with passes that clocked all arrival and departure times. Even smoking breaks were regulated.

         The farm had its own hierarchy. The most looked down upon were the ‘commenters’, of which the lowest of the low were those who posted in the online comments sections of newspapers; a level up were those who left comments on social media. The more senior editors would instruct the commenters on which Russian opposition figures to attack, and they would spend their days accusing them of being CIA stooges, traitors, shills. Some of the commenters were not well educated and their written Russian could be imperfect, so a Russian-language teacher would come in to give them grammar lessons.

         Lyudmilla was in another, more exclusive section. Her ‘special project’ involved the creation of a mystic healer, ‘Cantadora’, an expert in astrology, parapsychology and crystals. Cantadora was meant to be read by middle-class housewives who were not normally interested in politics. Lyudmilla’s job was to drop in the odd bit of current affairs in between blog entries on star signs and romance. There were four, sometimes five people working on the profile. Lyudmilla liked Stas the most. He seemed utterly depressed by the work. Every day Lyudmilla, Stas and the other writers would be sent Word documents containing political articles and the ‘conclusions’ they were meant to draw from them: that the EU is just a vassal of the US, or that Ukraine, which Russia had invaded, was run by fascists. It was up to them to integrate these conclusions into Cantadora’s blog. So Lyudmilla wrote, for example, how Cantadora had a sister who lived in Germany, and then related a nightmare in which she dreamt her sister was in a desert surrounded by deadly snakes, interpreting those snakes as US foreign policy endangering the EU. Some of the farm’s work reached a level of granularity that stunned Lyudmilla. Two trolls would go on the comments sections of small, provincial newspapers and start chatting about the street they lived in, the weather, then casually recommend a piece about the nefarious West attacking Russia.

         No one who worked at the farm described themselves as trolls. Instead, they talked about their work in the passive voice (‘a piece was written’, ‘a comment was made’). Most treated the farm as if it was just another job, doing the minimum required and then clocking off. Many of them seemed pleasant enough young people, with open, pretty faces, and yet they didn’t blink when asked to smear, degrade, insult and humiliate their victims. The ease with which victims were attacked, the scale at which the farm operated, it all stunned Lyudmilla. She kept herself going with the thought that her research would help stop all this. But it was proving hard to gather the necessary evidence. There were CCTV cameras in every corner, and she would have to flick her long, curly hair over her shoulder so that it covered her hand when she reached down to put a flash drive into her computer to download documents.

         Who gave the farm instructions as to what to do? Was it the Kremlin? Or were they churned out inside the IRA? No one discussed this. The farm, other journalists had told her, was owned by one Evgeny Prigozhin. He relied on the regime for his official business: he provided catering services to the Kremlin. He had known President Putin personally since the 1990s and had served nine years in prison for robbery.13 Later, it would transpire he also runs mercenaries who fight in the Kremlin’s wars, from Ukraine to Syria.

         There were moments when Lyudmilla could see that the farm was part of a much larger network. When the opposition politician Boris Nemtsov was murdered in February 2015, for instance, assassinated with a Makarov pistol on a bridge right underneath the towers and onion domes of Red Square, the farm’s middle management suddenly started running into every office, giving the trolls direct instructions on what to post under which articles printed in mainstream Russian publications. The farm was working in rhythm with the whole government disinformation complex. No one had time to read the articles, but they knew exactly what to post. The trolls were told to spread confusion about who was behind the murder: was it the Ukrainians, the Chechens, the Americans? The IRA, an agency whose connection to the Kremlin was purposefully blurred, was in turn purposefully blurring the Kremlin’s connection to a murder.

         During the day Lyudmilla would see a fake reality being pumped out by the trolls. In the evening she would come home hoping to put the place behind her, only to hear relatives and acquaintances quote lines churned out by the farm repeated back at her. People who considered themselves hardened enough to withstand the barrage of television still seemed susceptible to social media messages which slithered into and enveloped your most personal online spaces, spun themselves into the texture of your life.

         Lyudmilla spent two and a half months at the farm. Then, as planned, she gave the material to the newspapers. They published it as authored by ‘Anonymous’. The next day she went back to work to find the commenters were busy undermining the credibility of the material she had provided to the media. ‘No troll factories exist,’ the trolls wrote, ‘they are all fabrications by paid-for journalists.’ The management at the troll farm were already checking video cameras to find out who had been behind the leak. It was, she knew, only a matter of time before they worked out what she’d done.

         Lyudmilla left thе farm. She also decided to admit publicly that she was the one who had infiltrated it. She wanted to give interviews about what she had seen there, to campaign to have the place shut down; she couldn’t do that as ‘Anonymous’. She gave dozens of interviews. She gave talks across the world.

         The farm now turned on her. There were comments and posts claiming she was a sexual deviant, a spy, a traitor. There were phone calls to her relatives saying that people were often killed for what she had done.

         Lyudmilla tried to reach out to Stas, the co-author of the Cantadora blog whom she had liked, but he just sent her bitter messages full of swear words. This saddened her: she knew he hated the farm and hoped he’d understand her mission.

         Lyudmilla had hoped that by unmasking the workings of the IRA she would cause so much outrage it would help stop its work, that she would shock people into seeing how they were being manipulated by it, shame those who worked there into resigning. Most of the people she had met at the farm were no monsters. They carried on working there because there was little social stigma linked to it.

         But instead of an outcry she found that many people, including fellow activists, just shrugged at the revelations. This horrified her even more. Not only did the lies churned out by the farm become reality, but the very existence of it was seen as normal in itself.

         At one point the death threats and abuse unnerved Lyudmilla so much she began to get anxiety attacks and went to see a psychotherapist. The psychotherapist listened to her patiently, nodded and then enquired why she wanted to fight the state this way – was she some kind of paid-for traitor? Lyudmilla, perturbed, visited another doctor. They said the same thing again. She felt as if the mindset promoted by the troll factory had literally penetrated into the country’s subconscious. She had left the confines of the farm – only to find she was enveloped by it everywhere.

         Then, in early 2018, the US Special Counsel Investigation found that the operations of the troll farm had stretched beyond Russia and deep into the US, creating thousands of fake accounts, groups and messages, while posing as genuine Americans: right-nationalist, gun-loving Americans who supported the election of Donald Trump; black civil rights campaigners who promoted the idea that his rivals weren’t worth voting for. The activity continued after the 2016 election, as the farm tried to make Americans hate each other even more. Over thirty million Americans shared its content among their friends and families.14 

         Certainly, thought Lyudmilla, the US would punish the troll farm. She’d always noted how authors at the IRA would write screeds about how awful the West was through their troll personas, while dreaming of American holidays on their real-life walls. Even the most basic threat of a travel ban to the US, she reckoned, would be enough to put many off from working at the farm, undermine the sense that it was just another normal job.

         She would be disappointed. The US Special Counsel opened cases against a few mid-level administrators for technicalities like using fake identities to open bank accounts, but not only did the farm not shut, it expanded to premises three times the size.

         When I asked American government lawyers why sanctions couldn’t be imposed on trolls, they answered that, firstly, it was hard to define whether the IRA worked directly for the Russian government, and therefore whether its actions constituted the operations of a ‘hostile state’. And in any case, while the scale of the IRA’s activities was spectacular, it was barely unique. Western PR companies were regularly caught running similar operations, using fake online personas for their clients. The American military had started a project called ‘Earnest Voice’ in 2011, which ran fake online accounts to counter terrorist messaging in the Middle East. It wasn’t just the Russians who were using technology in this way.15,16

         But even more importantly, I thought to myself, though one might not like what trolls write, lies are not illegal. In the ‘marketplace of ideas’, better information, the journalistic credo I had been raised with went, is the antidote to lies. After all, isn’t freedom of expression exactly what democratic dissidents, such as my parents, had always fought for? 

         
            *

         

         Camille François thought differently. She was a scholar of cyber-warfare at Harvard University and Google, and when she first read about Lyudmilla’s research and heard Maria Ressa’s story, she felt it fitted into a greater pattern which she had observed across the world: a new version of the old game of power versus dissent, freedom of speech versus censorship, but one that turned the old rules on their head. The previous methods of silencing and breaking people had become untenable; unlike in the Soviet Union, few regimes can prevent people from receiving or propagating information. However, the powerful had adapted, and now social media mobs and cyber-militias harassed, smeared and intimidated dissenting voices into silence, or undermined their reputation so that no one would listen to them. But because the connections between states and these mobs and militias were unclear, a regime could always claim that it had nothing to do with these campaigns, that they were merely private individuals exercising their freedom of speech.

         What if, thought François, you could establish the connection between states and campaigns? Could one then hold them to account?

         François had begun her Internet career supporting what were known as Internet ‘pirates’ in 1990s Paris: hackers who put copyrighted music, books and software online in the name of sharing all knowledge for free. François even advocated that people should give up their passwords so that everyone could access everyone else’s Internet connections. Twenty years later, such idealism had given way to a realisation that the Internet was an increasingly dangerous place, and she became more preoccupied with Internet security. François had researched how states hack into the phones and computers of journalists and activists, especially in Latin America. Now she got back in touch with those victims and asked whether the hacks had been accompanied by online attacks. Almost everyone said they had been. Martha Roldós, an Ecuadorean politician who had swarms of online accounts threaten her, accusing her of killing her politician parents and of being a spy, perhaps put it most clearly:

         
            In the past I was denied my political rights, I had armed men outside my house pointing a gun at my daughter … but not cyber-harassment. Since I became a sponsor of investigative journalists, my time of cyber-harassment began.

         

         Over the next three years, between 2015 and 2018, François put together a team of twenty researchers and a coalition of civil society groups who scoured Asia and the Middle East, the Americas and Europe to categorise what she was beginning to call ‘state-sponsored trolling’. The research, part of which would later be published by the aptly named Institute for the Future,17 defined several categories.

         The most obvious were ‘state-directed’ campaigns, where the regime gave instructions on whom to target, how and when, though didn’t necessarily take part in the campaign itself. This is the case in Venezuela, where the Maduro government has set up closed social media channels through which it directs enthusiasts on whom to attack, with what messages and when, but doesn’t carry out the work itself. 

         For a modicum of deniability one could work through a youth movement. In Azerbaijan, for instance, there is Ireli, created ‘to produce young people who can take an active part in the information war’. In practice this means sending online threats to critical journalists, like Arzu Geybulla: ‘I’ve been called many things: a slut, a dog, a pig – you name it. These insults involved my ill mother and deceased father. She was a whore; he was a traitor who slept with an Armenian slut.’

         More subtle was the situation in Bahrain, where, during protests in 2011, an Internet account suddenly popped up which showed close-up photographs of protesters, alongside their home addresses and personal phone numbers. There was even a link to a government hotline you could phone to report protesters directly to the regime. Who was behind the account? Nothing was ever proven, but after the government was told about its existence, they did nothing to stop it. Wasn’t that enough, thought François, to hold them responsible? She classified this as a ‘state-coordinated’ campaign.

         Another layer of deniability was to merely fuel attacks, but then take no part in their enactment. This is the case in Turkey, where columnists who are members of the ruling party incite mob attacks on anyone who dares criticise President Erdoğan. This sort of ‘state-inspired’ approach can also have its downsides: sometimes the columnists target the wrong person, and the president has to call off the attack by signalling he supports the victim.

         These sorts of state-inspired campaigns have also become a feature in the US. The Institute for the Future report relates instances when the White House’s social media team, websites that support the president and indeed the president himself have identified journalists, academics and opposition staffers as ‘scum’, ‘slime’ and ‘enemies of the people’. The targets then receive vats of online vitriol, phone calls to their place of work demanding they are sacked, and death and rape threats.

         This sort of activity led Freedom House, a Washington-based organisation that rates press freedom, to downgrade the US’s standings in 2017: ‘Fake news and aggressive trolling of journalists … contributed to a score decline in the United States’ otherwise generally free environment.’ Freedom House was created in 1941 as a tool with which to fight totalitarian regimes. It advocated for Soviet dissidents in the Cold War. Now it increasingly focuses on abuses of freedom inside the US (not for the first time: in the 1950s Freedom House also fought publicly against the anti-Communist witch-hunts of US Senator Joseph McCarthy).

         Having established a scale of attribution, François began poring over legal documents. States had a legal obligation, enshrined in their UN commitments, to protect their citizens’ fundamental rights. There was certainly nothing that defended a state’s ‘right’ to use automated and fake personas to drown out, threaten and demean its critics.

         The issue was no longer whether state-sponsored trolls had ‘freedom of expression’, but whether this was being abused to suppress the victims’ human rights. This was censorship through noise. ‘We observe the tactical move by states from an ideology of information scarcity to one of information abundance,’ writes law professor Tim Wu, ‘which sees speech itself as a censorial weapon.’18

         It will need a landmark case to set a precedent so that a troll farm and the state that sponsors it are brought to justice. In the meantime Camille has put all her efforts into persuading the tech companies themselves. And to a certain extent she has succeeded. Between 2015 and 2018, social media companies like Facebook and Twitter at least began to admit that coordinated campaigns actually existed, began to take down offending accounts.

         I was reading through François’s research one morning at a Washington DC hotel, in the strange time lapse of jet lag where the usual logic of day and night is broken, and perhaps because time seemed to have lost its hold on me, unnatural exuberance took over. In this foolish hour it seemed to me François’s vision was just around the corner. I started imagining a future where all the world’s great powers and digital companies would promise to safeguard human rights online. Tech companies would protect dissidents by warning them when a campaign was building to target them, instantly taking down trolls, punishing them so they could never harass anyone again. States would no longer abuse ‘freedom of speech’ to crush those who speak truth to power; working for a troll farm could no longer be shrugged off as ‘normal’ …

         Sauntering down to the cramped lobby of my hotel I snapped out of my reverie when I saw Maria Ressa. I hadn’t seen her for three months and wondered whether the threats against Rappler had subsided. She showed me a text message she’d just received from Glenda Gloria. It contained an image of a thick file: a tax evasion charge against Maria personally, which carried a potential sentence of ten years in jail. Maria was leaving for the airport; she had a flight to catch to Singapore, before heading back to Manila. She managed to post bail, but a few months later there was another charge, this time accusing her of libel for a piece from 2012. I watched a Facebook live stream as she was arrested in the Rappler office, before being released again the next day. Rights groups condemned the charges as politically motivated.19

         In between arrests and interrogations Maria received the 2018 Knight International Journalism Award, one of the world’s most prestigious. ‘Exponential lies on social media incite hate and stifle free speech,’ said Maria as she collected her statuette. ‘We battle impunity from the Philippine government and from Facebook. Why should you care? Our problems are fast becoming your problems. Boundaries around the world collapse and we can begin to see a kind of global playbook.’20

         But despite all the international attention Maria’s words mustered, the attacks and cases against her continued, as if someone was trying to say that freedom of speech, in the older sense of being able to shout about your cause to the wider world, was meaningless.

         You will need to check for yourself whether Rappler’s story has had a sad, happy or indeed any ending. But it was already clear when writing this in early 2019 that Maria was no longer just a reporter commentating on current history, but a symbol of how easily it could be undone. That was the paradox of the new media. It was meant to take us further into the future; instead, it has brought back the past – misogyny we had thought conquered, regimes thought laid to rest. The very form of social media scrambles time, place, proportion: terror attacks sit next to cat videos; the latest jokes surface next to old family photos. And the result is a sort of flattening, as if past and present are losing their relative perspective. 
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