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    Apresentação




    Esta coletânea de textos sobre os aspectos éticos e os impactos da Inteligência Artificial (IA) no Brasil e na América Latina é não só bem-vinda, mas extremamente oportuna, em um momento em que o surgimento de novas e revolucionárias tecnologias de IA atraem a atenção e o debate de cientistas, profissionais, reguladores e membros da sociedade civil em todo o mundo.




    Este trabalho é fruto, acima de tudo, da dedicação e esforço pessoal dos editores do livro e dos organizadores do seminário que originou vários destes textos. Mas também é preciso destacar o apoio do Centro de Inteligência Artificial da Universidade de São Paulo (C4AI), resultante da parceria entre a USP, a IBM e a FAPESP, para a construção e estabelecimento do que é hoje, na minha opinião, o centro de pesquisa em IA mais importante da América Latina, e que patrocinou este esforço de forma pioneira.




    Como vice-diretor e fundador do C4AI, desde o início considerei que seria fundamental que o C4AI abrigasse, entre suas áreas de atuação, a coleta e análise de dados e a reflexão científica sobre tanto as novas questões éticas suscitadas pela IA como os seus impactos na sociedade. Para tanto, o C4AI decidiu apoiar em 2020, através de um projeto temático, um grupo notável de professores, pesquisadores e estudantes da USP e outras instituições parceiras cujo conhecimento e interesse estão alinhados com os desafios que a tecnologia de IA está criando para a nossa sociedade. A realização, por parte deste grupo, do seminário internacional, em dezembro de 2021, de “Inteligência Artificial: Democracia e Impactos Sociais” foi um marco no Brasil, como o primeiro evento científico, de alto nível acadêmico e em grande escala, a abordar seriamente a questão dos impactos da IA na sociedade em diversos aspectos, inclusive no político.




    O foco de parte das pesquisas do C4AI em áreas tradicionalmente de Humanidades faz parte de uma postura da IBM de apoiar a formação, dentro da Universidade de São Paulo, de um centro de IA que não só agregasse os melhores pesquisadores da área, mas também que fosse plural e multidisciplinar. Em um contexto, comum no Brasil, de parcerias universidade-empresa focadas em problemas e necessidades específicas da empresa, a IBM propôs, na sua visão para o C4AI, uma perspectiva diferente, de apoiar a criação de um espaço onde alicerces fundamentais da disciplina de Inteligência Artificial estão sendo construídos com e pela comunidade científica, visando ao crescimento da pesquisa e da indústria da área no Brasil como um todo. Nesta visão, o C4AI tem apoiado a criação e disponibilização de bancos de dados e de código público, essenciais para a pesquisa e para a indústria de IA no país, bem como a formação de profissionais de diversos níveis, a difusão de informação e o fortalecimento do debate sobre temas e tecnologias.




    Nada mais natural que, como parte desta proposta, o C4AI patrocinasse a pesquisa e o debate nos temas de ética e impacto da IA na sociedade, visando tanto a coleta e análise de dados específicos da realidade brasileira e latino-americana como a reflexão e a discussão por pensadores conhecedores dessas realidades e comprometidos com a sociedade desses países. O primeiro resultado desse esforço foi o seminário internacional cujos trabalhos estão representados neste livro, complementados por textos convidados de pesquisadores de notório saber e conhecimento, como Dora Kaufman, Lúcia Santaella, e Juliano Maranhão.




    Esta compilação inclui também artigos sobre desinformação e fake news, sobre casos de viés na sociedade brasileira, sobre impactos no futuro do trabalho no Brasil e na América Latina e como eles estão sendo percebidos por trabalhadores, sobre ética e direito de IA, entre outros temas relevantes. Com a publicação deste trabalho, a discussão sobre a ética e os impactos de IA ganha não só uma imensa e oportuna coleção de informações e ideias, mas uma referência obrigatória para qualquer pessoa ou entidade que queira ou esteja engajada na discussão dessas questões.




    Parabenizo novamente os editores e autores desta obra, bem como os organizadores do seminário que a produziu, por fazerem uma contribuição essencial, fundamental e, acima de tudo, necessária ao debate sobre impactos da IA na sociedade brasileira. E conclamo a continuidade deste trabalho, analisando as novas questões que o rápido desdobramento e avanço das tecnologias de IA requerem, e do seu emprego em crescimento acelerado em problemas e necessidades em todas as áreas da economia e do conhecimento.




    Claudio Pinhanez




    Vice-Diretor C4AI 




    Cientista Sênior, IBM Research Brasil


  




  

    Prefácio




    Em décadas passadas, o estudo acadêmico sobre inteligência artificial progrediu lentamente ao mesmo tempo que obras de ficção científica abordavam questões ligadas ao efeito dessa tecnologia nas relações pessoais e sociais. O explosivo avanço das inteligências artificiais em anos recentes trouxe para o terreno da realidade concreta inúmeras dessas questões. Hoje é urgente conceituar a inteligência artificial, examinar sua regulação, investigar seus impactos, levando em conta sua capacidade de informar e desinformar, de influenciar opiniões e eleições, e pensando nas conexões entre inteligência artificial, ética e mercado de trabalho. Tudo o que estava no ninho da ficção, repentinamente, se tornou urgente.




    Dado esse contexto, o seminário internacional “Inteligência Artificial: Democracia e Impactos Sociais”, ocorrido em dezembro de 2021, foi um evento de grande importância não só para a academia, mas para a sociedade como um todo. O seminário contou com dezenas de trabalhos selecionados após árduo processo de revisão, apresentados a uma audiência de milhares de pesquisadores (e cidadãos) interessados. Realizado em meio à pandemia causada pelo Covid-19, o seminário ocorreu de forma remota e distribuída, congregando pesquisadores de todo o mundo com o objetivo comum de compreender aspectos da nova onda tecnológica imposta pela inteligência artificial. O seminário foi o primeiro evento internacional dessa natureza no Brasil e ofereceu a semente a partir da qual o comitê organizador pôde construir o presente volume, convidando autores para contribuições feitas tanto durante quanto após o encontro. O evento contou ainda com merecidas homenagens a dois pioneiros da transformação digital brasileira, os Professores Demi Getshko e Hartmut Richard Glaser, além de contar com palestras e mesas redondas, e sessões sobre ética, regulação, trabalho, informação e democracia.




    Esse conjunto de atividades foi inicialmente concebido por colegas do Center for Artificial Intelligence (abreviado “C4AI”), um centro de pesquisa sediado na Universidade de São Paulo e criado em 2020 a partir do suporte da IBM Corporation e da Fundação de Amparo à Pesquisa do Estado de São Paulo (FAPESP). Para a Universidade de São Paulo (USP), o seminário abriu uma oportunidade excepcional de colaboração entre seus pesquisadores da área de humanidades e das áreas tecnológicas. Esse tipo de colaboração é frequentemente desejado e perseguido, mas raramente atingido. O presente volume continua esse esforço de integração que, por um lado, é essencial para a Universidade e por outro é importante para que a sociedade possa se beneficiar de toda a excelência intelectual na produção de ciência e conhecimento presentes na Universidade.




    Cabe aqui rapidamente informar ao leitor sobre a posição do Brasil nesse debate mundial. Dados da OCDE, divulgados pela Fapesp em 2020, colocam anualmente o Brasil como um dos 15 maiores produtores de artigos científicos e tecnológicos sobre inteligência artificial, em geral entre a décima e a décima terceiras posições (Gráfico 1). Trata-se de uma posição surpreendente porque o país passou, nos últimos dez anos, por sucessivas crises no orçamento de Ciência, Tecnologia e Inovação.
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    Fonte: Revista FAPESP, n. 291 - maio 2020.




    Outro indicador relevante, concebido pela Universidade de Tsingua (uma das mais importantes da China) em seu “China AI Development Report 2018”, é a quantidade de talento em cada país, onde talento é medido por meio de indicadores de influência na pesquisa: nessa métrica, o Brasil aparece em oitavo lugar no mundo. Essa mesma métrica, aplicada a instituições, traz um resultado interessante para a USP, colocando-a em quinto lugar no mundo.




    De fato, a USP tem mantido uma posição de liderança no cenário brasileiro de inteligência artificial há décadas, com vários grupos, em várias de suas unidades, produzindo resultados de qualidade (Gráfico 2). O C4AI é parte de um esforço da Universidade para continuar contribuindo de forma decisiva em conjunto com vários grupos parceiros, notadamente da Pontifícia Universidade Católica – São Paulo, do Instituto Tecnológico da Aeronáutica - ITA, e da Fundação Educacional Inaciana – FEI.
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    Fonte: Revista FAPESP, n. 291 - maio 2020.




    Em uma perspectiva mais ampla, o C4AI é um dos inúmeros centros de pesquisa em inteligência artificial criados no Brasil e no mundo ao longo dos últimos anos. Centros como o MILA (https://mila.quebec/) e o OBVIA (https://observatoire-ia.ulaval.ca/), ambos no Canadá, ou o IRCAI (https://ircai.org/), na Eslovênia, têm objetivos ambiciosos, colocando centenas de pesquisadores em contato para acelerar trocas e avanços. O Brasil já conta com variados centros, como por exemplo o Centro de Excelência em IA, CEIA, em Goiás, ou os vários centros criados com suporte da FAPESP, vários dos quais com suporte também do governo federal.




    Entre os centros com suporte da FAPESP está o C4AI, cujo parceiro fundador é a IBM, ela própria uma empresa de grande tradição inovadora em IA. As atividades do C4AI ocorrem dentro do Programa de Centros de Pesquisa da FAPESP, uma iniciativa vitoriosa que une financiamento público com parceiros privados dispostos a investir no futuro.




    Embora os méritos desse volume estejam inteiramente com seus organizadores e autores, o C4AI teve o privilégio de facilitar e apoiar todo o processo, ajudando assim a fomentar o amplo debate sobre inteligência artificial e a disseminação desse debate na sociedade. Com efeito, a missão do C4AI é em parte produzir pesquisas avançadas em inteligência artificial no Brasil, mas também debater e disseminar os principais resultados dessa área e transferir a tecnologia para a sociedade. Entre seus desafios de pesquisa, estão o desenvolvimento de ferramentas para processamento de línguas do Brasil, tanto a língua portuguesa quanto as línguas indígenas do Brasil; o desenvolvimento de técnicas que unem aprendizado de máquina, representação de conhecimento e tomada de decisão em domínios como segurança alimentar, sustentabilidade do oceano, diagnóstico de condições médicas. E finalmente, e principalmente em nosso presente contexto, o C4AI conta com uma rica equipe de pesquisadores preocupados com o impacto da inteligência artificial na sociedade. Essa equipe, que conta com pesquisadores da USP e de outras instituições, confere ao centro uma capacidade de abordar problemas multidisciplinares que não é em geral encontrada em outros centros ao redor do mundo.




    A importância de uma equipe multidisciplinar não pode ser minimizada quando falamos de inteligência artificial. Não sabemos exatamente para onde a tecnologia vai: teremos provavelmente avanços significativos em agentes conversacionais que possam ter confiança em suas informações, bem como sistemas de predição a partir de quantidades cada vez maiores de dados. A única certeza para os próximos anos é que esta tecnologia continuará a evoluir e a nos surpreender. Seus efeitos na sociedade se multiplicarão e será necessário, mais que nunca, ter a capacidade de lidar com questões complexas que combinam conhecimentos técnicos com aspectos legais e sociais.




    Este volume, e o seminário que o precedeu, prova que a C4AI, a USP, o Brasil, contam com pesquisadores capazes de se antecipar a tais movimentos e de resolver problemas que até pouco tempo atrás pertenciam à ficção científica.




    Fabio Cozman




    Diretor do C4AI




    Professor Titular de Mecatrônica da USP


  




  

    Introdução




    O C4AI nasceu de um edital para o estabelecimento de um centro de pesquisa em inteligência artificial, divulgado no primeiro semestre de 2019, lançado pela empresa IBM e a FAPESP. Na chamada, algumas palavras-chave conduziram às propostas recebidas: proposição de algoritmos e estratégias que evoluíssem o estado da arte em representação profunda do raciocínio e do conhecimento, com atenções voltadas à inteligência artificial em português, aplicada à indústria e focada na promoção do bem. No segundo semestre do mesmo ano, a Universidade de São Paulo (USP) juntamente com instituições parceiras – Instituto Tecnológico de Aeronáutica (ITA), Pontifícia Universidade Católica de São Paulo (PUC-SP), e Centro Universitário da Fundação Educacional Inaciana “Padre Sabóia de Medeiros” (FEI), receberam a grata notícia de que fariam parte de um novo centro dedicado à inteligência artificial.




    A missão recebida era importante e a equipe interdisciplinar e interinstitucional passou a enveredar esforços para construir, em tempos que posteriormente se mostraram muito mais desafiadores do que o esperado, aquele que seria, futuramente, um dos centros de inteligência artificial pioneiros no Brasil. Finalmente, o então chamado Centro para Inteligência Artificial (C4AI) foi formalmente inaugurado em 13 de outubro de 2020 e, desde então, como parte da IBM’s AI Horizons Network, tem trabalhado com o objetivo de acelerar a pesquisa e a aplicação de inteligência artificial. Sob a coordenação dos pesquisadores doutores Fabio Gagliardi Cozman (Diretor) e Claudio Pinhanez (Vice-diretor), o C4AI hoje conta com mais de 250 professores, pesquisadores e colaboradores das mais diversas áreas do conhecimento trabalhando para a evolução do conhecimento científico na área, para o posicionamento do Brasil como um player relevante em inteligência artificial no mundo, e para o desenvolvimento da sociedade brasileira para o acolhimento da inteligência artificial e todos os seus efeitos e consequências com seriedade, ética e responsabilidade.




    Com um olhar transversal amplo e rigoroso, o C4AI conta com coordenações para o desenvolvimento científico, tecnológico e educacional na área de inteligência artificial, para a promoção da diversidade e inclusão de comunidades sub-representadas no cenário da inteligência artificial, para a relação da inteligência artificial com a sociedade e a indústria sob um modelo sustentável de prosperidade econômica, para relações internacionais e o fortalecimento da divulgação científica. Nesse sentido, o C4AI possui um Comitê de Diversidade e Inclusão (CID), sob a coordenação da Professora Renata Wasserman e do Professor Valdinei Freire, com a promoção de diversidade e inclusão em IA, em especial com atividades para mulheres, pesquisadoras em início de carreira, estudantes e professores afrodescendentes e pesquisadores que se identificam dentro da comunidade LGBTQIAP+, objetivando maior diversidade e inclusão no quadro de profissionais atual e futuro de IA.




    Dentro do contexto do C4AI, um fato se destaca: o estabelecimento de pesquisas que estão voltadas para impactos humanos e sociais da inteligência artificial. O grupo de Humanidades tem desempenhado um papel fundamental ao pautar assuntos relevantes e delicados como o impacto da inteligência artificial para o futuro do trabalho, o aumento da desigualdade social, os riscos que envolvem segurança e privacidade, a questão da regulação, os dilemas éticos envolvidos, os problemas ligados à informação, aos sistemas político-partidários e para a própria democracia, e questões relativas à qualidade da interação entre agentes inteligentes e humanos. Todos esses assuntos são apenas alguns exemplos de agendas de pesquisa desenvolvidas pelo chamado “desafio” de Humanidades e Inteligência Artificial.




    Num esforço de incentivo à colaboração entre pesquisadores de todo o Brasil, o grupo realizou em dezembro de 2021 o I Seminário Internacional de Inteligência Artificial do C4AI, com o tema “Democracia e Impacto Social”. O seminário foi motivado pela necessidade de criar um fórum brasileiro multidisciplinar de reflexão sobre como a inteligência artificial pode contribuir para fragilizar ou fortalecer as instituições democráticas e os princípios norteadores da vida em sociedade.




    Foram dez meses de planejamento e preparo que contaram com uma equipe de mais de 20 professores, pesquisadores e alunos de diferentes unidades da USP, PUC-SP, CEBRAP, NIC.BR, Instituto Avançado de Proteção de Dados (IAPD), Observatório da Inovação e Competitividade (OIC), Instituto de Estudos Avançados (IEA-USP) e, obviamente, do C4AI. O seminário aconteceu entre 13 e 14 de dezembro de 2021, de maneira online, e foi precedido por um conjunto de oito webinars, com 21 convidados que apresentaram resultados de pesquisa nas áreas de legislação e regulação, inovação, desinformação, robótica social, implicações sociais da inteligência artificial, segurança pública, educação, viés algorítmico e (des)igualdade. A visibilidade do seminário alcançou 63 países e teve mais de 5.445 visualizações no conteúdo publicado em seu website. Nos dias de execução dos trabalhos, quatro pesquisadores internacionais e convidados ilustres foram chamados para comentar os assuntos apresentados nas mesas e sessões de pôsteres, com um público de quase 1.000 pessoas. Para a composição das mesas e sessões de discussão da pesquisa em inteligência artificial e humanidades no Brasil e no mundo, o seminário contou com uma chamada para submissão de pesquisa que recebeu 103 trabalhos. Avaliadas no formato duplo-cego, por um comitê científico formado por 24 pesquisadores, as submissões foram filtradas e 30 trabalhos de pesquisa foram aceitos para exposição e discussão durante o seminário (29% de aceite).




    Os 30 trabalhos foram amplamente discutidos durante o seminário e posteriormente convidados para a produção de artigos completos para publicação. Parte dos trabalhos seguiram para publicação em um encarte especial da Revista do IEA, dedicado à Inteligência Artificial, e outra parte foi destinada à composição do presente livro. A fim de organizar o conhecimento apresentado no livro, os trabalhos foram organizados em capítulos dentro de cinco seções temáticas: desinformação, futuro do trabalho, ética e justiça, casos de estudo brasileiros e ensaios e mapeamento.




    A seção de desinformação é composta por dois textos. O primeiro texto, de autoria de Christophe Marret, Marislei Nishijima e intitulado “The European regulation designed to protect the 2019 elections from disinformation and micro-targeting advertising”, defende que embora tenham ocorrido algumas iniciativas de combate às fake news nos últimos tempos, ainda há um longo caminho a ser percorrido até que seja alcançada uma solução efetiva. Os autores defendem que uma das melhores maneiras de atacar o problema é por meio de ações conjuntas entre Estados e empresas, na direção de aplicar uma corregulação para o fenômeno. No segundo texto, intitulado “Consórcios de informação: blockchain e machine learning como ferramentas para redução de fake news”, os autores João Tadeu Alves dos Santos e Célio Bermann partem para uma discussão centrada em soluções técnicas para o combate às fake news. Para esses autores, um modelo baseado em consórcios de informação capaz de validar as informações por meio de blockchain pode garantir segurança e transparência. Ainda, os autores ressaltam a relevância de habilitar ferramentas com base em aprendizado de máquina tanto para rastrear notícias que são propagadas com elevada velocidade na internet quanto para verificar a confiabilidade delas via comparação com o que já foi validado via blockchain.




    Quatro textos compõem a seção de futuro do trabalho discutindo uma tese de oposição ao “fim do trabalho humano” como efeito da inteligência artificial, a percepção de trabalhadores em relação aos impactos da inteligência artificial e dos robôs no mercado de trabalho, e os processos de automação via inteligência artificial usados em plataformas de recrutamento online. No primeiro texto, a tese de oposição ao “fim do trabalho humano” é apresentada defendendo que o efeito do uso de tecnologias de inteligência artificial não seria a substituição do trabalho humano, mas sim a radicalização da “plataformização” do trabalho no contexto de tarefas não especializadas. Esse texto é intitulado “O trabalho vivo humano dissimulado pela metáfora da “inteligência artificial” e é de autoria de Claudia Nociolini Rebechi, Rafael Grohmann e Roseli Figaro. A discussão que se segue nesta seção aborda a percepção humana sobre os efeitos da inteligência artificial. Ian Prates, Leonardo Melo Lins e Fábio Senne, em seu texto intitulado “Are workers afraid to be replaced by artificial intelligence and robots? A comparative multilevel analysis between Latin American and European countries”, analisam as diferenças existentes na percepção de trabalhos de países latino-americanos e europeus sobre os impactos da inteligência artificial no mercado de trabalho, e se robôs são percebidos como uma ameaça à estabilidade ocupacional em seus respectivos países. Os autores informam que o medo da perda de emprego é maior nos casos em que o posto de trabalho se relaciona a tarefas repetitivas, e que esse temor é especialmente sentido na Europa. Além disso, os resultados do estudo ainda apontam divergências de percepções em relação a trabalhadores latinos e europeus e no que diz respeito a países mais ou menos desenvolvidos em cada uma dessas regiões. A seção traz uma discussão sobre como os processos automatizados por inteligência artificial utilizados no recrutamento online podem inserir vieses indesejados e influenciar a dinâmica de contratações. A discussão é apresentada no texto intitulado “Acesso tecnológico desigual como viés no recrutamento mediado por algoritmos” de Raquel Prá. A autora enfatiza que os algoritmos aplicados identificam a relação entre vagas e candidatos com base nas características de cada um, entretanto, embutem viés de gênero, etnia e enfatizam a desigualdade social diante dos problemas de letramento digital e de acesso à internet. A seção é finalizada com o artigo de Thiago Meireles, intitulado “A inteligência artificial e mercado de trabalho formal no Brasil”. Nele, o autor utiliza dados da RAIS e de um índice de vulnerabilidade das ocupações para desenvolver modelos preditivos (ARIMA e ETS) que estimam o impacto da inteligência artificial no mercado formal brasileiro.




    Ética e justiça são abordadas nos textos “Progressos, falhas e novas perspectivas em IA ética” de Daniela América da Silva, Johnny Cardoso Marques e Paulo Marcelo Tasinaffo e “Devido processo informacional: origem e incorporação pelo direito brasileiro” de Renato Leite Monteiro e Sinuhe Nascimento e Cruz. Esses textos constituem a terceira seção temática do presente livro. No primeiro texto, é analisada a literatura correlata à ética e à inteligência artificial sob a égide de três questões de pesquisa: quais são os principais problemas éticos trazidos pela inteligência artificial, quais são os guias e frameworks disponíveis para lidar com esses problemas, e como colocar a inteligência artificial ética em operação ou uso. Como resultado, é proposto um modelo para operacionalizar o processo de inteligência artificial ética. No segundo texto, os autores estudaram o conceito de “devido processo informacional” tal como concebido no debate norte-americano, a partir do pressuposto que interferências do Estado na esfera de direitos de um cidadão e decisões automatizadas devem ser equivalentes no sentido que ambas devem ser proporcionais, motivadas e fundamentadas e proporcionar ao indivíduo a possibilidade de se defender e contestar a decisão, ou seja, as decisões automatizadas não estão isentas de oferecer salvaguardas e garantias procedimentais.




    A quarta seção do livro traz casos de estudo contextualizados no cenário nacional. São dois estudos aplicados que revelam o resultado do uso da inteligência artificial na sociedade brasileira. Os textos abordam o reconhecimento facial automatizado e a análise de tweets. Rodrigo Brandão, João Lucas Oliveira e Leôncio Júnior apresentam o texto intitulado “Reconhecimento facial, viés algorítmico e intervenção humana: o caso do transporte público em grandes municípios brasileiros”, no qual pautam a necessidade de discussão sobre o uso da tecnologia de reconhecimento facial por parte do setor público brasileiro. A hipótese dos autores é que esse setor não está preparado para fazer o uso adequado de tais tecnologias, pois ignoram o efeito de reforço à discriminação preconceituosa como no caso de racismo e misoginia. Em outra seara de aplicação, o texto intitulado “Mineração de dados eleitorais via Twitter: análise das campanhas políticas para a Prefeitura Municipal de São Paulo nas eleições de 2020”, de Caio Scaravajar, Cynthia Correa e Adriane Holanda, engloba uma série de análises e discussões sobre as campanhas eleitorais de 2020 para a prefeitura da cidade de São Paulo, mediante questões como contabilização do engajamento nas postagens dos candidatos e formatos de conteúdo que mais atraem a atenção do eleitor. Por fim, é apresentada uma identificação de grupos temáticos referentes a assuntos abordados pelos candidatos.




    A quinta seção do livro é composta por dois ensaios e um mapeamento da literatura. Marisa Russo e Rita Feodripe, autoras do ensaio intitulado “The ethical and military factors of artificial intelligence (AI) in selected countries national guidelines”, focam na regulamentação dos sistemas de armamento autônomo letal, para uso em situações de conflito. A tese desenvolvida é sobre a necessidade de criação de um código ético universal para guiar as discussões científicas e diplomáticas na área, considerando o uso de inteligência artificial nesses sistemas, e sobre a hipótese de que há uma intenção de fortalecimento de posições políticas dentro das discussões relacionadas ao tema, e que é urgente que a discussão siga para o âmbito da ciência, da inovação e da diplomacia. Já o ensaio intitulado “O afrofuturismo como ferramenta de combate ao racismo algorítmico”, de Rafael Silva Souza (Vida), traz luz à relação do afrofuturismo com o combate ao viés algorítmico. O autor discorre sobre como o comportamento de um usuário nas suas ações online precisa ser chamado à responsabilidade visto que impacta a maneira como algoritmos dão voz a estéticas e narrativas enviesadas. Ainda, segundo o autor, a geração de conteúdo em larga escala também molda o insumo usado para treinamento de algoritmos com base em técnicas de inteligência artificial, que por muitas vezes, reproduzem comportamentos racistas e ofensivos nas suas tomadas de decisão. Nesse cenário, o papel de legislações e princípios de design são colocados como essenciais no cenário do combate ao racismo algorítmico. Por fim, o autor coloca os princípios do afrofuturismo como uma maneira de dar força ao combate. Finalmente, o assunto abordado pelos autores Bruno Elias Penteado, Marcelo Fornazin e Leonardo Castro, no mapeamento intitulado “Mapping the scientific debate on the regulation of artificial intelligence in healthcare: an exploratory study”, discute a expectativa sobre definições de limites para a aplicação de inteligência artificial na área de assistência médica e de políticas públicas na saúde. Para discorrer sobre esse assunto, os autores levantam a literatura na área, organizam informações que conduzem o debate neste tema, e estabelecem dimensões de investigação.




    O livro é concluído com uma seção de capítulos que trabalha com aspectos filosóficos, de conceituação, e ligados à governança e regulação de inteligência artificial. Intitulado “Por que a automação de processos robóticos não é senciente”, Lucia Santaella discute como a inteligência artificial pode simular emoções, mas não pode modelar a emoção tal qual ela é efetivamente sentida, o que a torna mais distante da consciência ou de um conceito de inteligência. Dora Kaufman, no capítulo intitulado “Inteligência artificial: o desafio e a relevância de conceituar a tecnologia”, busca definir inteligência artificial com o intuito de estabelecer responsabilidades entre o produtor e o usuário de determinada tecnologia, ou seja, esse é o caminho para a discussão de limites éticos impostos às aplicações e sistemas que carregam algoritmos de inteligência artificial. A uniformização de terminologias relativas às medidas de governança em sistemas de inteligência artificial é o tema examinado por Juliano Maranhão no capítulo “Governança com relação ao desenvolvimento e emprego de sistemas de inteligência artificial”. O autor discorre sobre a transparência (accountability) a partir do uso, da dimensão operacional, dos dados e dos modelos de inteligência artificial envolvidos bem como desenvolve os tópicos da confiabilidade e segurança, e da supervisão e monitoramento de inteligência artificial. Por fim, Paola Cantarini, em “Inteligência artificial, filosofia, e os valores construcionistas do Homo Poieticus”, indica como a inteligência artificial pode romper com as fronteiras epistemológicas estabelecidas e os saberes constituídos pela ciência tradicional. Mais especificamente, Cantarini advoga o entendimento da inteligência artificial com a chave transformadora de uma filosofia que traga resultados práticos, uma “poiética” construcionista, inclusiva, totalizante entre Homem e Natureza.


  




  

    The european regulation designed to protect the 2019 elections from disinformation and micro-targeting advertising
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    1. Introduction




    The alleged unlawful processing of personal user data acquired from Facebook by the company Cambridge Analytica raised severe concerns about the impact of data protection infringements on the 2016 US presidential and the 2017 UK general elections. Potemkina observes that the European political leaders’ and citizens’ perceptions that social networks could also be harmful to democratic elections made the European Union (EU) rapidly react to it, adapting its legislation to avoid the new threat (Potemkina, 2019, p.3 e p.11). The European General Data Protection Regulation (GDPR), ePrivacy Directive, and Regulation project, amendments of key regulations on political parties financing, and framework of actors’ responsibilities are among the most important decisions to sort out the potential problem.




    We study how the 2018 European GDPR was designed to reduce the electoral risk of manipulation on the elections of the European Parliament in May 2019 by social media platforms. We follow Alemanno to focus on two potentially dangerous mechanisms of social media platforms affecting the results of elections; the viral proliferation of fake news (disinformation) and the unlawful use of citizens’ data to target specific groups of strategic voters (micro-targeting and profiling) (Alemanno, 2018, p.1). Based on the literature and official reports review, we find three normative solutions to combat disinformation: co-regulation, legislative, and coercive approaches (Alemanno, 2018, p.1; Bode and Vraga, 2015, p. 619; Clayton et al., 2019, p.1; European Commission, 2018d, p.1; European Parliament 2019, L85 I/7; Haciyakupoglu et al., 2018, p.2; Lewandowsky et al., 2012, p.106; Mena, 2019, p.1; Nyhan and Reifler, 2010, p.303; Pennycook et al., 2019, p.1).




    The EU chose the co-regulation system, which is understood as the best way to regulate, given its flexibility. Still, it needs to be continuously well supervised (detecting and swamping fake news with other sources of information). Furthermore, the legislative and coercive approaches tend to be counterproductive since they could reinforce the auto-persuasion power of fake news, as pointed out by the literature.




    We also discuss the difficulties of enforcing the European regulation to a new digital economy in future elections since the “pluralist model of speech regulation” is effective only with the goodwill of publicly identified actors. Particularly, it is necessary to focus on the new threat of the “satellite” digital campaigns organized by undefined actors and, therefore, apparently impossible to be regulated with the current EU model. Thus, it is essential to continue developing other measures to combat the disinformation phenomenon, such as fact-checking education at school and better collaboration among public authorities, the digital industry, and society.




    Besides this introduction, section 2 contextualizes and discusses the different approaches to regulating fake news on social networks. Section 3 presents the chronology of the EU response and the challenging political microtargeting strategies used on those social networks. Section 4 discusses the EU legislative data protection framework in elections. Section 5 presents the EU regulatory approach for the 2019 elections and results. Section 6 discusses the limits of implementing regulatory approaches to a digital environment. Finally, the last section brings the main findings.




    2. Social Media, Fake News, and Existing Regulatory Responses




    The technology evolution of digitalization has disrupted the media industry (Waldfogel, 2017, p.195). In this sense, social media platforms, whereby any speaker is virtually able to reach a vast audience in seconds, have posed a new communication pattern to individuals worldwide. Unlike the centralized communication of traditional media, social media offers a decentralized way of communication. Social media also provides the service of classifying individuals according to their preferences based on their data on the platform. Thus, a speaker can buy customized profiles and disseminate information uncheckable or committed with any moral code of conduct or another pattern of quality (Allcott; Gentzkow, 2017, p.211). Furthermore, social media allows and stimulates massive dissemination of information - among them “fake news”- due to the internet information reproduction low cost (virtually zero), the artificial intelligence (AI) agents that automate the work of human propagators (Haciyakupoglu et al., 2018, p.2), the anonymization of the authors and sources of financial funding of certain messages, and the creation of personalized posts (“dark ads”) linked to the predicted behavior of each user by the algorithms and based on its collected personal data (“profiling” method).




    The disinformation problem is not a new phenomenon; before the advent of the Internet, it was seen as propaganda in which the mass media had been a vehicle that was exploited by both state and non-state actors to push messages that distort the opinions and emotions of people largely for promoting certain political agenda or ideology (Posetti and Matthews, 2018, p.1-2). However, the huge capacity of social media to disseminate disinformation very fast to a large population has hugely escalated the problem.




    A first difficulty to address the disinformation problem is to define “fake news”. The European Commission has adopted “fake news” as “verifiably false or misleading information that is created, presented, and disseminated for economic gain or to intentionally deceive the public, and may cause public harm”, “disinformation does not include reporting errors, satire and parody, or clearly identified partisan news and commentary” (European Commission, 2018, p.3-4). The BBC media group uses the definition “’false information deliberately circulated by hoax news sites to misinform, usually for political or commercial purposes.” BBC also distinguishes it from false news (UK Parliament and BBC, 2017, p.1), while The Guardian suggests the definition of “fictions deliberately fabricated and presented as non-fiction with [the] intent to mislead recipients into treating fiction as fact or into doubting verifiable fact” (UK Parliament and The Guardian, 2017, p.3). Allcott and Gentzkow define fake news as “news articles that are intentionally and verifiably false, and could mislead readers” (Allcott; Gentzkow, 2017, p.213). Nyhan, however, brings the concept of “misperceptions” when a speaker sincerely believes in some event and does not require his knowledge of a speaker’s intent in making claims, which can rarely be established with certainty, and bring additional difficulties to any process of regulation (Nyhan; Reifler, 2010, p.303).




    Even social media platforms have their definition of fake news. Since the 2020 US elections, they (Facebook, Twitter, among others) started to “regulate” the content published on their platforms. For instance, Facebook defines “fake news” as “a catch-all to refer to everything from news articles that are factually incorrect to opinion pieces, parodies and sarcasm, hoaxes, rumors, memes, online abuse, and factual misstatements by public figures that are reported in otherwise accurate news pieces” (Weedon; Nuland; Stamos, 2017, p.4). Weedon et al. observe, however, that Facebook uses the term “catch-all” to minimize the scope of the disinformation concept (Weedon; Nuland; Stamos, 2017, p.4).




    Once an adequate definition for “fake news” is established, the need arises regarding how a regulatory system could deal with the disinformation. The problem is more challenging in an environment of digitalization with fast technological transformation, where regulatory apparatus is always delayed. We follow Koop and Lodge to think of regulation as an interdisciplinary concept but keep in mind the economic regulation in a broad sense to keep markets having good operation conditions for all individuals (Koop, Lodge, 2015, p.1-11)




    Alemanno points three solutions to combat disinformation on the current social network platforms (Alemanno, 2018, p.2-4). The first is a ‘state intervention’ since public authorities are expected to police the social media environment, where the main risk is creating a “Ministries of Truth” to “model” the citizens’ point of view under an authoritarian power. The second solution is the ‘accountability of the platforms for all the editorial content’ of what is published by third parties on their networks, which imposes penalties to entities that engage in content creation and circulation of “illegal content” by laws, regulations, or directives. The author classifies this approach as coercive since the legislator and the court can decide what is fake news or outsource this responsibility to social media. The author also points to the weakness of a platform “pay-as-you-go business model”, reimbursed by “clicks”, in playing the role of arbiter’s truth. Both previous approaches are flawed by the delay in the judgment after fake news stories get denounced as potentially false since it takes time to make the story viral. Finally, the third approach consists in ‘“swamping” the fake news’ with various news from other sources and different points of view on the user’s page. The idea is to cancel the “bubble filters” effect that encloses the user in a flow of information with similar points of view providing him/her with more context and alternative views.




    Facebook has been experimenting with the third method voluntarily since 2017 with its product “Related Articles”. The company’s ambition is to provide “easier access to additional perspectives and information, including articles by third-party fact-checkers” (Facebook and Su, 2017, p.1). However, Bode and Vraga observe that this method still leaves open the deeper problem of algorithm fact-checkers quality (even when done through artificial intelligence): by whom and how will news be evaluated and considered as fake (Bode; Vraga, 2015, p.631)? Mena and Clayton show that flagging false news on social media platforms may help the current efforts to combat sharing of deceiving information on social media (Mena, 2019, p.1) (Clayton et al., 2019, p.1). In turn, Lewandowsky et al. observe that flagging fake news may reinforce false beliefs since labels as flagging may help people distinguish between true and false, not knowing what is true or false (Lewandowsky et al., 2012, p.106) (Nyhan; Reifler, 2010, p.303). Pennycook et al. argue in the same direction, warning that labels may lead to a modest reduction in perceived accuracy of false news stories but also result in unlabeled false reports being seen as accurate (or “implied truth” effect) (Pennycook et al., 2019, p.1). Also, a self-regulated maximization profits company represents the opposite incentives desired by regulatory institutions, since no good practice is guaranteed if it reduces profits (Viscusi et al., 2005, p.358).




    The European Union Commission adopted a co-regulatory approach, which combines state intervention and accountability of the platforms to deal with data protection. They avoided the “swamping” type of regulation given the controversy of its results shown in the literature.




    3. Chronology, Regulation and Micro-targeting Mechanism




    We follow Potemkina to present a brief chronology of the EU legislative response to social media events (Potemkina, 2019, p.2.). On the 19th of March, 2018, the New York Times and The Observer published articles about the leak affair, or the Cambridge Analytica using private data of Facebook to sell access to profiles that could be politically influenced to people connected to Donald Trump, before the U.S. 2016 presidential election.




    Facebook admitted two months later that (without admitting the information was sensitive) personal data of 87 million users had been transmitted to Cambridge Analytica by an application, including 2.7 million Europeans (official figures from Facebook, still contested by Cambridge Analytica). Thus, Cambridge Analytica helped the Republican Party send micro-targeted advertisements to “strategic” or specific profiles of American citizens to influence their votes. However, according to Levy, based on an experiment on Facebook users, social media algorithms did not change political preferences but may limit exposure to counter-attitudinal news and thus increase polarization (Levy, 2021, p.831). In this sense, the increased polarization can incentivize people to vote, noting that voting is not mandatory in the U.S.




    Shortly after the leak, the European Commission (EC) protested and asked for a public hearing of the Facebook and Cambridge Analytica board members, including Mark Zuckerberg, and an investigation based on the information leak of the 2.7 million European users. The EC had kept close contact with the US Federal Trade Commission since disclosing data leaks. Mark Zuckerberg apologized in front of the US Congress on April 11, 2018. In the EU Parliament on May 23, 2018, Facebook agreed to collaborate for better supervision during the European elections of May 2019. On April 26, 2018, the EC published the official communication “Tackling online disinformation: a European Approach,” which so far has been the guideline of the EU policy on the issue. On May 25, 2018, the general data protection regulation, GDPR, entered into force (it had signed on April 14, 2016). On June 25, 2018, the European Parliament adopted a resolution to force Facebook to comply immediately with the EU regulation, mainly on personal data (GDPR) and communication (e-Privacy Directive) and asked the European Union Agency for Cybersecurity (ENISA) to conduct an audit on the situation. On September 12, 2018, in his annual “State of the Union Speech” on the European Parliament, the President of the EUC Jean-Claude Juncker urged the European institutions to take actions for “fair elections” and announced his intention to undertake several measures to counter manipulation during the election campaign (Juncker, 2018, p.1). In September 2018, under the pressure of the EU Commission, Google, Facebook, Twitter, Mozilla, and several other private companies signed the “EU Code of Practice on Disinformation.” The EC proposed a “security package” to the European Council in Salzburg on September 19 and 20, 2018, the “Commission guidance on applying Union data protection law to the electoral context.” This package guides applying the GDPR to the electoral context and provides a list of legislative measures to adopt/amend the European laws to the new electoral context (European Commission 2018a). As an example, amending the 2014 law regulation on funding of European political parties and foundations is suggested/OU the 2014 law regulation on funding of European political parties and foundations was amended to allow financial sanctions in case of infringement to the new legislation about disinformation and personal data protection.




    3.1. The Reactive Response of the EU to the Microtargeting Approach




    Barbu defines microtargeting as a sampling process based on detailed segmentation of the target audience, mostly in online commercials, but it was first used during American election campaign lobbying. Tom Agan defines microtargeting as “a way to successfully create personalized messages or offers, correctly estimate their impact (in regard to sub-grouping) and delivery directly to individuals” (Barbu 2014, p.44).




    The engagement with the electorate is the basis of the democratic process. In the history of democracies, parties and candidates have always tailored electoral communication to groups of audiences, considering the specific interests of each. However, developments in micro-targeting of voters based on the unlawful processing of personal data, as revealed in the Cambridge Analytica case, have a different nature. It illustrates the challenges posed by modern technologies and the great importance of data protection in the electoral context. Data protection has become a key issue for individuals and for the functioning of democracies because it constitutes a serious threat to a fair, democratic electoral process and has the potential to undermine open debate, fairness, and transparency, which are essential in a democracy (European Commission 2018c).




    The innovative approach of social media to electoral marketing is deeply linked with the problematics of disinformation. Targeting the electoral audience was not born with the Internet advent, but novelty lies in its major amplification thanks to the power of internet high-speed networking (Haciyakupoglu et al. 2018, p.2). According to Allcott and Genztkow, the known false news stories that appeared in the three months before the 2016 American election, those favoring Donald Trump were shared totalling 30 million times on Facebook, while those favoring Clinton were shared 8 million times (Alcott; Gentzkow, 2017, p.212). Yet, people are much more likely to believe stories that favor their preferred candidate, especially if they have ideologically segregated social media networks.




    Another challenge is the way the candidate/party manages to constitute its own database of voters’ personal data: in the Cambridge Analytica case, the actors clearly used an illicit way to get those data. The data processor did not get a formal consent from the users for this specific processing and electoral finality (European Commission 2018c).




    Profiling1 can be used to micro-target individuals, namely to analyze personal data to identify the particular interests of a specific audience or individual to influence their actions. Micro-targeting may be used to offer a personalized message to an individual or audience using an online service, social media for instance. The combination of personalized micro-targeting fake news messages based on a profiling process of illicitly acquired personal data can be very harmful to the electoral process and to the credibility of the electoral results (European Commission 2018c; European Parliament 2016).




    González observes that both sides in the 2012 and 2016 US presidential elections used personality profiling software. The author calls attention to products and apps - such as IBM Watson, Crystal, and Apply Magic Sauce - to create profiles based on social media information and digital footprints, and alternative ways to analyze personalities through social media profile photos and emotional analytics software (González, 2017, p.11). Condliffe minimizes the importance of profiling given the lack of evidence of “psychographics” to influence people’s political behavior (Condliffe, 2017, p.1). However, Levy has strong evidence that microtargeting is able to increase polarization (Levy, 2021, p.831)




    According to the European Commission (2018a), microtargeting is not an illicit tool when not using illicit personal data, but the democratic process needs to be protected from the impact it produces on individuals, for example, when personalized messages affect the individual decision of voting. Micro-targeting can impact the decision and psychology of voters and rise “strategic” (Alvarez and Nagler, 2000, p.57) and “tactic” votes (Dommett and Temple, 2018, p.195). For example, in the UK general elections of 2017, the authors highlighted the role of a website, the “Swap my Vote” that “uses social media to help pair voters who want to swap, each casting each other’s preferred vote where it could count for more” (http://www.swapmyvote.uk) (Dommett and Temple, 2018, p.195).




    The last elections of the European Parliament in May 2019 (the first European-scale ones after the entry in force of the GDPR on May 25, 2018), seem not to have been impacted significantly by political micro-targeted advertisements. However, it is still early to conclude whether the newly adopted European legislation (mainly the GDPR of 2018) and its supervised co-regulation approach based on partnerships with the major platforms (through the “EU Code of Practice on Disinformation” of September 2018) had a real and significant impact on this result. Compared to the 2016 US Presidential Elections tainted by the Cambridge Analytica affair, based on preliminary analysis, the EU Commission declared that “the regulation contributed to exposing disinformation attempts and preserving the integrity of the elections while protecting freedom of expression. The highest turnout in the past twenty years (50.97 %) reflects the interest of the citizens for the Union and its importance for their lives” (European Commission and High Representative of the Union for Foreign Affairs and Security Policy, 2019, p.9). However, the greater engagement of the population in the elections may also reflect a social media influence, since as posted by Levy, social media does not affect opinions, but polarization incentivizes voters to vote in the elections, for example (Levy, 2021, p.831).




    4. The EU Legislative Data Protection Framework in the Context of Elections




    According to the European Commission (2018a), the data protection regime in place for the previous 20 years in the EU was not fully effective due to the fragmented application of the rules between the member states. The absence of formal cooperation between national data protection authorities and the limited enforcement powers of those authorities were the main cause. To solve these problems, GDPR harmonized key concepts, such as consent, empowerment of the users with the right to receive information about the processing of their data, clarified the conditions under which personal data can be further shared with third parties, the introduction of rules on personal data breaches, established a cooperation mechanism between the different national Data Protection Authorities (DPA) in cross-border cases, enforced their powers, and created the European Data Protection Board (EDPB). The EDPB groups, all national data protection authorities, and the European Data Protection Supervisor play a key role in the application of the GDPR by issuing common guidelines, recommendations, and best practices.




    In case of infringement of European data protection rules, DPAs have the power to investigate and punish the committer. They also have the power to impose fines up to EUR 20 million or, in the case of a company, up to 4% of its worldwide turnover. “In the electoral context, it is probable that the gravity of the infringement and the number of persons affected will be high. This might lead to the imposition of high-level fines, in particular considering the importance of the issue of citizens’ trust for the democratic process” (European Commission, 2018b, p.2).




    The Directive on privacy and electronic communications - or “e-Privacy Directive” (Directive 2002/58/EC of the European Parliament and Council) - completes the Union data protection framework and is relevant in the electoral context as it rules on the electronic sending of unsolicited communications, including direct marketing. The e-Privacy Directive also establishes rules on the storing and accessing information stored, such as cookies that may be used to track a user’s online behavior in smartphones and computers. The Commission’s proposal for a Regulation on privacy and electronic communications, the “e-Privacy Regulation follows the same Principia and widens its scope to include internet-based electronic communication services” (European Commission 2018c).




    4.1. Key Obligations and Rights of the Various Actors




    According to the European Commission (2018a), the GDPR applies to all actors of electoral contexts - such as European and national political parties and political foundations, platforms, data analytics companies, and public authorities responsible for the electoral process – and they must process personal data (names and addresses) lawfully, reasonably, in a transparent manner, and use it only for specified purposes. Personal data in the electoral context includes special categories of personal data, the sensitive data, such as political opinions, trade union membership, ethnic origin, religious beliefs, and sexual orientations. Moreover, since data analytics can infer sensitive information from sets of non-sensitive data, their processing also falls within the scope of the GDPR.




    4.2. Data Controllers and Processors




    The European Commission (2018a) defines the data controller as “the organization deciding (alone or with others) why and how the personal data is processed: the data processor processes personal data on behalf and under the instructions of the controller”, it may be the same organization as the data controller or an outsourced one. The ultimate liability lies with the data controller in charge of taking measures appropriate to the risks and that should be able to demonstrate its compliance with the GDPR.




    In the electoral context, several actors can be considered data controllers, such as political parties and foundations, individual candidates, and national electoral authorities. Platforms and data analytics companies can be (joint) controllers or processors depending on the degree of control over the processing.




    Companies based outside the EU also have to comply with the GDPR when their processing activities relate both to the offering of goods and services to residents and monitoring their behavior in the EU. This is the case of companies outside the EU, contracted by European companies to process the personal data of European voters. If the data processor is not a European organization, it needs to have a representative inside the EU, officially registered by a national DPA (European Commission 2018c).




    4.3. Special Conditions for “Sensitive Data”




    Election data controllers or data processors can only process personal data - including those obtained from social media – under the GDPR principle of lawfulness. Election data can be processed only based on a limited number of relevant grounds, under the individual’s consent, or under the performance of a task in the public interest (with some limitations regarding this second point). In addition, storing information, or gaining access to information already stored in the terminal equipment (computer, smartphone, through cookies, for instance), must comply with the e-Privacy Directive requirements, which means that users must give their consent again.




    Public authorities involved in the electoral context have the right to process personal data (lists of electors, for instance, containing name, surname, electoral number, physical address, etc.) to comply with legal obligations (the organization of the election, for example). However, political parties and foundations may do so only if authorized by the law of a Member State and only for advertising in the electoral context.




    The processing of sensitive data, such as the electoral profile of the individuals, is strictly prohibited by the GDPR, except for the political parties’ members. According to the “purpose limitation” principle, data processing should be specified at the time of collection and can only be further processed for a compatible purpose. Data collected by brokers or social media platforms for commercial purposes cannot be further processed in the electoral context. Political parties and foundations are responsible for ensuring that the data they receive from a third party has been obtained “lawfully”. In this case, the company should ask again for the user’s consent.




    4.4. Transparency




    According to the European Commission (2018a), the Cambridge Analytica case illustrated the importance of fighting opacity and of adequately informing the individuals about what they are contracting. They frequently have asymmetric information, not knowing who processes and for which purposes their personal data are used. According to the GDPR, the data controller must inform the individuals every time it intends to collect personal data, and at each stage of the processing, with the following information; the identity of the controller, purposes of the processing, recipients of personal data, source of the data when not collected directly from the person, the existence of automated decision-making, and any further information necessary to ensure fair and transparent processing. Also, this information has to be provided in a “concise, transparent, intelligible, and easily accessible form, using clear and plain language” (European Commission, 2018a, p.6). However, the feasibility of providing information to individuals at “each stage of processing” is still an open question.




    4.5. Profiling, Automated Decision-making, and Micro-targeting




    The EC defines “profiling” as a way to automatize data processing to analyze or predict aspects concerning personal preferences, interests, economic situations, etc. Companies can use profiling to micro-target individuals. Profiling analyzes personal data to identify particular interests of individuals aiming to influence their actions (European Commission 2018a). This can be made by personalized advertisements on web browsers or applications using “cookies”. In the electoral context, Cambridge Analytica mined the data collected from social media users to create voters’ profiles. Then, employing artificial intelligence to classify and identify voters that can be more easily influenced to affect the outcomes of the elections. Thus, the GDPR obliges all data controllers – political parties or data analysts working for them - to inform the individuals of their consequences when they use such techniques. It also provides that ““individuals have the right not to be subject to decisions based solely on the automated processing of their data”” (European Commission, 2018a, p.7).




    4.6. Security, Accuracy, and Impact Assessment




    The GDPR created a framework of supervision of the data controllers. Thus, the latter must notify any personal data breach of their system to their national DPA within 72 hours at the latest. They also must inform the individuals affected by a data breach without delay when the personal data breach is a risk to their rights and freedoms. In addition, the GDPR states that organizations and actors involved in the electoral process are fully responsible for the accuracy of personal data when collected and compiled from various sources. Finally, the GDPR requires the data controller to carry out a “data protection impact assessment” before using any data process which could risk individuals’ rights and freedom; this is the case when a data controller uses the “profiling” methods or when it processes sensitive data on a large scale (European Commission, 2018a, p.8).




    4.7. Rights of Individuals




    The GDPR recognizes individual rights to access and request the deletion of their personal data to protect voters. Individuals also have the right to have their incorrect, inaccurate, or incomplete data corrected if the processing is based on withdrawn consent, or the data is no longer needed, or the processing is unlawful. The GDPR also recognizes the right to object to processing even if the organization argues it is based on the “legitimate interest” or the “public interest” grounds. Thus, the right is not subject to decisions based solely on the automated processing of the personal data, that is, the “profiling” methods, but includes the right to file a complaint to a supervisory authority and the right to a judicial remedy (European Commission, 2018a, p.9).




    All these obligations and rights, derived from the GDPR and e-Privacy Directive, are intended to protect the individuals’ personal data, particularly their sensitive ones.




    5. The EU Approach for the 2019 Elections: Supervised Co-regulation with the “Code of Practice on Disinformation”, and Legislative Threats




    In October 2018, the EU published the “EU Code of Practice on Disinformation” as a practice to avoid problems in the elections of the European Parliament of May 2019 (European Commission 2018b). The code exemplifies the approach to tackle the disinformation problem based on a “partnership” with the major digital media companies - Facebook, Google, Twitter, Microsoft, Mozilla, among others. The signatories commit to scrutinizing advertisement placements to reduce revenues of the purveyors of disinformation, be transparent with the origin of the political advertisements, guarantee the integrity of information, and empower consumers and the community.




    The code also provides key indicators of performance (KPIs). The signatories committed to delivering an annual account of their work to counter disinformation in the form of a “publicly available report reviewable by a third party.” Furthermore, the signature of the code was followed by an assessment period of 12 months, during which the signatories met regularly to analyze its progress, implementation, and functioning.




    Online platforms and trade associations representing the advertising sector have submitted a baseline report in January 2019, setting out the inventory of the measures taken to comply with their commitments under the code. Between January and May 2019, the EC monitored the implementation of the commitments by Facebook, Google and Twitter with particular pertinence to the integrity of the European Parliament elections in May 2019. The EC asked the three platforms (signatories to the Code of Practice) to monthly report the actions undertaken to improve the scrutiny of ad placements, ensure transparency of political and issue-based advertising, and tackle fake accounts and malicious use bots. The EU published the companies reports and its assessment (European Commission and High Representative of the Union for Foreign Affairs and Security Policy, 2019, p.4) on its website, keeping them for five months.




    By May 2019, the EC concluded that the major platforms made significant progress towards political advertising transparency, their services integrity, and scrutiny of ad placements. However, the EC urged the platforms to improve their cooperation with fact-checkers in all member states and empower users to detect disinformation better. Platforms should also make additional datasets available to the research community (in particular, the EC claimed official access to the algorithms for academic purposes).




    However, in August 2018, Facebook launched a new public report, Ad Library Report, which “lets people see how many political and issues ads were run in a given country – as well as aggregated advertiser spend and top searched keywords in the Ad Library” (Facebook, 2018). One additional initiative of Facebook needs to be highlighted: the so-called “EU war room” in Dublin. Facebook built a team of 40 specialists working in an operation center to counter digital threats that would undermine the European Parliament elections (Scott, 2019, p.1). The team counted on coders, digital engineers and specialists in all of the EU’s 24 official languages, and it was split along national boundaries: the digital monitoring was not limited to disinformation but also to illegal contents, including hate speeches (Hinds, 2019, p.7).




    5.1. Effects of EU Code on the 2019 Parliament Elections




    In an open letter to the European press in February 2019, Mariya Gabriel (European Commissioner for the Economy and the Digital Society) and Sir Julian King (European Commissioner for the Union of Security) remarked that if the results on elections proved to be insufficient, they could propose other measures, including regulatory ones (Gabriel and King, 2019, p.1). Yet many observers doubted the determination of the EU, especially because of the strong lobbying work done by those major platforms in Brussels. According to the data protection NGO Corporate Europe Observatory, “while 2.25 million euros get Facebook rank 19 on the list of corporation’s biggest EU lobby budget, it ranks 4th among the corporations with the most lobby meetings at the Commission” in 2017 (Corporate Europe Observatory, 2018, p.2). In March 2019, the UK national newspaper The Guardian, based on the leak of internal Facebook documents, revealed a “secretive global lobbying operation targeting hundreds of legislators and regulators in an attempt to procure influence across the world”. The document includes details of how Facebook had lobbied European politicians to strategically head off “overly restrictive” GDPR legislation. The document includes extraordinary claims that “the Irish prime minister said his country could exercise significant influence as president of the EU, promoting Facebook’s interests even though technically it was supposed to remain neutral” (Cadwalladr and Campbell, 2019, p.1).




    Ahead of the EU elections, the NGO Avaaz conducted a Europe-wide investigation on disinformation on Facebook for the period February to May 2019 in France, Germany, Italy, Poland, Spain, and the United Kingdom. The inaugural investigation was published on May 22, 2019, just one day before the first countries voted. Avaaz reported almost “700 suspect pages and groups to Facebook, which were followed by over 35 million people and generated over 76 million “interactions” (comments, likes, shares) over the period. Facebook had taken down 132 of the pages and groups reported, together the pages taken down reached 762 million estimated views.” Interestingly, the pages removed had more than twice the number of followers compared to the main European far right parties combined (Avaaz, 2019, p.5A).




    Between November 2018 and March 2019, SafeGuard Cyber, a private company which develops platforms to detect threats in digital channels, analyzed almost 3.5 million posts on Twitter, Facebook, Instagram, and YouTube to evaluate Russian misinformation campaigns. The report focused on the period of 1-10 March 2019 and on “bad actors” (bots, trolls, and hybrids which are humans using software). To determine misinformation contents, they used a tool that aggregates the data from 155 fact-checking sites (such as “Politifact”, “EU vs Disinfo”) in 53 different languages and a database containing over 500,000 known troll and bot accounts. The main findings were: (i) misinformation agents worked within clear narrative categories; (ii) the message was suited for an European Audience (iii) the tendency was to amplify already existing content, rather than creating new content, underlining already existing societal and political tensions (for instance, the most used categories of narrative by Russian misinformation were Brexit in the UK, the “yellow vest” movement and the low popularity of President Macron in France, irregularities about EU funds, and supporting Euroscepticism), (iv) content was often related to hashtags that could have been picked by bots automatically and shared rapidly (e.g. 2.3 posts per second). Real users could also be used to amplify misinformation with hashtags; (v) as the narrative exploited existing tensions, some states with lower Eurodeputies representation were bombarded by bad actors’ messages. One example is the Netherlands (with over 3% of Eurodeputies allocation in the European Parliament) which received 10% of Russian bad actors, due to the tension around the rise of the Party of Freedom; (vi) analyzing Twitter accounts, they found that 12% of the accounts following Jean-Claude Juncker’s official Twitter profile were probably “bad actors”. Mr Otavio Freire, the co-founder of SafeGuard Cyber, affirmed to The Guardian that “our report reinforces the need for a new approach to security, as today’s bad actors are not at all hindered by the cybersecurity tactics of yesterday” (Boffey, 2019, p.2). In conclusion, the report had shown the existence of Russian interference during the European Parliament elections. This was the major fear of the European Union (SafeGuard Cyber, 2019).




    According to the EC, the European anti-fake news strategy seems to have been relatively successful during the last campaign for the European Parliament of May 2019 (European Commission and High Representative of the Union for Foreign Affairs and Security Policy, 2019, p.9-10): so far, no significant case of massive-scale disinformation has been publicly opened. On the contrary, the partnership of the European Commission with the main social media platforms resulted in better transparency of the political advertising sources both for the users and the regulator. This has been recognized by independent actors and media as well. A study by the Oxford Internet Institute found that less than 4% of news sources shared on Twitter ahead of the European elections were disinformation content, while mainstream professional news outlets received 34% of shares. “According to FactCheckEU, there was less disinformation than expected in the run up to the European elections and it did not dominate the conversation as it did around the past elections in Brazil, the United Kingdom, France or the United State” (European Commission and High Representative of the Union for Foreign Affairs and Security Policy, 2019, p.9). This innovative approach is based on a partnership, i.e. a supervised co-regulation of the platforms, which run the risk of consistent fines at the European and national scales. This partnership is a shared responsibility of all relevant actors: EU institutions, member states, private sector/online platforms, fact-checkers, civil society, and researchers: a sort of “ecosystem” to fight political fake news messages. However, the EC stated that the platforms had to be greatly improved to ensure the sincerity of the electoral results (innovation never stops) and urged the platforms to give academic researchers access to one of their best-kept industrial secrets: the algorithm.




    6. The Limits of the EU Bureaucratic Approach in a Digital Environment 




    According to Balkin, the view of free expression that characterized much of the twentieth century is no longer adequate to protect free expression currently. This is because while the last century featured a dualist model of speech regulation with only two well-identified basic kinds of players - territorial governments and private speakers – the new century is pluralist, with multiple players. The author uses a triangle picture to illustrate the multiple actors and their interactions (ways of regulating speech); the first corner includes the nation-states and the EU, the second sets privately owned internet-infrastructure companies, including social media companies, search engines, broadband providers, and electronic payment systems, and the third displays different kinds of speakers, legacy media, civil society organizations, hackers, and trolls. Figure 1 illustrates this “pluralist model of speech regulation” (Balkin, 2018, p.2014).




    Figure 1. The pluralist model of Speech Regulation
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    Source: Reproduced from Balkin (2018)




    According to Balkin, the “practical ability to speak in the digital world emerges from the struggle for power between these various forces, with “old-school”, “new-school”, and private regulation directed at speakers, and both nation-states and civil-society organizations pressuring infrastructure owners to regulate speech” (Balkin, 2018, p.2014). However, the author points out that that this configuration creates three problems:




    “first, nation-states try to pressure digital companies through new-school speech regulation, creating problems of collateral censorship and digital prior restraint. Second, social media companies create complex systems of private governance and private bureaucracy that govern end users arbitrarily and without due process and transparency. Third, end users are vulnerable to digital surveillance and manipulation” (Balkin, 2018, p.2011).




    The XXth century model of free speech regulation is no longer adapted to the new digital environment: yet, despite all the positive impacts of the EU approach on the electoral context within a digital environment. It seems that this approach is only adapted for a dualist model in transition (toward a triangle model), where the actors are still very well identified (to be supervised, and fined if necessary), and, finally, of good willingness (see the concept of co-regulation already discussed in this article). However, this European approach does not seem able to regulate the action of robots, trolls, hackers, and others coming from outside the European Union. One thing is to make the data controllers judicially responsible for every piece of information published, processed, and for any breach in their enormous databases of personal data (through a quite heavy bureaucratic process which, to date, seems to have been relatively successful); another one is to make sure that, even with this process, the final choices of individuals will not be altered at the moment of voting because they were exposed to huge volume of disinformation just before closing the electoral process. The conjunction of AI, big data, robots, bots, trolls, and others are currently able to circumvent regulation, even more so when they come from outside the European Union.




    6.1. The Current Threat of Campaigns Organized by Authorities outside the EU: Extraterritorial Legal Application and Robots




    Due to the very nature of the information, which is reproduced with a virtual null cost (Shapiro and Varian, 1999, p.3-7), and the Internet being a worldwide web, there are no boundaries of national states for information dissemination. Thus, the action of one state in regulating information dissemination may fail if it is not coordinated with other states and actors since information spills over to all countries. In addition, a state can become very powerful if it is able to disseminate controlled information directly to specific groups.




    “to date, most proposed legislation against fake news does not directly address the issue of extraterritorial application. However, some proposed bills do have extraterritorial implications. Germany’s Network Enforcement Act mandated the establishment of a local point of contact for transnational technology companies to cooperate with local law enforcement authorities on takedown requests. The proposed Honest Ads Act, although framed generally in terms of protecting US domestic order, targets the role of foreign nationals and seeks to prevent contributions, expenditures, and disbursements for electioneering communications (…) in the form of online advertising” (Haciyakupoglu et al., 2018, p.6).




    Once again, this would be only efficient in the case of well-defined actors coming from outside the EU. In the case of Russian interference during the last elections, it has been impossible to identify the responsible organizations behind it.




    For instance,




    “considerable evidence exists demonstrating that entities affiliated with and acting at the direction of the Russian Federation have sought to influence the direction and outcome of a series of major elections in Western democracies. These incidents include notably the referendum over whether the United Kingdom should exit the European Union and episodes during the 2016 and 2017 U.S. and French presidential elections” (Gvosdev, 2019, p.321).




    How can the European approach limit this “foreign” interference when no organization is identified as the responsible for this spread of fake news?




    New dynamics brought about by technological advancements are a concern for governments that want to use their laws to fight fake news. Ministers of Justice in three German states, for example, have proposed anti-botnet legislation to reduce the impact of automated social media accounts in disseminating fake news.




    “Jenna Abrams, a popular Twitter account that attracted up to 70,000 followers through its support for US President Donald J. Trump and advocacy of far-right views, for example, is believed to have been run by the Russian propaganda machine to discredit the Democrats. The role of automated accounts in influencing elections was raised during the US Senate hearings as well” (Haciyakupoglu et al., 2018, p.6).




    The GDPR does not specifically address the worldwide character of information dissemination by bots and makes again the social media platforms the sole responsible (they would have to delete fake and robot accounts). Yet, in fact, the only possible retaliation measure would have been to condemn the social media platforms that published such fake news, sent in high volume and velocity by robots. As discussed, “when fake news stories do get denounced as potentially fake, or the interim judge is ready to take action, it is already too late and the story has gone viral” (Alemanno, 2018, p.4).




    In addition, regulating companies is more similar to usual regulatory practices in the real world (in opposition to the virtual world), making regulatory activities easier to implement given the history of the regulation (Viscuse et al., 2005, p.362). Also, the social media platforms are worldwide monopolist or oligopolist companies.




    Finally, one can consider that the EC itself acknowledged that it was a lost battle (with the protection tools as of today), investing massive amounts of financial resources in education, communication, counter-information (through the website https://euvsdisinfo.eu/ for instance), and forming the EU East StratCom Taskforce in 2015 to counter Russia’s disinformation campaigns (Haciyakupoglu et al., 2018, p.10).




    6.2. The New Threat of “Satellite Campaigns” Organized by Undefined Actors within the EU




    Dommett and Temple investigating the 2017 general elections in the UK (to decide which government would implement the voted Brexit), focused on a new development in the online electoral campaigns: the increased visibility of digital infrastructure offered by non-party organizations to encourage voting and campaigning. For instance, the authors note that “innovations such as Momentum’s “My Nearest Marginal” app2, fundraising sites such as “CrowdPac”, and campaigning hubs as the “Progressive Alliance” or “Campaign Together” were seen to empower and connect individuals to contribute to electoral campaigns via non-traditions routes” (Dommett and Temple, 2018, p. 194). All these organizations are located in the UK, close to the Labour Party, and do not have contractual or juridical links with the Party. “It suggests that, in addition to Whiteley and Seyd’s categories of the central party campaign, centrally coordinated local campaigns, and purely locally directed campaigns, we can also identify campaigns originating beyond party structures and control: those termed here ‘satellite’ campaign” (Dommett and Temple, 2018, p.194).




    One of the benefits of satellite campaigns is the potential for innovation: as organizations less restricted by legal requirements and responsibilities (they are not considered as political parties or foundations in the scope of the GDPR, for example), these bodies have the space to innovate and try new tools that traditional parties may be wary of promoting: the example of the UK site “Swap my vote”, already discussed here, is significant.




    The main issue of the rise of this “citizen-initiated campaigning”, in the electoral context, is that they are not considered as official political parties, but, in fact, they do act like political parties.




    The GDPR seems to be efficient in a digital environment where every actor plays fully identified, and with a certain transparency. When it deals with robots, botnets, hackers, or even “citizen-initiated” campaigns, i.e. when it is impossible (or very complicated, or very time-consuming) to identify the responsible organization behind the campaign, the European approach as of 2019 seems to be useless.




    7. Conclusions and Considerations 




    Disinformation and illicit profiling strategies become a national security issue when they undermine the foundations of the nation-state. In this regard, fake news could serve as a tool for disinformation campaigns at a massive scale: the intentional dissemination of false information for influencing opinions or policies of the receiving audience. It is currently too early to definitively assess the impacts of the European legislative initiatives against fake news and illicit profiling strategies due to problems pointed by Haciyakupoglu et al (2018), such as issues on the definition of fake news, the global dimension of cyberspace vis-a-vis the territorial boundaries of legislation, challenges to identify the actual perpetrator of fake news, and the sophistication of disinformation campaigns. In this sense, the authors call attention to the urgent need to “reconcile” online regulations with the offline regime to avoid problems such as pornography or infant pornography which is prohibited in some countries, but publicly accessible on the internet, and the controversial use of VPN.




    The European Union has launched a “pack” of legislative measures and a co-regulation system with the social media platforms to combat the disinformation and illicit profiling phenomena in the electoral context, which so far seems to be the most “avant-gardist” and efficient approach, in the current state of the art and according to the literature. However, progress and efforts still need to be made by all actors to follow the race for innovation launched by the protagonists of disinformation. In spite of all possible efforts, technology is always a head start over legislation.




    This is why, in spite of these necessary (but not sufficient) legislative measures, it seems urgent to continue developing other types of measures, in the short, and long terms. In the immediate term, it is important to continue developing the fact-checking efforts, the counter fake news website and communication, the fake news flagging directly on the social media platforms (potentially with the help of algorithms, artificial intelligence, and machine learning). In the long term, it seems important to develop measures to promote the ability of (social) media decryption in the education of children at school (it will be helpful for adults, too), support new social practices against fake news, such as individual responsibility before sharing messages (checking and authenticating the sources and author, reading the information extensively), and to clearly define the responsibilities of the technology companies (Haciyakupoglu et al., 2018, p.3).




    It is important to consider the creation of a new ecosystem to fight the fake news in the electoral context counting on: a State able to define new rules of conduct for the electoral campaigns, which protects the data of its citizens by law, and which imposes a minimum of transparency rules to the social media platforms; self-regulated technology companies aware of their social and democratic responsibilities (under the State supervision), and which collaborate with the civil society sharing useful research data; and a civil society (users -individuals and organizations-, scientific research) which fully assumes its role as a controller of both the State and the private technology companies.




    Considering all those elements, the approach of the European Commission to protect the sincerity of the results of the election for the European Parliament in May 2019 seems to have brought some interesting progress to the vast debate of personal data protection by a reactive response to the Cambridge Analytica affair, a regional collaboration of all the national DPAs, an incentive to the NGOs and journalists consortiums to develop fact-checking platforms, and an innovative partnership based on co-regulation with the main social media platforms. In addition, it is important to highlight the growing need for more transparent governance at the head of the social media companies, especially in their policy of posts validation criteria, and to be more exhaustive, in the construction of their algorithms.
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