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The hardback edition of this book was published in a different, more comfortable, pre-Covid-19 world. The global crisis through which we have all been living since that time has changed many things – some of them, in all probability, permanently. But there is one thing that it hasn’t changed at all. The frenetic efforts of governments, businesses and communities to address the challenge of the virus have done nothing to resolve – have, if anything, further obscured – challenges that are only a little further off.


Although this is entirely understandable, and perhaps temporarily inevitable, it exposes us (with crushing irony) to the very same danger that has afflicted the whole world in the face of the coronavirus: the danger of being under-prepared for an event whose colossal impact is ignored because the likelihood of it happening today  or tomorrow is low. Once again, both the world’s leaders and the world’s populations are focussing on the present. Once again, we are paying far too little heed to building resilience against the threats of the future.


This book is about one of the most obvious, but also one of the most neglected, future threats: the threat of network collapse. It presents strong reasons for believing that we need, now, to guard against this threat, and to do so in a way that is flexible, formidable and foolproof.


Much of the book is just as applicable to the world’s past lack of preparedness for Covid-19 as it is to the world’s current lack of preparedness for network collapse. A large part of the analysis is devoted to explaining why we all (governments, businesses, media, people at large) find it so difficult to consider small probability, large impact threats with the seriousness they deserve – until they actually arrive on the scene, at which point we spend so much time and effort attending to the current catastrophe that we run the serious risk of ignoring the next threat along the line.


So part of the point of the book is to urge that we should learn the lessons of history in the right way. Instead of assuming that the next crisis will be substantially the same as the last one, or that we have now ‘had’ crises, we should assume instead that a series of crises (each, in themselves, unlikely but serious in their impacts) will come at us – generally from unanticipated directions. We should assume that our defences against them, however well-constructed, will sometimes prove inadequate, because we cannot expect to construct adequate defences against unanticipated causes.


None of this, however, should make us pessimistic, let alone despairing. On the contrary, the moral of this book is that if we take appropriate steps to prepare ourselves for dealing with crises that have occurred despite our best defences against them, then we can in fact get through them with reasonable aplomb. The art of crisis management is to have means to hand of mitigating the problems we cannot prevent, and of being well prepared to deploy those mitigations in the face of disconcerting circumstances. There is no rule book, no text book, no recipe that will provide all of the answers in advance. Life as we know it in peacetime cannot be preserved, unaffected in wartime. But we can get through most kinds of war without too many dead at the end, if we know how to make do and mend, and if we have had the foresight to furnish ourselves with the rudimentary means of doing so.


It is in this spirit that I hope the recommendations made in this book for the construction of analogue fallbacks to handle digital crises will be read and understood. They are, I believe, a necessary feature of any resilient society in a modern age hugely dependent on a network of networks. But they are also a paradigm for the sort of preparation that humanity at large, and each country’s government in particular, should make for dealing with events that we hope not to witness, may never witness, and yet which need to be recognised as possibilities rather than dismissed as fantasies.


Oliver Letwin
October 2020










PROLOGUE


Midnight, Thursday 31 December 2037


Aameen Patel may have been the first person to notice. Everyone else in Integrated Traffic Control at Highways England’s Swindon HQ was either snoozing or drinking coffee in the lounge area. But Aameen had arrived at 23:45 for the midnight to 06:00 shift, and had just turned on his screen. He cursed silently when it went blank. With all this advanced technology, why couldn’t they make sure computers worked on New Year’s Eve?


He obviously couldn’t report the fault using the normal Skype-view on his blank terminal, so he reached for his i16 to call the IT people. He was so focused on trying to remember the number that he didn’t at first take in that the signal-indicator wasn’t showing any bars.


It was at this point, he later remembered, that the lights in the Control Room went off. And he realized there was some noise missing. He gradually worked out that the missing element was the usual soft hiss of the warm-air system coming up through the underfloor vents. Then, just a few seconds later, the noise of the warm air and the lights in the Control Room came on again as the reserve generator cranked into action. And that was when he looked out of the large viewing-window in front of his console. Where there should have been a thin stream of New Year’s Eve traffic passing along the M25 in an orderly sequence, there was instead a growing pile-up of crashed cars and lorries, partially illuminated by headlights jutting upwards and outwards as the concertina accumulated on the icy road.


Even Aameen, always cautious about jumping to conclusions, wondered whether all of this was entirely coincidental.
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Some miles away, James Farrar-Scott, the Duty Director at GCHQ in Cheltenham, was a great deal more worried than Aameen. His reserve generators had kicked in almost instantaneously when the lights had flickered off, but every one of the sixteen screens mounted on the wall of his room was showing a malfunction. Unlike Aameen, he couldn’t try his personal smartphone, because it was locked up in the safe at reception that was used to store mobile devices belonging to GCHQ personnel when they entered the doughnut-shaped building; but he had tried the specially protected fibre-based phone on his desk, and had found that it – as he more than half expected – was down too.


James knew perfectly well what all of this meant. Just a few days back, he had been part of the team briefing ministers at the National Security Council on the risk that someone, somewhere, might be able to turn off a lot of things at once, using the appropriate combination of cyber-worms. Now, his own words to the NSC members were ringing in his ears: ‘For years, we have been warning that more and more is beginning to depend on less and less. The Internet is no longer just a communication system. It is now the infrastructure on which every major system and utility in this country depends. And that means all of those systems are vulnerable.’


Staring at the blank screens in front of him and recalling the NSC meeting, what flashed through James’s mind were all the wrong turnings that had been taken by successive governments over more than a decade: the decision not to invest in an alternative mass communication system that could operate independently from the Internet; the decision to use 5G, 6G and then 7G as the basis for autonomous vehicle control with no Internet-independent back-up; the decision to let the hard-pressed NHS and social care providers base their entire integrated patient-management system on cloud-computing; the decision not to insist on expensive back-up generation for recharging electric vehicles; and, above all, the crucial decision in the early 2020s to save huge sums of money by moving the whole of the electricity, gas and water control-systems over to an integrated 6G solution. Ever since the North Korean cyber-attack on Sony at the start of the century, the extent of the vulnerabilities had been acknowledged, and large sums had been spent on building ‘walls’ to protect the key systems. But no one had been willing to face the elephant in the room: what happens if the walls are breached? Now, as he knew only too well, we were going to pay a heavy price for all of those decisions.
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Over in the Bank of England’s headquarters at Threadneedle Street in London, Bill Donoghue was going through a rather different sequence of thoughts. He was thinking about his wife, Elaine, slaving away in the A&E unit at Yeovil Hospital. Ever since the new Health Secretary had won his carefully prepared battle with the consultants and had forced them to provide what he described as ‘senior cover at all A&E units 24/7’, it had become clear that consultant physicians at small district general hospitals were going to have a change in lifestyle; the result was Bill’s solo New Year’s Eve at the Bank in London rather than around the log-fire with Elaine in their Somerset cottage.


There had been, of course, nothing in particular for him to do when he arrived at Threadneedle Street as the sole officer volunteering for duty that night. Financial institutions and markets across the world were shut for New Year. Even the Shanghai Stock Exchange and the Chinese banks – which had their real holiday at the time of the Chinese New Year – would be closed for the next 24 hours. So he had been catching up with some tedious office chores that he had put off for weeks: filling out meaningless online timesheets required by some pedant in administration. He was making progress, aided by the box of Christmas chocolates he had brought in. But then the lights went off and the computer screen went blank.


The strange thing was that, when the reserve generator kicked in and the computer started up, the online timesheets didn’t re-appear. He pushed every button he could think of, then re-booted the computer and finally tried to open up the FaceTime function which the Bank now used for all calls, in the hope that someone from the IT department might be around. When none of this worked, he concluded that the brief outage must have done some permanent damage to the machine and reached for his smartphone to call the switchboard. There was no signal. He realized that something quite serious had happened to the communications system.


This was also the moment when he began to worry about his 92-year-old mother-in-law, Mary Hughes. Although frail, she remained fiercely independent and had stayed with him and Elaine over Christmas. She had then returned to her own house in East Coker and had absolutely refused to have anything to do with a New Year’s Eve celebration, which she regarded as arrant nonsense. So now she was all alone. If something had gone wrong with the phones, and if whatever it was had affected Somerset as well as London, how was anyone going to know if she needed help? He recalled the trip to A&E following Mary’s unwise skating adventure two years ago. He really didn’t fancy a repeat of that nightmare.


The natural thing would be to get hold of Elaine. But he didn’t have any way of doing so. And if there really was a problem in Somerset, then her phone would be down too. This left him with the question, should he abandon his pretty well useless post at the Bank and drive down to East Coker? Or remain here and hope for the best so far as his mother-in-law was concerned? The more he thought about it, the clearer he became that he’d better go down to the West Country. With Elaine stuck at the hospital, and no one else looking after Mary, he might be needed – and he could always come back up to London well in time for the market opening in Shanghai late the next night. He headed for the internal circular yard by the Governor’s entrance in which, as a special favour on New Year’s Eve, the security men had let him leave his car.


As he switched on the car and turned up the heating, the thought did cross his mind that whatever was causing a problem with the phones and computers might also cause some difficulty for his journey. But, by now, he was committed to a course of action and he had never believed in vacillating: in for a penny, in for a pound. As he turned down Cheapside, he noticed a warning light on the dashboard that he hadn’t seen before, and which didn’t mean anything to him. But the car seemed to be working fine, and it couldn’t be a battery problem because – having invested in a Jaguar equipped with the new Dyson 888 solid-state batteries – he had more than 850 miles of charge, enough to get him the 150 miles to Somerset and back and still leave plenty of spare battery for whatever he needed to do once he got there.


With almost no traffic on the London streets, everything went smoothly until he was getting close to the Hogarth roundabout at the approach to the M4 and switched on the onboard guidance system. This was when he understood the meaning of the persistent dashboard warning light. The flashing words on the screen, ‘Guidance System Offline’, didn’t really surprise him, now he came to think of it, because he had seen the Transport Secretary being interviewed on TV just before Christmas about some Parliamentary Select Committee report that had warned about the possibility of log-jam on the motorways if the GPS, Galileo and 7G systems failed. The Transport Secretary had been very reassuring, explaining that, although this was theoretically possible, the chances of the satellite-based systems and all of the 7G system failing simultaneously were fantastically low. Yes, he’d said, there could well be localized failures, but even these were likely to be very rare given the amount of redundancy in the systems. And in any case they would only ever cause the same sort of disruption as an accident or road closure of the sorts to which we had become accustomed over many decades.


It did cross Bill’s mind at the time that the Department for Transport might have been a trifle too optimistic about this. But, however localized or generalized this particular problem might prove to be, the immediate difficulty was that, without logging his car into the on-route motorway guidance system, he wouldn’t be able to enter the motorway. Or at least that was what was meant to happen. As the notices all the way from Chiswick made abundantly clear – with highly expressive diagrams for the benefit of any non-English-speaking tourists – failure to log in would cause his engine to be automatically slowed down and then shut off on the approach road.


The strange thing was that he was now on the approach road, and none of this seemed to be happening. Like the smattering of other cars on the road, he seemed to be moving along, and he still seemed to be able to control the speed. Presumably, whatever system it was that was meant to stop his engine had also failed. But did this make it legal to use the motorway without logging in? Bill had no idea what the answer to that one might be. As he didn’t want to run the risk of finding out, he moved into the left-hand lane and made his way off the M4 approach road onto the old A4. Clearly, other people were making the same decision; the slip road was filling up, and he couldn’t see anyone in front of him heading towards the M4.


He thought it likely that he’d also be unable to enter the M25 or the M3 and would therefore have to make his way to Somerset on the A30 or some other route that didn’t involve any motorways. But how to get from the A4 to the A30? Normally, it would be a doddle: just switch on the onboard guidance system, put in the destination, switch to auto-control, and the car would take him there without any further effort on his part. But with the guidance system malfunctioning, he wasn’t even able to operate the plain-vanilla GPS or the direction-finding function on which he used to rely before auto-control took over. He needed to go back to the Stone Age and buy a physical, printed map. So he began looking out for a garage.


A few minutes later, he realized he had just passed a garage. Damn. Why had that happened, when he’d been on the lookout for one? He kept his eyes peeled, and then it came to him. The reason he hadn’t spotted the garage was that, until his LED-light-sensitive headlights had picked up its outer perimeter, it had been invisible. And that was when he realized what he should have noticed all along. The power cut at the Bank, quickly remedied by the Bank’s reserve generators, had been just a tiny fraction of the problem with London’s electricity supply. It wasn’t just the houses that were, naturally enough, dark at 01:30 in the morning. There were no street-lights even on the major roads where they would normally be on throughout the night; the advertising hoardings were black, and so were the garages.


In the old days, of course, there had been paper-based maps – things you could keep in the car, which didn’t rely on any electronics. But no longer. Somehow, he was going to have to use his intuition and those road-signs he could read in the light provided by his headlights to find his way southwards from the A4 to the A30 and on towards Yeovil. It occurred to him that he might benefit from some traffic guidance from the BBC. So he switched on the car radio. Nothing. Clearly, with full digital switchover, whatever normally powered the BBC’s transmission network had come to depend on the same source of supply that had turned off the lights, at least in the London area. Well, there was nothing he could do about any of this, so his best bet was just to continue.










1


COULD IT HAPPEN?


The events of New Year’s Eve 2037, described in the Prologue of this book, are, of course, pure fiction. But are they just fiction? Or could they happen?


The answer is that they are not just fiction. They could indeed happen in any society in the developed world. In fact, there is every reason to expect that, if we don’t take appropriate action, they, or something very much like them, will happen at some point in the not too distant future. One just has to look at the reports of the Russian cyber-attacks on Ukraine’s power grid in 2015 and 2016 to see that we are dealing with a coming reality rather than science fiction.


The story told in this book is a modern-day parable: a story with a meaning, told with the purpose of conveying that meaning. But, like all parables, it is just one of many different stories that could have made the same point. And, as with all parables, to grasp the point, one must look through the medium to find the message.


I have chosen to illustrate the fragility of converging networks, and the dangers for society of excessive dependence on such networks, through picturing what might occur if a particular event were to have a particular set of effects on the electricity grid and on certain satellites. But this is not to say that electricity grids and satellite systems are the only networks that could fail, or that an event of the sort pictured in the story is the only kind of thing that could cause such fragile networks to break down. By no means. There are many converging, fragile networks; and there are many kinds of things that could cause them to break down. The time has come to recognize that more and more parts of our lives – of society itself – depend on fewer and fewer, more integrated networks. More of our communications infrastructure, our financial and industrial systems, our transport and energy systems – in short, everything we have learned to use in every aspect of our normal lives – can now function only through a highly developed set of interconnected and interdependent networks. The electricity grid, the Internet, satellite positioning systems and mobile telecommunications networks have become the unseen net that supports the society and economy of most developed countries. And each of these networks, in varying ways, depends on the others. So we are close to having, in effect, one network of networks on which more or less everything else – government, the public services, business and family life – relies.


A good way of understanding what is going on at present – and how many of the normal features of life either already hang or will shortly be hanging on this single, fragile thread – is to think back just over forty years, to 1976. That may seem a long time ago, but it is within the lifespan of about half the people alive today.


In 1977, the launch of commercial mobile phones was still six years in the future; the Internet was in its infancy – the father of the Internet, Vint Cerf, had not yet set up the coordinating bodies that would eventually give rise to the world wide web. Most electricity supply industries across the developed world had plenty of highly flexible, fossil-fuel-generating stations which had ‘black-start capability’: in other words, if there was a grid failure, they could start up on their own without having to feed into the grid. There were no electric or autonomous vehicles – just drivers driving machines with internal combustion engines fuelled by petrol or diesel. There were no emails or texts or Facebook or Twitter or any other ‘social media’ – communication was by post, telephone or telegram: the postal system collected and delivered letters several times each day; the plain old telephone service had its own power supplies, and had no connection with the emerging Internet; the telegraph system was independently powered and totally separate from the telephone system. Almost all financial transactions occurred either in cash dispensed by bank clerks or via cheques – interbank transfers were by telex, a system separate from post, telephone and telegraph networks. People in every service industry, including key public services, were used to receiving instructions face-to-face in offices and stations or via walkie-talkies that were powered by batteries bought in shops. In short, most developed countries had lots of separate, stand-alone systems and networks that had nothing much to do with one another. If one of them went down, the rest were likely to be entirely unaffected.


Fast-forward forty years, and most of this has changed beyond recognition. Mobile communication is now the centrepiece of life. Via the smartphone, the tablet and wi-fi, mobile networks are now completely integrated with the Internet, on which we depend not only for innumerable forms of communication but also for almost every form of information. The electricity grid’s communications system can no longer be entirely isolated from the Internet. With electricity supply coming increasingly from low-carbon generators, most electricity supply industries no longer have large numbers of generating plants that can provide black-start capability in the event of a black-out caused by grid failure. Electric vehicles are multiplying, and autonomous, driverless vehicles guided partly by mobile communications through the Internet are on the way. The postal system no longer carries urgent messages on a timely basis, and relies on the Internet for its operation. The plain old telephone service has disappeared, and fixed-line communication is now all based on Internet Protocols (IP); the telegraph system has gone, as has telex. Almost all financial transactions occur electronically via IP-based systems. People in every service industry, including key public services, are no longer used to receiving instructions face-to-face in offices and stations – many of them do not have permanent offices, and they communicate for all purposes, including during emergencies, via electronic, IP-based systems. Even health services increasingly depend on the exchange of data via IP-based systems: the pace-makers in people’s hearts report back continuously via mobile communication and cloud computing to the hospitals that installed them. In short, we no longer have lots of separate, independent stand-alone networks. If the electricity grid and the Internet are impaired, just about every commercial transaction and just about every activity in society is affected.


Fast-forward another twenty years to the late 2030s, and it is pretty clear that the remaining independent (and hence more resilient) aspects of our economy and society are likely to have been drawn into the same cat’s cradle of interlocking systems. Electric and autonomous vehicles – wholly dependent on the electricity grid, the mobile communications system and the Internet – will be becoming the norm. Tele-health and tele-care will be vastly more prevalent: frail, elderly people will be continuously monitored by smart technologies, as will people with many chronic conditions. This is rapidly becoming a preoccupation for health administrators in every advanced economy; as NHS England recently put it, ‘one of the challenges is ensuring that the way we commission, contract and pay for care keeps up with the opportunities digital innovation offers – ensuring that new technology is safely integrated into health and care pathways’. Meanwhile, the use of credit cards (and hence of the Internet) for shopping has hugely increased: for example, more than 20% of total retail sales in the UK are already online (almost ten times the proportion that was online in 2006). There is every reason to suppose that, throughout the world, the proportion of financial and commercial transactions using the Internet, either for face-to-face credit-based transactions or for online transactions, will continue to increase significantly in what will no doubt be finally a cashless society. Manufacturing, energy and service industries, already heavily IP-based, will virtually all depend on the web. The operation of government, public services and civil society organizations will have ‘caught up’ with the private sector and become net-based – and hence net-dependent.


In short, if the electricity grid and the Internet go down in the late 2030s, and if we have not taken very particular precautions, it is likely that life as we know it will close down too, for as long as it takes to restore normal service. The immediate reaction of most sensible people to apocalyptic warnings of this kind is either to dismiss them as ‘hyped-up nonsense’ or to assume that someone, somewhere, is already ‘dealing with the problem’.


But, in this particular case, there are good reasons not to regard the possibility of life as we know it shutting down as ‘hyped-up nonsense’ – because a sophisticated modern society is dependent on energy, transport and communication-at-a-distance to a degree that would have astonished our ancestors.


Those living in relatively unsophisticated societies of the past were far less reliant than we are today on regional, national and global interconnectivity. The inhabitants of an early-medieval manor in feudal Europe, for example, were largely self-sustaining. They grew their own crops, husbanded their own animals, drew their own water, and made their own food; they constructed (in the main) their own tools and dwellings; and they typically provided themselves with such means of transport as they possessed out of their own resources. From time to time, they might make the journey to market in a nearby town – through forests or meadows or along ‘droves’ or paths which they or their near neighbours maintained. But if this means of trading agricultural produce for goods from further afield was denied to them for a period of time for one reason or another, they could sustain the delay without undue disruption to the normal rhythms of their lives.


Of course, such unsophisticated societies were much less resilient than ours to events of certain kinds. They suffered from, and were often powerless to deal with, fires, floods, poor harvests, armed incursions and a multitude of ailments and diseases – including, at the extreme, the Black Death, which tore through much of Western Europe with devastating effects. The penalty imposed by the self-sustaining and simple life of small feudal communities was the inability (or near-inability) to mobilize resources on a sufficient scale and at sufficient speed to combat or respond effectively to such natural and artificial disasters. These relatively widely dispersed communities were reliant on themselves not only in the good times but also at times when they desperately needed, but could not generally obtain, help from outside.


The ability of our state and our society to respond effectively and rapidly to major events of the sort that would have overwhelmed our ancestors crucially depends on the functioning of our energy, transport and communications networks. It is these networks – national, supra-national and global – that enable us today (and even more so in the near future) to mobilize vast resources and to focus them on specific localities that need help at a given moment. The rub is that these wide-area, real-time, high-tech systems are themselves (because of their sophistication and the wide access that they offer) vulnerable to attack from a large array of potential onslaughts, both natural and man-made.


Although modern societies are much better protected than their predecessors against certain kinds of danger, they are much less protected than their simpler predecessors against other kinds of danger. On a scale that we are only beginning to understand, our society is built on assumptions that may be shown to be false by events that trigger global effects. In the face of occurrences that either wouldn’t have affected our ancestors or against which they had a natural resilience, we, in our sophistication, have lost resilience. This is exactly what happened to the economies of the West during the financial crash of 2008: the inter-continental banking system, which normally increases our resilience by providing security for each individual bank, turned into a massive liability when the failure of Lehman triggered wide-scale effects across the financial systems of Europe and North America.


In summary, economies of scale provide huge insurance against some forms of risk, but also dramatically magnify others. As a result, warnings that life as we know it could be fundamentally disrupted under certain circumstances, and that the risk of this occurring is increasing as we become more technologically sophisticated, are far from being hyperbole. In fact, such warnings are no more than sober-minded observations about the circumstances we face in the not too distant future.


Nor should we assume that all is well because someone, somewhere, is ‘dealing with the problem’. Of course, it is true that there are very clever and very well-informed people in positions of influence and power who do spend time worrying about these issues. And there is a widespread acceptance among those who work in the relevant fields that there are serious issues to consider. But there are also structural reasons why such issues and risks don’t rise to the top of the political agenda until and unless a disaster materializes.


First, there is the doctrine of ‘the more pressing question’. The business of politics, whether in a liberal democracy or a one-party state or a kingdom, is, and always has been, hugely exerting for those involved in it. Wherever you look in the world, government ministers and senior officials are busy, busy, busy. They have so many things to attend to, so many people to see, so many interests to placate, so many issues to address. They rise early and go to bed late. Therefore, they are surrounded by support systems and private offices designed to make their task more tractable by eliminating, so far as possible, all of the things that aren’t a priority at any given time: to make maximum space for careful consideration of those things which are genuine priorities at the time in question. The result is that long-term dangers – things that almost certainly won’t happen today or tomorrow – inevitably come later in the queue than the most immediate concerns. And by the time that tomorrow has come and gone, there will be some other immediate challenge which takes its place at the head of the queue. So, in any country, it is incredibly difficult to raise sustained interest in the highest reaches of government about risks that are far off.


Second, there is the doctrine of ‘the reality of certainty’ – in other words, the contrast between the things you can be sure will happen and the things that only might happen. If people at the centre of governments are busy, if resources (both intellectual and financial) are limited, if pressure for immediate results is great, then the natural response is to focus on problems that are ‘real’ rather than ‘hypothetical’: problems that you can see right before your very eyes rather than problems you might have to speculate about. Inevitably, the proposition that, at some unknown date, we might be exposed to some unknown form of attack or natural event that will have some (albeit possibly widespread) effect on our lives sounds very much like speculation rather than a fact. The natural response of the system is to leave such speculation to people in some basement or back-room and to concentrate the time and effort of senior officials (and the money that only they can mobilize) on more immediate, more certain challenges.


Third, there is the doctrine of ‘the invisible benefit’. The sad truth is that, if you are a government that succeeds in preventing a disaster from occurring, the wider population will probably be unaware that it might have occurred. In many ways, this is the most powerful obstacle to serious action in the field of resilience planning. People engaged in politics the world over are hugely reluctant to spend much of their time doing things for which they will never be thanked. If the things you do or argue for have only a negative effect of preventing something happening which would have adversely affected people, then you can be quite sure you will never be thanked. No one will see disasters that don’t happen and no one will know that you have done anything to stop them from happening. Invisible benefits are at a discount in politics.


Fourth, there is the doctrine of ‘the unknown consequence’. This is a really hideous irony, which amplifies the problem of the ‘invisible benefit’. It arises from the fact that when you take action to prevent some future possible disaster from occurring, you don’t know whether the thing you have done (in order to prevent disaster) will actually work. You may well discover in due course that everyone does get to know about the ghastly event that you thought you were preventing – because you have failed to prevent it. And, at this point, you can be sure that (instead of thanking you for having tried to prevent it) the people who are affected by the event in question will immediately and very forcefully excoriate you for having done such a bad job of preventing it. Worse still, because it was you who took on the job of trying to prevent it, they will specifically blame you rather than someone else who might have prevented it (or perhaps even had primary responsibility for preventing it) but who was lazy enough or wise enough to leave the job to you. No one is ever forgiven for a good deed that goes wrong.


Finally, there is the doctrine of ‘the riper time’. This is the particular speciality of the experienced bureaucrat. It consists in explaining why ‘although there is clearly much merit in taking action designed to prevent future disaster, it is in the nature of the future that it is not in the present’, and that ‘there will therefore be time enough, anon, to deal with such matters’, and finally that ‘it would accordingly be somewhat foolhardy, minister, to put this particular pan on the front burner just at present’. This is, of course, a variant of the doctrine of ‘the more pressing question’. But it is in some ways subtler and more insidious because it does not depend upon the idea that it is more important to deal with what is immediate rather than with what is far off – just that it is not necessary to deal now with what can just as well be dealt with later. There may, after all, come a better time to deal with it, may there not?


Each of these doctrines is implicit rather than explicit. There isn’t any government or international manual or guidance or diktat or speech in which such doctrines are officially spelled out or even implicitly admitted. But you only have to talk to officials or ministers in almost any front-line government department in almost any country to hear them saying things that reveal the extent to which they are in the grip of such doctrines. And the effect is that the amount of time and energy that governments spend on the resilience of systems and networks is strictly limited, even in countries that take these issues most seriously.


It is important to distinguish, here, between preventative security and the construction of alternatives. A great deal of time and money is being spent on preventative security, in the UK and elsewhere. For example, large sums are invested annually in cyber-security and in flood defence in many countries across the world; and some of the cleverest and most knowledgeable people in the world are employed in these fields. This is, of course, very important. We need to reduce the chances of damage to our infrastructure and disruption of our ordinary lives by man-made events such as cyber-attacks and by natural causes such as flooding and space weather. The building of serious defences can make a real difference to the level of risk in these and other similar areas.
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