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  DEDICATION


  This book is dedicated to my sister Rosemary and mother Mary In memory of Tom Crofts and his comrades of Cork 1 Brigade


  Tom Mahon


  To the late William G. Sutton, my long-time cryptographic collaborator and friend, who was always ready to test and suggest new approaches as I developed the cryptanalytic tools I used to break these ciphers.


  Jim Gillogly


  Key Characters


  Aiken, Frank: IRA chief of staff, April 1923 to November 1925. He supported Éamon de Valera and was a founder member of Fianna Fáil in 1926.


  Cooney, Andy: also known as ‘Mr Smith’. IRA chief of staff from November 1925 to spring 1926, and chairman of the Army Council from November 1925 to January 1927.


  de Valera, Éamon: president of Sinn Féin and of the shadow republican ‘government’. In early 1926 he resigned from both positions and founded Fianna Fáil.


  Devoy, John: veteran Irish-American ‘Fenian’ leader, who supported the Free State and opposed both de Valera and the IRA.


  George: also known as ‘HS’. IRA Officer Commanding in Britain from the autumn of 1926 through 1927. Worked closely with the Soviet agent ‘James’. He was likely George Power, an IRA intelligence officer originally from Cork.


  James: pseudonym for a Red Army intelligence agent in London. The IRA supplied him with information in return for payment.


  Jones, Mr: pseudonym, also known as JB. An IRA secret agent in New York, who worked for Soviet intelligence.


  Lynch, Liam: IRA chief of staff during the Civil War, from 1922 until his death in April 1923. Moss Twomey’s mentor.


  MacBride, Seán: also known as ‘Mr Ambrose’. An IRA leader closely allied with Moss Twomey. He travelled extensively on the continent, where he was in contact with Soviet agents.


  McGarrity, Joseph (Joe): chairman of Clan na Gael. The most important IRA supporter in America.


  Neenan, Connie: also known as An Timthire. The official IRA representative in the US.


  O’Donnell, Peadar: member of the Army Council and editor of the IRA’s paper, An Phoblacht. He was the leading IRA republican socialist intellectual and also a distinguished novelist.


  Russell, Seán: IRA quartermaster general, in charge of weapons and explosives. He was the leading militarist in the organisation and was dismissive of any political involvement by the IRA.


  Sheehy, John Joe: captain of the Kerry football team and commander of the Kerry IRA.


  Stephen: pseudonym for the Red Army intelligence agent in America who was in contact with the IRA.


  Twomey, Maurice (Moss): also known as ‘Mr Browne’. Succeeded Andy Cooney as chief of staff in the spring of 1926 and in January 1927 was also appointed chairman of the Army Council. He remained chief of staff until 1936 and was one of the most influential of the IRA’s leaders.


  NOTE:


  The text which was originally in the IRA’s secret code or cipher, is printed in a typewriter type font. For example: Let me know [the] names of [the] prison officials against whom action should be taken.


  
Introduction


  Tom Mahon


  Try and get formulae for these tear gases and mustard gases and [an] idea of [the] plant necessary [for production].


  IRA chief of staff to agent in America


  Could you get some mines or incendiary bombs put on ships or put ships on fire with petrol or other inflammables?


  Moss Twomey, IRA chief of staff, to the IRA in Liverpool


  In 2001 I was researching a (still unfinished) project at the University College, Dublin (UCD) Archives when I came across a number of IRA documents from the 1920s that were written in a secret cipher or code. At the time, I didn’t think much about them and continued with my research, but every now and then I’d find another such document and slowly my curiosity grew. Eventually, three years later I started to gather them together (with the help of the principal archivist Seamus Helferty and his staff) and set out to have them decrypted. I eventually met up with James Gillogly, one of the leading civilian cryptologists in the world, and this book is the result of James’ decryptions of these documents – a world of espionage and intrigue never before described.


  This is the IRA for the first time, in its own uncensored words – no topic is omitted and there is no attempt to present a sanitised image for public consumption. This is the complete IRA network – operations, arms smuggling, disputes and retaliation. A story with spies, Russian agents, clandestine meetings and poison gas – it is part James Bond and part Walter Mitty. The tenor of the documents ranges from ruthlessness to pathos and often with a dash of humour. The strength and ingenuity of the IRA is revealed alongside its incompetence and the widespread demoralisation of its members.


  In all James decrypted 312 documents written in cipher. The IRA encrypted them so they would remain secret to all except the intended recipients and they were concerned about seizure by the police. To the best of my knowledge, they have never before been decrypted for publication.


  I found the documents among the tens of thousands of papers donated to UCD by the family of Moss Twomey, IRA chief of staff from 1926 to 1936. The encrypted documents represent the most highly classified correspondence between the IRA’s General Headquarters (GHQ) in Dublin and its units and operatives. These include units throughout Ireland and Britain, prisoners in jail in Ireland and agents in Britain and America. Some of them contain only a name or address in cipher, others have several pages of densely typed secret text. The despatches to America are the longest, as Moss Twomey had no other way to keep in contact with his representatives there. The vast majority of these documents were dated 1926 or 1927, with a few from either 1925 or 1928.


  The cipher is easy to distinguish from ordinary English (or plain text) – frequently consisting of blocks of five letters with no overt meaning. For example, Moss Twomey sent a message to the IRA in Liverpool: UEIRS, NRFCO, OBISE, IOMRO, POTNE, NANRT, HLYME, PPROM, TERSI, HEELT, NBOFO, LUMDT, TWOAO, ENUUE, RMDIO, SRILA, SSYHP, PRSGI, IOSIT, B. When decrypted this read: Could you get some mines or incendiary bombs put on ships or put ships on fire with petrol or other inflammables?1


  This order was written in 1927, but was dated 1924. This was deliberately done to confuse the police in the event of capture of the document.


  THE MAJORITY OF THE documents were written in a transposition cipher, meaning that the individual letters of the original (plain text) message were rearranged. A significant minority of the documents used a substitution cipher, where letters were replaced by assigned letters or symbols. A cipher is different from a true code where the original text is replaced by assigned words, phrases or sentences rather than by individual letters.2 When I first rounded up samples of the documents and brought them back to my home in Hawaii, there were two questions on my mind. Could they be decrypted? What story would they tell? It seemed to me that a cipher dating from before the time of the German Enigma cipher machines of the 1930s and 1940s could be broken. But at the time I had no appreciation of the challenges that decryption would present.
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  Figure 1. Moss Twomey wrote to the OC of the IRA’s Liverpool company: Your intelligence officer reports shipments from there for China. If you can do your utmost to destroy any ammunition or other armament or stores being sent. Could you get some time mines or incendiary bombs put on ships or put ships on fire with petrol or other inflammables? Keep this absolutely secret. Do not discuss it. Either carry out the operations or say nothing about it.


   


  When the ciphers were composed, they were encrypted by the sender and then decrypted by the recipient, both of whom possessed a common secret word or keyword (also known as the key). The keyword was any agreed word of moderate length such as ‘imprisonment’ or ‘determination’. In most cases, the keywords were no longer known and even if I had the original keyword, I did not know how the cipher was constructed around the key.


  In my quest to decipher the documents, I started with a search on Google, which did not turn up much of promise. I then talked to a colleague at work who was a reserve officer in the US army, and he made some inquiries of fellow officers who worked in intelligence. Understandably they were reluctant to use government computers, and time, for any unauthorised project. Next, I contacted a professor in the department of mathematics at the University of Hawaii. He had spent some time as a post-graduate student studying cryptology and instantly recognised them as a form of cipher called columnar transposition. However, even with this insight I was no closer to unlocking the secrets.


  Hoping for a lucky break I continued to surf the web. Among the sites I looked at was that of the CIA; then late one evening I came across the National Security Agency (NSA) website. The NSA is one of the most secret and important security agencies in the United States. It is the main centre for cryptanalysis in the country, with responsibility for collecting and analysing signals intelligence from around the world.3 The website included a section on the history of cryptology; I sent an e-mail titled ‘history’, explaining my dilemma.


  A little later the NSA replied that they couldn’t help but recommended I contact the American Cryptogram Association. I sent the association a sample of six brief ciphers, which Dave Smith kindly shared with the association’s membership by e-mail. Exactly two hours later (to the minute) the solutions came back to me courtesy of Dr James Gillogly. One was a message on importing explosives to Ireland from Britain, while others talked of secret meetings. At last, I was on to something – or rather James was!


  James became my new partner and together over the next three years we tried to reveal the secrets of the IRA. I corresponded with him by e-mail for a few years before we actually met face to face. In the meantime, I discovered that I had stumbled across one of the most brilliant cryptologists in the US. A quiet-spoken man, he approached each new cipher as a complex but logical word puzzle.


  James had been fascinated with ciphers since his days as a cub scout, when his father challenged him and his brother with simple letter substitution ciphers. At university he majored in computer science, and in 1978 received a PhD from Carnegie-Mellon University. At that time he wrote TECH – one of the early computer chess programmes – with the aim of pushing forward the frontier of computer technology in the realm of artificial intelligence. TECH went on to take second place in a world computer chess championship and pioneered some of the search techniques used by Deep Blue, which in 1997 became the first computer programme to defeat a world chess champion, Garry Kasparov.


  In 1977, James made his first break of a previously unsolved cipher – a vellum page with odd symbols from the reign of King Henry VI (1421– 1471) of England. It turned out to be an alchemical formula beginning ‘take 1 ounse of your gold tat is desoluid and chaue 22 …’ To the best of my knowledge neither James nor his family have since made gold from base metal! Many other successes followed. The most famous of these was his decryption in 1999 of most of the cipher embedded in sheets of copper on the kryptos sculpture in a courtyard at the CIA headquarters in Langley, Virginia. Kryptos is a Greek word that appropriately means ‘hidden’. James also worked on German codes from the Second World War which had been encoded by the Enigma machine and his method was used to break a number of previously unbroken messages from the war.


  Over the years, he went on to found a software company with his wife Marrietta and to develop network security programmes for computer operating systems. Since his retirement in 1999, he has acted as a consultant to the FBI and designed software to support law enforcement cryptanalysts combating criminals and gangs who use cipher, including gang members communicating with their imprisoned colleagues.


  Working on the IRA documents, James delighted in beating the IRA cryptographers, without having the need for the original keywords. He performed the decryptions by loading the cipher text onto his computer and then analysing it with highly sophisticated decryption software that he had developed himself. Several times, he deciphered messages that the original recipient had complained could not be decoded – messages where the wrong keyword was used or the numbering of the encrypted letters was incorrect. On occasion, he was able to decrypt messages where a part of the document had been damaged or torn. This is possible with transposition ciphers as the letters for each word are distributed throughout the text, whereas in plain text all the letters of a word are together in sequential order. Thus if the corner of a cipher document is torn off and a block of letters missing, there may still be most of the letters of each word available, allowing one to deduce the actual message. However, with plain text if a word is missing there are no components of it in the remaining portion of the document.


  While I was interested in the contents of the cipher, James revelled in this great puzzle and the variety of encryption and security techniques used by the IRA.


  Over the course of several trips back to Ireland, I was able to accumulate the 300 or so documents with cipher, in addition to a large number of papers containing supporting or background information. This work was largely done at UCD Archives in Belfield, Dublin, one of the premier repositories of documents covering twentieth-century Irish history. The Twomey Papers and the Ernie O’Malley Papers, both housed in the UCD Archives, are among the most important primary sources relating to the IRA. These, and other, collections make the IRA perhaps the most comprehensively documented revolutionary group of the twentieth century.


  Copies of the documents arrived at my home in Honolulu, Hawaii, where I copied them again, sorted them and forwarded them to James in Los Angeles. On receiving the decryptions back from James I tried to assemble the cryptic messages into a coherent narrative within the appropriate historical context.


  The world described by the papers was difficult to comprehend at first. We were getting seemingly unrelated snippets of information. Few of the messages were understandable on their own without reference to other documents or without knowledge of the background in which the events described were taking place. It was rather like assembling a large jigsaw without a picture on the box. And at the beginning it seemed like all we had were a few blue pieces that could have been either sky or ocean!


  For security purposes the IRA were deliberately indirect and cryptic, even in cipher. For instance, only rarely were IRA leaders or key agents referred to by their real names; instead they were assigned a pseudonym or referred to by rank. So we were left with a list of fictitious names – Mr Brown, Mr Smith, Mr Ambrose and Jack Jones. By cross referencing with multiple documents and correlating the movements of the characters with those of known IRA leaders I was eventually able to find out the real name behind many of the pseudonyms and make a probable guess at some of the others. In the case of unsigned letters, it was often possible to credit them to a particular author by their reference number, cross-referencing to other papers or by looking at subsequent letters acknowledging receipt of the original letter.


  ‘Mr Brown’ (or Browne) and ‘Mr Smith’ at GHQ oversaw most of the correspondence with the IRA’s agents in America. So it seemed likely that they represented Moss Twomey and Andy Cooney, the IRA’s two key leaders. From the cipher, we learned that ‘Mr Smith’ had recently returned from a visit to America and later went to England to complete his studies. This fitted the profile of Cooney, who visited America in the summer of 1926 and resigned as chief of staff so he could complete his medical studies and qualify as a doctor. The proof finally came in a security lapse by Moss Twomey when he wrote to Connie Neenan in America: ‘send Cooney [a] copy of the addresses he had [in the US]’. But then in the précis (or plain text summary of the cipher that was kept on file at GHQ) he made the error of writing: ‘send address to Smith’. Twomey should have written ‘Smith’ in both cipher and the précis. This slip-up confirmed that ‘Mr Smith’ was a cover for Andy Cooney.4


  Twomey was appointed chairman of the Army Council in January 1927 and the following month ‘the chairman’ (Twomey) sent a despatch to ‘Mr Jones’ in New York in which he acknowledged receiving two prior letters, which in turn had been addressed to ‘Mr Brown’. This is some of the evidence that supports the contention that ‘Mr Brown’ was Moss Twomey.5


  Later in this book we present evidence that ‘Mr Ambrose’ was Seán MacBride; that ‘HS’ the IRA’s commander in Britain was likely George Power, an IRA intelligence officer from north Cork and that ‘Mr Jones’ (or ‘JB’) an espionage agent in America was most probably Dan ‘Sandow’ Donovan from Cork. There are also a number of despatches to and from ‘Jack Jones’ a senior IRA leader based in the Portlaoise area. I suspect ‘Jones’ was really Jim Killeen from Westmeath (who was appointed IRA adjutant general in 1927), but in this case the evidence is insufficient to be certain.6


  Two other interesting characters were ‘James’ and ‘Stephen’. ‘James’ was a frequent visitor or resident of London, while ‘Stephen’ was in contact with the IRA in America. In a later chapter, we show that these were the cover names for two Soviet Red Army intelligence officers working with the IRA. Despite some research, I am (as of yet) unable to find their real names. Indeed Soviet agents frequently had so many pseudonyms that their true identity often remains unknown to this day.
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  Figure 2. Despatch from George (alias ‘HS’), the IRA’s commander in Britain, to Moss Twomey. This letter includes the only direct reference to Moscow in the documents. George reported that ‘James’, the Soviet intelligence officer, had written to inform him that the Soviets would improve their funding of the IRA: I had a letter from ‘James’. He is in Moscow. He told me to inform you, that everything would be fixed up and he is anxious that you cable this decision to our representative in America. He also acknowledges the receipt of your letter, which was sent to him by hand. He will be back in less than two weeks.


   


  It was also challenging trying to identify IRA operatives when they were referred to by rank rather than name. I frequently found it difficult to find out who held a specific appointment at a particular time – this was due not only to the organisation’s secrecy but also to the high turnover in staff due to arrests and resignations. As soon as one officer became unavailable, a substitute was quickly appointed in his place. Andy Cooney was appointed chief of staff in November 1925 and Moss Twomey took over the position in the spring of the following year. However, the exact date for the change in command is uncertain and in the case of letters signed ‘chief of staff’ in May 1926 it is unclear whether the sender was Twomey or Cooney. Similarly during the period of Moss Twomey’s imprisonment in November 1926, it is uncertain who was the author of letters signed ‘chief of staff’ – though Andy Cooney most likely stepped back temporarily into the role. Hopefully this gives an idea of some of the challenges James and I faced.


  James was scrupulous in his attention to detail and accuracy. The copies we worked on were sometimes of poor quality, due to the age and state of the originals, and individual letters could be unclear or a portion of the text missing. An ‘I’ could be mistaken for a ‘T’ or an ‘O’ for a ‘D’. Additionally words were sometimes misspelled or abbreviated. James’ decryption produced a long string of text and he manually entered word breaks and punctuation based on the context. This could be challenging in the case of misspellings or where colloquial Irish expressions were used. One decryption, without the word breaks, was as follows: ‘avolunteerwasapproachedbycidwhooffered-himtwopoundperweekforanyinformation-hecouldgivethemconcerningduuhsalsoonepound-foreachrifego’.


  After James entered the appropriate word breaks, symbols and numerals this became: ‘a volunteer was approached by cid who offered him £2 per week for any information he could give them concerning duuhs also £1 for each rifle go’. James and I then worked together on this and realised that ‘duuhs’ was a misspelling of ‘dumps’ and that a ‘t’ had been dropped from ‘go’. Thus the corrected text became the much more understandable: ‘a volunteer was approached by [the] CID [detectives] who offered him £2 per week for any information he could give them concerning [IRA arms] dumps, also £1 for each rifle got’.7 Many times James went back and forth over the interpretation of a single word or sentence. In this book simple spelling mistakes have been corrected, but where there remained any ambiguity in the text or the cipher was uninterpretable we left it uncorrected without making any assumptions.


  On rare occasions, words in Irish (which the IRA virtually never spelled correctly) or colloquial Irish expressions posed a temporary challenge to James – who was raised in America. The most memorable incident was when Moss Twomey recommended that an IRA volunteer visit a ‘call house’ to meet a young lady. Now the American Merriam-Webster dictionary defines a call house as ‘a house or apartment where call girls may be procured’ and James feared the worst.8 However, shortly afterwards I received an e-mail back from him after he realised that the IRA’s meaning of a call house was a place where contact could be secretly made with an IRA representative.


  It was only after almost three years that the papers’ full significance became apparent as they revealed activities and facets of the IRA that have never been openly known before. They expose the full extent and nature of the organisation’s relationship with the Soviet Union; military espionage in America; the IRA’s interest in acquiring chemical weapons; methods and routes for importing arms and explosives; infiltration of the Gaelic Athletic Association in America; IRA security and intelligence techniques; new insight into the reaction of the IRA’s leadership to the founding of Fianna Fáil; personality clashes, indiscipline and the state of readiness of the IRA.


  Some of this information was truly bizarre, and when I came across the following message from Moss Twomey to the IRA’s commander in Glasgow ‘could a ship or ships for China be burned or destroyed by scuttling or other means?’ I thought that ‘China’ was a code word. But no, the IRA actually wanted to attack British ships sailing to China.9 References to republican support for Chiang Kai-shek and the Chinese nationalists can be found in Brian Hanley’s The IRA: 1926–1936 and in contemporary issues of the IRA’s newspaper, An Phoblacht. However, the ciphered documents add significantly to our knowledge of this unusual episode.


  I have attempted to tell the story of the IRA in the context of the times. The IRA, like any other revolutionary group, can’t be fully understood without reference to the interplay of contemporary factors such as ideology, the role of personalities, local and international political developments, financial and military resources, strategy and morale and discipline. The personalities of the leadership played an important part in the IRA, particularly as the organisation lacked a single unifying ideology. Additionally, knowledge of the many failed or aborted military attacks tells us as much about the organisation as the odd successful attack does. A history that emphasised one particular aspect of the IRA, such as the socialist ideology of some of its leaders, or concentrated on military activity would give a very incomplete and misleading picture of the organisation. I wanted to avoid this compartmentalisation and to give ‘a feel’ as to what the IRA was really like and how its members saw themselves.


  Researching this book has been an extremely enjoyable adventure and I frequently allowed myself be distracted when reading old newspapers and documents. Trying to piece together the section on chemical weapons was quite a challenge given the (understandable) reticence of experts to talk in this post-September 11 world. At one time I contacted an employee of the US army’s chemical corps and asked him about getting a copy of a book containing poison gas formulae which the IRA had given to the Soviets in 1927. When he refused, I told him I could get it on the internet or through an inter-library loan. He politely replied that if I did so I could be monitored and even visited by an unnamed government agency. So far, I haven’t seen anyone searching my bin at night! Ironically, all the experts in chemical warfare I talked to gave me at least one piece of helpful information, though communication was frequently abruptly terminated on their part. I suppose most people who inquire about chemical warfare are either crazy or potentially dangerous – or both!


  The only topic more difficult to get information on than chemical warfare was the covert activities of the IRA and republicans in America. Not surprisingly for a clandestine organisation, there is a lack of documentation and material. However, much of the discussion in the Irish-American community is still rooted in stereotypes of English perfidy and IRA freedom fighters, which has stifled healthy debate and balanced research. When I contacted the Gaelic Athletic Association in New York with questions about the IRA the door was quickly shut – though I was able to get the information I needed at the New York Public Library. However, the process of creating ‘history’ to satisfy the needs of the present, results in us forgetting the complexity of the struggles of the past and the sacrifices of ordinary men and women. History is about remembering in context, rather than inventing an imaginary past.


  The value of these documents is that they are the nearest we can come to having an open and collegial conversation with IRA leaders such as Moss Twomey and Andy Cooney. Especially in the letters sent to America, Twomey and Cooney give their opinion on a whole range of topics – from the state of the IRA to distrust of Éamon de Valera. There are also detailed descriptions of IRA techniques and security procedures. However, at times the IRA deliberately communicated in an indirect manner or attempted to mislead the recipient. For instance, Twomey presented an overly upbeat assessment of the readiness of the IRA in a letter to America in early 1927 – to encourage fundraising in the US. Overall, the documents give a unique insight into what the IRA was actually like at the time.


  This is a world of moral ambiguity: even a generally sympathetic figure such as Moss Twomey had a ruthless streak. And though the greatly respected George Gilmore endured considerable hardship in prison for the cause, the documents raise some suspicion that IRA money under his control went missing.


  There were a number of pieces of information that James and I found to be particularly repugnant. One was a document written by the IRA in Offaly attempting to justify the execution of a group of local citizens, whom the writer claimed were ‘notorious spies’.10 Other documents reveal IRA efforts to intimidate witnesses and jurors by threatening them or their families, while another sordid episode was the IRA’s torture and killing of one of their own, Dan Turley, who was suspected of informing.


  These papers can be compared to other sources of information on the IRA, such as the interviews IRA leaders gave in their old age to writers and journalists. Many of the interviews took place in the 1960s and 1970s and the IRA men were carefully preparing their legacy with a sanitised version of events. Their recollections were also subconsciously influenced by events that occurred in subsequent years. Though important books such as Uinseann MacEoin’s Survivors and The IRA in the Twilight Years make fascinating reading, much is missing from them. In MacEoin’s books, the Russian connection is largely missing and Connie Neenan in his interview does not mention his involvement in the IRA’s espionage activities in America. There is no discussion of operational techniques that, even in the 1970s, might have compromised the IRA. As for the memoirs written by IRA veterans, Twomey himself dismissed many of them as ‘myths and legends’.11 Ernie O’Malley’s On Another Man’s Wound is a classic of the genre and well worth the read. When Bowyer Bell’s The Secret Army was first published in 1970, it was ground-breaking; however, it tells the story from the IRA’s perspective and lacks sufficient critical assessment. Brian Hanley’s recently published The IRA: 1926 to 1936 is an excellent and invaluable history and particularly strong on the political background of the organisation.


  Police and intelligence sources are a valuable adjunct to any study; however, their information is often fragmentary, alarmist and even inaccurate. Police informants were frequently of dubious nature, while the police themselves had their own biases, coupled with a desire to satisfy their superiors. The primary obligation for the police and intelligence agencies was to curtail or destroy the IRA, not to understand it.


  The source that comes nearest to these documents are the interviews Ernie O’Malley held with IRA veterans in the 1930s and recorded in the O’Malley Papers. These are refreshingly direct and honest, though again they avoid certain incidents and details.


  I have tried to treat all those mentioned in this book (whether IRA members or not) with a mixture of sympathy and scepticism, which I believe produces the most balanced picture.


  Throughout the papers, the names and addresses of many individuals and businesses are mentioned and are reproduced in this book. James and I are of the opinion that it is historically important to publish the un-censored contents of the papers. It conveys a full picture of the extent of the IRA’s network throughout the Irish community at home and abroad, illustrates the IRA’s modus operandi and is a way to remember the many people who contributed to a cause they believed in. However, in some cases the IRA may have been mistaken in their opinion of these people and businesses and any activities that occurred in businesses may have been unknown to the owners. Furthermore, the businesses described in this book relate to the period 1926–7 and not to any establishment currently operating with the same or similar name.


  Aside from information that was incomplete, repetitious or inconsequential, James and I have omitted nothing we deemed to be of significance.


  
CHAPTER 1


  Breaking the Ciphers


  James J. Gillogly


  Did courier at Xmas give you copy of Woolworth edition of novel The Scarlet Letter, which was to be used for keys for cipher?


  Moss Twomey to Connie Neenan, 24 February 1927, using the old key


  Re: Yours of 16th inst. I cannot decipher your code. Has the keyword been changed? If so I have not received the new keyword.


  Staff Captain Wilson to chief of staff, 29 April 1926


  Many challenge ciphers float into my office over the transom, but this was my favourite sort: an unsolved cipher in an unknown system, whose content was a mystery to everyone now living.1 One of the greatest intellectual thrills is experienced at the moment you break an old cipher and realise that you are the only person in the world who knows this particular bit of history. The first six ciphers arrived on the mailing list of the American Cryptogram Association, forwarded by a cryptanalyst who had tried unsuccessfully to break them using many of the standard methods.2 This seemed promising: the ciphers were clearly going to be challenging but ultimately quite likely solvable, since effective attacks have been developed for many of the ciphers used in the first few decades of the twentieth century.


  One key to solving an unknown cipher is a positive attitude: if you believe you have a good chance of breaking it, you may well be correct. If you believe you will not be able to crack it, you are almost certainly correct. Another key is persistence: cryptanalysis often involves many false leads, and if you allow those to discourage you, the game is lost. As an example, I first encountered in 1968 a mysterious vellum document called the Voynich Manuscript3 in David Kahn’s classic, The Codebreakers.4 This small book is written in an unknown script with fancifully obscure illustrations, dates back to the early seventeenth century or earlier, and has successfully resisted all attempts to extract clear meaning from it.5 Over this forty-year period I have tried dozens of approaches, started an international mailing list discussing the manuscript’s history and potential attacks on it, and coordinated efforts to transcribe it into a form suitable for computer analysis. None of these efforts has produced a solution, but we now know a good deal more about it than when we started, and there’s a good chance that if meaning is found in the manuscript, our spade-work will have helped unearth it.


  Like many cryptanalysts I am much less interested in the actual content of cipher messages than in the process of decrypting them. For me the challenge comes from discovering the method used and inventing attacks to decrypt them. Although I am originally of Irish descent, my ancestors emigrated from Ireland in 1803, so any necessary historical and geographical context had to come from my co-author. Little of this context was needed for the actual solution of these messages, though, since for the most part the decryption process was unambiguous.


  Diagnosing the first cipher


  The first cipher in the set of six messages sent to the mailing list was the upper cipher shown in Figure 3, with 151 letters.6
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  Figure 3. The first cipher, 16 June 1927.


  I needed to determine which of the two basic cipher types was used to encrypt this message: transposition or substitution.7 Cryptograms found in newspaper puzzles use substitution: one letter substitutes for another but the letters remain in their original order. For example, LETTER might become OHWWHU by advancing each letter three places in the alphabet – the system used by Julius Caesar.8 Transposition ciphers leave each letter’s identity intact, but shuffle the letters around so that the message becomes unreadable. One common method used for this shuffling process is columnar transposition. The sender and receiver agree on a key – for example, a single word like MONARCHY.


  The sender writes the message under the key in rows:


  
    
      

      
    

    
      
        	
          Key:
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  The sender then alphabetises the key, keeping the columns intact.


  
    
      

      
    

    
      
        	
          Key:
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  The sender completes the shuffling by reading the message out by columns, using the alphabetical order of the key. If the key contains two or more of the same letter, the leftmost one is used first. The encrypted message starts here with the A of MONARCHY, then the C and so on, so the final encryption is OTENT REEZO ABNI DYSEB MSREU EITBH CHVAT CEGR. Usually the message will be presented in five-letter groups to conceal any hints to a would-be codebreaker concerning column length or order. The receiver counts the letters in the message, sets up a frame with the correct number of letters in the last row and enters the encrypted message under the key, again in alphabetical order, finally reading the original plain text message in rows.


  Counting letter frequencies quickly distinguishes between the two types: with transposition ciphers the most and least common letters of the cipher will be the most and least common letters of the underlying language. I assumed English was used for this set of six messages, since the surrounding text (‘Dear Sir’, ‘Yours Faithfully’) is in English. The most common letters of the cipher, EARIOST, are common letters in English. The least common letters of the cipher, BQVKP, are uncommon letters in English. The proportion of vowels in standard English text is about 40 per cent, and in this cipher is 47 per cent – rather high, but within normal variation. I was quite confident I was looking at a transposition cipher.


   


  Solving the first cipher


  The cipher may use any of scores of types of transposition: for example, the columnar transposition shown [p. 24] with the columns shuffled according to a secret key; pattern-based systems such as route transposition or railfence; the turning grille, using a square with cut-outs in which to write the message, turning it to each of four positions; nihilist transposition, where both the rows and columns of an array are shuffled; and many other variations on these themes. Each system uses a key: a secret piece of information intended to keep the message private even if the general system is known to the attacker, assuming the underlying cipher system is strong enough. The number of letters in this cipher serves to eliminate some of the possible systems: the 151 letters will not fill a square or rectangle evenly, so many of the common rectangle-based systems need not be considered.


  I chose for my first attempts the columnar transposition system: it is simple to explain to a correspondent who may not be an experienced cipher clerk, it can be used for messages that do not fit in a complete rectangle, and it had been used rather widely before the 1920s, when these ciphers were composed. A cryptanalyst can solve normal columnar transpositions using only pencil and paper, depending on the length of the cipher, the length of the key, and in some cases the content of the message. The analysis can become more difficult if the encryption method is varied, if the key is very long, or if the message is short compared to the key length.


  A message using a ten-letter key, meaning the message block will have ten columns, would be relatively straightforward to solve if it were, say, 75 or more letters long and used no tricks. A typical manual attack would be to write the cipher message in a ten-column block and then cut it apart in vertical strips. Since the order of columns is not known, the cryptanalyst would not know in advance which columns were short and which were long in an incompletely-flled block, so extra letters would be added to the top and bottom of each column to allow for that difference. The cryptanalyst would then shuffle these columns around on a table, finding where they can be aligned to form the hidden message.


  This process can be tedious to execute with pencil, paper and scissors, especially if many ciphers are to be attacked. Over the past forty years I have developed a wide array of computer programmes to help in my analysis and in many cases to solve common types of ciphers automatically. One of the most effective general-purpose automatic methods I call Shotgun Hillclimbing. This method picks a key length in what I consider a reasonable range, creates a key of that length with randomly chosen letters, ‘decrypts’ the message using this key, then progressively changes the key to try to get a decryption that looks more English-like. When it reaches a plateau where simple changes to the key no longer improve the result, it compares the result with the best found so far, then goes back to try a new random starting point. The efficacy of the process depends on a number of factors, including the difficulty of the cipher itself, the length of the key, the methods used to modify each successive key, and the method used to score a decryption on the English-like scale. The process itself is, in principle, much like the pencil, paper and scissors method described above, trying the columns in different combinations until words and phrases begin to appear.


  I unleashed my Shotgun Hillclimbing programme on this cipher, treating it as a columnar transposition with a partially-filled block of between eight and fifteen columns, and it returned the following, successively better, trial solutions, each using twelve columns:
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  The process stopped with the last of these – no better solutions were found using a few hundred more starting keys. The programme produced the key ‘fdbjalhcgkei’: these letters give the conjectured order of the twelve columns of the cipher, with the ‘a’ of the key indicating that the beginning of the cipher text (AEOOA IIIEO …) goes down the fifth column.


  This attempted solution looks rather close: we see some clear words such as ‘send stuff for’ that must be part of the original message. To see why the text is imperfect I set the message in a partially-filled block with twelve columns, yielding twelve rows of twelve letters and one row of seven, and used the programme’s proposed key:
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  The cipher begins AEOOA IIIEO AEAEW, andstarts down column A, then continues to column B:
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  The next few groups are LFRRD ELBAP RAEEA EIIIE AAAHO IFMFN, and these are filled in the same way, continuing after the EW in column b and going on to columns c and d.
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  As I filled these in I noted that all the letters in columns a and c are vowels. This would not happen by chance: since only 40 per cent of English letters are vowels, the odds against having this many in a row appear by chance are astronomical. This means that the person encrypting the message put the vowels in independent of the plain text, and we will soon see the result. Filling in the rest of the cipher text in order gives the following result:
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  The meaning of the two columns of vowels is now clear: they were added to obfuscate the message. The sender and receiver would have arranged in advance on two columns of ‘duds’ (letters to be ignored), the sender could fill them in at random with vowels, and the receiver would know to ignore them. This also explains why the initial frequency count during the diagnosis showed more vowels than usual for English: the excess vowels were in the columns of duds. Removing these duds we see the result:
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  The programme has made an error in recovering the key: columns l and h have been switched. The result so far:


  The address to which you will send stuff for QMG is Mrs Sweeney, Frudterer and Greengrocer, Five Harold’s Cross, Dublin. Try to make it ue to appear llke frhit.


  The text is now clear, and there are four obvious errors: in Fruiterer, up, like and fruit. Referring back to the original document, we see the first error resulted from the sender overstriking the original D with an I on their typewriter, and the transcriber (me) reading the D instead. The second error is a result of the poor quality of the copy: the P in the typescript copy has a smudge on the bottom that I read as the bottom of an E. The next letter is clear on the typescript as an I, and was simply a transcription error. The final error, in frhit, results from another overstrike on the typescript – the correct U can be seen in retrospect, but is not obvious when transcribing it.


  I solved the remaining five ciphers from this initial set the same way. The second in the set was from the same document and used the same key, again with two columns of duds. The next three used a different twelve-letter key, AHCKEDJLBFGI, but were simpler than the first two in that they did not use the columns of duds.9 The final cipher was relatively short – only fifty-eight letters:10
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  Figure 4. Short message from Twomey, 5 April 1927.


   


  Although short messages can be difficult to decrypt, my programme had no trouble with this one, producing key LIAHKFDJBCGE (again with no duds) and plain text:


  continued to take action against the undesirable Sunday newspapers.


  I returned these solutions the same day by e-mail to Tom Mahon, who offered to send the rest of his papers for decryption.


  The game was on!


  Decrypting the Columnar Transposition Ciphers


  When the ciphers began arriving, it became clear that the project was to be very extensive. In all, the corpus consists of about 1,300 individual cryptograms. Most of them are typed and clearly legible, but in many cases the quality of the copies – either too faint11 or too dark12 – led to challenges in transcription. In some cases the typewriter used had misaligned13 or dirty14 typebars, so that certain letters were obscured or ambiguous. Some of the messages are torn or stained in ways that obliterate a group of adjacent letters.15 The copying process itself led to other problems: in some cases the flimsy copy was folded or crumpled as it was photographed for the microfilm, making separation of the lines of text quite challenging,16 and in other cases the reproduction process cut cipher letters off one side or the other.17 Some of the messages are hand-written in various writing styles, and without the cues of connected English text it can be difficult even to identify the different letters of random-looking connected cursive text.18
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  Figure 5. Penmanship challenge, 4 October 1926.
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  Figure 6. Creases through cipher text, 25 October 1926.


   


  Columnar transposition resists mutilation rather well – even adjacent missing letters in the cipher text come from different places in the plain text, so there is still a good chance to read through the garbles. For example, consider the final cryptogram shown in Figure 6, which appears to be a photostat of a crushed and creased onion-skin copy. Replacing the damaged letters with a hyphen, the cipher to be solved is:


  -NOLT T-VNL IOXPT OULES AFTWO –S-RE GASAA IEOIS AAMEA OLGSO ERFLN MO-AU TE-ET EPHUM CTHOD NEIFO NT-—R ONOVO HIIIY MYSYL ONPAE EVRHI NIP—-TERO- RHMHP EXT


  Decrypting and adding word divisions, we see:


  I may have –o go to californ-a next month for st-phen I will ha-e to appoint ma- to do a- -imthire unle-s yo- people get – m-ve on he is very anxious for results


  We can read this quite easily from the context, since the gaps did not happen to fall in places that would make the decryption ambiguous.


  In some cases we were able to read messages that could not be deciphered by the recipient. In some cases the senders had used incorrect keys: either the wrong day’s key, or an obsolete key. In some cases they used the correct key, but used it incorrectly, not quite taking the columns in alphabetical order. They occasionally botched the encryption by leaving out a letter or by combining two letters in a single cell of the cipher frame, either of which would make the decipherment much more difficult. We see several testy exchanges in the message traffic, exhorting one correspondent or another to take more care with their key protocol and encryption process, or criticising the length or volume of encrypted messages.


  Since my decryption methods do not require me to know the intended key, I was more or less immune to the problem of senders using the wrong key. But for some of the botched encryption attempts I needed to resort to the same procedures that the original recipients would have needed to try, laying it out carefully on quadrille paper and sliding the columns up and down until the text came into alignment.


  We eventually worked through the complete set of transposition ciphers, producing good decryptions of all but one:
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  Figure 7. The unsolved transposition cipher, 16 November 1926.


  This message is identified as having fifty-two letters but only fifty-one appear in the cryptogram itself.19 I tried a number of approaches, including assuming the missing letter was in each of the fifty-two possible positions in turn (or in none of them, leaving fifty-one letters as shown), but none of my attacks succeeded. If you crack this one please let us know.


  Recovering Transposition Keys


  The process I used to break the transposition ciphers was very effective: a message of sixty or more letters typically falls in a matter of seconds to a completely automated programme with no human intervention required beyond supplying word breaks. Shorter messages presented more challenges: I sometimes needed to inspect the best results and intervene in various ways, such as telling the programme to keep a particular phrase and continue making changes with that phrase held constant. Several factors worked in my favour. A document frequently consists of a number of encrypted messages, and each message within the document was encrypted with the same key. This means I needed to break only one of these messages, and this would give me a key that would break the rest. Many of the keys were re-used across documents: the IRA used standard transposition keys for different brigades and battalions and even individuals, and these were used whenever a transmission was sent to or from these recipients. Particularly for foreign agents the IRA implemented a system for producing different daily keys based on a book and once even on a list of phrases sent in the clear. These frequent key changes improved the security but still allowed me to try recovered keys against other traffic sent on the same day to different recipients.


  My procedure for breaking each cipher gave me a key that would allow me to read that cipher and others that used the same key, but it did not tell me the key that had actually been used to encrypt the message. The recovered ‘equivalent key’ simply gives the order for reading off the columns. If the keyword were MONARCHY, for example, an equivalent key showing the column order could be DFEAGBCH:


  MONARCHY


  DFEAGBCH


  That is, column four (‘A’ in both cases) would be the first column to be read out of the message array, then column six (‘C’ in MONARCHY, ‘B’ in DFEAGBCH) and so on, retaining the order of the original word. Either of these keys will allow us to read the cipher, but if we deduce that MONARCHY was used, it can give us more insight into the way keys were chosen, and perhaps allow us to guess other keys to try on messages that continue to elude us. In this case several other words would match the alphabetical pattern, including MONARCHS, INLANDER and OUTBULLY, and the key that was actually intended might become obvious once we had a list of other recovered keys to compare with it.


  Having broken the fifty-eight-letter message from the first set that I described above, I wanted to find out what actual key had been used to encrypt it.20 The recovered ‘equivalent key’ is LIAHKFDJBCGE, and the order of the letters determines which column of the message array must be read first. That is, column three (the ‘A’) is the first to be copied out, then column nine (‘B’) and so on. I assumed this column order was determined by a keyword or keyphrase. I assumed also that the keys were in English, since all the messages are in English. The third letter in the key must be the lowest letter in the alphabet that this key uses, and if that letter is used more than once, it would appear again as the ‘B’ in ninth place in LIAHKFDJBCGE. The ‘C’ after the ‘B’ will be a letter at least as far along in the alphabet as that represented by the ‘B’. Finally, the L must represent the highest letter in the alphabet used in this key, and since there is no higher letter to its right, it must be the only occurrence of that letter.


  Using these restrictions on the keyword, we can write the alphabet repeatedly on a series of twelve vertical strips of paper and slide them accordingly, keeping these restrictions in mind – that is, column two must start no higher than column one, and so on – until a word begins to appear across several lines of the strips. During the period when these ciphers were used this was the standard way to recover the key. Now, however, we have more efficient methods: we can programme a computer to check each word or phrase in a list in turn to see whether it matches this pattern. For a key this long, very few words and phrases will match the restrictions forced by the pattern. I used a wordlist from an unabridged dictionary of 308,081 English words, and of these only one matched the pattern for this key: TRANSFERABLE.


  This procedure allowed me to find many of the one-word keys used by the IRA, but many others did not appear in my unabridged dictionary list. I postulated that short phrases were being used. It is much more difficult to find adequate lists of phrases on the internet, so I produced my own, making lists of phrases of a specified length from digital books. This time-honoured process has been used to good effect by generations of cryptographers, who would painstakingly count hundreds of thousands of letters to get good statistical distributions and find common phrases. I downloaded books from Project Gutenberg, a public service effort that distributes digital copies of books in the public domain.21 Their first set of twenty complete books was made available to the public in 1990 and 1991, and the three million words in them would make a fairly good start on any statistical project. However, my feeling is that if a thing is worth doing, it is worth overdoing. I downloaded Gutenberg’s production from 1990 through 2006 to run my statistics: 10,607 books in all, comprising over 89 million lines, 730 million words, and 4.4 billion letters.


  When I ran my key-finding programme on twelve-letter words and phrases from this collection, again the only matching key it found was TRANSFERABLE. To identify the source of more keys I wrote to Bill Mason, another member of the American Cryptogram Association and one of our top cryptographic programmers. He reminded me that Google has made available for purchase a huge list of words and phrases gleaned from the World Wide Web. I bought this collection and wrote programmes to extract more potential keys from all this data. The collection is derived from over one trillion phrases, and is distributed on data DVDs as 24 gigabytes of compressed data. This made me very glad that I use a fast computer!22


  With these tools in hand I was able to find likely English keys for nearly all of the recovered keys. As we read more of the archived messages and broken ciphers we found clues to the way keys were chosen. In a message on 5 May 1926 the IRA’s Department of Intelligence sent the unencrypted message shown in Figure 8, a list of key phrases to be used from 6 May through 14 May.23


  Just to make the keys crystal clear to anyone who might obtain this page, a line was drawn through this list indicating the first twelve letters of each phrase: ‘Isms go in wave’, ‘Speak of the co’, and so on. These phrases may be from newspapers or magazines of the period. I was unable to find any of the sources in open literature. However, they were indeed used for some of the messages we decrypted: P69/48(50), sent on 6 May, used ‘ISMSGOINWAVE’ and P69/48(23), sent on 14 May, used ‘STALESTTRICK’. This represents a serious blunder in communication security, and cryptanalysts always welcome entries of this sort. It also broadened my search for keys from complete words and phrases to checking for keys starting at a word boundary but going for as many letters as needed, without paying attention to whether the key ends on a word boundary.
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  Figure 8. Sending keys in clear text, 5 May 1926.


  One partially encrypted document included lists of keys used to communicate with each battalion and brigade, and with individuals.24 Even without decryption this kind of information can be very valuable to an opponent: it allows the analyst to see the extent and command structure of the army. Another partially encrypted message gave keys that had changed.25 Again, intercepting this message would be a great boon to the cryptanalyst, who might have lost contact with the keys but can continue reading the message traffic if this one is encrypted in a known key. To emphasise the importance of this message, the sender said in clear English ‘The following Key-words are now in use’ before giving the keywords in encrypted form.


  As I broke more messages and found more keys using the Project Gutenberg book list, I found several keys that clearly came from Nathaniel Hawthorne’s The Scarlet Letter, including one dated 2 March 1927 with key ‘Surveyor Pue e’.26 The header of this message includes the notation ‘(Cipher – New formula)’. Looking further, we found and broke a message dated 24 February 1927 saying:27


  Did courier at Xmas give you copy of Woolworth edition of novel The Scarlet Letter which was to be used for keys for cipher?


  Using this clue I tried each possible starting point for keys in the Project Gutenberg online edition of The Scarlet Letter and found a number of keys that appeared in this book – many of them common phrases such as ‘however had be’ and ‘on this side of’, but some as distinctive as ‘the scarlet le’ and ‘a writhing hor’.


  However, a message dated 14 December 1926 detailed the method completely:28


  Herewith method for using a different keyword for each.
Dispatch bearer will give you book to be used for this purpose.
Take the date of dispatch you are about to send.
Multiply the month by ten and add the date.
This gives you a number.
Take the page in the book corresponding with this number.
The first twelve letters in the fourth line on this page will be your keyword for that date.
For example take the date of this dispatch.
The number found is one hundred and thirty four.
The first twelve letters in the fourth line on page one hundred and thirty four are lampandsomet.
This would be the key word for this dispatch.
Verify this with book.
Name of book is The Scarlet Letter by Hawthorne.


  As the sender suggested, I did indeed verify this with the book. I was unable to find the correct edition, but by comparing the position of the phrase in the digitised book with the page number derived from the above method using the date of the message I found that the key locations did indeed line up very well. We attempted to find an edition of The Scarlet Letter that appeared with these keys in exactly the right place, but without success – for example, none of the dozen or so editions in the University of California at Los Angeles (UCLA) library came close to matching the data. If we could find the correct edition, then the keys for these messages could be found the same way the original recipient would have found them: by finding the page number from the date of the message and going directly to the fourth line of the text to read off the key.


  I wrote to Jude Patterson, a fellow cryptanalyst who is good at finding ‘hats’ (the original English of the equivalent key) for transposition keys. Jude had spent many years as a typesetter, and she had an interesting thought: that by testing different fonts we might be able to reconstruct the Woolworth edition closely enough to find precisely where the keys should fit. I sent seventeen recovered keys with their associated page numbers, as well as photocopies of some pages from cheap editions of various books from Britain and America from that period to give an idea of contemporary standards, fonts and conventions, and she went to work. Six months later, near the end of 2007 the breakthrough appeared in my inbox: Jude found that using eleven-point type with Garamond font produced results that almost exactly matched our data points for the Woolworth edition, suggesting that this may indeed have been the type face and size used in the original. She had needed to reconstruct by trial and error esoteric typographical conventions such as standards for dealing with widows (the last line of a paragraph at the top of a page) and orphans (the first line of a paragraph at the bottom of a page).


  Jude Patterson wrote:29


  
    11 pt Garamond by 19¼ picas is the only trial where most keys fell spot on or with minimal adjustments in hyphenation.


    Having found this so-called ideal setting, I proceeded to trials for page depth, and having established page depth, I took the whole slice of The Scarlet Letter from pages 29 to 134 and ran the final trial. It was amazing how little twiddling was needed to get the pages to fall beautifully. I put myself in the shoes of the typesetter, trying to keep all pages the same length, allowing orphans but disallowing widows, inserting hyphens to reduce big spaces between words, ‘feathering’ the type with extra letter-spacing where needed to gain a line to avoid a widow.

  


  We now had a best-guess equivalent of the Woolworth edition used to produce many of the keys for this period! For example, here is the beginning of page fifty-six with these settings:


  external matters are of little value and import, unless
they bear relation to something within his mind. Very
soon, however, his look became keen and penetrative.
A writhing horror twisted itself across his features,


  The key on the fourth line was used to encrypt a message dated 6 May.30 May is the fifth month, so we multiply it by ten and add the date: 50+6= 56, the correct page number.


  Decrypting the substitution ciphers


  Nearly all the ciphers we encountered in these sets proved to use columnar transposition, either with or without the columns of dud letters. However, a substantial number of messages between GHQ and the outlying Irish battalions used a different system: mostly short fragments of cipher to encrypt the most sensitive parts of a message that was otherwise sent in clear English. We see a typical example of this in Figure 9:31


  Have you yet got X&OYC&UIJO&MN? Did you look up that man FX&WA HKGKH/ whom I spoke to you about. I am most anxious that this case be followed up. I would suggest that if necessary you put your Staff Officer entirely on it until it is carried through.
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  Figure 9. Short Vigenère-style substitution ciphers, 4 May 1926.


   


  These ciphers are strikingly different from the columnar transposition ciphers that form the bulk of the encrypted traffic. They’re very short, they are not broken up in five-letter groups, they include the symbol ‘&’, and they are mixed freely with plain English text. Most importantly to a cryptanalyst, their statistics are quite different from normal English: a count of the individual letters shows no obvious correlation between the high and low frequency letters in the messages and the high and low frequency letters in English. This indicates that the cipher used for these messages is a substitution cipher.


  An easy and commonly used substitution cipher is called, appropriately enough, ‘simple substitution’. In this system a keyword may be chosen to mix the alphabet by any of a large variety of methods, and each letter of the plain text is substituted with the corresponding letter of the keyed alphabet. For example, with the key MONARCHY placed in a prearranged position within the alphabet, we could have a cipher alphabet that looks like this:


  Plain: A B C D E F G H I J K L M N O P Q R S T U V W X Y Z
Cipher: Q S T U V W X Z M O N A R C H Y B D E F G I J K L P


  A message is encrypted by finding each letter of the message on the ‘plain’ line and substituting for it the letter below on the ‘cipher’ line:


  On a monkey’s day to die all trees become slippery.
HC Q RHCNVL’E UQL FH UMV QAA FDVVE SVTHRV EAMYYVDL.


  With enough cipher text we can solve a simple substitution rather easily by looking at frequencies (e.g. the very common ‘E’, ‘T’, ‘A’) and pattern words (e.g. ‘trees’ with its double ‘E’ or ‘become’ with ‘E’s in the second and sixth positions). Analysing the messages this way got me nowhere. My chief roadblock was the length: most of the messages were too short to allow productive analysis. I set these substitution ciphers aside for several months while continuing to work on the outstanding transposition ciphers.


  Having finished most of the columnar transpositions I returned to an intriguing set of substitution cipher messages from an IRA communications logbook, shown in Figure 10.32 The reward for solving these pages was clear: it is a list of encrypted keywords used to communicate in cipher with each of the IRA units, from Antrim (‘No code yet’) through Wicklow, as well as additional keys for correspondents out of Ireland. In all, the list contains keywords or contact information for fifty-seven recipients. Although most of these are short words or phrases, I hoped to combine them in a way that would give me some leverage into their solution. I resolved to try each likely common substitution method in turn.


  After simple substitution, the next most common substitution cipher is known as Vigenère, named for sixteenth-century cryptographer Blaise de Vigenère.33 This method uses a key to choose among a number of different cipher alphabets to encrypt each letter of the cipher in turn. Using multiple alphabets increases the security of the cipher by evening out the frequencies of the letters and by eliminating the patterns of the letters within words. In its most basic form, for each alphabet Vigenère uses the Caesar cipher described earlier, counting down the alphabet one letter for key-letter ‘A’, two for key-letter ‘B’ and so on, using the key in order and repeating it as needed. As an example using keyword FACE:
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  Some writers, including Lewis Carroll, called the cipher ‘undecipherable’, but cryptographers of the sixteenth century had already broken it on occasion.34 The Confederate States of America trusted it implicitly, and used it throughout the American Civil War with only three keys. The northern side (the Union) had no trouble reading their message traffic.35 The cipher may be executed entirely by hand, as shown above, or with a twenty-six by twenty-six table showing each alphabet, or using a cipher disk or slide that can be moved to indicate the correspondence between plain and cipher letters.
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  Figure 10. Encrypted cipher keywords, communications logbook, no date.


   


  The cryptanalyst’s leverage in Vigenère-like ciphers comes from the periodic nature of the cipher. All letters encrypted with ‘F’ above are from the same alphabet, so that if we look at every fourth letter we will be seeing only letters encrypted with the same key letter. If we have enough material to work with, this alone will be enough to break that particular alphabet, because the equivalent of ‘E’, ‘T’, ‘A’ and so on will have the highest frequency in the cipher alphabet, and they will be in the same position relative to each other because the cipher alphabet is a simple Caesar shift of the standard A–Z alphabet. For example, the cipher equivalent of ‘E’ will appear four letters after the cipher equivalent of ‘A’. This process may be repeated for the other assumed alphabets, finding the best Caesar shift for each.


  To test for a Vigenère-style cipher, then, we need enough material encrypted in the same key to find a statistical pattern in the letter distributions. Although most of the words encrypted in Figure 10 are short, I postulated that each could be encrypted with a polyalphabetic cipher such as Vigenère with the key beginning anew with each entry.


  I selected the first six letters of all the ciphers in this group with at least six letters and that did not include the nonalphabetic character ‘&’ within those six letters. This gave a depth of twenty-two encrypted words all (by assumption) starting at the same place in the key:


  SDRDPX VVQDTY WXGKTX SJMCEK LPMOCG MVLLWK HMNMLJ VDBDFX UMDMWO GGCOCS MMNEYJ KHAKCQ LPQXLI HMHQLT IJMPWG DDMCEX HVQDSU OISOCX DXNXEO IJLWPS IJNBOO OIREAK


  I presented this to my Shotgun Hillclimbing programme and told it to try it as period six Vigenère and it immediately returned mostly reasonable text with key GVZKLG:


  mister partis qchair monste funera famble brocad pictur orecli alderm ground embark furnac brigan confla xinstr bartho interr xconti commem coordi insupe


  These beginning fragments plainly show that the method used was equivalent to Vigenère, using a keyword of at least five letters: the repeated ‘G’ in the key could mean that the key has begun to repeat, or that the keyword used has a repeated letter in that position. Further experimentation with the longer words and passages in this document showed that the latter is true: the full Vigenère keyword is GVZKLG, and it repeats as long as necessary to finish the section it encrypts. The ‘&’ could now be determined from context: if it is replaced with ‘Z’ in the cipher text, it encrypts to the right letter using standard Vigenère decryption.


  Why GVZKLG? After some experimentation, I found that it is derived from a reversal of the alphabet:


  A B C D E F G H I J K L M N O P Q R S T U V W X Y Z Z Y X W V U T S R Q P O N M L K J I H G F E D C B A


  If each letter in the Vigenère key is replaced with the corresponding letter in the reversed alphabet, we get G=T, V=E, and so on, so that the actual key used in ‘IRA Vigenère’ is TEAPOT. A reversed encryption alphabet of this sort is called Atbash, and the technique was used in the Bible. David Kahn points out that in Jeremiah 25:26 and 51:41 the word Sheshach appears in place of Babel (Babylon).36 The repeated Hebrew ‘beth’ of Babel becomes the repeated ‘shin’ of Sheshach: beth is the second letter of the Hebrew alphabet, and shin is the penultimate. Kahn cites an Aramaic paraphrase of the passage using Babel in place of Sheshach to prove they mean the same thing. Using Atbash for the IRA substitution keys may have been chosen to give a little more security against someone who suspects a Vigenère cipher system and has captured an English key to try.


  Some of the keywords in this table include letters at beginning and/or end that are not part of the actual keyword. For example, the encrypted key for Boyne Batt is WXGKTXB, which decrypted with keyword TEAPOT becomes QCHAIRV. The longer encrypted key for Claremorris Bde is DDMCEXAXSS&T, which becomes XINSTRUCTION. In the course of later decryptions it became clear that these include nulls: the key for Boyne is actually CHAIR, and the key for Claremorris is INSTRUCTION. In the substitution examples throughout the corpus we found that nulls were frequently used at the beginning and/or end, especially ‘Q’, ‘X’, ‘Y’ and ‘Z’.


  We can now address the message in Figure 9 that began this section:37


  Have you yet got X&OYC&UIJO&MN? Did you look up that man FX&WA HKGKH/ whom I spoke to you about.


  The message is an internal GHQ communication from the chief of staff to the director of intelligence, so the key used is the same as the one used to encrypt all the keys for internal consumption: TEAPOT. The solution is unambiguous:


  Have you yet got report on Keogh? Did you look up that man z Campbell x whom I spoke to you about.


  The second encrypted bit includes the nulls ‘Z’ and ‘X’ in an attempt to disguise the name further. Repeated uses of the name encrypted the same way with the same key would be a security problem: even if a person intercepting the messages could not solve the cipher, they could tell that the same person was being discussed because the encrypted version would be the same. Adding a letter to the front (z Campbell x) is enough to make it different, but unless different numbers of letters are used each time the name is sent in the future, CAMPBELL will be encrypted with the same part of the key and will appear the same when encrypted.


  The particularly interesting message shown in Figure 11 from Seán Lemass, the republican Minister for Defence to Seán Russell, the quartermaster general, was one of the most cryptic and one of the shortest.38


  [image: Image]


  Figure 11. Soviet use of IRA officer, 3 October 1925.


   


  We knew from other messages that ‘Mr. X’ was a Soviet agent. The encrypted part is ETNMMEE. Decrypting this with the GHQ substitution keyword TEAPOT gives us the plain text: YY OCB YY. As we’ve seen above, the ‘Y’s are nulls used for padding around the three-letter message. OCB (or OC.B) stands for Officer Commanding, Britain.39


  Choosing the correct keyword to decrypt the substitution ciphers in this collection was sometimes challenging. Not all the messages had obvious senders and recipients, so it was not simply a matter of pulling the keyword off the master list for those correspondents. In addition, not all of the keywords were on any list: some had been superseded, and others were assigned after the lists in our possession were compiled.


  For the longer ciphers I used my Shotgun Hillclimbing programme to recover the keyword, modifying it to deal directly with the IRA Vigenère style of Atbash-encrypted keywords. For shorter ciphers I prepared a new programme which would try a list of keywords on the cipher, then compare the results on how English-like the decryption looked by assigning a weighted score based on how common words and fragments of words are in English. I used this method to solve the list of keywords in a message from the director of intelligence to the chief of staff, shown in Figure 12.40


  [image: Image]


  Figure 12. Keywords encrypted with Vigenère-style substitution cipher, 6 February 1925.


   


  None of the recovered keywords solved these encrypted words, so I used this programme to try everything in a list of 14,611 common words of eight or fewer letters, and then sorted them according to the ‘English-like’ criterion. The best few results for the longest cipher, FGKQ&GCYD, were:


  360 beadle hllullede
360 potash vversosnx
360 reptile xlakishqi
360 volcano bvwtaurus
360 wardrobe chcurveda
360 wattage chekanhve
360 where copiedkdv
450 maxwell shinesole
450 upstair awdkaputt
490 bedlam hlocatedh
490 flange lsleglike


  Of these choices, ‘bedlam’ looked most promising, with the word ‘located’ embedded between nulls. I tried ‘bedlam’ on the other two encrypted words with complete success, getting ‘z label x’ for LIVERPOOL and ‘y scot x’ for Scotland – the latter a rather uninspired choice of keyword.


  Communication security practices


  Any organisation with important secrets must pay serious and continual attention to its methods of protecting those secrets. The IRA from 1925 to 1928 monitored and modified their procedures in an attempt to maintain and improve their communication security. They maintained separate networks with distinct cipher keys, and used several different methods of secret communication, including at least two main types of ciphers, a code system for cables, and invisible ink. They gradually changed their cipher systems and key distribution methods over this period, apparently expecting that the newer system offered more security. Leaders transmitted messages in several different ways: by courier, by post, by cable, and even by writing them on silk and dropping them in a predetermined spot on the prison grounds.


  In principle, this diversity of methods and networks and their attention to communication security should have provided strong protection against the compromise of part of the network, resulting in unravelling the whole system. However, in practice their ciphers provided much less security than some other ciphers of the day – armies in the First World War used much stronger versions of both of the IRA’s basic cipher types, and their enemies broke them readily at the time. If the British had access to the IRA’s cipher communications, they probably read them. Our attacks on these messages capitalised on weaknesses in the cipher systems themselves.


  In addition, in many cases the IRA correspondents used poor practices, including sending the same message in more than one system; sending messages in clear asking about another specific message that they could not read; mixing encrypted messages with clear text giving hints about the subject matter; sending messages that were too long or too short for the security of the system being used; sending many messages in the same key that could be ‘stacked’ to simplify the solution; sending cipher keys in clear; and using a weak cipher and key to encrypt pages of keys for the (assumed) stronger system. Each of these ‘cipher clerk weaknesses’ occurs regularly in military organisations, especially where those in charge of communications have other responsibilities. However, each of these errors offers a crack in the cipher system’s armour that a cryptanalyst can enter and expand, and I took advantage of all of them in cracking these IRA ciphers.


  Working with Tom on this cipher set turned out to be a massive and exciting project for me. I was able to draw on experience from having solved the Zendian Problem,41 a large training exercise developed in the 1950s by Lambros D. Callimahos for the National Security Agency, the American code-breaking service. Both the IRA ciphers and the Zendian ciphers allowed the cryptanalyst to develop an understanding of the communication network and hierarchy while breaking the individual ciphers. I modified several of my existing programmes and wrote dozens more to deal with the eccentricities of these ciphers, and to crunch the data I used to attack the ciphers and their keys.
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