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    INTRODUCTION


    I’M A VERY PRIVATE PERSON. Social media is a foreign world to me – I never share anything about my own life. So you can imagine how surprised I was when, in May 2021, a video featuring me dodging bullets from hijackers while driving an escort vehicle went viral.


    This kind of publicity isn’t ideal for someone in the security industry, because it’s not a good idea to be recognisable to criminals and syndicates. But, on the other hand, having a public profile has given me a chance to talk about something I am deeply passionate about: If one person reading this book is able to protect themselves and save their own lives, I’ll be happy.


    Crime in South Africa has reached a tipping point, and it’s a sad fact that although we can’t do very much about it as individuals, we can at least give ourselves the best chance to survive an incident if we are well prepared.


    HOW IT ALL STARTED


    WHEN I AGREED TO HELP a friend who was short-staffed and needed someone to escort a car carrying high-value goods, I had no idea that I would end up dodging 30 bullets from gunmen.


    I don’t usually drive escort vehicles: as the owner of a firearm training company, my focus is more on equipping both civilians and security guards to handle such situations. That said, I enjoy taking part in operations because it keeps me sharp. I believe that you have to be in the field to train the field. Crime evolves, just like any other industry, and if I were teaching people how to handle situations based on techniques that were practised 20 years ago, they wouldn’t stand a chance. Besides, how can I tell people they have to remain mentally alert after 12 hours of driving a car if I can’t do it myself?


    I haven’t always been a trainer, though. My background is actually in the police force, where I spent 17 years after joining straight after school. To me, the policeman’s uniform was a symbol of pride.


    I served as a station policeman for five years; then, in 1992, I applied for Special Task Force training. Back then, the Special Force of the South African Police Service was our country’s equivalent of the United States’ SEALs or British Special Air Services (SAS). You needed to complete nine months of basic training just to get onto the unit. It was an intense time in my life.


    The Special Force’s core mandate was the tactical release of hostage situations. Once you’d completed the basic training, you’d move on to two years of training in a specialised area, such as VIP protection or rescue diving. After that, you had to take part in ongoing training, like sniper courses or tracking.


    I felt like this was something I had been preparing for my whole life. Even as a kid, while my schoolmates went to parties, I’d entertain myself by scaling walls and climbing onto roofs, trying to move around without anyone noticing me. I knew that the Special Force was for me as soon as I heard about it.


    I absolutely loved it. It was an honour to work alongside highly skilled, highly motivated people. It was also an exciting challenge. Nothing about the unit was ordinary: every job had the potential to become a gun fight. The adrenalin was addictive.


    I worked through the ranks to become head of the snipers, and spent my last four years in the unit focusing on training and deployment. That’s how my interest in training started, and so in 2004 I left the unit to start my own training company. I would never have been able to leave the unit to become an ordinary policeman again, as some others did. Paperwork is my kryptonite. I need to keep doing physical stuff that challenges my body as well as my mind.


    In the beginning, my company focused only on firearm training. Now, we cover the entire spectrum of security requirements, depending on what our clients need, from beginner firearm training to advanced, as well as advanced driver training for security guards, close protection training and medical training.


    While I was building the company, I consulted to other security specialists and also managed a shooting range. Spending time on the range is still one of my favourite ways to let off steam.


    I love what I do. It’s who I am and what I love. I consider myself blessed to have my work. I still get exposed to a lot of adrenalin, so when I’m not working I like to have downtime hiking or hunting with my son Liam and daughter Carla, who are also involved in my training business.


    ‘THAT’ DAY


    ONE OF THE THINGS THAT seemed to amaze people who watched the video from the day of the attempted robbery was how calm I appeared. I think that my partner, Lloyd Mtombeni, was even more remarkable in this regard, especially as it was only his fourth day on the job.


    Part of that calmness comes down to everything I have learned through my training and career. I weathered a lot of shooting when I was a policeman, although this was the first major shooting I’d experienced since joining the private sector – and it’s certainly been a long time since the shooting was so close.


    The thing that helped me pull through was my mindset, and that’s exactly what I try to teach in my training. Your mind is your key defence mechanism. If it’s not in the right place, you won’t be able to make the right moves. Lucky for me, with all the time I have practised and taught people about the right mindset, it’s become stuck in my head. The thing is that you never know how you will react in a situation until you are actually in it. Even a simulation doesn’t really show you how you’ll behave.


    That’s why it’s important to prepare your mind. All of my reactions during the attempted heist were based on pre-visualisation. In training, we call this ‘the what if game’ – we ask people to imagine what they will do if they find themselves in a certain situation. What if you’re attacked from behind? What if you see a threat coming from the left?


    Making this pre-visualisation part of your daily routine can keep you alive. It becomes part of the way you think. Unfortunately, most people don’t think this way, and as a result they become easily distracted by what’s going on around them. The problem, though, is that if you are not prepared for anything that might happen, you won’t know how to react.


    IF YOU ONLY KNOW ONE THING ABOUT SELF-DEFENCE …


    THERE’S AN ENORMOUS NEED TO empower people so that they can help themselves get out of crisis situations. It’s almost heartbreaking to see how little people know when they first start attending our courses – but I am always encouraged by the fact that they are taking their first step towards being able to defend themselves. That’s half the battle won.


    The reality is that you are responsible for your own safety. No one else can protect you.


    Make no mistake – protecting yourself is a complicated business. People are always shocked when they walk away from their first lesson in basic firearm training, because they don’t realise how much is involved.


    That’s why it’s important to focus on the basics. If you do find yourself in a crisis, you need a thorough grasp of those basics because when panic and adrenalin kick in, that’s all you’re going to remember. It’s when you have a solid foundation in place that you can start to build on other tactics.


    I truly believe that we live in a war zone. The incident that made me an internet phenomenon is minor compared to some of the things that are happening out there. South Africa has the dubious honour of being one of the three most violent countries in the world, while Johannesburg and Pretoria are always vying for the position of third most violent city. It’s nothing to be proud of – but, when you consider that our unemployment rate stands at 40%, it’s not surprising that good people are forced to do bad things.


    And that’s why everyone needs to be able to defend themselves. It’s as simple as that.


    COLOUR CODES


    WHERE YOU PLACE YOUR ATTENTION at any given moment is key to how well you can protect yourself. We have developed an awareness colour code to break down your attention level, and what it means in terms of taking action.


    WHITE: In this state, you are totally oblivious to everything that’s happening around you. You’re probably checking your phone while you wait at a robot or driving into your house, thinking about what you’re going to do next. This is extremely dangerous, because it means that should you suddenly find yourself in danger, you will not be prepared. Strictly speaking, you should never be in CODE WHITE when you are awake.


    YELLOW: This is a state of relaxed awareness. It’s the state you’re in when you wake up: you’re starting to become alert to the sounds of the day, like traffic outside or dogs barking, but there are no noises or movements that register as threats because they are out of the ordinary. You’ll stay in this state as you start to prepare for the day, get dressed and take your car out of the driveway, at which point you need to become more alert and watchful. Does anything strike you as unusual? Are there any people or cars loitering or even moving towards you? If so, you need to move to the next state: Orange.


    ORANGE: Now you are on alert. You’re looking around with enough intent to start noticing specifics. If you’ve heard a strange noise, you’re trying to find out where it comes from. If you see someone walking towards you, you’re trying to see where their hands are.


    RED: This is a decision-making state. You’ve ascertained that there’s a threat and gathered information about it. Now, you need to decide how you are going to handle it. Your decision-making process might look something like this: you realise that you’re facing a possible hijacker, because there are cars blocking you in from front and back. What is the best course of action – should you try to take the hijackers by surprise by slamming on the brakes? Or should you reverse your car so hard that you ram into the hijacker’s car behind you, maybe even jolting it out of the way? The action you decide on will depend on what you are willing to do, your environment, and what you feel capable of.


    BLACK: We consider this the point of no return. In this state, you are facing a violent attack and you have to defend yourself in an equally violent, yet controlled, manner in order to contain the threat. Violence can only be part of the solution if you are trained in this area, as it is as much a mental skill as a physical one. How you react to using violence to protect yourself, and how far you are prepared to go, will have a massive influence on the outcome of the situation.


    
      Your mind is your key defence mechanism.

    

  


  
    CHAPTER 1


    KEEPING SAFE AT HOME
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    YOUR SECURITY SYSTEM


    HERE IS A HARD TRUTH: if a criminal wants to break into your home, they will do so. It doesn’t matter what security measures you have in place.


    That said, creating layers of security buys you time, and time equals distance, which equals opportunity. Basically, it gives you options so that you can think of the best way to deal with the attack. That’s why it’s crucial to have an early warning system in place.


    This is why we always recommend a layered approach to security. You can’t rely on one alarm or an electric fence or even a dog. You have to include all of these elements.


    What’s more, your security system can’t end at your house. If you own something that a criminal has earmarked, you can be sure they will find some way of getting it – if not in your home, in your car. You need to make sure that you are protected at every point during your day.


    Your security should start at the outermost border of your property: your wall. High walls are a feature of most South African homes, but I’m not actually a fan of a built-up wall, for two reasons: firstly, it doesn’t take much for someone to scale a wall, even if it is high, and once they are inside they can lie in wait for you. At the same time, just as no one can see inside when there is a high wall, you can’t see outside – which means that if there is suspicious activity going on, you won’t be aware of it. That robs you of the chance to start planning your defence.


    If you decide that you absolutely cannot live without a high wall, make it harder to scale by topping it with devil’s fork railings, barbed wire or an electric fence. You may also wish to cement pieces of broken glass into the wall. This makes it difficult for any would-be criminal to gain a handhold while attempting to scale the wall.


    If nothing else, these measures will act as a deterrent. The criminal may decide that the extra effort isn’t worth it, and go on to look for a house that’s less of a challenge.


    Most people have bushes or trees growing at the base of their walls, but this is something else I urge you to reconsider. Bushes offer a wonderful hiding place for criminals so, again, if you feel you cannot do without them, make sure they are trimmed back so that the area around your wall is open. Trees growing near walls are another no-no: they almost provide a ladder for a criminal to climb into your garden. Flowerbeds too should be avoided, because they act as stepping stones for someone breaking in.


    Now turn your attention to what is inside the boundary wall. Is the area lit up? Can you see the wall from your house, or is the area around it like a forest? You need to look at this not as a homeowner trying to make their property beautiful, but through the eyes of a criminal who is looking for opportunities and places to hide – and, unfortunately, a landscaped garden provides plenty of hiding places. Of course, no one wants to live in a desert, so the solution lies in placing beams at every angle across your yard. Although DIY systems are available, I would recommend hiring a specialist security company to do the installation, not only because their products tend to be of a superior quality, but also because they are experts and therefore know how to set up the beams for optimal effectiveness. Some DIY systems can be breached from certain angles and heights, which means they may be activated by pets, whereas high end beams can be set at a certain height or in a way that detects movement that is typical of humans.


    For extra security, make sure that your beams are linked to your alarm system or your cellphone. This makes it possible for your alarm company to send someone to investigate if a beam is set off; alternatively, you can also let them know that your alarm has been triggered and they need to dispatch a guard.


    You could also link the system to cameras and a system of motion detectors. These can be connected to your phone via an app, making it possible for you to monitor your house via camera no matter where you are.


    Motion detecting lights are another must. Make sure you invest in a proper system that lights up the entire property, from the house to the outer perimeter. Be wary of lighting up the outside areas only, because if you are inside and looking into those lights, you will be blinded. That robs you of the opportunity to see if there are any threats.


    There’s another advantage to keeping the house well lit: a criminal walking into an illuminated area will be blinded, while they will be highly visible. Floodlights are the best option here, because they are not costly to maintain. You can also link them to solar panels during the day to minimise costs further.


    If you’re keeping the lights on inside your house, remember to keep the curtains closed so that you become less visible – otherwise, criminals can see exactly where you are and what you’re doing, and this makes it much easier for them to plan their entrance and plot their course through the house. In contrast, the less they’re able to plan, the more time you’ll have to pull together your own response.


    A note on private security companies: most people think that once they have signed up with a private company, they’re entirely safe. While they certainly do provide a measure of protection and there are private security companies that offer an excellent service, with some companies, response times are not always quick, and they do not always investigate the property thoroughly when an alarm goes off – especially if there is a dog on the property, or if everything appears to be in order from the outside. At the end of the day, a security company subscription is not a guarantee, just an additional deterrent. 


    WHAT ABOUT YOUR DOGS?


    WE ALL LOVE OUR DOGS, but we’re overlooking one key fact: they’re there for our protection. Your dog can be an excellent early warning alarm if you train him properly.


    First things first: if you’re looking for an alarm, a small dog is your best bet. Yes, most people talk about how much they hate the yappiness of small dogs, but that’s exactly what makes them a great alarm. Big dogs, on the other hand, are there to scare people off – the sight of a big, presumably aggressive dog can be a huge deterrent.


    For your dog to be able to alert you to potential threats, you need to be able to recognise when their barking signifies that something is wrong. You can’t do that if they bark at every small disturbance, like the wind blowing in the trees or a car driving by, so you need to teach them not to bark at things like that. If they bark persistently, you won’t be able to tell when the threat is real, and you won’t bother to investigate when they sound the alarm. On the other hand, if a well-trained dog lets out a bark, you know that it’s time to move into CODE ORANGE – you need to be on the alert for unusual activity.


    The good news is that you don’t need any special training classes to teach your dog not to bark at any old thing. You just need to spend time with him, and apply the basic principles of training: encourage him with a reward when he does the right thing, and withdraw rewards when he displays behaviour you don’t want.


    Your dog must never sleep outside, because this puts him at risk of being poisoned. It doesn’t take much to kill a dog: their systems are very sensitive to ingredients in human medication, for example, and this can be hidden easily inside a piece of food. That’s why you also need to train your dog never to take food from strangers.


    If you’re unlucky and your dog is, indeed, poisoned, you can be sure that you have been targeted for a home attack. If this is the case, you need to hire a guard to watch your home around the clock, and to be on high alert for signs that something is wrong.


    WHERE ARE YOU MOST VULNERABLE?


    YOUR DRIVEWAY IS DEFINITELY ONE of the weakest security points in your home. In fact, most hijackings occur in the driveway.


    To make sure that you do not become a victim, be on alert whenever you are driving home. As soon as you reach, say, three kilometres from your house, turn down the radio, ask the kids to keep quiet in the back of the car, and focus on what you see around you. Are there any people in the road who shouldn’t be there? Are there more pedestrians walking around than usual? Any strange cars parked outside your neighbour’s house? Is anyone following you?


    Now is the time to look out for things that are out of place, or things which should be there but aren’t. Is there a person selling newspapers who isn’t usually there? Or is your usual newspaper seller nowhere to be seen? If so, it could be that he’s noticed people loitering and he doesn’t feel comfortable around them.


    Sometimes you get a sixth sense that something is wrong – you may feel as if someone is watching you. This is your instinct speaking, so don’t ignore it. Avoid driving straight into your driveway; instead, stop in the street for a few seconds, long enough to give any other cars with innocent intentions time to drive on – and if their intentions aren’t innocent, keep driving around the block and call for help.


    Don’t turn into your driveway without checking behind you first to ensure that you are not being followed. Hijackers commonly block you in by parking behind you so that you can’t escape while you are waiting for the gate to open.


    Satisfied you’re not being followed? Then move into the driveway – but, instead of opening the gate all the way, stop it as soon as you are inside (presuming your gate works on a remote), and close it immediately. Don’t drive all the way to the top of the driveway, as this leaves a space for hijackers to tailgate you. Move forward only once you have checked that the gate is properly closed behind you. This also ensures that, if they have somehow managed to sneak in behind you, you have space to ram your car backwards into theirs.


    Again, look out for signs that things aren’t as they should be. For instance, if your dog usually runs to say hello when he hears your car drive up, but is nowhere to be seen, you should immediately be on the alert: it’s possible that something has happened to the dog, such as a poisoning, which signals that people are trying to get into your home.


    When hijackers have gained access to your driveway they will then approach you, often with a firearm. It’s important to remember that these people have no interest in you – they really just want your car. So, you have a choice: you can either step out of the car and hand it over to them, or you can fight.


    Handing over the car may be the best decision, especially if the attacker is pointing a gun at you. In this case, you should never reach for your own firearm (if you have one). Hijackers usually don’t want to shoot you, and if you run away, they’re unlikely to chase you or shoot after you. On the other hand, if you pull out your own gun the situation changes significantly. The hijackers may then be tempted to pull the trigger.


    If you think it’s worth fighting back, you can try to use your car as a weapon. To do this, you have to be willing to smash your car. Put it in reverse, and press down on the accelerator so hard that you are able to push the hijacker’s car out the way. You don’t need a 4x4 to pull this off; even an ordinary sedan has enough power to move a vehicle so long as you aim for the rear of the other car, as it is lighter than the front end and therefore more likely to shift. You should also try to hit it at an angle. Even a small shift can be enough to create a gap which you can use to drive away. True, it’s likely that your car will be damaged, but your insurance will cover the cost of repairs.


    If you’re willing to take a chance and try this, you need to be able to think quickly and make a plan. Make sure you understand your car’s capabilities. How will it react to being driven in this manner? Is it able to accelerate quickly? This is important, as some automatic cars have a delay before the revs kick in, slowing the car down and leaving you with insufficient power to push the other car out the way. You also need to check your mirrors before you start reversing to make sure that there are no innocent bystanders who may get hurt in the process.


    You may not even have to go this far, though. Sometimes, seeing your reverse lights illuminated is enough to make a hijacker abandon their plans.


    Not everyone is willing to take a chance with this approach, though. If you would prefer to hand over your car and walk away, you need to do so in such a way that you don’t alarm the hijackers or agitate them. In other words, get out of the car quietly, without screaming or shouting. Most hijackers aren’t disciplined when it comes to handling firearms, and the tension this creates may be enough to tip them over the edge and make them shoot.


    Whichever option you choose, you need to have a plan even before a hijacking becomes an eventuality. It’s vital that you have an idea of how you will react if you are faced with a crime, because this lessens your chance of being caught unawares. It’s equally important for every member of the family to be told about the plan, and to know their role. Even a three-year-old child can be told how they need to react in a dangerous situation.


    One of the easiest ways to make sure that your children know what to do in a criminal situation is by creating a code word. Your children must understand that if you ever say this word, they have to be ready to do whatever you tell them without question. Be sure to tell them what these instructions will be. For instance, maybe your code word is the signal to undo their seat belts, get out of the car and wait in silence until you tell them what to do next. Practise the routine until they know it off by heart.


    GETTING YOUR COMMUNITY INVOLVED


    AS MUCH AS IT’S IMPORTANT to have a plan for your family in case of a criminal attack, it’s also a good idea to have a plan for your community.


    The first step here is to set up a community WhatsApp or Telegram group. Although most suburbs and even streets already have these, and you may even be part of yours, you may wish to set up a group that is dedicated solely to security-related matters. That way, if any contact is made on this group, you know that it is an emergency and not to be taken lightly. The group won’t get cluttered with other posts and requests, and it’s unlikely that anyone will mute it.


    As with your family, assign a specific job to everyone in the street: maybe one neighbour can be made responsible for blocking off the road if there is a break-in or driveway hijacking, while another will phone the police or security company in case of an emergency. Make sure that everyone knows and understands the jobs they have been assigned.


    YOUR SAFETY PLAN


    YOU MIGHT NOT KNOW THIS, but there is a significant difference between a break-in and a home invasion. Break-ins typically take place when the house is standing empty; often during working hours.


    A home invasion, on the other hand, has been carefully planned because the criminals have identified you as the owner of something they want. In other words, you are a target. Maybe a syndicate has noticed that you drive a certain car which has been ordered by a client (usually across the border) or which has parts required by a chop shop. Or maybe you wear a brand of watch that’s highly desirable to syndicates. On that note, don’t make the mistake of thinking you’re safe simply because you don’t wear the watch in public. Databases of people who have bought, say, Rolexes, are easily available on the dark web.
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