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  While conflict in cyberspace is not a new phenomenon, the legality of hostile cyber activity at a state level remains imperfectly defined. While there is broad agreement among the United States and its allies that cyber warfare would be governed by existing law of armed conflict, with no need for additional treaties or conventions to regulate hostilities online, this view is not shared by many nations that the United States could potentially face as adversaries.




  A range of foreign states use definitions for cyber conflict that are entirely different from our own, ex- tending to different concepts of what constitutes online hostilities and even a state of war. This leads to a potentially dangerous situation where an adversary could be operating according to an entirely different understanding of international law to that followed by the United States.




  In this Letort Paper, Mr. Keir Giles uses Russian-language sources and interviews to illustrate the very distinct set of views on the nature of conflict in cyberspace that pertains to Russia. He provides an important window into Russian thinking and explains how fundamental Russian assumptions on the nature of cyber activity need to be considered when countering, or engaging with, Russian cyber initiatives.




  The Strategic Studies Institute is pleased to offer this detailed analysis as an essential guide to the mindset of an important cyber actor, and one which it is essential for the United States to understand.
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  The United States and its allies are in general agreement on the legal status of conflict in cyberspace. Although key principles remain unresolved, such as what precisely constitutes an armed attack or use of force in cyberspace, overall there is a broad legal consensus among Euro-Atlantic nations that existing international law and international commitments are sufficient to regulate cyber conflict.




  This principle is described in multiple authoritative legal commentaries. But these can imply misleadingly that this consensus is global and unchallenged. In fact, China, Russia, and a number of like-minded nations have an entirely different concept of the applicability of international law to cyberspace as a whole, including to the nature of conflict within it. These nations could therefore potentially operate in cyberspace according to entirely different understandings of what is permissible under international humanitarian law, the law of armed conflict, and other legal baskets governing conduct during hostilities.




  U.S. policymakers cannot afford to underestimate the extent to which Russian concepts and approaches differ from what they may take for granted. This includes the specific question of when, or whether, hos- tile action in cyberspace constitutes an act or state of war. Recent Russian academic and military commentary stresses the blurring of the distinction between war and peace, and asks to what extent this distinction still exists. This suggestion of a shifting boundary between war and peace is directly relevant to consideration of at what point Russia considers itself to be at war and therefore subject to specific legal constraints on actions in cyberspace.




  Conversely, actions that are considered innocent and friendly by the United States and European nations are parsed as hostile actions by Russia, leading to Russian attempts to outlaw “interference in another state’s information space.” The Russian notion of what constitutes a cyber weapon — or in Russian terminology, an information weapon — is radically different from our assumptions.




  Initiatives put forward by Russia for international cooperation on legal initiatives governing cyber activity have received a mixed response from other states. But they need to be taken into account because of the alternative consensus on cyber security opposing the views of the United States and its close allies, which is growing as a result of an effective Russian program of ticking up support for Moscow’s proposals from other countries around the world.




  This Letort Paper explores the Russian approach to legal constraints governing actions in cyberspace within the broader framework of the Russian understanding of the nature of international law and commitments, with the aim of informing U.S. military and civilian policymakers of views held by a potential adversary in cyberspace. Using a Russian perspective to examine the legal status of various activities in cyberspace, including what constitutes hostile activity, demonstrates that assumptions commonly held in the United States may need to be adjusted to counter effectively — or engage with — Russian cyber initiatives.
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  The United States and its allies devote considerable time and expense to considering the legal dimensions of cyber conflict. Although key definitions for establishing legality remain unresolved, such as what precisely constitutes an armed attack or use of force in cyberspace, the legal debates within and between Euro-Atlantic militaries are generally in harmony and derive from a broader legal consensus in these nations. This consensus holds that existing international law and international commitments are sufficient to regulate cyber conflict, and furthermore that certain individual rights in using cyberspace are inalienable.




  Authoritative legal commentaries, such as the Tallinn Manual on the International Law Applicable to Cyber Warfare, released in early 2013,1 reflect this Western consensus. But they can misleadingly imply that this consensus is global and unchallenged. Significantly, the Manual does not include among its contributors any legal experts from nations considered potential adversaries in cyberspace, notably China and Russia.




  In fact, China, Russia, and a number of like-minded nations have an entirely different concept of the applicability of international law to cyberspace as a whole, including to the nature of conflict within it. These nations could therefore potentially operate in cyberspace according to entirely different understandings of what is permissible under international humanitarian law, the law of armed conflict, and other legal baskets governing conduct during hostilities.




  This Letort Paper will explore the Russian approach to legal constraints governing actions in cyberspace, within the broader framework of the Russian understanding of the nature of international law and commitments, to inform U.S. military and civilian policymakers of views held by a potential adversary in cyberspace. It will examine the legal status of activities in cyberspace, including what constitutes hostile activity from a Russian perspective, to demonstrate that assumptions commonly held in the United States may need to be adjusted effectively to counter — or engage with — Russian cyber initiatives.
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  In conventional conflict, the legal constraints on combatants are clearly understood and well defined. Precisely when and how a state of war arises (jus ad bellum) and how parties must conduct themselves during conflict (jus in bello) have been established through customary law and international legal commitments over the course of centuries. Generally accepted among developed nations, these principles give a degree of stability and predictability to the extent of armed conflict, particularly in terms of legal constraints on col- lateral damage, proportionality, initiation of conflict, self-defense, and humanitarian impact.




  In cyberspace, no such consensus exists. This is because the view of legality held by the United States and its allies is not a global one, and other key actors in cyberspace have an entirely different approach. It is therefore important for U.S. planners to understand that potential adversaries may be operating according to an entirely different set of assumptions regarding what is permissible behavior in cyberspace in terms of international law.




  Descriptions of the state of regulation of activity in cyberspace as a whole are replete with metaphor. Establishing commonly agreed norms and rules of behavior for this new domain has been compared to the early days of nuclear weapons with no mutual understanding on the rules of deterrence, to the motor car with no rules of the road, to the long development of international maritime law, and much else besides. A common perception is that online activity, and in particular hostile online activity, is so new a phenomenon that there should be little surprise that a commonly agreed regulatory framework is still a distant prospect.




  Despite the recent burgeoning of domestic and international legal debate over cyber issues, this perception of novelty is misplaced. Neither cyber conflict, nor the legal arguments over it, can remotely be described as a new concept. Among newcomers to cyber issues, it is commonly believed that the notion of introducing hostile code custom written by nationallevel experts into a secure facility on removable media in order to carry out a precisely targeted attack on a system through a supervisory control and data acquisition (SCADA) interface is an entirely new and original idea never heard of before Stuxnet. Until, that is, they see the original British version of The Italian Job, where exactly the same process is described in a motion picture released almost 40 years earlier. As stated by Jason Healey in his survey, “A Fierce Domain,” which should be essential reading for anybody who believes that this is a new issue:




  Many of the questions vexing cyber policymakers today were asked in exactly the same terms by their predecessors 10 and 20 years earlier. Again and again, lessons have been identified and forgotten rather than learned.2




  Nevertheless, despite a Euro-Atlantic consensus on the broad principles of cyber conflict and use of the Internet, intense debate between legal practitioners continues, with a marked increase in intensity following the recent prioritization of cyber issues in the United States and the United Kingdom (UK), and associated funding flows. Examples of recent legal scholarship published in the last 12 months alone include “Legal Implications of Territorial Sovereignty in Cyberspace” and “Law of Neutrality in Cyberspace” by leading German specialist Wolff Heintschel Von Heinegg; “A Methodology for Cyber Operations Targeting and Control of Collateral Damage in the Context of Lawful Armed Conflict” by Robert Fanelli; studies examining the applicability of international law to terrorist acts committed through cyberspace;3 and many more.




  Yet all these works, as well as the Tallinn Manual referred to previously, reflect only a portion of the global debate over potential cyber law. Studying Russian scholarship on “information warfare” (IW) and international agreements promoted by Russia with varying degrees of success provides an entirely different view. Examination of the Shanghai Cooperation Organization (SCO) Information Security Treaty of 2009, or the draft International Code of Conduct in Cyberspace proposed in the United Nations (UN) jointly by Russia, China, Tajikistan, and Uzbekistan in 2011, illustrates that different nations hold views divergent from those of the United States.




  One key area of disagreement is whether online activity, and especially online conflict, is broadly gov- erned by existing international law, or whether entirely new legal instruments are needed to govern it. An objective assessment by two authoritative officers of the Organization for Cooperation and Security in Europe (OSCE) notes that “no universally accepted legal framework for dealing with cyber threats exists.”4 This leads Russia, China, and others to call for what Hamadoun Touré, head of the International Telecommunication Union (ITU) has described as:




  a treaty in which countries would promise to ensure Internet access for their citizens, protect them from attacks, work with other countries to stop criminal activities, and not attack another country first.5
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