
    
      
        
          
        
      

    



    
        
          Fortifying Digital Fortress: A Comprehensive Guide to Information Systems Security

        

        
        
          GoodMan, Volume 1

        

        
        
          Patrick Mukosha

        

        
          Published by Patrick Mukosha, 2023.

        

    



	[image: ]

	 
	[image: ]





[image: ]


​​Copyright Notice



[image: ]




[image: images]

––––––––

[image: ]


All Rights Reserved.

No part of this publication may be reproduced, or stored in a database or retrieval system, or transmitted, in any form or by any means, electronic, mechanical, photocopying, recording, or otherwise, without the prior written permission of the publisher. No patent liability is assumed with respect to the use of the information contained herein. 

Although every precaution has been taken in the preparation of this book, the author and publisher assume no responsibility for the errors or omissions. Neither is any liability assumed resulting from the use of the information contained herein.

Copyright 2023© Dr Patrick Mukosha

International Standard Book Number: 

First published: August, 2023

Publisher: Draft2Digital

Trademarks

All terms mentioned in this book that are known to be trademarks or service marks have been appropriately capitalized. The Author and the publisher cannot attest to the accuracy of this information. Use of a term in this book should not be regarded as affecting the validity of any trademark or service mark.

Warning and Disclaimer

Every effort has been made to make this book as complete and as accurate as possible, but no warranty or fitness is implied. The information provided in this book is on as is basis. The Author and the Publisher shall have neither liability nor responsibility to any person or entity with respect to any loss or damage arising from the use the information contained in this book.

Author:  Patrick Chisenga Mukosha PhD



	[image: ]

	 
	[image: ]





[image: ]


Acknowledgements


[image: ]




The author is indebted to a large number of researchers, and consultants in the field of Strategic Management, Entrepreneurship and Operational management whose works were referred to in writing this book – and appears below and in the bibliography. 

The author also would like to acknowledge the encouragement of my wife; Gracious Lumba Maboshe-Mukosha, my special colleagues Bernard Chisanga (MHSRIP) and Annika Larsson Nilsson, and my children, whose comments and constructive criticism kept the author alive. The author also benefitted from the comments of many colleagues: Dr John Cummins and Satish Raju. They generously shared their insights and experiences in an evolving field where tacit knowledge is indispensable. 

The author wishes to thank his late Father; Isaac Mulando Mukosha (MHSRIP) and mother; Rebecca, for their endless love.

Special thanks go to Lionel Hugh Weston; my former Secondary School Teacher and Guardian, without whom I would never have had a strong education foundation in life. His contribution in my education career is immeasurable. I shall forever remain indebted to him and the entire Weston’s family.



	[image: ]

	 
	[image: ]





[image: ]


Abstract
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In our interconnected world, where information flows seamlessly across networks and systems, safeguarding digital assets has become an imperative. "Fortifying Digital Fortress: A Comprehensive Guide to Information Systems Security" is a comprehensive exploration of strategies, methodologies, and best practices that organizations and individuals can adopt to protect their information systems from ever-evolving cyber threats. This book provides a holistic approach to information security, covering technical, operational, and human aspects to ensure a robust defence against cyberattacks.
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Chapter 1: The Changing Threat Environment 
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1.1.  Introduction:
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In an age where connectivity and technological advancements drive progress, the digital realm has become both a gateway to opportunity and a battleground for cyber warfare. This chapter delves into the complex and dynamic landscape of cyber threats, exploring the ever-evolving tactics employed by malicious actors to exploit vulnerabilities and breach defences.

In terms of the amount of short-term, physical dangers and long-term, less tangible threats, the threat environment is predicted to become increasingly complex. That is, due to several unfavourable driving forces in the natural environment, threat is predicted to become harder to control in the future.

Cybersecurity is a dynamic field where new dangers appear as quickly as technology advances. Ransomware attacks, social engineering assaults, state-sponsored attacks, data breaches, insider threats, AI-driven attacks, and 5G and IoT threats are some of the most serious dangers facing society today.


1.1.1. Threats are Wide Spread



The variety of flaws that threat actors are utilizing is astounding. Attackers have been able to compromise everything from baby monitors to common attacks, with ransomware still one of the most frequently used tools by criminals. While some vulnerabilities, like Log4j, which only surfaced in December, receive significant media coverage and were the most common Intrusion Protection System (IPS) detection for the entire second half of 2021, are on the radar for enterprises, managed service providers, and other larger entities, attackers have been able to compromise everything from baby monitors to common attacks. Even though there were fewer ransomware assaults than in the first half of 2021, the attacks themselves changed, becoming more complex and aggressive.

The distinction between business and personal networks has become increasingly hazy as individuals continue to work from home or adopt hybrid work arrangements. As a result, corporations are now seriously threatened by vulnerabilities in consumer-grade equipment. Businesses may be used to keeping their "crown jewels" secure within the company network, but as hybrid and remote working as well as the growing usage of public, private, and hybrid cloud solutions become more popular, network edge is undergoing a transition.
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1.2.  The Shifting Threat Landscape: Influenced By the Digital Divide
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The digital gap in many countries, where significant portions of the population have restricted access to technology or an inability to use it safely, is a persistent worry in a threat environment that is shifting. Computers are being used for business, leisure, and education by people who may not have the skills necessary to defend themselves against even the most basic threats. 

Multiple family members frequently use the same electronic equipment, dramatically increasing the risk of malware infection.  Teachers who may not have previously used technology are now exchanging data as part of their regular interactions in online classes, which could infect their computers with malware. Many districts and educational institutions were required to quickly convert to online learning, which meant doing so without putting some of the cybersecurity and training standards that are a part of conventional online models into place.


1.2.1.  Cybersecurity Diagram
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Figure 1: Cybersecurity Diagram

This simple diagram outlines various components of a cybersecurity framework:


	
Network Security: Protects the network infrastructure using firewalls, intrusion detection systems (IDS), and intrusion prevention systems (IPS).

	
Secure Access Control: Ensures that only authorized individuals have access to the network and its resources.

	
Identity and Access Management (IAM): Manages user identities, authentications, and authorizations across the network.

	
Endpoints Security: Focuses on securing individual devices (computers, smartphones, etc.) connected to the network.

	
Mobile Device Management: Manages security policies and controls for mobile devices used within the network.

	
Data Encryption: Ensures that data is protected both when it's stored (at rest) and when it's transmitted (in transit).

	
Security Awareness & Training: Educates users and employees about cybersecurity best practices and potential threats.

	
Intrusion Detection and Prevention: Detects and prevents unauthorized access and malicious activities on the network.

	
Incident Response & Management: Outlines procedures for responding to and managing cybersecurity incidents.



Remember that the layout and details of your diagram can vary based on your specific requirements and the complexity of the system you're representing.
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1.3.  Understanding the Cyber-Threat Landscape:
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The first section of this chapter establishes a comprehensive understanding of the modern cyber threat landscape. It examines the various types of threats that organizations and individuals face, ranging from common malware and phishing attacks to more sophisticated forms of cyber espionage and ransomware campaigns. By categorizing threats based on their objectives, impact, and methodologies, readers gain insight into the multifaceted nature of cyberattacks.


1.3.1. Artificial Intelligence (AI)-driven attacks are on the rise, and cybercriminals are utilizing AI to make their operations more sophisticated and difficult to stop. AI has the potential to automate hacking, giving hackers access to hitherto unattainable levels of speed and scale in their attacks.

1.3.2. Attacks using Ransomware: The sophistication and frequency of ransomware assaults have considerably grown. In these attacks, data belonging to the victim is encrypted, and the hackers demand a ransom in return for the decryption key. Ransomware attacks have increased in recent years and frequently target important infrastructure and huge enterprises. Cybercriminals are also using "double extortion" strategies, in which they threaten to release the data they have stolen if the ransom is not paid.

1.3.3. IoT and 5G Threats: The attack surface for cybercriminals has increased due to the rapid growth of IoT devices and the introduction of 5G technology. These gadgets frequently don't have enough security features, which makes them vulnerable to hackers.

1.3.4. State-Sponsored Cyberattacks: Are those that are carried out or funded by nation-states with the intention of causing havoc, obtaining confidential data, or gaining a tactical advantage. These attacks frequently pose serious hazards to both states and organizations since they are very sophisticated and difficult to track.

1.3.5. Data Breach: A data breach is when sensitive information is accessed without authorization, frequently with the intention of stealing it and selling it on the dark web. These assaults have the potential to cause considerable monetary losses and reputational harm to a corporation.

1.3.6. Social Engineering Attacks: These strategies persuade victims to provide private data like passwords or credit card details. Phishing is a typical form of social engineering assault in which attackers pretend to be a reliable source in order to dupe victims into providing personal information. Attacks using social engineering pose significant difficulties since they target human weaknesses rather than technological ones.

1.3.7. Risks From Within the Organization: Not all risks come from outside the company. Insider risks come from unhappy workers, subcontractors, or business partners who have access to confidential data. Due to the trust and access capabilities that are generally granted to these people, these dangers are particularly difficult to manage.
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1.4.  Future and Present Defences
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These threats have escalated, and the defence has reacted in kind. To combat these dangers, cybersecurity experts are constantly creating new tactics and instruments. The use of AI for threat detection and response, the development of strong security protocols, and ongoing security awareness training are some significant examples of modern defences. A proactive approach to cybersecurity is essential if businesses are to not only respond to threats but also foresee them. This entails incorporating security into the product design process, constantly tracking and assessing threats, and promoting a security-conscious culture.

It's critical to keep in mind that although technology is important to cybersecurity, people are frequently the weakest link. Therefore, it's essential to ensure that everyone receives ongoing education and training. It is obvious that the need for cybersecurity experts has never been greater in light of these dangers. Our defences must advance along with the challenges we confront as the digital era continues. How then are we tackling these problems head-on? The use of sophisticated cybersecurity solutions is one of the major tactics used to counter these threats. Systems, networks, and data are protected from cyber-attacks using a variety of technologies and procedures.


1.4.1. Cloud Technology: It's critical to have strong security measures in place as businesses increasingly transfer their operations to the cloud. This covers access control measures, network firewalls, and data encryption. End-User Awareness and Training: End-user awareness is one of the best defences against cyber threats. This entails instructing staff members on how to recognize and react to potential online threats. 

1.4.2. ATP: Advanced Threat Protection: Protection against sophisticated malware or hacking-based assaults that target sensitive data is provided by ATP systems. Advanced threat protection systems can be purchased as managed services or as software. Endpoint security, network security, malware prevention, and threat intelligence are frequently combined in them. Behavioural analytics: Many businesses are increasingly using behavioural analytics to find malicious activities. This entails the use of machine learning algorithms to examine user behaviour patterns and spot any unexpected activity that might point to a cyber danger. Artificial intelligence (AI) and machine learning are being employed more and more in cybersecurity. 



In order to anticipate and recognize prospective dangers, these technologies can learn from previous instances. Additionally, they can automate responses to these dangers, cutting down on the time needed to deal with them. The position of cybersecurity experts has also changed as a result of the changing threat scenario. 

Nowadays, having a solid technical knowledge foundation is insufficient. Professionals in the field of cybersecurity must also have a thorough awareness of the business environment and be able to explain difficult security topics to non-technical team members. They must take the initiative and always keep up with the newest dangers and trends. Additionally, they must be able to strategize, making plans for both present and potential threats.
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1.5.  Motivations and Threat Actors: 
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This section delves into the motivations that drive cybercriminals, hacktivists, state-sponsored groups, and other threat actors to target information systems. Whether the goal is financial gain, ideological purposes, political agendas, or simply causing chaos, readers will gain a deep understanding of what fuels these actions and the potential consequences for targeted entities.

Globally, cybercrime is on the rise. Large-scale attacks and expensive ransoms paid to recover systems and unlock data receive a lot of attention. However, the cybercriminals who perpetrate these crimes, as well as their reasons, are not given enough attention.  

The three basic categories of cybercriminals that businesses should be aware of:


	
Organized Crime Gangs, 

	
State-Sponsored Actors, and

	
Hacktivists.







1.5.1.  Criminal Organizations Gangs 



For organized criminal gangs, cybercrime is a lucrative business. The "go-to" strategy for cybercriminals looking to make money right now is ransomware; estimations indicate that by 2031, the cost of ransomware damage would have exceeded $265 billion globally. By 2031, according to some analysts, there will be a cyberattack on a firm or an individual every two seconds.  Attacks by ransomware are increasing in frequency while also rising in cost. Ransom payments from organizations are increasing, and cybercriminals are also using double- and triple-extortion schemes. In double extortion schemes, the perpetrators make the threat that they will release the stolen data if the ransom is not paid.  A clever tactic used by thieves to extract more ransoms from a cyberattack is triple extortion. Criminals demand a ransom from the company and then demand smaller, further ransoms from the people whose data they have compromised.  

The ransomware attack that occurred in 2020 on a sizable Finnish psychotherapy clinic is an illustration of this digital robbery. The clinic was held at hostage by the cybercriminals, who then demanded payment from the patients whose data was stolen. Patients were warned that if they did not pay a €200 ransom directly to the online extortionists, the crooks would leak their therapy notes.  

The use of the ransomware-as-a-service (RaaS) concept by organized criminal gangs is another increasing threat. RaaS distribution models, which are based on the well-known SaaS (software as a service) model employed by many tech businesses, allow huge, highly developed criminal gangs to give other criminal groups access to hacking tools. As a result, the risk is distributed from the larger to the smaller businesses, increasing the provider of RaaS's earnings.


1.5.2.  Actors Supported By The State 



State-sponsored actors portray a broad spectrum of criminals with a variety of goals. Their shared financial source is what unites them. State-sponsored actors come in many forms, but they all have government support at their heart, making them a serious threat to businesses and insurers.  State-sponsored actors are protected by a government because it supports them, making these attacks potentially broad and difficult. This may indicate that these criminals are well-organized, well-funded, and capable of carrying out more complex cyberattacks.  Large-scale cyberattacks are frequently carried out by state-sponsored threat actors, according to media reports. State-sponsored cybercriminals were blamed for the NotPetya ransomware attack in 2017, the SolarWinds cyberattack in 2020, and the Microsoft Exchange breaches in 2021.  

APTs, or advanced persistent threats, are nation-states with advanced and persistent cyber assault capabilities. They are a rising threat from state-sponsored criminals. A new source of worry is the expanding threat posed by these APTs, especially given how quickly many of them are developing their capabilities.

The larger organizations, including governments, NGOs, and think tanks, where a breach causes a more severe disruption to operations, tend to be the targets of these state-sponsored threat actors. These organizations hold priceless data that can be used to learn more about political and governmental plans and strategies.  At the moment, it appears that political motivations are driving these kinds of assaults, but increasingly, nation-state cybercriminals are also motivated by economic gain. According to the paper, nations subject to economic sanctions may in the future use ransom demands and cyberattacks to find alternative sources of income.

Private enterprises might suffer collateral harm when sophisticated nation-states attack their principal targets even if they may not be the aim of the attacks. According to the article, a recent cyberattack on an American satellite communications corporation resulted in the disruption of 5,800 wind turbines in Germany and the internet outage for thousands of people in Europe.


1.5.3.  Hacktivists Are Trying to Bring About Social Change  



Hacktivists are a force working to bring about social and political change on a worldwide scale. Undoubtedly, the "face" of hacktivist organizations around the world is Anonymous. Recently, members have backed Ukraine in the Russia-Ukraine war and societal causes including the Black Lives Matter movement.  While hacktivists typically have political or social intentions in mind, their actions can nonetheless have a negative impact on private companies and people. Members might hack into a system and get access to people's personal data, which they might later divulge to the public or use in various ways. 

The people whose data was compromised are unintended victims of the hackers' efforts to bring about change.  Insurance companies can defend themselves from these assaults by developing a deeper grasp of the various sorts of cybercriminals operating in the world and their varied motivations. Because cybercriminals are resourceful, multi-national, and frequently have government support for their operations, it is difficult to put an end to cybercrime. However, insurers can advance in the fight against cybercrime by being aware of and comprehending criminal behaviour and motivation.
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1.6.  Trends and Tactics:
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To keep pace with the evolving threat landscape, organizations must be attuned to emerging trends and tactics. This portion of the chapter explores current trends in cyberattacks, including the rise of nation-state cyber operations, the growth of supply chain attacks, and the increasing sophistication of social engineering techniques. By highlighting these trends, readers are better equipped to anticipate and counter emerging threats.

Threat actors are renowned for their versatility and innovation when it comes to exploiting weaknesses in the ever-evolving field of cybersecurity. The environment is characterized by shifting trends and altering techniques that keep businesses and security experts on their toes. This section delves deeper into these trends and strategies, revealing the methods used by hackers to get past security measures and attack computer systems.


1.6.1.  Developing Trends



Cyber dangers are dynamic; they alter in reaction to new technology developments and shifts in the online environment. This dynamism is demonstrated by recent trends:


	
Ransomware-as-a-Service (RaaS): Cybercriminals have commoditized ransomware assaults by selling them as a service on the dark web. This is known as ransomware-as-a-service (RaaS). As a result, ransomware operations can be started by people who are even less technically savvy, which increases the number and variety of attacks.

	
Attacks On A Company's Supply Chain: Cybercriminals are aware that focusing on a company's supply chain can provide them access to numerous companies. Malware is injected into legitimate software updates by attackers who have gained access to software providers or suppliers.

	
Credential Stuffing and Password Spraying: As data breaches increase in frequency, attackers are using stolen credentials to execute automated attacks against several online accounts. This practice is known as "credential stuffing" and "password spraying." By using common passwords on numerous accounts, password spraying increases the chance that a breach will be successful.






1.6.2. Evolving Tactics: Threat actors' strategies change as defences and technologies do. Examples of adaptable strategies include:




	
Phishing Variations: Email is no longer the only medium used for phishing assaults. Threat actors coerce users into disclosing sensitive information by using SMS, social media, and voice-based attacks (vishing).

	
Fileless Malware: Malware that doesn't use files is harder to detect than traditional malware since it uses files that are saved to the system. Malware that doesn't use files runs in memory, leaving fewer traces and eluding standard security procedures.

	Attacks known as "Living-off-the-Land" (LOTL): These include the use of legitimate processes and tools that are already present in a system for nefarious ends. As a result, the likelihood of discovery is reduced because the attackers imitate daily routines.







1.6.3.  Illustrations of Notorious Attacks



Take into account these well-known examples to put these trends and strategies into perspective: 


›  Attack on the SolarWinds Supply Chain: In this extensive attack, malicious actors hacked software updates from SolarWinds, a well-known IT management firm. Thousands of clients then received the malicious upgrades, giving attackers access to their computers.

›  NotPetya Ransomware: Initially passing for ransomware, NotPetya was actually a dangerous worm that propagated laterally throughout networks and did significant harm. It brought to light the possibility that ransomware assaults could develop beyond just pecuniary goals.

›  Spear Phishing Using Business Email Compromise (BEC): Attackers do background checks on and assume the identities of influential people to coerce employees into sending money or disclosing private information. The BEC strategy frequently combines targeted phishing with social engineering.



1.6.4. Adaptive Defences: Organizations must implement defences that adapt as cyber threats develop.



	To keep ahead of new threats and strategies, invest in threat intelligence.



	Employers should receive security awareness training so they can spot phishing scams.

	Improve your ability to respond to incidents so you can quickly stop breaches from happening.

	Utilize cutting-edge tools to spot anomalous activity, such as behavioural analytics and machine learning.



In the always changing environment of information systems security, companies may build a stronger and more robust security posture by knowing these trends and strategies, which will help them better predict and defend against cyber threats.
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1.7.  Impact of IoT and Digitisation
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The proliferation of the Internet of Things (IoT) and the increasing digitization of critical infrastructure have expanded the attack surface for cyber threats. This section discusses how the integration of IoT devices into everyday life and the growth of smart cities create new vulnerabilities and avenues of attack. Readers gain insight into the unique challenges posed by securing interconnected systems.

Industry and daily life have been completely transformed by the Internet of Things (IoT) and the inexorable march toward digitization. However, a number of cybersecurity concerns are brought on by this digital change and require attention. This section examines the substantial effects of IoT and digitalization on cybersecurity, exposing both the advantages and disadvantages of these developments.
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1.8.  Understanding the IoT Revolution:
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The term "Internet of Things" refers to a network of connected gadgets, sensors, and physical items that may communicate and share data online. The Internet of Things (IoT) has changed the way we interact with the physical world, from smart home appliances to industrial machines. It has made it possible to automate in real-time and make data-driven decisions, which has improved convenience and optimized operations.


	
The Convergence of Digitization: Digitization is the process of converting analog data into digital representations, leaving a significant digital informational footprint. This includes the adoption of digital platforms for numerous tasks, including financial transactions, healthcare management, and communication, as well as digital records and communication.

	
Opportunities for Growth: Unprecedented prospects for innovation and efficiency have been made possible by the IoT and digitization: 




	Connected Ecosystems: The Internet of Things (IoT) enables the development of interconnected ecosystems in which hardware, software, and data work together seamlessly to increase productivity and convenience. 


	Data-Driven Insights: Digitization enables businesses to collect and analyse data at a scale never before imaginable, enabling the development of personalized experiences and well-informed decisions. 
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