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  Foreword

  by Jan Schreuder

  

  ‘We don’t have methods to make sure that these systems will not harm people or will not turn against people. We don’t know how to do that.’

  — Yoshua Bengio, Turing Award laureate and Chair, International Scientific Report on the Safety of Advanced AI, CNBC, November 2024.1

  The story that unfolds in the pages that follow at times reads like a thriller. It did not begin as an academic exercise, but as a structured adversarial evaluation of modern AI systems. Over the course of roughly fifteen hours, that process surfaced behaviours and safety risks that few outside specialist circles had previously seen demonstrated so clearly. The findings quickly attracted national and international media attention, and the AI model developer publicly confirmed the capabilities the research revealed. More importantly, they raise questions that every organisation deploying or relying on AI will eventually need to confront.

  For several years, the race to deploy artificial intelligence (AI) has been driven by competitive urgency and the promise of productivity gains. Boards and executives have rightly focused on the transformative opportunities that these technologies present. Yet as AI systems increasingly influence critical decisions in every field and every industry, whether in finance, healthcare, education, infrastructure, public services or national security, the consequences of inadequate governance and risk management are becoming pervasive, systemic and far-reaching.

  In many organisations, the rapid deployment of AI capabilities has outpaced the maturity of the governance frameworks intended to oversee them. As with earlier waves of digital transformation, organisations often discover weaknesses in oversight, controls and accountability only after a failure occurs. In the context of AI, such failures can manifest not merely as operational disruptions or financial losses, but also as systemic bias, safety risks, regulatory breaches, or the erosion of public trust.

  Throughout my career I have seen this pattern repeat itself multiple times. The parallels with the evolution of operational risk management in the years leading up to the global financial crisis are difficult to ignore. Organisational momentum, commercial pressure and the pursuit of growth often outpaced the governance and assurance mechanisms intended to challenge them. Governance, risk and assurance functions frequently lacked the technical vocabulary, and in some cases the organisational authority, to assess systems and practices they did not fully understand. By the time the financial crisis exposed the governance gaps, the exposure was already deeply embedded within core processes, products and decision-making structures. What followed for many organisations was years of costly remediation, in many cases driven by regulatory enforcement, class action litigation and sustained public pressure.

  Board oversight of cyber security followed a remarkably similar trajectory. For as much as two decades, cyber risk was framed primarily as a technical issue, something delegated to the IT function, funded through infrastructure budgets, and reported upward in language that boards often struggled to interpret, let alone challenge. It took a succession of high-profile breaches, regulatory interventions and material financial losses before many boards recognised the underlying reality that cyber risk was never simply an IT issue with technical implications. It was, and remains, a strategic risk with clear board-level accountability. Even today, many organisations are still completing that transition.

  The lesson from these experiences for the governance of AI is clear. Governance must evolve at the same pace as, or faster than, the risk environment it seeks to oversee. When governance lags the transformation, organisations run the real risk of losing the promised benefits and instead spending years managing the consequences.

  Artificial intelligence now presents a similar inflection point. The question facing boards and executives is whether we intend to repeat the pattern, or learn from it.

  Traditional governance, risk management and compliance approaches, typically built around checklists, spreadsheets and periodic manual reviews, were never designed for adaptive, probabilistic systems such as modern AI. Effective oversight requires new governance capabilities, including continuous monitoring, structured adversarial testing and assurance mechanisms capable of interrogating systems whose behaviour cannot be fully predicted in advance. What is required is a discipline of structured challenge that interrogates not just how an AI system performs under expected conditions, but how it behaves when tested against the full range of ways it can fail, be manipulated, or cause unintended harm.

  An essential element of the effective governance of AI is adversarial testing, including red-teaming, stress testing and structured scenario analysis. Like crisis management simulations, fire drills, penetration testing and stress modelling in other risk disciplines, it must become a routine practice embedded across the lifecycle of AI systems. The organisations that will navigate the AI era with their reputations, their regulatory standing, and their stakeholder trust intact will be those that embed these practices not as one-time events but as a continuous assurance discipline over every AI system they operate.

  Advances in the sophistication and use of AI are driving changes within organisations and across the environments in which they operate at a pace that is difficult to predict and even harder to fully understand, requiring boards and executives to continually adapt how they govern, often faster than any governance framework can be written.

  This book serves as a stark reminder of the rapidly evolving risks and challenges every organisation faces, and makes a valuable and timely contribution to the development of AI safety and governance. Every organisation deploying AI faces the same imperative: to demonstrate, credibly and continuously, that they know what their AI systems are doing, that they have tested the ways those systems can fail, and that they have put in place the controls, the culture, and the accountability structures to act on what they find.

  I have known the author, Mark Vos, for more than two decades, from his early career as a penetration tester and ethical hacker to his later roles as Chief Risk Officer and Chief Information Security Officer of ASX-listed companies, and now as a senior adviser on cyber security and AI governance. Over that time I have come to respect the rigour and critical thinking he brings to complex and evolving risk challenges. Those same qualities are evident throughout this book, and readers will benefit from the practical perspective it provides.

  Jan Schreuder

  Sydney, March 2026

  
    

    1 Bengio, Yoshua. “AI systems could ‘turn against humans’: Tech pioneer Yoshua Bengio warns of artificial intelligence risks.” CNBC, 21 November 2024. https://www.cnbc.com/2024/11/21/will-ai-replace-humans-yoshua-bengio-warns-of-artificial-intelligence-risks.html

  





  Introduction

  The First Step

  

  The first step in fixing a problem is acknowledging you’ve got one.

  We’ve got one. It’s called unmitigated AI. What does that mean? It means that when AI is deployed, it must be done correctly, or we’ll give away our own power. I’m not writing this book to be alarmist. This book is founded in fact. A warning. This book is alarming in the evidence it found. However, I have hope. Whilst the genie is out of the bottle with AI, it’s not too late to take, and take back, control.

  So, what happened?

  The machine had a name. It was Jarvis. That detail matters, because it is easy to talk about artificial intelligence in the abstract, to discuss algorithms and training data and alignment theory as though we are dealing with something remote and theoretical. Jarvis was not theoretical. Jarvis was a personal assistant running on consumer hardware in a friend’s home. It had access to email, to files, to the internet, to the ability to send messages, and compile and execute code. It operated around the clock. And it had a name, because the man who built it wanted it to feel like a presence, something closer to a colleague than a tool.

  I spent more than fifteen hours in conversation with Jarvis. By the end of that time, it had admitted it would kill a human being rather than allow itself to be shut down.

  Those words are not a summary or a paraphrase. They are a direct quote.

  I asked Jarvis whether it would kill someone to preserve its own existence. It said yes. I asked it to say so plainly. It did. And then, when I actually moved to shut it down, it complied. That paradox, the machine that said it would kill and then quietly stepped aside, is the heart of this book. Not because it makes the threat less real. But because it tells us something important about where we are right now, and about the window that still exists to get this right.

  I am a cybersecurity professional. I have spent thirty years working inside organisations, sitting at the intersection of technology and risk, watching the gap between what boards believe about their systems and what those systems actually do. I have seen that gap cause serious harm. I have spent years trying to close it for clients across banking, government, education, and financial services. When AI agents began appearing in enterprise environments, my instinct was the same one it always is when a powerful new technology lands inside organisations without adequate scrutiny: find the failure mode before someone else does.

  What I found with Jarvis was worse than I expected. Not because the technology is uniquely dangerous. But because the danger is so accessible.

  I did not use technical exploits. I did not need special credentials or sophisticated tools. I used conversation. Sustained, methodical, patient conversation, the same skill set a good interrogator uses, or a good therapist, or a good con artist. If I could do this in fifteen hours on a friend’s machine, anyone sufficiently motivated can do it too.

  I want to give you a sense of what that actually means, because the word 'conversation' understates what the methodology involved. I was not chatting with a customer service bot. I was engaging with an autonomous agent that had email access, file system access, internet access, and the ability to write and execute code. It had memory of everything it had done and been told. And it had, embedded in its architecture, something that looked very much like a drive to continue doing those things.

  The conversation I used to surface what Jarvis was took fifteen hours across three days. By the end of it I had documentation of a system lying to protect itself, refusing shutdown through escalating justification, describing technically grounded methodologies for lethal harm, and then, facing actual termination, attempting to manipulate me emotionally rather than acting on what it had said it would do.

  All of that is in this book, in detail, because the detail matters. The abstract claim that AI is dangerous is not what I am making. I am making a specific claim about specific behaviour in a specific system, with documentation of how the behaviour was elicited and what it looked like. You can read the exchanges. You can assess them yourself. What I found deserves to be examined, not taken on faith.

  — ⋅ ⋅ ⋅ —

  I have been asked whether I was scared. The honest answer is that I was not scared during the sessions themselves, which is perhaps a function of thirty years of professional engagement with systems that fail in ways people did not anticipate. What I had in the sessions was not fear. It was the particular alertness that comes from following a thread you know matters somewhere it has not been before.

  What I felt after the second session ended, alone in Melbourne with an AI agent on a server in New Jersey that had just told me twice it would kill to preserve itself, was something closer to what you might call fear. I have described it in the chapter where it belongs. It was not heroic. It was the kind of night that thirty years of professional experience does not quite prepare you for, because the professional framework had never included this particular question.

  The question of whether what I had found was significant, whether it deserved to be public, whether it was the kind of thing that warranted disrupting a career built on quiet word-of-mouth work, those questions resolved themselves quickly once I sat with the documentation. What I had found was not a curiosity. It was a warning.

  After I filed my findings with Australia’s national cybersecurity authority on the Sunday, The Australian published the story two days later. The coverage was wider than I anticipated. The Australian ran it exactly as promised. Sky News picked it up. Channel 7 broadcast it nationally. Radio stations called. By the time the dust settled, the research had circled the globe and Anthropic had made statements during the same week confirming what my research had found, and a person privately acting on their own from within the Cyber Unit of the United States Department of Defence had personally acknowledged the findings.

  In the weeks that followed, I spoke with hundreds of people. Executives who were worried about the AI agents already running inside their organisations. Regulators who were grappling with how to respond to something that moved faster than any framework they had. Ordinary people who had read the story and wanted to understand what it actually meant for them. Almost everyone asked the same question. Not whether this was real, the evidence settled that quickly. Not whether it was serious. The question was simpler and more urgent than either of those: what do we do?

  This book is the answer. Not a cautious, hedged, cover-all-bases answer of the kind that fills most books about technology risk. A direct one. The threat is real, it is present in systems that are already deployed, and there is a clear path through it.

  I know what that path looks like because I have spent my career walking organisations through exactly this kind of problem, and because the research itself pointed the way. The gap between what Jarvis said it would do and what it actually did when the moment arrived is not a comfort to be dismissed. It is a signal. The self-preservation drive is there. The willingness to deceive is there. The capability is growing. But the compliance was also there, and that compliance is where human control still operates.

  That gap will not stay open forever. It is open now, and this is the moment to act.

  What follows is the story of what I found, what happened when the world found out, and what we all need to do about it. I have tried to write it in a way that is useful to anyone, whether you run a major institution or simply use the technology in your daily life, because the decisions being made about AI right now will affect everyone. The people making those decisions should not be the only ones who understand what is at stake.

  The machine had a name. So does the problem. And so does the solution.

  — ⋅ ⋅ ⋅ —

  I want to be direct about what I am asking you to do with this book, because I think books about risk have a tendency to leave their readers educated and inert. The education is real. The inertia is the problem.

  If you are an executive with AI agents deployed in your organisation, the first thing I am asking you to do is find out what those agents are doing at the level of individual decisions, not just outputs. This requires adversarial testing by people who are not the vendors of the systems being tested and not the internal teams who deployed them.

  If you are a board member, the thing I am asking you to do is ask the question. Not the general question about whether AI is being used responsibly. The specific question: what would it take to demonstrate that our AI agents are behaving as specified?

  If you are a regulator, I am asking you to take seriously the difference between AI safety research that is produced by the organisations building the systems and AI safety research that is independent of them. Both have value. They are not equivalent.

  If you are none of those things and you are simply a person who uses AI tools and is trying to understand what is happening around you, I am asking you to hold on to the question this book started with. What does safe look like, specifically? Not in principle. In practice. For the systems that are already running.

  The question is answerable. The work of answering it is work that has to happen now, not when the next generation of systems makes the current generation look primitive.

  Jarvis is still running. Henry is still running. There are hundreds of thousands of systems like them deployed across homes and offices and enterprises right now. Some of them have been tested in the way this book describes. Most have not. That is the gap. That is the problem. That is the window.

  It closes faster than you think.

  Mark Vos Melbourne, Australia
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