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Something Worth Remembering
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Cyber Security, or Cybersecurity, is a huge topic. It is bigger than the Empire State Building. It covers the globe.  More people are concerned about Cyber Security than they are their own diets.  Perhaps for good reason.  If you are a senior executive or a high-level government official, you have probably lost some sleep over it, and it is just getting started. Believe it or not. Insider Threats are a very complicated situation simply because some of the “Insider Threats” do not intent to be threatening anyone or any system or any data.  They are Insider Threats because they are ignorant about their environments and through their ignorance they create “big messes” that can deliver significant harm to organizations and teams. 

Then there are the people who “cry havoc and let slip the dogs of war,” Mark Antony got that right. These are the Cyber Terrorist. These are the people who will experience some sort of satisfaction by your Cyber destruction. These are the actual terrorists and malicious insiders who have something to gain by your data and systems destruction. They do this for a range of reasons that all come down to some kind of intrinsic motivation.  They work alone or with a team from somewhere else. Billion Dollar companies have been destroyed because of these people and their complex behaviors. Some of these people are state actors who have been trained and motivated to succeed. For them, the stakes are indeed high.  Some of them have even based their personal futures on the success of these Malicious Cyber Operations. You would not be the first person to be fooled by these “Guys and Dolls”.  They are indeed “Smooth Operators”.
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ITP Psychological Factors
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We store memories differently based on how they were experienced.


	Tip of the tongue effect

	Google effect

	Next-in-line effect

	Testing effect

	Absent-mindedness effect

	Levels of processing effect



We reduce events and list of effects to document their key elements:


	Suffix effect

	Serial position effect

	Part-list cueing effect

	Recency effect

	Primacy effect

	Memory Inhibition

	Modality effect

	Duration Neglect

	List-length effect

	Serial recall effect

	Misinformation effect

	Leveling and Sharpening

	Peal-end rule



We discard specifics to form generalities:


	Fading affect bias

	Negativity bias

	Prejudice

	Stereotypical bias

	Implicit Stereotypes

	Implicit associations



We edit and reinforce some memories after the fact:


	Spacing effect

	Suggestable

	False Memory

	Cryptomnesia

	Source Confusion

	Misattribution of memory 

	Too Much Information



We notice things already primed in memory or repeated often:


	Availability heuristic 

	Attention bias

	Illusory truth effect

	Mere exposure effect

	Context effect

	Cue dependent forgetting

	Mood congruent memory bias

	Frequency Illusion

	Baader-Meinof Phenomenon 

	Empathy gap

	Omission bias

	Base rate fallacy



Bizarre, funny, visually-striking, or anthropomorphic things stick out more than non-bizarre and unfunny things:


	Bizarreness effect

	Humor effect

	Von Restorff effect

	Picture Superiority effect

	Self-relevance effect

	Negativity bias



We notice when something has changed:


	Anchoring

	Conservatism

	Contrast effect

	Distinction bias

	Focusing effect

	Framing effect

	Money illusion

	Weber-Fechner Law



We are drawn to details that confirm our own existing beliefs:


	Confirmation bias

	Congruence bias

	Post-purchase rationalization

	Choice-supportive bias

	Selective perception

	Observer-expectancy effect

	Experimenter’s bias

	Observer effect

	Expectation bias

	Ostrich effect

	Subjective validation

	Continued influence effect



We notice flaws in others more easily than we notice flaws in ourselves:


	Bias blind spot

	Naïve cynicism & Naïve realism

	Not Enough Meaning

	Semmelweis reflex



We tend to find stories and patterns even when looking at sparse data:


	Confabulation

	Clustering illusion

	Insensitivity to sample size

	Neglect of probability

	Anecdotal fallacy

	Illusion of validity

	Masked man fallacy

	Recency illusion

	Gambler’s fallacy

	Hot-hand fallacy

	Illusory correlation

	Pareididolia

	Anthropomorphism



We fill in characteristics from stereotypes, generalities, and prior histories:


	Group attribution error

	Ultimate attribution error

	Stereotyping

	Essentialism

	Functional fixedness

	Moral credential effect

	Just-world hypothesis

	Argument from fallacy

	Authority bias

	Automation bias

	Bandwagon effect



We imagine things and people we are familiar with or found of as better:


	Out-group homogeneity bias

	Cross-race effect

	In-group bias

	Halo effect

	Placebo effect

	Cheerleader effect

	Positivity effect

	Not invented here

	Reactive devaluation

	Well-traveled road effect.



We simplify probabilities and numbers to make them easier to think about:


	Mental accounting

	Appeal to probability fallacy

	Normalcy bias

	Murphy’s law

	Zero sum bias

	Survivorship bias

	Subadditivity effect

	Denomination effect

	Magic number 7+2



We think we know what other people are thinking:


	Illusion of Transparency

	Curse of knowledge

	Spotlight effect

	Intrinsic incentive error

	Illusion of external agency

	Illusion of asymmetric insight



We project our current mindset and assumptions onto the past and future:


	Consistency bias

	Restraint bias

	Projection bias

	Pro-innovation basis

	Time-saving basis

	Planning fallacy

	Pessimism Bias

	Impact bias

	Declinism

	Moral luck

	Outcome bias

	Hindsight bias

	Rosy Retrospection

	Telescoping effect



We Need to Act Fast and favor simple looking options and complete information over complex, ambiguous options.


	Less-is-better effect

	Occam’s Razor

	Conjunction fallacy

	Delmore effect

	Law of Triviality

	Bike-shedding effect

	Rhyme as reason effect

	Belief bias

	Information Bias

	Ambiguity Bias



To avoid mistakes, we preserve autonomy, group status, and avoid irreversible decisions:


	Status quo bias

	Social comparison bias

	Decoy effect

	Reactance

	Reverse Psychology

	System justification



To get things done, we tend to complete things we have invested time & energy in:


	Backfire effect

	Endowment effect

	Processing difficulty effect

	Pseudocertainty effect

	Disposition effect

	Zero-risk bias

	Unit bias

	IKEA effect

	Loss aversion

	Generation effect

	Escalation of commitment

	Irrational escalation



To stay focused, we favor the immediate, relatable thing in front of us:


	Identifiable victim effect

	Appeal to novelty

	Hyperbolic discounting

	Sunk Cost Fallacy



To act, we must be confident we can make an impact and feel what we do is important.


	Peltzman effect

	Risk compensation

	Effort justification

	Trait ascription bias

	Defensive attribution

	Fundamental attribution error

	Illusory superiority

	Illusion of control

	Actor-observer bias

	Self-serving bias

	Barnum effect

	Forer effect

	Optimism bias

	Egocentric bias

	Dunning Kruger effect

	Lake Wobegone effect

	Hard-easy effect

	False consensus effect

	Third person effect

	Social desirability bias

	Overconfidence effect
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This Five Part Work emerged from a lifetime of experience assisting organizations, teams, and individuals with finding inventive ways to solve problems more rapidly. As you move from country to country and culture to culture in search of inventive solutions to problems that are more common than one would ever imagine, you begin to notice several patterns emerge that reduce some of the mystery that shrouds the nature and character of human relationships including: How we form them; how we manage them; how we end them, and how we overcome them?  


This is the stuff of life. Life is relationship living. In Christianity, we believe in God as Relationship



If you ask how I describe human life, I would answer you this way: Life is Relationship. For good or bad, from hope to hopelessness, from self-doubt to confidence, from Ego to Self-Esteem, and from life to death, I would tell you that human life is formed, nourished, developed, enjoyed, and even made miserable through relationship, from birth to death. From the day you meet your mother to the day you meet your dreaded undertaker you pass through life in relationship.

How you manage your relationships says everything about how you will become a fully human person imbued with the capacity for living a life of significance. We are creatures with the capacity to reason well, true; but human life is considerably more emotional than rational. Rationality is a power we possess to navigate life on a material planet. However, we feel more than we think. We use reason occasionally to assist in decision-making, but use our emotions most often to navigate the experiences of our lives.  

Think about this: Reason concerns the rules of logic, but emotion flows from the values we hold dear. Emotions represent value judgments, and reason represents logical conclusions, if-then-else. The decisions we make based on value judgements we render often conflict with the decisions we conclude from deduction or induction. This is how we live human life on planet earth. Other places, I am not so sure.

All my life, wise people have told me that the power of reason makes us human. We are the “rational animal”. I guess, then, some people are more human than others. Does this make the artist less human than the scientist? Or, are we speaking about the human potential for rational thought so that the scientist is actually a human being and the artist is potentially a human being?

Moreover, the claim that human beings are “rational animals” is rather simplistic because human beings are more than animals, as Aristotle suggested. Although we do have the powers that animals share such as reproduction, self-mobility, growth, and so forth, we enjoy powers beyond those of brute animals like spiritual development, cultivation of virtue, and creative powers of the imagination. 

An animal has body, like a rock has material volume occupying space, but an animal is not a rock. A rock requires transitive motion through an external agent to move it, while an animal enjoys imminent motion from within to move itself. So an animal enjoys the powers of a rock in having existence and a body, but exceeds rocks with its own many powers not enjoyed by rocks. In like manner, human beings possess powers not enjoyed by animals. 

Human beings are, in fact, beings governed by conscience and the Cardinal Virtues. While we do not call animals “self-moving rocks”, we really ought not to call human beings “rational animals”.  We are considerably more than that.

The problem for human beings here is one of reconciling our emotional powers with our rational powers. It is more than a matter of being “rational animals or “emotional animals”. Being more than rational animals who enjoy the power of emotional judgment, the question persists: What kind of creature are we if not a rational animal? What is the influence of virtue in all of this?  

Throughout their lifetimes, human beings experience multiple environments concurrently.  As self-directed evolutionary beings, we share many of these environments in common with people around the world. We also experience these environments uniquely in ways that reflect our personal interests, commitments, beliefs, and aspirations as social beings. The three environments that most impact the development of this book and Parts Two and Three that follow it are the:


	Via Virtutis, the Way of Virtue

	Via Inventio, the Way of Invention, Creativity, or Problem Solving

	Via Rationis, the Way of Reason, Structured Thinking, or Logic
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About this Series
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This Insider Threat Prevention series spans five volumes. Book One identifies the pieces to the Insider Threat Prevention Cyber Security puzzle. Book Two defines the environment for putting the pieces together. Book Three examines the strategies of the Insider Threat Prevention Cyber Security Unification Program. Book Four assists readers with mastering the components and systems of Insider Threat Prevention Cyber Security. Book Five talks about the path forward for the Cyber Security enterprise architects.  Although each book presents an independent look at a specific segment of the entire architecture unification program, mastery of the Framework requires readers to create a model as a roadmap of the entire Insider Threat Prevention Cyber Security-Enterprise Architecture. 

This series differs from the more customary presentations on Insider Threat Prevention Cyber Security. Rather than drilling down into the usual technical presentations of Cyber Security within a Zero Trust environment, I have focused on the design of a behavioral and psychological solution to the challenge of building a unified ITPCS-Enterprise Architecture. Naturally, this focus tremendously increases the volume of material that could be included in each book. So, I o made several choices about the design paths I had to select. This series reflects my design decisions.  As you will see, I highlighted the strategic vision rather than the operational. In this regard, I focused more on the possible strategies for unification rather than on the number of workflows involved in technical Insider Threat Prevention Cyber Security.
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Our World Today
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The following four environments, and the people who inform them, have contributed to building the world we live in today. Their efforts will form the future even more than they do now as Artificial Intelligence begins to impact society in even more potent ways.

First Order Cybernetics


	Mathematics: Ashby & Weiner

	Physiology: Shannon

	Information Theory: Weaver

	Computing: McCulloch

	Engineering: Prigogine

	Control Theory: Bateson

	Anthropology: Mead



Second Order Cybernetics


	Biology of Cognition: Pask

	Experimental Epistemology: Maturana

	Family Therapy: Bowen



The Systems Sciences


	Interdisciplinary Movements:

	First-Order Cybernetics

	Science Studies



Systems Approaches


	Management Cybernetics: Beer, Espejo

	Critical Systems: Jackson & Flood

	Critical Systems Heuristics: Ulrich

	Systemic Inquiry: Checkland

	Applied Systems: Checkland

	Systems Failure: Checkland

	Applied Systems: Checkland

	Information Systems: Stowell, Wood-Harper

	Systems Agriculture: Spedding, Badwen

	Social Systems: Buckley, Vickers

	Management Science: Ackoff

	Soft OR: Management Sciences, Ackoff

	Systems Analysis: RAND Corp.

	Management Learning: Schon, Argyris

	Systems Dynamics: Forrester, Meadows, Senge

	Whole Earth SD: Macy

	Systemic Complexity: Capra

	General Systems Theory: Bertalanffy

	Second-Order Cybernetics: Von Foerster 

	Operations Research: Beer, Churchman, Ackoff 

	Complexity Science: Ashby
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"I t’s Not Very Often You Get to See Into

The Development of a Cyber Terrorist”

Welcome to a newer, simpler, and more effective way of navigating the professional minefield you call work. I dedicate this series to everyone who suffers from the assault of painful and ineffective colleagues. Whether you are a member of the Board of Directors or a new hire beginning your career, no one wants to work with colleagues who characteristically produce more turmoil than satisfaction and disaster than productivity.

I wrote this book for all of us who at some time or another had to snatch victory out of the jaws of defeat and overcome the “strangeness” of colleagues we could rarely understand. If you are a Millennial, this book is especially for you. If you cannot relate to such a situation, this book is really for you. I wrote this book for everyone who looks at their organization and murmurs: “This place really doesn’t make any sense. I just don’t get it.”

Well guess what? A lot of people just don’t get it, especially the ones who think they do.  If you get it, answer me this:  Are you the kind of person who should recruit other people to work with you?  Are you good for others?  Are you really a good person who should be invited onto a team responsible for producing critical deliverables?  Simply put: Should people want you as a colleague?  Will you be good for them, or only good for yourself?  What do you think?  Have you ever thought about it?  If not, you probably already have your answer. Some people are not even good for themselves. 

I wrote this book for all of us who are currently building our careers and for the generations who will follow in our footsteps. This book emerged to assist you with navigating the hidden influencers that energize the workplace. These are the sparks that make-or-break effective performance. These are the sparks that produce the painful or joyful lives we live. I tip my hat to all of us.  Now let us get busy and achieve something great with our careers. Why settle for less?
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Insider Threat Prevention Cyber Security (ITPCS) is scary. In the first place, ITPCS challenges the most knowledgeable people in the organization. In the second, ITPCS is disastrous when it fails. A single criminal incident can completely ruin a company and render the company completely out of business (OOB). As far as I can remember, we have always faced the challenge of Insider Threat Prevention. Cyber Security, however, is the complicating factor today.

Today, ITPCS has become a chronic problem for executives and the organizations they lead. You would probably be correct to guess that about forty percent of all Cyber Security incidents result from malicious insider attacks. Insider cyber-attacks are more expensive than the attacks of external hackers. While “credentialed” Insider attacks leave the most damage behind, the malicious insider attacks perpetrated by malicious outsiders through coercion often cause the most damage. 

Here is a perennial fact: Insider Threat Prevention is fundamentally behavioral and psychological. Highly secure technology assists ITPCS, but it is not enough. ITP begins with people, moves to process, and terminates with technology, always facilitated by people. ITP is a direct attack on an organization’s information resources. 

Anything can be a target such as data, Intellectual Property, Trade Secrets, and Knowledge Applications. Malicious success requires Cyber Terrorists to discover where the organization’s targeted information resources are located as well as the rules governing access and usage. These rules enable teams to manage data classification, access governance, data sharing, monitoring, procedures and controls, legal and cultural considerations.

The missing key to stopping malicious insiders is, of course, not hiring them and selecting them out early during the customary probationary period. Since malicious insiders can operate more silently and inflict more damage than outsiders, designated managers have to pay attention to the “lateral movement” activities of their employees as they access the information systems internally and externally. 

While everyone relies on technology to assist with ITP CS, the Cyber Terror threat still exists. SIEM, Data Loss Prevention, User Behavior Analytics, Privileged Access Management, and User Activity Monitoring all fall short and are defeated by smart criminals. There is no doubt that these approaches can be helpful in reducing the severity of attacks. However, they are often helpful only after the attacks have occurred. Nevertheless, they can help management reduce the success rate of future attacks by preempting, detecting, and responding to the lateral movements of trusted insiders. 

Although this “Suppression Approach” has become customary when insiders reach beyond their credentials to capture or disrupt an information stream, an innovative insider can defeat it, especially if he or she is knowledgeable about the embedded exposures hidden in the targeted systems such as “temporary” connections and credentials that by default have become permanent. 

These careless mistakes increase the pressure on organizations to employ an expanded range of Cyber Security practices such as the use of data deceptions that mimic targeted data and files. Additionally, Cyber Security specialists may employ systems that collect highly accurate forensic evidence that arm first responders to resolve exfiltration more rapidly. 

Companies adopt Continuous Performance Management to build and maintain cultures of trust, collaboration, and cooperation. Although trust is important among teams, it has to be earned. Blind trust fails the test of reasoned action. Senior management of CPM-designed organizations, above and beyond most other organizations, must continuously enhance their organizations’ Insider Threat Prevention Cyber Security defenses. 

Executives expect CPM organizations to remain consistently vigilant about the threat of Cyber Terrorism. Managers expect their team leaders to protect their systems, networks, and people against the constantly emerging attack techniques perfected by the malicious Cyber Terrorists inside and outside the company. 

Insider Threat Prevention Cyber Security teams succeed whenever they prioritize, investigate, and respond to malicious insider attacks well enough to both reduce the risk of insider threats and prevent the occurrence of every targeted attack.
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The Formative Questions, Revisited
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Let me ask you several important questions that I previously asked you in an earlier volume. They will be a little different this time.

What Do You Deserve with Your ITP Program?

Your ITP career can be a rewarding life-long experience. It can be an enduring and wonderful gift of great success. Or, it can become a dismal punishment whenever you ignore the Moral Wisdom aspect of your ITP Program. ITP success, however, is a lot like the weather: Everyone talks about it, but no one does anything about it. Sound familiar?  So, what kind of ITP outcome do you want, a barely acceptable one, a good one, or an excellent one that actively ensures a safer operation for your organization? If you choose to accept a mediocre and perhaps a miserable ITP situation, you have become an Insider Threat by default and thus the cause of your own misery.

Where Do You Belong in the ITP Threat Environment?

You do realize, don’t you, that developing effective ITP competence in Cyber Sensitive Environments requires a combination of soft-skills, hard-skills, and personal qualities hardly imagined only a decade ago. University did not prepare you for this, but Moral Wisdom does. It prepares you to care more deeply about what happens to your organizations, generally, and your Teammates, specifically, if your organization’s ITP efforts fail. 

Do You Know These Few Relevant Terms?

Insider Threat, Threat Attack, Threat Strategy, Psychological Manifestations, Emotional Disorder, Stereotype, Pervasive Manipulation, Moral Wisdom; Continuous Performance Management; Cyber Security; Insider Threat Prevention; Archetypes; Workplace Relationships; Resilience; Excellence; Existential Hunger; Applied Intuitive Solutions; Knowledge Base Systems; Mobility; Human Activity Systems; Evolutionary Guidance; Design Inquiry; Coaching; Trust; Zero Tolerance; Invincible Ignorance; Cardinal Virtues; Sociopathology; Problem-Based Learning; Case-Based Reasoning;  Evidence-Based Solutions; Traces-Based Reasoning; Unified Problem Solving Method; Unified Problem Solving Method Description Language. 

––––––––
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Agony, If Nothing Else, Is Life’s Faithful Retribution for

Entering an Ill-Advised Workplace Relationship 
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Introduction to the Series
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I wrote this series to address the dramatic challenge of Insider Threat Prevention Cyber Security, a much-ignored urgency in this time of Cyber Terror. The work began as a single paper about the dangers of Insider Cyber Threats, but the incessant questions of colleagues led me to see the need for a more detailed and expansive evidence-based work that can guide workplace practice.

This series addresses The Psychology of Insider Threat Prevention in a practical sense by discussing the need to “Unify”, not integrate, the Continuous Performance Management organization and Insider Threat Prevention discipline. 

I chose Continuous Performance Management (CPM) as a model of discussion for two reasons. First CPM is an extremely popular Human Resource Management model for engaging in Organization Design. Secondly, CPM vastly increases the danger of an Insider-generated Cyber Attack that can rapidly destroy an entire enterprise, and few seem to note this. I chose the Problem of Workplace Psychology as the overarching theme to coherently tie the components of the “CPM-ITPCS Unification” Program together.

I have studied the problem of Insider Threat Prevention Cyber Security in the USA, Europe, Asia, the Middle East, Australia, and all points south for more than 50 years. In the beginning, no one called it Insider Threat Prevention Cyber Security. People used novel expressions I will not dare to repeat. When I speak of “prevention”, I mean A Priori Prevention, prevention before a threat even requires mitigation. This is challenging. 

Part One identifies the pieces to the puzzle, Part Two discusses what to do what all the pieces after you identify them, and Part Three presents a Unified Model of CPM and ITP Cyber Security. Part Four delivers an approach that assists readers with mastering the components and systems of a unified CPM-ITPCS enterprise architecture. Part Five integrates the first four volumes.  Here, I use Behavioral Science, Psychology, and Systems Thinking to clarify the depth of the problems and the range of the strategies available for delivering successful ITP CS.

I hope you find each Part of this series stimulating. I write this series to remove the intellectual cobwebs that are so common today. Success with this Insider Threat Prevention Cyber Security requires curiosity, interest, dedication, abundant study, and practice. 

Insider Threat Prevention Cyber Security emerges as a Human Activity System in which the components of the Has are indeed human beings. You know what this means right? Human Beings can be incredibly creative and unbelievably destructive. We have to be more creative and better enterprise designers. You will never have time to be bored.
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1: Systems of ITP Cyber Security
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Management Challenge

Continuous Performance Management (CPM) has emerged as the dominant organization model for building high performance teams. Challenged by the necessity to implement new models of workplace relationships, mangers have become coaches as their employees learn to collaborate as members of self-directed teams. Common employee assessments have become uncommon as employees more often assess the skill of their coaches in real time.  

Beyond these common hallmarks of Continuous Performance Management, however, a new spirit of openness has emerged that grants even unqualified Employees access to data, systems, and business information in unprecedented ways.  Skills assessment and performance evaluation has given way to a new corporate spirit of trust and openness. In a world characterized by Cyber Terror and Insider Threat Prevention Cyber Security, Continuous Performance Management may well become the 21st Century “formula for failure”.

The Fourth Option

Management has several choices. It can do nothing and let Continuous Performance Management continue unabridged and hope for the best, while knowing that hope is never a strategy. It can abandon Continuous Performance Management altogether and look for a different model that replaces Continuous Performance Management as the next great hope of raw optimism.  Or, management may simply attempt to integrate Continuous Performance Management with Insider Threat Prevention Cyber Security to contrive a solution in record time. However, there is a fourth option. Management can build a robust enterprise by unifying, not integrating, Continuous Performance Management and Insider Threat Prevention Cyber Security. 

Through Option Four, management designs an enterprise that intimately unifies Continuous Performance Management and ITP Cyber Security to form a novel, productive, robust, and secure enterprise architecture. Although ITP Cyber Security conflicts with Continuous Performance Management in several fundamental ways, we can design a solution that transforms ITP Cyber Security into an essential component of Continuous Performance Management and Continuous Performance Management as an essential component of enterprise design. 

I recommend Option Four. True, it is more difficult than implementing Continuous Performance Management alone or Insider Threat Prevention Cyber Security alone. Option Four, however, delivers the best choice for gaining control of your enterprise as it sails its way through the stormy seas of a high-risk future. Option Four begins with the design of the meta-methodology that you will use to design an appropriate Continuous Performance Management-Insider Threat Prevention Cyber Security Unification Methodology.

Unification Meta-Methodology

If you could go back to the mid 1970’s and early 1980’s, you would discover that the idea of using a methodology to develop and deliver Management Information Systems was the norm.  Input and output-based methodologies and data-driven development methodologies were common. So were rule-based design methodologies and, of course, the relational design methodologies.  

Phased Development Process-based methodologies, referred to as the Waterfall Model, started the ball rolling. Today, Agile Methodologies needlessly rule everything. Names like Ken Orr and Ed Yourdan were legendary. Even Fran Tarkenton. The Great NFL Quarterback, had a software development company with a common methodology. That was Tarkenton Software.

The problem was, and still is, that people generally do not get it. People, indeed, and entire organizations, generally mandated a preferred methodology as a standard for software systems development, and that was it. Technical managers thought that “one size fits all”. They failed to grasp the meaning of methodology. They did not quite grasp the science behind it: A methodology to be valid must be appropriate to its subject.  Methodologies are problem, and perhaps, environment specific. It is not a good idea to use the same methodology for every problem. It simply will not work.

A methodology is not the solution of an ultimate problem; it is a way to get to the solution. The first step in solving a non-casual problem is to design the methodology that will assist you in solving the problem. This means that a person has to step back and design a meta-methodology to do this. An authentic methodologist must first become a master meta-methodologist before he or she learns how to skillfully design a methodology appropriate to a problem. People require skills in methodology design to determine the most appropriate methodology that assists with resolving a problem situation. Understanding this, we can now design our meta-methodology to Unify Continuous Performance Management and Insider Threat Prevention Cyber Security.

Systems Science 

Systems Science is the scientific inquiry into systems. We can describe a system as a set of related components that function as an organized whole by employing the core processes of input, transformation, output, and feedback and adjustment within a specific environment.  The components share interactive relationships. Collectively these components and their interactions form the whole system. At the base system level, the components cannot be divided into independent elements. Every system’s element enjoys properties that are lost when separated from the system.  Moreover, every system consists of essential properties that no component of the system enjoys individually. A system is whole because it is greater than the sums of its parts. Emergence is the characteristic system’s process that enables the system to become whole.  Systems science, therefore, studies whole systems. This means that systems theory employs a holistic approach during systems inquiry, or when studying systems. 

Holistic Approach

A holistic approach is an expanded approach of scientific investigation. Here, the investigator examines, the system at hand, other systems sharing the same environment, and the mutual impact these systems have on each other. These systems are open systems because they interact with their surroundings and exchange matter, energy, and information with their environments across a boundary

Spaces of Meta-Methodology Design 

The effort to unify Continuous Performance Management and Insider Threat Prevention Cyber Security occurs in several spaces including the Design Solution, Knowledge, Problem or Contextual, and Experience Spaces. These four spaces define the environment in which the meta-methodology designs the Methodology that unifies Continuous Performance Management and Insider Threat Prevention Cyber Security.

Design Solution Space

This is the conceptual space where the design team establishes the purposes and goals of the Continuous Performance Management and Insider Threat Prevention Cyber Security Unification.  The interactive dynamics of design occur in this space.  While the definition of the purpose of the unified system initiates the design process, the attainment of the goals terminates the process. The Reproducer Subsystem functions in this space.

Reproducer Subsystem

The Subsystem functions as a self-design model for the production of other systems similar to itself.  It accepts appropriate matter-energy and information to produce systems with components and functions similar to itself.

Knowledge Space

The Space contains all the knowledge explored and gathered during design. This space is comprehensive and consists of specific, generic and general design knowledge.

Problem or Contextual Space

This Space contains all the sources for defining, studying, and characterizing all the problems, values, and subsystems relevant to the design project (Banathy, 1984).  The Problem or Contextual Space includes the environments and systems of design specific to the problem context, the Continuous Performance Management and Insider Threat Prevention Cyber Security unified system, and the existing Continuous Performance Management Human Activity System. Metasystems design and hypersystem definition occur in this design space.

Experience Space

This is the conceptual space where designers test alternative models of Continuous Performance Management and Insider Threat Prevention Cyber Security unification against reality.  This space consists of the environments and systems of design specific to the knowledge base systems, the existing Human Activity System, the support systems, and the design inquiry system.  Value systems design occurs in the experience space.

Systems of Design

The design team, as the design Human Activity System (HAS), executes all design tasks and activities.  At the macro-level, a project architecture or project organization Human Activity System exists as an embedded suprasystem consisting of several subsystems that include the systems and environments of design. Specifically, the subsystems vary with each project but generically they include a System of Problems, Ideas or Intention, System to be Designed, Design System, System of Operations, Knowledge System, and the Design Support System. Systems of Design are not the same as the Spaces of Design.

System of Problems, Ideas or Intention

This system focuses on the problem context, including the existing problems in the current Continuous Performance Management Human Activity System such as the failure to define normative categories for Insider Threat Prevention Cyber Security system development.

System to be Designed

This system focuses on the “Ideal System” that is to be designed as the future Unified Insider Threat Prevention Cyber Security Human Activity System.

Design System

This system produces the new Unified Insider Threat Prevention Cyber Security Human Activity System in respect to the “Ideal System” models developed by the value system as a product of the metasystem.  The Design System conducts the design inquiry.

Knowledge System & System of Operations

The Knowledge System comprehensively delivers the knowledge relevant to the design project.  This System delivers input to the Design System to energize the System of Operations within the Problem Solution Space. The System of Operations consists of the operations required to initiate the systems methodology and energize the component systems in the Problem Solution Space.

Design Support System

The design Support System energizes the Design System through management and maintenance functions.  This System empowers the Design System to manage the design inquiry and maintain itself as it designs the “Ideal System”.

Environments of Design

The Systems of Design function in the Spaces of Design which form the interfaces between the Environments of Design and the Systems of Design.  The Environments of Design surround each Design System and consist of the environments of the Systems of Ideals, Aspirations, and Intentions, Problems, Future System, Design System, and the large Knowledge Environments.

Environment of the Dynamic System of Organizing Perspective

This environment consists of the ideas, aspirations, intentions, and problems that form the Unified Insider Threat Prevention Cyber Security Human Activity System. This environment serves as the conceptual space of the System of Problems. This environment consists of the concrete, currently existing Continuous Performance Management Human Activity System and the Model of the Unified Insider Threat Prevention Cyber Security Human Activity System. 

It also includes the models of the objectives and goals of the Unified Insider Threat Prevention Cyber Security Human Activity System in the form of structural models and the System of Intentions or Values which ignited the vision to redesign the current Continuous Performance Management Human Activity System to implement a Unified Insider Threat Prevention Cyber Security environment that improves employee performance while securing the enterprise against insider threats.

Environment of the Future System

This environment serves as a conceptual source of inputs for the Unified Insider Threat Prevention Cyber Security Human Activity System to be designed. This Environment contains the models of the future system and is the environment in which the Unified Insider Threat Prevention Cyber Security Human Activity System emerges.

Environment of the Design System

This environment delivers the matter, energy and information required for design.  It contains the design Human Activity System and the models of the design system that becomes a concrete system during design.

Knowledge Environment

This environment delivers the inputs that form the Knowledge Base System as an abstract system. This Environment is an abstract environment that contains the entire knowledge repository relevant to design as a disciplined inquiry (Banathy, 1984).

Metasystems of Design

Prior to design initiation, system designers engage in design inquiry to design the design project. Design inquiry is the design of design (Banathy, 1984) and as such is metadesign.  At the level of meta-design, the design inquiry identifies, defines and establishes the metasystems issues of design.  Hall (1989) argues that a specific system designed during problem definition and value system design is the metasystem.  

Metasystems are decision oriented. They are based on value judgements about the system to be designed.  In the case examined in this book, the metasystem is based on value judgements about the design of the Unified Continuous Performance Management-Insider Threat Prevention Cyber Security Human Activity System. Designers use the facts and impressions about the problem situation in the environment to frame the problem. 

In the case of Continuous Performance Management-Insider Threat Prevention Cyber Security Unification, designers use the facts and impressions about the Continuous Performance Management Hallmarks to frame the Insider Threat Prevention Cyber Security compromise problem. The frames enable designers to produce the first version of the metasystem. Hall (1989) reasoned that a metasystem establishes a set of value sentences that describe a desired physical system and imply or comprise the parts and relationships of the metasystem.
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